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Chapter 1

Introduction

1.1 Overview and Motivation

Amplitude modulation (AM) is the most typical and basic technique used in telecommu-
nications to strengthen the power of signals so that they can survive being transmitted
from broadcaster to listeners via AM radio link. AM has been applied to many fields in
daily life such as AM radio services since AM receivers is very simple and low-cost. There
are many broadcasting services using AM radio systems, e.g., broadcasting news, infor-
mation programs (NHK World Radio Japan), and educational programs (BBC Learning
English).

As transmitters and receivers for AM are simple, AM radio broadcasting is a robust
communication technology and thus useful in case of disasters. Another advantage of AM
radio system is that AM radio receivers worked just with batteries while other devices
such as TVs do not. Therefore, AM radio is really a useful device in case of disasters
because the power suppliers are easily stopped working when there are earthquake and
tsunami. Moreover, some emergency alert systems have been working on broadcasting
warnings via AM radio services. Audible emergency messages are used to attract the
attention of people engaged in various everyday activities, e.g., office workers and car
drivers. Therefore, these messages need to be perceived accurately and efficiently by
everyone during emergencies. Regular AM radio programs are interrupted and replaced
by information about disasters during emergencies. The warning messages are broadcast
to all listeners even in areas that are not affected by disasters. The warning systems would
be improved if only the listeners in the associated areas could hear the announcements
and alert messages can be announced while regular radio programs are still working.

Data-hiding techniques such as audio watermarking have been proposed in recent years
to protect the copyright information of public digital-audio content and to transmit in-
formation in the same channel [1]. There have been many approaches to watermarking
for digital-audio content, which can precisely and robustly embed and detect data. If
the methods of watermarking can be applied to AM radio systems, the emergency alert
system can embed warning messages as additional data into AM signals. The embedded
data can then be used as alert signals to attract the attention of people in emergencies,



in the same AM channel. The embedded data can also be used as code for an area that
is being affected by a disaster. Based on the code, the warning system could identify the
area that needs to be informed while listeners in unaffected areas would not be informed.

In addition, some of advanced AM radio systems such AM signalling system (AMSS)
2, 3, 4] embed a small amount of information to existing AM broadcasting signal. The
embedded information could be service information that allows receivers to identify the
AM station. It helps the users to select the station by name as well as to switch to other
versions of the same radio service, e.g., digital, AM or FM channels if they are available.
However, since the capacity of embedded information in this system is not high, it is
limited in adding very short message into AM signal. This problem could be overcome
by applying audio data hiding to AM signal in order to transmit much more additional
data in the same channel.

1.2 Purpose

This thesis proposes a novel data-hiding scheme for digital-audio in the AM domain
to transmit additional information in the AM signals being transmitted to receivers.
The watermarking method based on cochlear delay (CD) proposed by Unoki et al. [5,
6] is used in this scheme. The CD-based method uses a non-blind detection process
to extract embedded data in which original and watermarked signals must be available
on the receiver side. This is inconvenient in practical applications because we have to
use two broadcasting systems. Therefore, we consider modulating both the original and
watermarked signals with the same carrier. The proposed data hiding scheme must be
compatible with existing AM radio receivers so that we can widely apply it in practice.
The particular users in the proposed scheme could receive the embedded message in
addition to the audio signal while the users that use a standard AM receiver can extract
only the audio signal. The proposed scheme could be used to broadcast audio signals and
embedded data to receiver over a AM radio link. The proposed scheme could be applied
to construct an advanced emergency alert system or used to transmit service information
of AM radio station in addition to audio signals.

Another purpose of this thesis is to improve embedding capacity of the method of au-
dio watermarking based on cochlear delay. A watermarking scheme with high capacity
is needed in the proposed data hiding scheme because it offers a possibility to embed
additional data with large size. The proposed scheme could be used to transmit addi-
tional media content such as images and sounds. Improvement of CD-based watermarking
method is based on concept of sub-band coding. We take the advantage of embedding
data into sub-band of audio signal to increase embedding capacity.

1.3 Organization of thesis

The rest of this thesis are divided into six chapters as below



Chapter 2 begins by a survey of methods of audio watermarking that have been proposed
in recent years. The method of audio watermarking based on CD is also described in this
chapter. In addition, we introduce amplitude modulation techniques that are used in
communication systems and we also present models of modulation and demodulation in

AM.

Chapter 3 describes the approach for the proposed data hiding scheme in AM domain
and the challenges that we must overcome to construct a data hiding system for digital
audio in AM domain.

Chapter 4 presents the implementation of the proposed scheme. We describe the general
scheme in which the are two main phases, one on the transmitter side and one on the
receiver side. We also present novel processes of modulation and demodulation called
double-modulation and double-demodulation that we propose to build up the data hiding
scheme.

Chapter 5 is the evaluation of the proposed scheme. We evaluate the quality of demod-
ulated signals that users extract from AM signal generated by the proposed scheme. We
also investigate the effectiveness of CD-based watermarking in this scheme.

Chapter 6 improves the CD-based method of watermarking with regard to embedding
capacity. We present a method based on concept of sub-band coding to increase embed-
ding capacity with CD-based watermarking.

The last chapter, chapter 7, summarizes and concludes this thesis. Further research
directions of this thesis are also mentioned in this chapter.



Chapter 2

Background

2.1 Digital-audio watermarking

Recently, researchers have shown an increased interest in digital-audio watermarking [7,
8, 1] to propose a method for protecting copyright information of audio content [9] as
well as transmitting inaudible data in the host audio signal. Many approaches have been
proposed basically based on the following requirements [5]:

(a) inaudibility (watermarks should be imperceptible to audiences),
(b) confidentiality (secure and accurate concealment of embedded data),

(c) robustness (watermarking methods should be robust against various attacks, e.g.,
resampling, compression), and

(d) blind detection (detecting watermark without original signals).

The first requirement seems to be the most important since the change in the audio
signal should not be recognized by listeners. If the sound quality of the original signal
is affected, the original content may lose its commercial value. The second requirement
ensures that listeners do not know if the audio signal contains watermarks. The third re-
quirement ensures that the watermarking methods are invulnerable to deliberate attempts
to forge, remove, or invalidate watermarks [9].

In general, there are two types of audio watermarking with regard to detection schemes,
blind detection and non-blind detection watermarking. As its name would suggest, a blind
watermarking scheme can extract watermarks without use of the original signal. Other-
wise, a non-blind watermarking scheme needs to use the original signal to extract water-
marks in detection process. The second type of watermarking may not be so useful in
practice because it requires double storage space and double transmission for watermark
detection. However, there are trade-offs between detection schemes and other properties
of the watermarking scheme such as sound quality and accuracy of detected watermarks.
Using original signals in detection process could offer a possibility of increasing sound
quality and accuracy of watermarking scheme. Another application of non-blind water-
marking scheme is to verify the owner of digital content in a copyright dispute [9] or
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inversion attack. It should be noted that these requirements are dependent on each class
of applications. Different applications demand different types of watermarking schemes
with different requirements.

The most basic and simple technique of audio watermarking have been based on least
significant bit (LSB) [1]. Watermarks are embedded into original audio signals by manip-
ulating the sample data points of digital-audio in relation to binary data of watermarks
in this approach. Although watermarks could be embedded by this approach at a high
data rate, it is not robust against various manipulations (e.g., downsampling, upsampling,
bit compression, MP3 compression). Other methods of digital-audio watermarking have
been based on the characteristics of human auditory system (HAS) to embed inaudible
watermarks in to audio signals. These kinds of watermarking could be categorized into
two groups: one processed in amplitude domain and one processed in phase domain. Typ-
ical methods in amplitude domain have basically been based on manipulating signals in
the amplitude spectrum. There are, for instance, the spread spectrum approach (e.g. the
direct spread spectrum (DSS) [7] and the secure spread spectrum [10]). These methods
have been used to directly embed watermarks into the amplitude of digital-audio signals
and detect the embedded watermarks from the watermarked signal without using the
original signal. Spread spectrum methods such as DSS are relatively more robust than
others since watermarks are spread throughout whole frequencies. However, this method
does not satisfy the four requirements, especially inaudibility requirement.

A variety of watermarking schemes based on manipulating phase spectra or group delay
of signals have been reported in recent years. There are, for example, echo-hiding approach
proposed by Gruhl et al. in [11] and a method based on periodical phase modulation
(PPM) [12, 13]. Echo-hiding approaches have been used to directly embed data into audio
signal as time shifts. The advantages of these approaches are embedding watermarks into
original signals with less distortion and lower computational complexity. Although they
could satisfy the requirement of inaudibility, they have drawback in confidentiality (anyone
can easily detect echo information). The PPM approach was based on aural capabilities
in which PPM is relatively inaudible to human. However, as phase modulation randomly
disrupts the phase spectra of high frequency components, the modulated components
(embedded data) may be detected by human in watermarked pulse-like sounds. This is
because human can perceive raid phase variations related to long and rapid group delays
in sound [14].

The typical watermarking methods used in LSD, DSS, ECHO, and PPM approaches
could partially satisfy the four requirements. However, it is very difficult to achieve an
audio watermarking scheme that can satisfy all requirements, especially inaudibility and
robustness simultaneously.

Based on human-auditory perception, method of digital-audio watermarking based on
cochlear delay (CD) characteristic proposed by Unoki et al. could be considered as the
state-of-the-art method in audio watermarking field [5, 15, 6, 16]. Experimental results
revealed that it can used to embed inaudible watermarks into sound signal and detect
watermarks from watermarked signals successfully. The results obtained from computer
simulation also showed that this method satisfies most of the requirements: inaudibil-



ity, confidentiality, robustness, and high capacity. The next section presents a detailed
explanation about this method.

2.2 Method of digital-audio watermarking based on
Cochlear delay
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Figure 2.1: Cochlear delay and Group delay characteristics of IIR All-pass filter.

This method of audio watermarking was based on the properties of human cochlear.
The cochlear is a fluid-filled cavity which receives vibrations caused by sound signals. It
and other parts of the auditory system help us perceive sound contents. Researchers have
shown that different frequency components of sound signals excite different positions in the
cochlear (see [5] and references therein). The low frequency components require more time
to reach the corresponding place where is near to the apex of the cochlear while the high
frequency components excite the place where is near the base of the cochlear (the apex is
further than the base from the outer ear). The difference in travelling time throughout the
cochlear between low frequency components and high frequency components is referred to
as “Cochlear delay”. Related studies on human perception with regard to Cochlear delay
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have been investigated by Aiba et al. [17, 18]. Their results suggested that the human
auditory system cannot distinguish sound with enhanced delay and non-processing sound.
The results have motivated the author to propose an inaudible watermarking scheme based
on Cochlear delay characteristic.

The method of audio watermarking based on CD embeds data s(k) into sound x(n)
by controlling the two different group delays of CD (phase information) of the original
signal in relation to bit data being embedded (“1” and “0”). The key idea behind this
method is that enhancing group delays related to CD does not affect human perception of
the target sound. Figure 2.2 has a block diagram of the (a) embedding and (b) detection
process for the CD-based method.

(a) Data embedding

Watermarked
signal, y(n)

Original
signal, x(n)

» CD filter for "0", Ho(z)
‘ 1 ~ ~

> CD filter for "1", Hi(z)
_______________ |
0 \

Embedded data, s(k)=01010001p10110... ———[Weighting function

(b) Data detection
Watermarked
signal, y(n) Y(w) D(w)
> FFT > arg N AD=|®-argHo| Detected code, s(k)zq
AD<AD; <
> FFT o ar —D- 1
Original X g A®=|®-argHi| Detected code, s(k)=1

signal, x(n)

Figure 2.2: Method of Digital-audio Watermarking based on Cochlear delay characteristic:
(a) data-embedding and (b) data-detection process.

An IIR all-pass filter is usually used to control delays in which amplitude spectra are
passed equally without any loss. This method uses two IIR all-pass filters Hy(z) and
H,(z) to enhance the group delay of the original signal to embed data s(k) into original
signal z(n). The phase characteristics of these two filters are modeled as Cochlear delay
as shown in Fig.2.1. Figure 2.2 shows the block diagram of (a) watermarking process and
(b) detection process of CD-based method. The outputs of phase enhancing processes are
two signals, wg(n) and wi(n). The two intermediate signals, wg(n) and wi(n), are not
affected in terms of human perception. The intermediate signals, wy(n) and wy(n), are
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then decomposed into overlapping segments (rate of overlap is 0.5). Finally, these signal
segments are merged together in relation to watermark s(k) (e.g., “0100101011001107)
as in Eq. (2.1), which results in watermarked signal y(n). A weighting ramped cosine
function was used to avoid discontinuity with this method between the marked segments
in the watermarked signal. This processing is usually used as an overlap-add (OLA)
method in short-term Fourier transformations.

o) = wo(n), if s(k) =0
y() {wl(n), if s(k) =1,

where (kK — 1)AW < n < EAW. n is the sample index, k is the frame index, and
AW = fs/Ny; is the frame length. f, is the sampling frequency of the original signal and
Ny is bit rate per second (bps) of embedded data.

The detection process of this method is a non-blind detection scheme. The original
and watermarked signals in the detection process are first decomposed into overlapping
segments using the same window function used in the data embedding process as shown
in Fig. 2.2(b). The phase differences, ¢(w)s, are calculated between the segments of the
original signal and those of the watermarked signal as in Eq. (2.2) . The phase difference
of each segment, ¢(w), is then compared to the group delays of Hy(z) and H;(z) to detect
bits of “0” or “1” as in Eqs. (2.3), (2.4), and (2.5). If the phase difference, ¢(w), is closer
to the group delay of Hy(z) than that of Hy(z), then bit “0” is detected. Otherwise, bit
“17 is detected.

(2.1)

¢(wm) = arg(FFT[y(n)]) — arg(FFT[z(n)]), (2.2)
Aby = > |d(wn) — arg(Ho(e™m))], (2.3)
AD; = ) |¢(wn) — arg(Hy (™)), (2.4)

5) = {O,Ac1>0<Ac1>1 25)

1, otherwise

Figure 2.3 has result of objective evaluations of CD-base method in comparison to the

other methods. The result showed that PEAQs were over the evaluation threshold (;-
1 dB). It also revealed that LSDs increased as bit rate and that they were under the
evaluation threshold. In addition, bit detection rate were greater than the evaluation
criterion (75%) as bit rate increased from 4 to 1024 bps. The result suggested that the
CD-based method could be used as non-blind inaudible watermarking, which can satisfy
all evaluation thresholds.

2.3 Amplitude modulation

2.3.1 Definition

In telecommunication systems, modulation is usually used to transmit information (e.g.,
sound, image, and text message). It is used to gain certain advantages such as far-distance

8
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(a) Message signal m(?)

et
UUVVVVVU UVVVVVUU

(b) Modulated signal u(?)

LSB USB

—We 0 poWe 1w
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—2wW,

;——4W£%—é

(c) Spectrum of e(&) = u(t) ()

Figure 2.4: DSB-WC Modulation and Demodulation: (a) Message signal, (b) Modulated
signal, and (c) Spectrum of product of Modulated and Carrier signals.
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communication and transmitting over a radio wave. Contrast to communication using
modulations is baseband communication. The term baseband is used to designate the
band of frequencies of the information signal. In baseband communication, information
signals (called baseband signals) are directly transmitted from transmitters to receivers
over media. Because the baseband signals have sizeable power at low frequencies, they
cannot be transmitted over a radio wave. The size of antennas that radiate the signal
in waveform is directly proportional to the wavelength of the signal. Long-haul commu-
nication over a radio wave requires modulation to enable efficient power radiation using
antennas of reasonable dimensions.

Amplitude modulation (AM) is the most typical and basic technique used in telecom-
munication for transmitting information via radio carrier waves. A carrier signal is a
sinusoid signal of high frequency which is usually represented as follow

c(t) = cos(wet), (2.6)

in which the frequency in Hz is given by
wC
fe= (2.7)

=5
The AM of the message signal m(t) (Fig. 2.4(a)) which produces the modulated signal

u(t) (Fig. 2.4(b)) is defined as [19]
u(t) = [A+ m(t)] cos(w,t) (2.8)

In this formulation, the amplitude of the carrier is varied in proportion to the message
signal m(t).

The AM in Eq. (2.8) is the basic scheme of AM. It is called double-sideband with
carrier (DSB-WC). There are other types of modulation in communication systems such
as double-sideband suppressed carrier modulation (DSB-SC), single sideband modulation
(SSB), etc.. In this thesis, we present only the basic type of AM. For further study,
there are many references that provide comprehensive knowledge on modulation schemes
(19, 20, 21].

2.3.2 Properties

Amplitude modulation simply shifts the spectrum of m(¢) to the carrier frequency. That
means if

m(t) <= M(w), (2.9)
then
u(t) <= 1A (w + we) + d(w — we)] + %[M(w + we) + M(w — we)]. (2.10)

We observe that if the bandwidth of m(t) is B Hz, then the bandwidth of the modulated
signal u(t) is 2B Hz as shown in Fig. 2.4(b).
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We also note that the spectrum of the modulated signal centered at w. is composed
of two parts: a portion called lower sideband (LSB) lying below w, and a portion called
upper sideband (USB) lying above w,.. Similarly, the spectrum centered at —w, has LSB
and USB.

2.3.3 AM modulator

message, m(f) f modulated signal,
.

) !
N u(t

A

A carrier signal, c(?)

Figure 2.5: AM Modulator for DSB-WC.

Mathematically, the modulated signal is produced by using Eq. (2.8). The flow chart
of an AM modulator is shown in Fig. 2.5. In practical communication systems, there
are several kinds of AM modulators that use electric circuits. However, the output of
such kinds of modulators is basically as in Eq. (2.8). In this thesis, we do not present
the practical modulators which are designs for electric circuits. For comprehensive study,
readers can refer to references [19, 20, 21].

2.3.4 AM demodulator

modulated signal, + /T message m(?)

() LPF C v,

carrier signal, c(?) A

Figure 2.6: Synchronous Demodulator (Product Detector) for DSB-WC.

This section presents mathematical models for demodulating modulated signals.

In principle, there are two types of demodulations, synchronous demodulation and asyn-
chronous demodulation. They are dependent on the use of the carrier in demodulation.
The receiver must generate a carrier in phase and frequency synchronism for synchronous
demodulation while there is no need to use a carrier in asynchronous demodulation.

12



Synchronous demodulation

This kind of demodulation may be referred to as a coherent or product detector. Figure
2.6 shows a flow chart of a synchronous demodulator. At the receiver, we multiply the
incoming modulated signal by a local carrier of frequency and phase in synchronism with
the carrier used at the transmitter.

e(t) = u(t)c(t) (2.11)
= [A + m(t)] cos®(w,t) (2.12)

[A+ m(t)] cos(2w,t) (2.13)

Let us denote m/(t) = A+ m(t). Then,

e(t) = %m’(t) + %m’(t) cos(2w.t) (2.14)

The Fourier transform of the signal e(t) is

B(w) = g M) + 1M/ + 20) + M'(w — 200) (2.15)

The spectrum of F(w) is shown in Fig. 2.4(c). This shows that the spectrum of the signal
e(t) consists of three components. The first component is the message spectrum. The
two later components, which are the modulated signal of m(t) with the carrier frequency
2w,, are centered at +2w..

The signal e(t) is then filtered by a lowpass filter with the cut-off frequency of f. which
results in the output %m/ (t). We can fully get m/(¢) by multiplying the output by two.
We can also remove the inconvenient fraction 1/2 from the output by using the carrier
2 cos(w,) instead of cos(w).

Finally, the message signal m(t) can be recovered by

m(t) =m'(t) — A (2.16)
Asynchronous demodulation

modulated signal,

uln] Max.

recovered signal,
m[n]

decay constant,
o ® m[n-1] -

Figure 2.7: Asynchronous Demodulator (Envelope Detector) for DSB-WC.
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Modulated signal u(?)

Message signal m( )

Detected message

Time
Figure 2.8: An example of Envelope Detector.

An asynchronous demodulator may be referred to as an envelope detector. For envelope
detector, the modulated signal u(t) must satisfy the requirement that

A4 m(t) >0,V (2.17)

An electric circuit is specially designed for detecting the envelope from an modulated
signal. An enveloped detector can be simulated by the block diagram shown in Fig. 2.7.
When the input is greater than the previous output, the output tracks the input. When
the input falls below the output, the output decays exponentially with a decay constant
o = exp(—7g), where T = 1/fs, RC is a constant, and the initial value m[0] = 0.
The modulated signal and the envelope detector output are as shown in Fig. 2.3.4. The
specification of envelope detector in realistic systems could be referred in [19] Section 4.3
p. 168.
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Chapter 3

Proposed scheme

3.1 Approach

In communication systems such as AM radio broadcasting systems, the audio signal is
modulated with a carrier before it is transmitted to receivers. This is because the base-
band signals have sizable power at low frequencies while modulated signals have strong
power enough to be able to be transmitted over radio link [19]. At the receivers, the
modulated signals are demodulated to extract the audio signals. Based on this principle
of communication systems, it suggests two approaches to embedding data into AM radio
signal. The first approach is to directly modify modulated signals to embed data. This
approach is very complex because we must process much more sample data point. An-
other approach is to embed data into audio signals and then modulate the audio signals
that were embedded with data. This approach could be easily implemented by employing
an available audio watermarking system. This thesis focuses on this approach to construct
data hiding scheme for digital-audio in AM domain.

Figure 3.1 shows the approach to embedding data into AM radio signal. Audio signals
are embedded with watermarks by using an available method of audio watermarking before
it is modulated for transmitting. There have been many methods of audio watermarking
in recent years. The method of audio watermarking should satisfy the requirements of

T e ((.)

" Watermarking

Figure 3.1: Approach to Embedding data into AM radio signal.
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inaudibility, robustness, and high capacity to be able to embed data for audio signals in
this scheme. After the audio signal is embedded with a watermark, the watermarked signal
is modulated by a modulation process to prepare for transmitting. If the non-blind audio
watermarking is used to embed watermark, the original signal must also be modulated
and transmitted to receivers so that the embedded watermark could be detected. The
modulated signal is then sent to receivers through an AM radio wave.

When the receivers in this scheme receive the modulated signal, they can demodulate
the received signal and then extract the embedded watermark from the demodulated
signal by using a demodulation process and a watermark detector. The extracted audio
signal and the detected watermark are then used for desired purposes.

As presented in Section 2.2, the method of audio watermarking based CD characteristic
has been the state-of-the-art method which satisfies most of requirements of an audio wa-
termarking system: inaudibility, confidentiality, and robustness. We employed CD-based
method to embed watermarks into audio signals in our proposed data hiding scheme. CD-
based method, however, has a drawback of non-blind detection that requires the original
signal in detection process. We overcame this problem by modulating both the original
and watermarked signals in the same carrier. We proposed the novel double-modulation
and double-demodulation to modulate both the original and watermarked signals with
the same carrier and then demodulate the modulated signal to extract them. The advan-
tage of double-modulation is that we only need one transmitter for transmitting both the
original and watermarked signals to receivers. The drawback of blind detection in CD
method could be cancelled out by the proposed double-modulation/double-demodulation.
The proposed scheme combined the advantages of CD method and the advantage of
novel double-modulation/double-demodulation technique to construct a perfect data hid-
ing scheme for AM radio broadcasting system.

3.2 Challenging Issues

There are some issues that should be taken into account in with the proposed approach.
The sound quality of audio signals that are carried by AM signal could be affected due
to double-modulation process. The embedded data could also be affected by the double-
modulation/double-demodulation process. The proposed scheme should be compatible
with the vast majority of standard AM receivers as a requirement for widely applying it
in practice. The embedding capacity of the watermarking system should increase so that
we can transmit large-size media such as images, other audio in addition to text message.

In summary, we aim to construct a data hiding scheme with the following requirements

e Modulating both the original and watermarked signals with the same carrier,

e Sound quality of extracted signals kept at high level and precisely detecting water-
marks,

e Compatible with standard AM receivers, and

e High capacity of embedded data.
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Chapter 4

Implementation

4.1 General scheme

The proposed data-hiding scheme for AM radio signals is shown in Fig. 4.1. There are
two main phases in this scheme: (a) data-embedding and a double-modulation process
on the transmitter side and (b) a double-demodulation and data-detection process on the
receiver side.

On the transmitter side (Fig. 4.1(a)), the CD-based method of watermarking is used
to embed data, s(k), into audio signal x(n). The output of this step is the watermarked
signal, y(t). The original and watermarked signals, z(n) and y(n), are double-modulated
as LSB and USB, respectively, with the carrier, ¢(n). This is based on AM modula-
tion with the method of double sidebands with the carrier (DSB-WC) but the difference
between DSB-WC and the proposed scheme is that both sidebands are different in this
scheme while LSB and USB in DSB-WC are the same. The double-modulated signal,
u(n), which conveys both the original and watermarked signals, z(n) and y(n), is used
for broadcasting to receivers.

At the receiver (Fig. 4.1(b)), the double-modulated signal, u(n), is double-demodulated
to extract the conveyed signals, Z(n) and y(n). The extracted signals, Z(n) and y(n), are
then used to detect embedded data §(k) by using CD-based watermarking.

The two following sections present the implementation of the double-modulation and
double-demodulation processes used in this scheme. The implementation of method of
audio watermarking based on CD (embedding and detection processes) are presented
in Section 2.2. The standard modulation and demodulation are referred to as the AM
techniques currently used in AM communication systems. They are presented in Section
2.3.

4.2 Double-modulation process

The flow for the double-modulation process is shown in Fig. 4.2. The standard modu-
lation is defined as AM technique currently used in AM radio system. The original and
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Figure 4.1: General scheme for Digital-audio Data hiding in AM domain.

watermarked signals, z(n) and y(n), are double-modulated as lower and upper sidebands
with the carrier in four steps:

Step 1: Original signal z(n) and watermarked signal y(n) are modulated with the
standard AM technique. The standard-modulated signals u;(n) and uy(n) are obtained
as the outputs of standard AM modulation processes.

Step 2: The standard-modulated signals, u;(n) and us(n), are then transformed with
a fast Fourier transform (FFT). The outputs correspond to frequency spectra U;(w) and

Us(w) of ui(n) and us(n). Each spectrum contains two components, i.e., lower and upper
sidebands.

Step 3: The low sideband component in U;(w) and the upper sideband component in
Us(w) are merged into U(w).

Step 4: Finally, U(w) is transformed into u(n) by using an inverse FFT. The double-
modulated signal, u(n), contains both original and watermarked signals z(n) and y(n).

4.3 Double-demodulation process
The double-demodulation process extracts signals z(n) and y(n) from the double-modulated

signal, u(n). They are original signal z(n) in the lower sideband and watermarked signal
y(n) in the upper sideband. The block diagram of the double-demodulation process is
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Figure 4.2: Flow chart of Double-modulation process.

Original signal,
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Figure 4.3: Flow chart of Double-demodulation process.

Ug(w)

v

shown in Fig. 4.3. The standard demodulation is defined as AM demodulation technique
currently used in AM radio system. The double-demodulation process involves four steps.

Step 1: The double-modulated signal, u(n), is transformed into frequency spectrum
U(w) by FFT. U(w) has the spectrum of the modulated signal, which contains two com-
ponents, i.e., lower and upper sidebands.

Step 2: U(w) is decomposed into Uy (w) and Us(w); the first contains the lower sideband
and the second contains the upper sideband. The upper sideband of U;(w) and the lower
sideband of Us(w) are equal to zero.

Step 3: U;(w) is then transformed into u;(n) and Us(w) into uz(n) by the inverse FFT.

Step 4: Finally, the original signal, Z(n), is extracted by demodulating signal wu;(n)
with standard synchronous demodulation technique. Since w;(n) only contains one side-
band, the standard-demodulated signal of uq(n) is multiplied by two to fully recover the
original signal. Similarly, the extracted watermarked signal, y(n), is obtained by multi-
plying the standard-demodulated signal of uy(n) by two.
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Chapter 5

Evaluation

5.1 Database and Criteria of Evaluation

We conducted computer simulations to evaluate the proposed scheme for AM broadcast-
ing systems. We investigated the sound quality of extracted original and watermarked
signals in double-modulation/demodulation with the proposed scheme. We also evalu-
ated sound quality with regard to the inaudibility and accuracy of watermark detection
with the signals extracted from the double-modulated signals in the proposed scheme. In
addition, we investigated the sound quality of the signals that were extracted from the
double-modulated signals by using standard demodulators in order to test the low-level
compatibility of the proposed scheme with current AM radio broadcasting system.

We used all 102 tracks of the RWC music database [22] as the original sound signals.
These music tracks had a sampling frequency of 44.1-kHz, were 16 bits, and had two
channels. The carrier frequency was 250 kHz. The sampling frequency of the AM system
was 1000 kHz. The same watermarks “feb” were embedded into the original sound signal
by using the CD-based method. The data rate was from 4 to 1024 bps.

We used objective evaluations, i.e., the signal-to-noise ratio (SNR), log spectrum dis-
tortion (LSD) [23], and perceptual evaluation of audio quality (PEAQ) [24] to measure
sound quality of the target signals. SNR is used to compare the level of a clean signal to
the level of noise. The higher SNR signal has better sound quality. SNR is defined in dB
by

N 2
SNR = 101log,, { NZ”:l [z(n)] } (dB), (5.1)
> () —x(n)?
where N is the number of samples, z(n) is the clean signal, and y(n) is the observed
signal.
LSD is used to measure the distance or distortion between two spectra. A lower value
for LSD indicates a better result and vice versa. LSD is defined by

LSD = %; {1010g10 %} (dB), (5.2)
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where X (w, k) and Y (w, k) are short-time Fourier transform of the clean and observed
signals, respectively, in which the overlap rate of 0.6 was chosen for this evaluation. £ is
the frame index and K is the number of frames.

PEAQ was used to measure degradation in audio quality according to the objective
difference grade (ODG) which ranges from from —4 to 0. ODG indicates sound quality
of target signals as shown in Table 5.1

Table 5.1: ODG and Sound quality Degradation

Quality degradation ‘ ODG
Imperceptible 0
Perceptible, but not annoying -1
Slightly annoying -2
Annoying -3
Very annoying -4

The evaluation thresholds for the SNR, LSD, and PEAQ criteria which correspond to
20 dB, 1 dB, and —1 ODG, respectively were chosen to evaluate the sound quality of the
signals in this experiment.

The accuracy of watermark detection was measured by bit detection rate which is
defined as the ratio between the number of correct bits and the number of total bits of
the detected watermark. An evaluation threshold of bit detection rate below 75% was
chosen in this experiment.

5.2 Sound quality of Double-demodulated signals

The results of sound quality of the signals extracted from the double-modulated signals
are plotted in Figs. 5.1 and 5.2 as a function of bit-rate. When the bit-rate was 4 bps,
which is a critical condition for the CD-based method of watermarking [5], the SNR, LSD,
and PEAQ of the extracted original and extracted watermarked signals corresponded to
approximately 55 dB, 0.15 dB, and —0.08 ODG (objective difference grade).
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Figure 5.1: Results of Objective evaluations of Extracted Original signal as a function of
Bit rate: (a) SNR, (b) LSD, and (c¢) PEAQ

The SNR and LSD had significantly high values in practice. The PEAQ was about
—0.08 ODG, which is imperceptible indicating that the difference in the signals was not
able to be perceived. These results indicated that the extracted signals were not dis-
torted by the double-modulation and double-demodulation process. Since the bit-rate
only affected the watermarked signal in relation to the original signal, when the bit-rate
increased from 4 to 1024 bps the SNR, LSD, and PEAQ did not decrease.
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Figure 5.2: Results of Objective evaluations of Extracted Watermarked signal as a func-
tion of Bit rate: (a) SNR, (b) LSD, and (¢) PEAQ

5.3 Inaudibility and Accuracy

The sound quality with regard to the inaudibility of the watermarked signals that were
extracted from the double-modulated signals and accuracy of watermark detection with
the signals that were extracted from the double-modulated signals are shown in Fig. 5.3.
The bit-detection rate was greater than 99.5% when the bit-rate increased from 4 to 256
bps. It decreased dramatically when the bit-rate was 512 and 1024 bps. The PEAQs of
extracted watermarked signal with extracted original signal were greater than —1 ODG
and the LSDs were less than 0.5 dB.
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Figure 5.3: Result of Objective evaluations (PEAQ, LSD, Bit-detection rate) as functions
of Bit rate.

These results demonstrated that the bit-detection rate and inaudibility of watermarked
signal with this scheme were the same as that with the watermarking method. It indicates
that the CD-based method of watermarking could be applied to the AM domain without
distortion and that our proposed scheme could embed data into the AM audio signal and
could precisely and robustly detect embedded data.
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Figure 5.4: Sound quality of Signals extracted with Standard Demodulation technique.

5.4 Evaluation of Low-level compatibility

There are a vast majority of AM radio receivers that recover audio signals from AM radio
signals through standard AM techniques (envelope detection and coherent detection).
The data-hiding scheme should produce a modulated signal that can be demodulated
by standard AM radio devices. The difference between two sidebands of the double-
modulated signal is phase shift according to CD characteristics. Therefore, if the difference
in phase of the original and watermarked signals could be properly reduced, the double-
modulated signal could be demodulated with the standard technique with less distortion.
Of course, the quality of the double-demodulated signal should not be smeared.

We utilized by and b; with the CD-based method of watermarking to find the most
suitable values for low-layer compatibility with our proposed scheme. Figure 5.4 presents
the results of objective tests of standard-demodulated signals according to by where b; =
bo+0.07 [5]. The results demonstrated that the sound quality of the standard-demodulated
signals decreases as by increases. Figure 5.3 shows that the PEAQ and LSD of extracted
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Figure 5.5: Results of Objective evaluations (SNR, LSD, and PEAQ) of Extracted Original
signals against External noise.

watermarked signal with extracted original signal and bit-detection of watermarking in
case by = 0.195 are better than those in case by = 0.795. The sound quality of double-
demodulated signals remains unchanged under these conditions. Thus, smaller values for
by and b; should be chosen. It seems that by = 0.195 and b; = 0.265 are reasonable for
the proposed scheme; however, we need to consider these further because of the trade-off
between sound quality and bit detection.

5.5 Sound quality of Extracted signals with regard
to External noise

The AM double-modulated signal was transmitted through the air which may have been
affected by external noise. We considered distortion of the extracted signals when the
double-modulated signal was subjected to white noise. Figures 5.5 and 5.6 plots the
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External noise.

results for the objective tests of extracted original and extracted watermarked signals.
The horizontal axis indicates the SNR of the double-modulated signal. The extracted
signals were most distorted when the noise level was high (SNR < 30 dB). However, when
the noise level decreased (SNR > 30 dB), the SNRs, LSDs, and PEAQs of &(n) and g(n)
were significantly improved (40 dB, 0.9 dB, and —1.8 ODG). The bit-detection rate for
high-level noise was less than 98.2% and for low-level noise (SNR > 30 dB) it was greater
than 99.2%. These results indicated that the proposed scheme can robustly extract signals
from a double-modulated signal that is affected by low-level noise.
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Chapter 6

An Improvement on Embedding
capacity

We employed the method of digital-audio watermarking based on cochlear delay (CD)
characteristics to embed watermarks into the original signals in the proposed data hiding
scheme. The CD-based method satisfied the requirements of inaudibility, robustness, and
confidentiality. It has the embedding capacity about 1 kbps. However, if it could have
much higher capacity of watermarks, the proposed data hiding scheme could transmit
much more data in AM signals. This section present an approach to watermarking in
sub-bands to improve embedding capacity of the CD-based method.

6.1 Model concept

The CD-based method embeds data into the audio signal by enhancing its phase delay.
The original signal is changed slightly by phase shifting according to CD. We may take
advantage of this to apply the CD-based method to sub-band signals. We investigated
the feasibility of applying the CD-based method of watermarking in sub-bands to increase
embedding capacity. We took into consideration whether the watermarks could be dis-
torted by using decomposition and synthesis processes with a filterbank. We also took
into account the inaudibility of watermarked signals in the improved method. This ap-
proach offers a possibility of increasing embedding capacity with the proposed method as
multiples of the number of sub-bands.

The improved method was based on the concept of sub-band coding. The signals
are decomposed into a number of sub-band signals and then each sub-band signal is
processed independently. The proposed method of watermarking based CD embeds data
by enhancing the phases of the original signal according to CD. A bit data (e.g. ‘1’) is
embedded as the difference between the phases of the original signal and those of the
watermarked signal in a frame. The phases of all frequency components are enhanced
to represent a embedded bit ‘0’ or ‘1’. The improved method enhances the phases of a
number of consecutive frequency components (a sub-band) to embed a bit data. Thus,
a number of bits could be embedded by enhancing the phases of sub-band frequency
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Figure 6.1: Frequency characteristics of CB-BPFB (10 channels).

components in a frame. Figures 6.4 and 6.5 have block diagrams for the improved method.
A filterbank is used to decompose the original signal into sub-band signals. The watermark
is embedded into sub-bands by using the CD-based method. The watermarked signal is
a combination of watermarked sub-band signals. The embedding capacity of the method
could be increased as multiples of the number of sub-bands.

6.2 Implementation

6.2.1 Filterbank

Filterbank is an array of band-pass filters that decomposes the signal into sub-band sig-
nals. We used two kinds of constant-bandwidth (CB) filterbanks in this study. The sub-
band signals were resynthesized into a signal by using inverse processing in the filterbank
after watermarking. The first filterbank was a conventional band-pass filterbank (BPEFB)
in which each filter was a finite impulse response (FIR) band-pass filter. A band-pass
filter is usually designed by convoluting the filter kernels (impulse response function) of
a low-pass filter and a high-pass filter. An FIR band-pass filter has the transfer function:

H(z)=do+diz +doz 2+ ... +dyz", (6.1)

where N is the order of the filter. The filterbanks were designed with the window method
[25]. If w(n) denotes a window, where 0 < n < N, and the impulse response of the ideal
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filter is h(n), then the filter coefficients are given by
d(n) = w(n)h(n), 0<n<N. (6.2)

The window function is Hamming window. The filtering process was implemented by fast
Fourier transform. The frequency characteristics of CB-BPFB are shown in Fig. 6.1.

The second kind of filterbank was a Gammatone filterbank (GTFB). Its impulse re-
sponse is given by:

gt(t) = AtM L exp(—2rb;ERB(fo)t) cos(2 fot), t > 0, (6.3)

where A, by, and M are parameters of the Gammatone filter, and At™ 1 exp(—27b;ERB( fo)t)
is the amplitude term represented by the Gamma distribution, fy is the center frequency,
and FRB(f,) in this paper was set to CB. The frequency characteristics of GTFB are
shown in Fig. 6.2.

Figure 6.3 shows the sound quality of re-synthesized signals by CB-BPFB and CB-
GTFB with 10, 20, 50, 100 and 200 channels. The sound quality of re-synthesized signals
when using CB-BPFB decreased as the number of channels increased. In contrast, the
sound quality of CB-GTFB increased as the number of channels increased.
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6.2.2 Embedding in Sub-bands

There is a block diagram of the data embedding process in sub-bands in Fig. 6.4. The
watermark is embedded into the original signal in four steps:

Step 1: Original signal z(n) is decomposed into m sub-band signals z;(n)(i = 1,2, ..., m)
using the filterbank. The bandwidths of the sub-bands are the same, i.e., CB.

Step 2: The watermark in the binary string, s(k), is alternately and equally split into
m binary strings s;(k)( = 1,2, ...,m) to be embedded in m sub-band signals.

Step 3: Each sub-band signal z;(n) is embedded with watermarks s;(k) by using
the CD-based method. The outputs obtained are the watermarked sub-band signals

yi(n),(t=1,2,....,m).

Step 4: The watermarked signal is created by combining watermarked sub-band signals
y;(n)(i = 1,2, ...,m) using inverse processing in the filterbank used in Step 1.

31



Watermark, "
S(k) > Splltter
: Filterbank x,(n) g. - T t]))E:it(ai’ yi(n)
. |Band-pass filter [ —>| cmbedding
Original : . R Watermarked
signal, x(n) : Leenl Data i signal, y(n)
: : _ yi(n) | Inverse
_ Band-pass filter :xz(n) —>| cmbedding | Filterbank [
: - : V(1)
: : ERLL 2 Data
; Band-pass filter :x,,,(n) o| embedding
Figure 6.4: Block diagram for Embedding data in sub-bands.
6.2.3 Watermark Detection
x,(n)
Original s, (k
signal, x(1) ) de]t?aaci?on =
Filterbank >
x,,(n
(1) > Data s,(k) ’ Watermark,
} > Merger > (k)
¥,(n) »| detection 5
Watermarked )
signal, y(n) Filterbank 2y
| rtertanx L M Data s
% detection

Figure 6.5: Block diagram for Data detection in sub-bands.

Figure 6.5 has a block diagram of the detection process in sub-bands. Watermarks are
detected in each sub-band and are then merged to obtain the whole watermark. The
details on this process are as follows:

Step 1: Both the original and the watermarked signals, z(n) and y(n), are first decom-
posed into sub-band pairs z;(n) and y;(n)(i = 1,2, ...,m) by using the same filterbank in
the embedding process.

Step 2: Each sub-band pair, z;(n) and y;(n), are processed by the detection process
of the CD-method to detect watermarks s;(k), (i = 1,2,...,m).

Step 3: Watermark s(k) is obtained by merging s;(k)(i = 1,2, ...,m) according to the
way the watermark is split in the embedding process.
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Figure 6.6: Frequency Response of Original signal.

6.2.4 Example

This section presents an example of embedding and detecting the watermark by the
improved method. The number of channels is 10. The first frame of the original signal is
demonstrated in this example. The watermark is the binary string of ten bits ‘1010101010".
The original signal has a sampling frequency of 44.1 kHz.

Figure 6.6 shows the frequency response of the first frame of the original signal. Firstly,
the original signal was decomposed into ten sub-bands. The sub-bands were numbered
from 1 to 10 as shown in Fig. 6.6. The frequency responses of the sub-bands (1-6) were
shown in Fig. 6.7. The watermark ‘1010101010 was alternately and equally distributed
into ten sub-bands as shown by red-colored character in Fig. 6.6. The watermark was
then embedded into each sub-band by using the proposed method of watermarking based
on CD. Finally, the watermarked signal was created by synthesizing the watermarked
sub-bands. The watermarked signal then contained ten bits of watermark ‘1010101010’.

The phase difference ®(w) in each sub-band between the original signal and the wa-
termarked signal was compared with the phases arg Hy(w) and arg Hy(w) of two filters
Hy(w) and H;(w) to detect embedded bit ‘0" or ‘1’. Figure 6.8 shows the phase difference
®(w) and the phases arg Ho(w) and arg Hy(w) of two filters Hy(w) and Hj(w). The bi-
nary characters in red color were the detected bits. The first sub-band shows that ®(w)
matched with arg Hy(w). Therefore, the bit ‘1’ was detected in the first sub-band. The
second sub-band shows that ®(w) matched with arg Hy(w) and then the bit ‘0’ was de-
tected. Similarly, the remaining eight bits ‘10101010" were detected by matching ®(w)
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Figure 6.7: Frequency Response of a few Sub-bands of Original signal (1-6).

with arg Hy(w) or arg Hy(w).

6.3 Evaluation

We carried out simulations to objectively evaluate the sound quality of watermarked
signals and bit-detection rate in the improved method. We also compared the improved
method with the proposed method. We used all 102 music tracks in the real world
computing (RWC) music database [22] as the original signals, which were the same as
those in the proposed method. These music tracks had a sampling frequency of 44.1 kHz,
were 16 bits, and had two channels. The same watermarks ‘AlIS-lab. Japan Advanced
Institute of Science and Technology’ were embedded into the original audio signal by using
the improved methods. The sub-band bit rate defined as the bit rate of embedded data in
sub-bands ranged from 4 to 1024 bps and there were 10, 20, 50, 100 and 200 sub-bands.

We used log spectral distortion (LSD) [23] and perceptual evaluation of audio quality
(PEAQ) [24] to evaluate the sound quality of the watermarked signals. LSD was used
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Figure 6.8: Comparison with Phase difference between Original signal and Watermarked
signal with Phase characteristics of two filters Hy(w) and H;(w).

to measure the distance or distortion between two spectra in which a lower value for
LSD indicates a better result and vice versa. PEAQ was used to measure degradation
in audio quality according to the objective difference grade (ODG) ranging from —4 (the
worst quality) to 0 (the best quality). The evaluation thresholds for the LSD and PEAQ
criteria corresponded to 1 dB and —1 ODG, which were the same as those in Unoki and
Hamada [5] and Unoki et al. [6]. The subband bit-detection rate was referred to as the
bit-detection rate of the CD method in sub-bands, which were independently calculated
for each s;(k). The total bit-detection rates were calculated for the whole watermark s(k)
after the watermarks in sub-bands s;(k), (i = 1,2, ..., m) were merged.

The average LSD and PEAQ of the watermarked signals were approximately 0.60 dB
and —0.35 ODG under conditions where the sub-band bit rate was 4 bps and there were 20
channels. The averages of sub-band bit-detection rates are almost 100% and the standard
deviations are around 0.02%. These results suggested that the watermarks that were
embedded into sub-bands by using the CD-based method could survive through synthesis
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Figure 6.9: Objective evaluations of Improved method with CB-BPFB: (a) PEAQ, (b)
LSD, and (c¢) PEAQ.

and decomposition processes. The results also ensured that the sound quality of the
watermarked signals was not distorted by the improved method.

Figure 6.9 has the results for our objective evaluations of the improved method using
CB-BPFB with five conditions of the number of channels. The PEAQs of the improved
method with 10, 20 and 50 channels were mostly higher than the evaluation threshold
when the bit rates were less than 256 bps. The PEAQs with 100 and 200 channels were all
worse than the evaluation threshold. The LSDs, on the other hand, were all better than
the evaluation threshold. The sub-band bit-detection rates with the improved method
were all greater than 92% under the conditions of the number of channels 10, 20 and
50 and bit rates less than 64 bps. These results suggested that the improved method
with 50 channels and at a bit rate of 64 bps could be used to embed watermarks into
digital-audio. The improved method could satisfy the confidentiality requirement under
these conditions. The total bit rate could be increased to 3.2 kbps.

The results of objective evaluations of the improved method using CB-GTFB are shown
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Figure 6.10: Objective evaluations of Improved method with CB-GTFB: (a) PEAQ, (b)
LSD, and (c¢) PEAQ.

in Fig. 6.10. The PEAQs with 200 channels were all higher than —1 ODG, while the
PEAQs with 10, 20, 50, and 100 were slightly lower than the evaluation threshold. The
results of LSDs were almost better than the evaluation criteria. The sub-band bit detec-
tion rates with 10 and 20 were better that those with other numbers of channels. The
bit-detection rate of the improved method with CB-GTFB at the bit rate of 128 bps and
the under condition of 20 channels was 85%. It revealed that the improved method could
be used to embed data into digital-audio at the total bit rate of 2.56 kbps.

We compared the improved method (CB-BPFC) with the proposed method by carry-
ing out objective evaluations (PEAQ, LSD and a bit-detection test). Figure 6.11 have
the results for our objective evaluations of the proposed and improved methods with 50
channels. The sound quality of the proposed method is better than the improved method
when the bit rates were less than 512 bps. The total bit detection rates of the improved
method, on the other hand, were higher than the proposed method under all conditions
of bit rate. These results showed that the embedding capacity of the improved method
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Figure 6.11: Comparative evaluations of Improved method with Proposed CD-method.

could be much higher increased.

6.4 Related works

There were also other approaches to increasing embedding capacity based on designing
CD filters with parallel and cascade architectures [26, 27, 28]. These approaches proposed
an optimal architecture of CD filters to increase embedding capacity and to improve sound
quality of watermarked signals as well. The authors controlled phase delays of original
sound signals by several CD filters (2¥ in [26], or L in [27], where L is the number of bits
per frame) to embed more bits while the original CD method controlled only two phase
delays to embed a bit per frame. The approach using the parallel architecture of CD filter
could increase the embedding capacity to 384 bps while the embedding capacity of the
approach using the cascade architecture amounted to over 384 bps.

This thesis also proposed an approach to improving embedding capacity of CD method.
This approach was based on the concept of sub-band coding. The original signal was
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decomposed into the sub-band signals and then these sub-band signals were embedded
with watermarks. The differences between this approach and above approaches are that
this approach controlled only two CD filters and it simultaneously controlled multiple
frequency bands to embed more bits. We designed efficient filterbanks to decompose the
audio signals into sub-band signals and to synthesize the watermarked sub-band signals
after the processes of watermarking to ensure that sound quality of the watermarked
signals could be kept at high level. The embedding capacity of our proposed approach
could be increased to 3.2 kbps and sound quality were higher than evaluation criteria.
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Chapter 7

Conclusion

7.1 Summary

Motivated from demands of an efficient emergence alert system as well as hiding data
into AM radio signals, this thesis proposed a data hiding scheme for AM radio broadcast-
ing system. The proposed scheme can basically be applied to transmit additional data
besides audio content in AM radio signals. Playing an important role in this scheme,
the method of audio watermarking based on CD was used to embed inaudible data into
audio content before the audio is further processed to be far transmitted over a radio link.
Since, the employed method of watermarking, CD-based method, is a non-blind water-
marking scheme, which requires a double transmission bandwidth, we overcame this issue
by proposing novel modulation and demodulation techniques namely double-modulation
and double-demodulation, respectively. The double-modulation embeds both the original
and watermarked signals as LSB and USB, respectively, with the same carrier signal.
After that, receivers can use the double-demodulation to extract these signals and then
retrieve the embedded data after that. Although the proposed scheme generates AM radio
signals having different sidebands in their frequency spectra, standard receivers are still
able to extract audio content from the AM signals using standard DSB-WC demodulation
techniques.

We conducted simulations on the computer to evaluate the effectiveness of the proposed
scheme. We firstly confirmed the ability of the processes of double-modulation and double-
demodulation by measuring sound quality of the audio signals that were extracted from
the AM signals. The results of SNR, LSD, and PEAQ showed that these signals could be
properly extracted. The average values of SNRs, LSDs, PEAQs were about 54 dB, 0.15
dB, and —0.08 ODG, respectively, which are all better than the evaluation thresholds.
Secondly, we evaluated the inaudibility and the accuracy of CD-method that was used
to detect embedded data from the extracted original and watermarked signals. The
inaudibility was investigated by calculating sound quality of the extracted watermarked
signals in reference to the extracted original signals. The results of LSDs and PEAQs
reconfirmed that CD-method could be applied to the proposed scheme to embed inaudible
data. The results of bit-detection rate revealed that the accuracy of the watermark
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detection process could be kept as high as that in the CD-based watermarking system
for digital-audio. Thirdly, we evaluated sound quality of the extracted signals from the
AM signals using the standard DSB-WC demodulator to check the compatibility of the
proposed data hiding scheme with the standard system. It was revealed that the standard
receiver could acquire audio content at a highly reasonable level of distortion. Finally,
we paid attention on the distortion of the extracted signals which was caused by external
white noise. We measured the SNRs, LSDs, and PEAQs of the extracted signals under
several conditions of white noise in which the SNRs of AM signals ranged from 10 to 60
dB. These scores showed that sound quality of the extracted signals were degraded as the
levels of the external noise were relatively high (SNR < 30 dB).

The other task of this thesis is to improve embedding capacity of CD-based method of
audio watermarking. It is based on the concept of sub-band coding to embed the data into
the sub-band signals instead of the undecomposed signal. The objective of this task is to
obtain a method of audio watermarking having high embedding capacity so that it can be
used to transmit much more information or to convey the media data of large size such
as photos and speeches. We also carried out the experiments to objectively evaluate the
improved method and to compare it with the original CD-based method. Sound quality
(LSD, PEAQ) and bit-detection rate of the improved method were assessed under different
conditions of the number of sub-bands. The sound quality of the watermarked signals in
the improved method was mostly lower than those in the original method. However, they
were greater than the evaluation criteria and the embedding capacity could be improved
to the bit rate of 3.2 kbps.

7.2 Contribution

In summary, it can be said that the proposed data hiding scheme well satisfy the four
requirements mentioned in Section 3.2 and it makes two important contributions as de-
scribed below.

This thesis aims to propose a data hiding scheme for AM radio broadcasting system
with high capacity of embedded data. A novel data hiding scheme was proposed and
implemented successfully. The proposed scheme has low-level compatibility with a vast
majority of AM radio receivers that use the standard demodulation technique to extract
audio signals. The proposed scheme has possibility of acting as a data-hiding-enabled
AM-radio-broadcasting-system. It can be used as an emergency alert system in cases of
disasters because the advantage that AM radio is simple and popularly used nowadays.
Emergency messages could be hidden into AM radio signals to announce the disaster to
people. The alert message could be announced to attract the attention of listeners while
the regular radio program is broadcast simultaneously. Moreover, the proposed scheme
can broadcast additional information of radio service such as radio station information,
advertisement, etc. These information could be used to improve AM radio service, for
example, offering the function of switching over to a digital or FM version of the same
service [3]. It moves towards reaching the advanced radio service that “The radio knows
what it is listening to” [2].
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With regard to embedding capacity, this thesis proposed an approach to improve CD-
based method of audio watermarking. The improved method was based on the concept
of sub-band coding in order to embed watermark into sub-band signals. The embedding
capacity could be increased by multiple of the number of sub-bands. The experimental
results confirmed that the embedding capacity was much increased in comparison with
the original method. The improved method could be used to embed not only text message
but also the media content of large size into audio signals as well as AM radio signals.

7.3 Future work

In the proposed scheme, double-modulation was implemented in frequency domain to
combine the spectra of the original and watermarked signals so that the modulated signals
can carry both two signals as LSB and USB. Similarly, double-demodulation process was
also implemented in frequency domain to separate the spectra to extract two signals from
LSB and USB. Double-modulation and double-demodulation algorithms must wait for a
full frame of the signal coming to process. The frame length of the signal needs to be
long enough so that the signals are correctly processed. Therefore, there is a period of
time delay in retrieving the audio content and embedded data. To deal with this problem,
the proposed double-modulation and double-demodulation could be implemented in time
domain. Essentially, the required frame length of the signal is much shorter when the
signal is processed in time domain. As a result, the output of the double-demodulator
could be in quick response to the incoming AM signal.

Regarding to the improved method of watermarking based on concept of sub-band cod-
ing, only the properties of inaudibility and embedding capacity have been investigated by
carrying out the experiments. Robustness of the improved method needs to be considered
to confirm the improvement of this method in comparison with the original method. It
offers a room for further investigation and study in this research.
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