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Abstract

In this paper, we have examined the actual problems in the e-cash systems [14,15], and
then proposed two new untraceable off-line e-cash systems. One is the new e-cash system
with the properties of the two blind signatures presented in [2,22], which are based on
Schnorr signature scheme [21], and is the system made by improving [13]. The other is the
new e-cash system with the feature of Nyberg-Rueppel signature [16,17], which provides
message recovery. Moreover, We have estimated the security in our e-cash systems from
the viewpoints of completeness, user’s privacy in the payment, forgery of coins and double-
spending detection. Considering the cost of communication and computation, our systems

are more efficient than other e-cash systems [3,11,12].
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Chapter 1

Introduction

Electronic cash systems (e-cash systems) have become one of the most important research
in both practical and theoretical viewpoints. The features of e-cash systems are the

following points:
1. A coin consists of some electronic data.
2. The coin can be transferred through networks.
E-cash systems mainly contain the following schemes:
e Withdrawal: A user withdraws an e-cash from a bank.
e Payment: Using the e-cash, the user buys something at a shop.
e Deposit: The shop deposits the e-cash to his bank account.
In addition, there are the following payment methods:

¢ On-line Payment: When a user buys something at a shop, the shop links to
a bank in order to check the validity of the received e-cash, and then deposits the
e-cash. That is, both payment and deposit are simultaneously executed in an on-line

mamnner.



e Off-line Payment: When a user pays an e-cash to a shop, the procedure between
the user and the shop can be performed without linking to a bank. The shop deposits

the received e-cash afterward.

Some on-line e-cash systems have been proposed by [6,8,20]. However, since the on-
line e-cash systems require that the shop confirms the validity of the received e-cash by
linking to the bank, their systems are not practical from the viewpoints of turn-around-
time, communication cost and database-maintenance cost. Therefore, the off-line e-cash
systems are preferable from the practical viewpoint. Hereafter, we consider only off-line
payment.

Off-line e-cash systems should also satisfy the following properties:

e Independence: The security of e-cash must not depend on any physical conditions.

Then, the coin can be transferred through networks.
e Security: Nobody can copy (reuse) or forge coins.

¢ Privacy (Untraceability): The privacy of a user should be protected in the
payment. That is, the relationship between the user and his purchases must be

untraceable by anyone else.

These points are considered by many e-cash systems [3,4,7],[11]-[13],[18,19,22]. From [4,5],
the e-cash system [4] allows the attacker to forge coins by executions of the scheme in
parallel. In other words, this system is weak in parallel attack. In [11,12], the withdrawal
scheme is not efficient because of enormous communication cost. The e-cash systems
[18,19] realize the dividability that a coin can be subdivided into many pieces. However,
the e-cash system [18] utilizing cut and choose technique makes the coin which consists
of many terms (for example, 40 terms). Therefore, this system is very inefficient. On the
other hand, the system [19] does not realize the unlinkability among coins divided from
the same coin.

In [22], Schoenmakers presented the blind signature scheme utilizing Schnorr signature

scheme [21]. This scheme has the following feature:



e The signer makes the signature using the different private key for each verifier.

Moreover, Schoenmakers proposed the e-cash system [22] with this property.
In [1], Abe and Fujisaki introduced the concept of partially blind signature, which
holds the following property:

e Using the clear part in a message, which is the common information between a signer
and each verifier, the signer creates the signature on the message. Therefore, he can
assure himself that the message contains accurate information, and then signs the

message.

This property has been already realized in the e-cash system [7] utilizing cut and choose
technique. Unfortunately, this scheme is very inefficient in terms of communications during
the generation of a signature when reasonable security is required. On the other hand,
the previous e-cash systems [3,4,11,12,18,19,22] do not hold the feature of partially blind
signature, because when a bank signs a message (a coin) in the withdrawal, he must
assure himself that the message (the coin) contains accurate information without seeing
it. Afterward, Abe and Camenisch proposed partially blind signature scheme [2] based on
Schnorr signature scheme, which is related with the discrete logarithm problem.

In [14], Miyazaki and Sakurai presented the new e-cash system utilizing the two sig-
nature schemes [2,22]. However, this e-cash system allows anyone to forge coins. The
reason is that a user can make the coin, which satisfies the verification equations, even if
he does not know the private keys a bank uses in the withdrawal scheme. Therefore, we
introduced the e-cash system [13] with the feature of the two signature [2,22], and then
solved the problem in the e-cash system [14]. Unfortunately, this system is in danger of
allowing a user to forge coin value in the withdrawal.

In [16,17], Nyberg and Rueppel introduced the signature scheme, which holds the

following feature:

e Message Recovery: A message can be conveyed within a signature and can be
recovered at a verifier’s site. That is, the message need not be hashed or sent along

with the signature, which saves storage space and communication bandwidth.



The previous signature schemes based on the discrete logarithm problem, such as ElGamal
[9] and Schnorr signature schemes, cannot realize this property.

Utilizing the feature of this signature, Nguyen, Mu and Varadharajan proposed the
e-cash system [15] with message recovery unlike the previous e-cash systems [3,4,7],[11]-
[13],[18,19,22]. However, this e-cash system allows the forgery of coins as well as the
system presented in [14].

In this paper, we will first consider the actual problems in the e-cash systems [14,15].
Secondly, we will propose two new untraceable off-line e-cash systems. One is the e-cash
system using the two blind signature schemes proposed in [2,22], which are based on
Schnorr signature scheme, and is the system made by improving [13]. The other is the
e-cash system with the property of Nyberg-Rueppel signature, which provides message
recovery. In addition, we will estimate the security and the performance in the two

proposed e-cash systems.



Chapter 2

Digital Signature Schemes

In this chapter, we introduces the important digital signature schemes.

2.1 Schnorr Signature Scheme [21]

The system parameters consist of two primes p and g, where ¢|p — 1, and an element
g € Zy whose order is g. 'H is an appropriate hash function mapping into Z,. The signer’s
private and public keys are x € Z,; and h = g%, respectively. To sign a message m with
the private key x, the signer chooses k£ € Z, at random, and then computes the signature

(r,s) as follows:

ro= H(m,g");

s = re+k (mod q).

The validity of the signature (r,s) for the message m can be confirmed if the following

equality holds:

2.1.1 Schoenmakers Blind Signature Scheme [22]

The system parameters p, ¢, g and the hash function H are the same as Schnorr signature

scheme. = € Z, is the signer’s private key, which is different for each verifier. The signer’s

)



public key is h = g*. The process to obtain the signature (r,s) on a message m from the

signer can be achieved as follows:

Stepl.

Step2.

Step3.

Step4.

Step5.

2.1.2

The signer randomly selects k& € Z,, and then sends 6 = h* to the verifier.

The verifier generates three random numbers y € Z; and a,b € Zg, and then

computes o = h¥ and t = §g°h°.

The verifier calculates r = H(«a, m,t), and then sends ' = 7 + a (mod g¢) to the

signer.
The signer sends s = 'z ! + k (mod ¢) to the verifier.

The verifier obtains s = (s’ +b)y~' (mod ¢), and then verifies the signature (r, s)

from the verification equation, a®*¢g™" = t.

Partially Blind Signature Scheme [2]

The system parameters p, g, g are the same as Schnorr signature scheme. H is a strong

hash function mapping from {0,1}* to {0,1}* (¢ =~ 128). The signer’s private keys are

T1,To € 7

*

g» While the corresponding public keys are hy = g™, ha = g**. The process to

get the signature (7, s) on a message (¢, m) from the signer can be performed as follows:

Stepl.
Step2.

Step3.

Step4.

Step5.

Step6.

The verifier sends the clear part ¢ to the signer.
The signer randomly chooses k € Z,, and then sends 6 = g* to the verifier.

The verifier generates two random numbers a,b € Z,, and then computes ¢ =

8g°(h5ha)".

The verifier calculates r = H(c||m||t), and then sends 7' = r — a (mod g¢) to the
signer.

k—r
The signer sends s’ = e (mod ¢) to the verifier.
CI1 To

The verifier obtains s = s’ + b (mod ¢), and then confirms the signature (7, s)

from the verification equation, r = H(c||m||g"(h{hs)*).



2.2 Nyberg-Rueppel Signature Scheme [16,17]

The system parameters p, g, g are the same as Schnorr signature scheme. The signer’s
private key is x € Z,, while the corresponding public key is A = g®. To sign a message

m € Zy, the signer selects k € Z, at random, and then computes

ro= mgh

ak = b+cx (mod gq),

where (a, b, ¢) is a permutation (1, £7', £s). If we ignore the £ signs, then the signature

equation leads to the following six equations:

sk = 147z  (mod gq);
r'k = 14 sz (mod q);
k= s+7rz  (mod q);
sk = "+ (mod gq);
r'k = s+ (mod gq);
E = r+sz (mod gq).

The pair (r,s) turns out to be the signature of the message m. The message can be

recovered by computing a verification equation:

m = g¥/*he/or.



Chapter 3

E-cash Systems [14,15]

In this chapter, we display the e-cash systems [14,15], and then consider the problems in

these systems.

3.1 E-cash System [14]

3.1.1 Preparation

Let p and ¢ be primes with p = 2¢+1. We suppose both are public. Moreover, we suppose
g € Gy is also public when G, is a subset of Z;, consisting of order-g elements. H is an
appropriate hash function. The bank B generates two private keys z, 2 € Zj, and then
computes h; = g** and hy = ¢*2, which are public keys. The user ¢/ has the private key
u sharing with B, which is the user identity, and the corresponding public key v = hlhs.

¢ is the coin information consisting of value, expiration date and so on.

3.1.2 Withdrawal Scheme

When U wants to withdraw some coins, the following scheme is run:

Stepl. B randomly picks up ky, ks € Zg, and then transfers ¢, 6; = g™ and 6, = ¢* to
U.



Step2. U generates five random numbers a,b,y,21,22 € Z4, and then computes a = v?,

B =8t = 61(v65)°(hShy)® and m = h7hZ.

Step3. U calculates r = H(«||B||m||t||c), and then sends ' = a — r (mod ¢) to B.

ki + r'(cxy + x2)

Step4. B ds s’ =
P sends s wTr T Tg 1 ko

(mod ¢) to U.
Stepb. U obtains s = (s’ + b)y~! (mod ¢), and then confirms the validity of the coin

from the verification equation, t = (a8°)*(hihs)".

3.1.3 Payment Scheme

When U wants to pay the coin M = [o,5,m,r,s,c| to the shop S, the following scheme is

performed:
Stepl. U sends the coin M to S.

Step2. S checks the coin from the verification equation, » = H(al|5||m||(a8%)*(h5ha)"||c),
and then transfers the challenge d € Z, to U.

Step3. U computes the response (r1,73), where 1y = z; + udy (mod ¢) and 72 = 22 + dy
(mod ¢), and then sends (r1,73) to S.

Step4. S calculates the verification equation, h7*h? = a®m. If the check is successful,

then the coin is regarded to be valid.

3.1.4 Deposit Scheme

When S wants to deposit the coin received from U, the following scheme is executed:
Stepl. S sends the payment transcript (M,d,r;,r2) to B.

Step2. B verifies the two verification equations, » = H(«||5||m||(«8°)*(hiha)"||c) and

R*hY* = am. If both are satisfied, then B accepts the coin.



3.2 E-cash System [15]

3.2.1 Preparation

Let p,q and g be two primes and a number, respectively, which satisfy ¢? = 1 (mod p).
Then, we suppose those are public. 5 has a private key z. B selects w; and ws at random,
and then computes g; = ¢** and g» = g** as well as hy = ¢7 and hy = g5. Then, we
suppose gi, g2, hy and hy are also public. & has a pair of private and public keys (u,v),
where v = g} gs. B registers the public key v as the user identity. U/ is given w = v* as

the bank certificate of the user identity.

3.2.2 Withdrawal Scheme

When U wants to withdraw some coins, B and ¢4 must go through some authentication

process. For each coin, the following scheme is run:
Stepl. B chooses a random number k € Z,, and then transfers 6 = vk to U.

Step2. U randomly generates y, z1,22 € Z;, and then computes a = w¥, § = v¥ and

A= hIRZ.

Step3. Using a strong one-way hash function H, U forms the message m = H(a, 5, A),
generates a,b € Z; at random, calculates r = mB6%, and then sends ' = rb !

(mod q) to B.
Step4. B sends s’ =7’z + k (mod ¢) to U.
Step5. U removes the blind factor b, and then obtains s = s'b 4+ a (mod g).

Step6. U verifies the validity of the coin by using the equation, H(a, 5,\) = %a"r.

3.2.3 Payment Scheme

When U wants to pay the coin M =[a,5,A,r,s] to S, the following scheme is performed:

10



Stepl. S sends the random challenge d = H(S||Datel||Time||---) to U.

Step2. U computes the response (ry,r3), where 71 = z; + udy (mod ¢) and r = 25 + dy
(mod ¢), and then sends M and (ry,73) to S.

Step3. S verifies the received coin by using the two verification equations, H(a, 5, \) =
B ¢a"r and hi'hy? = a®)\. If the checks are successful, then the coin is regarded

to be valid.

3.2.4 Deposit Scheme

When S wants to deposit the coin M received from U, the following scheme is executed:
Stepl. S sends the payment transcript (M,d,r;, ) to B.

Step2. B confirms the two verification equations, H(a, 3, \) = B7*a"r and h}*h}? = a?).

If both are satisfied, then B accepts the coin.

3.3 Problems in the E-cash Systems [14,15]

In these systems, anyone can forge the coin. Because

e U can make the coin parameters satisfying the verification equations even if he does

not know the B’s private keys.

First of all, we show the attack on the e-cash system [14]. Considering the verification

equation:

r = H(allBllm[|(5%)* (hih2)"|lc),

from r = H(a|5]|m||t||c), we can easily understand ¢ = (af°)*(h{hs)" . In the withdrawal,
since a and 3 are the information which B do not know, it is possible for U to make 7

(# 0) which satisfies the equation:

af¢ = (h§hy)™.

11



In addition, if & makes 75 (# 0), where (h{h2)? = (af°)*(h{hs)", he can determine
s = (12 — )71 " regardless of 7. Then, U can get t = (h$hy)™. Finally, if & calculates
r = H(a|B||m]|t||c) by using m = hi*h3?, he can complete the forgery of the coin M =
[a,3,m,7,s,c]. In the payment, since U knows the powers of a and m, he can compute r;
and 7, satisfying h7*h}? = a®m. Consequently, U can pay the forged coin. Moreover, even
if the double-spending appears, B cannot detect the illegal user. We reveal the actual

example in Figure 3.1.

U] 5]

W1,W2,21,%2 €R Zq

a «— hi*hsy

B by e

1 «— (h‘ih2)w2

m «— hi*h3?

r — H(a||B]|ml|t]c)
s — wy — 7 (mod q)
M — [o,8,m,r,s,c]

r (ol Blmll(as) (hha) o)

d d €Rr Zq
71— 21 + wid (mod gq)
7y« 29+ d (mod gq) 71,79

.
R = atm

Figure 3.1: Attack on the E-cash System [14]

Similarly, we show the attack on the e-cash system [15]. In the withdrawal, since «
and [ are the information which B do not know, it is possible for ¢/ to make o = 7 and
B = hi*hy* (1,71, 72 # 0). After computing m = H(«, 5, A) by using A = hi'h3?, U makes

73 (# 0), and then calculates the equation:
r=mQ".
Then, from the verification equation, we can easily understand

-7

r = mfa

— mﬁ577'7‘.

12



Therefore, when U determines s as s = 77+ 73, he can complete the forgery of the coin M
= [a,B3,A\,7,s]. In the payment, since U knows the powers of a and A, he can compute r;
and 7, satisfying hj'hy? = a?). Consequently, i can pay the forged coin. Moreover, even
if the double-spending appears, B cannot detect the illegal user. We reveal the actual

example in Figure 3.2.

t17t2)'z1722 €r Z;

a — [h

B« hih%

A — hithZ?

m — H(a, 5, )

lEpR %q

r — mpB*

s« tyr + £ (mod q)

M — [a,B,\,7,3]

d — H(S||Date|Time|| - )

d
-—
ry — 21+ t1d (mod q)
7o < 23 + t1tad (mod gq) M 7y,

Boarr = M(a,§,\)

PRy = at)

Figure 3.2: Attack on the E-cash System [15]

13



Chapter 4

New E-cash System 1

In this chapter, by the improvement of the system [13], we propose the new e-cash system
using the two blind signature schemes, which are Schoenmakers blind signature scheme
[22] and partially blind signature scheme [2], and then estimate the security and the

performance in the system.

4.1 System Setup

Let p and ¢ be primes which satisfy ¢|p — 1. We suppose both are public. Moreover,
we suppose g € G,\{1} is also public when G, is a subgroup of Z; of order q. H is the
strong one-way hash function mapping from {0,1}* to {0,1}* (¢ ~ 128). Let || denote
concatenation. B generates three private keys z, z;, 2 € Z;, and then computes 1 = g%,

hiy = ¢g®* and hy = ¢*2, which are public keys.

4.2 U’s Account Establishment

U shows (by physical or other means) u € Z7 to B. If hf # 1 and hthy # 1 are satisfied,
then B registers u. In other words, U is assumed to have in common with B the user

identity u.

14



4.3 Withdrawal Scheme

When U/ wants to withdraw some coins from 5, he must prove the ownership of his account

by some means. Then, the following scheme is performed:

U] 5]

k €r Zq
¢, § — (h%hy)*
Y €r Ly
a — (hiha)
a,b, 21,20 €Eg Ly
t — 6g%ab
m «— hi*h3?
r — H(c|m|it)
7 «— a—r (mod q) r'
N S )
s '~ Hc)x + k (mod q)
s uxry + T2

s — s'y™' +b (mod q)
r = HelmllghVa?)

Figure 4.1: Withdrawal Scheme

Stepl. B generates at random a number k € Z,, and then sends ¢ and § = (h¥hy)* to U.

c is the coin information consisting of value, expiration date and so on.

Step2. U calculates o = (hihy)" after choosing y € Z; at random. U also generates four

random numbers a,b, z1, 22 € Z,, and then computes ¢t = §g°a® and m = hi*hZ?.

Step3. U calculates r = H(c||m||t), and then sends v’ = a —r (mod ¢) to B.
' — H(c)x

Step4. B sends s’ =
UT] + o

+ k (mod q) to U.
Step5. U computes s = sy~ + b (mod q).

Step6. U accepts if and only if r = H(c||m|g"h™a?).

15



4.4 Payment Scheme

When U wants to pay the coin M = [a,¢,m,r,s] to S, the following scheme is executed:

M — [a,c,m,r,s M ,
r = H(cllm|g"h"a)
d d — H(M|s)

71— 21 + udy (mod gq)

7y «— 2o + dy (mod q) .
1,72

,
R Y = atm

Figure 4.2: Payment Scheme

Stepl. U transfers the coin M to S.

Step2. S verifies the equation, r = H(c||m|g"h™®a?), and then sends the challenge
d="H(M||Is) toU. Is contains data and time of the payment, the shop identity,

and possibly some random bits to deal with the problem of double-deposits.

Step3. U sends the response (r1,72), where 71 = z; + udy (mod ¢) and ro = z + dy
(mod ¢), to S.

Step4. S checks the equation, hJ*hY? = am.

Stepb. S accepts if and only if the two verification equations are successful.

4.5 Deposit Scheme

When S wants to deposit the coin M at B, the following scheme is run:

Stepl. S sends the payment transcript (M, Is, 71, 72) to B.
Step2. B computes d = H(M]||Is).
Step3. B accepts if and only if » = H(c||m||g"h™?a?) and A}' AR = a’m.

16



8]

M — [a,c,m,r,s M, Is, 11,75

A (M)
r L Helmllgh™ o)

.
R RY = afm

Figure 4.3: Deposit Scheme

4.6 Security

This section is due to [4,22] to some extent. Following Feige, Fiat and Shamir [10], we
denote by Z a party Z that follows the schemes, and by Za party Z with unlimited
computing power that may deviate from the schemes in an arbitrary way. Z denotes

either one of these.

4.6.1 Completeness

We say that an e-cash system is complete if the system satisfies all the following properties:

(1) If U accepts in the withdrawal scheme, and sends the coin and the response in the

payment scheme, then S accepts.

(2) If S accepts in the payment scheme, and deposits the payment transcript in the

deposit scheme, then B accepts.
Proposition 1 New e-cash system 1 is complete.
Proof. First, we prove the property (1). S accepts if
r= H(cllmllgh" )
and

TLpT2 o d
hi*hy? = a®m.
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In the withdrawal, I/ computes

= Hlclm|éga’)
and

m = hi'h3’.

Therefore, it suffices to prove that

g hM O = §g7ab
and

R R = alhithi?

for the assignments made by I/ in the schemes.

The first equality follows from

grh'}'ﬂ(c)as — grg'H(c)w 3 (h'ithz)ys

— gr+’H(c)w . gr’fH(c)m(h'tlJ,h2)kab
grgafr(hithz)kab
(h}th@)kgaab

—_
*
~

: 6gaOéb

and the second from
h? hgz — h?-l-udyh;z—&-dy
= (hpha) - b b

= adm.

The substitution in (*) is allowed because U accepts in the withdrawal only if (hthy)F =
g AT (hEhy)* = 6.

The other property (2) is immediately clear from the fact that the shop identity in
Is differs per shop and S does not use the same value for Is in two different payments,
since the verification relations that are applied by B in the deposit scheme are the same

as those applied by S in the payment scheme.
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4.6.2 Privacy

We say that the an e-cash system protects the privacy of the user in the payment if the
system holds the following property:

o If U follows the schemes, and does not double-spend, then no shared information
can be developed between BB and S in the executions of the withdrawal and payment

schemes that U/ takes part in.

First, we show the following lemma:

Lemma 1 For anyU, for any possible view offj; in an execution of the withdrawal scheme
in which U accepts and for any possible view ofg in an execution of the payment scheme
in which the payer follows the scheme, there is exactly one set of random choices that U
could have made in the execution of the withdrawal scheme such that the views ofg and

S correspond to the withdrawal and payment of the same e-cash.
Proof. We define the following sets:

o Viewer(B) = {(¢,6,”,s'") | 6 € G, and #',s' € Z, such that g "R (h¥hy)* =
(Riha)* = 6}

o Viewer(S) = {(a,¢,m,r,s,d,r1,7m2) | @,m € Gy, r,d € {0,1}* and s, 71,72 € 7, such
that » = H(c||[m||g"hR™)a?®) and A]'R}? = a?m}

o Choices(U) = {(a,b,y, 21, 22) | a,b, 21,20 € Zy and y € Z }

We have only to show that for all B-view € Views(B) and for all S-view € Views(S),
there is exactly one tuple (a,b,y, 21, 22) € Choices(U) such that B-view and S-view cor-
respond to the withdrawal and payment of the same e-cash.

First, y is uniquely determined from « and v = hthy as y = log, o. From 7y, u, d and
y, we see that the choice z; = r; — udy (mod ¢) must have been made, and from rq, d
and y, it follows that zo = 7o —dy (mod ¢) must have been chosen. The choice 7 together
with 7’ determines a as a = r + ' (mod ¢). Finally, the numbers s, s’ and y determine b

as b=s— s'y™! (mod q).

19



For these choices of the five variables, all the assignments and verifications in the two
scheme executions would be satisfied by definition, except for the assignments t = §g%a®,
m = hi'h3? and r = H(c||m||t) that must have been made by I in the withdrawal scheme.
To prove that these assignments hold as well, we notice that from S-view € Views(g ) we

have that
r = H(clmllg O a%)
and
R RY = am.

Therefore, the proof is completed if

FRMOas = §g%ab
and

R hE: = adhi h3?

for (a,b,y, 21, z2) made above. This is obvious in the proof of proposition 1, considering

that in the case the substitution in (%) is allowed because B-view € Views(53).

Proposition 2 New e-cash system 1 protects the privacy of the user in the payment.

Proof. This is an immediate consequence of lemma 1 and the fact that ¢/ in the with-

drawal scheme generates (a,b, vy, 21, z2) uniformly at random from Choices(i/).

4.6.3 Forgery

To forge a coin, the two verification equations, r = H(c|m|g"h*©a*) and A}' A = a’m,
must be satisfied. We say that illegal users cannot forge a coin in an e-cash system if the

system is protected from all the following attacks:
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¢ Forgery without the Withdrawal Scheme

— [Attack 1] Some users make a coin without the use of coin parameters.

— [Attack 2] Some users make a coin from two (or more) coins.
e Forgery in the Withdrawal Scheme

— [Attack 3] A user executes the withdrawal scheme by himself, and then

frames up a coin.

— [Attack 4] Two (or more) users simultaneously execute the withdrawal

scheme in parallel, and then frame up a coin with cooperation (parallel at-

tack).
Proposition 3 Illegal users cannot forge a coin in new e-cash system 1.

Proof.

[Attack 1]

In this attack, some users must make a coin only from the two verification equations,
r = H(c||m||g"h™)a*) and h]*h* = am. First of all, considering h]*hy? = a’m, since U

cannot know B’s private keys (z,z1,22) because of the difficulty of the discrete logarithm

€2

problem, some users should determine a as a = h7'h3’, where € # 0 and €5 # 0. Since

8, g%, ab and ™ are quite independent of 7 and s, from
RO = §g9ab,

some users can obtain the following equation:
g"(RTh3)* = g”,

where ¢ = §g%abh"). However, as

D—r
s —

- ?
€1T1 + E2T2

the relationship between r and s requires B’s private keys (zy, z5).
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[Attack 2]
This is the attack that some users make a coin by mixing two (or more) different coins.
Now, we suppose that two users {4, and Up have two coins M, and Mp, respectively,

where M, = [y, ¢;,map,7i, 8] (1 = A, B). Assuming that

P o= Hiclmlgm¥Oa)

= Hpica + pocg||(p1 + qu)mAB”gHﬂ‘AﬂLﬂB hH(ﬂ16A+M2CB)aM18A+M2SB)7

where p; # 0 and py # 0, Uy and Up wish to satisfy the equation, » = puyrs + porp.

However, since

pira + porp = piH(cal|magpllgm 2 RHED oSt ) + paH(cpl|mag|lg 2 MR asf),

we see that generally r # 74 + porp.
[Attack 3]

!
T
As B’s signature s’ contains Py it is impossible for U to frame up the user identity
ury T2
without B’s private keys (z1, 23) in the withdrawal. Now, we consider the forgery of the
coin value. In the withdrawal scheme, I/ computes t = §#g*a® and r = H(uc||m||t), where
' —H(c)x

p # 0, and then sends ' = (a—7)u~* (mod ¢q) to B. Getting s’ = ————— + k (mod gq),
uUrL + Ty

U calculates s = s'uy ! + b (mod g), and then verifies the following equation:
t = grh’}-{(uc)as
— grh’H(uc) . ga—rh—u'}{(c)éuab

= thH(pe)—pH(c)

However, we see that generally H(uc) # uH(c).
Remark:

This attack succeeds in the e-cash system [13]. The reason is that B determines s’

, p—
as s = — & + k (mod q). Therefore, new e-cash system 1 prevents the attack by
UT1 + Ty
!/
—H
s’ = ﬂ + k (mod gq).
UL, + To
[Attack 4]

Now, we suppose that two users U, and Up perform the withdrawal scheme in parallel.

First, U, and Up get (ca,64) and (cp,dp), respectively, where §; = (hi*he)* (i = A, B).
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Assuming that u includes uy and up, they compute o = (h¥hy)?, t = §46pg®a® and

r = H(uca + cpllm||t), where u # 0. They send 7’4 = (a — 7)(2p)! (mod ¢q) and

'a,8'B), respectively, where

r'g = (a — r)27! (mod q), respectively. After obtaining (s
IA — .

s’y = i = Hle)a + k; (mod q) (i = A, B), they calculate s = (us' 4+s'5)y~'+b (mod q),
U;T1 + To

and then confirm the following equation:

t = grh’H(ucA+cB)as
(a—r)271— H(cp)z (a—r)Zfl—H(c )z
= gth(l‘CA‘FCB) . (h"l"'h2) qul-tmz A=+ up®y+Ty 5 +’ukA+kBab
(afr)Z_lqu(cA)z (a,fr)Z_lf"H(cB)z
_ r1 H(pca+e u PPES—— + P ——— +ukat+kp —po—1 —q
= g hMeeaten)(prp,) Ar1tey Br1¥ey 16,765 g
(afr)2_17p.7'((cA)z (afr)Z_lfﬂ(cB)z
= t-. gr_ahH(ﬂCA+CB)(h'iLh2) ugzytTo uwpgzy+To +ukatkp 62“‘6-3_1
(afr)2_17 H(cp)z (af'r)2_17'H(c )z
- t. gr—a—l—'H(;LCA—I—CB):I:(h'iLhZ) “Aﬁrﬂzz A Ty B h111(lLkA+kB)*(sz‘A'uA+kBuB)'

Then, the equation:

| 92 katkp)—(uk k
ge(h':ll-thz)qul+a:2+uBml+:c2 h?(u athkp)—(nkavat+kpup) _ 1,

where

8 = r—a+H(uca+ cp)x;
6 = (a—7)27" — pH(ca)z;
0 = (a—7)27" = H(cp)z,

must be satisfied. Therefore, they can get the following equations:

¢

uaupl + u(uabs + upby) = 0;

u(0y + 02) +ua(0 +02) +up(0+6,) =0;
0+6,+0,=0;

pkavaup(u —ua) + kpusug(u — ug) = 0;

pka(ua+up)(u —ua)+kp(ua +up)(u —upg) = 0;

pka(u —ua)+kp(u —upg) =0.

\

However, it is possible to satisfy these equations only if uy = ug.
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4.6.4 Double-spending Detection

If U has double-spent a coin, B will be able to obtain the responses (r1,72) and (], %)
for two different challenges d and d’, where 71 = z; + udy (mod q), r2 = z3 + dy (mod q),
= z1 + ud'y (mod q) and vy, = z5 + d'y (mod ¢). Then, B can compute

r—ry = u(d—d)y;

ro—1h = (d—d)y.
From u(d — d')y and (d — d')y, B can easily obtain u. Therefore, B can determine the
double-spender.

4.7 Performance Evaluation

In this section, we compare the efficiency of new e-cash system 1 with that of the off-line
e-cash systems [3,11,12], which are famous and secure. The efficiency of e-cash systems is
estimated by the cost of communication and computation. We suppose that the commu-
nication cost depends on the number of exponential operation in each scheme, and that
the computation cost relies on the communication amount of parameters in each scheme.
Now, we assume in Brands scheme [3], |p| = 1024, |¢| = 160, in Ferguson scheme [11,12],
|n| = 1024, |v| = 160 and in our system, |p| = 1024, |¢| = 160, |¢| = 160, where | - |
denotes binary length. Then, we get the following results on Table 4.1.

Communication Amount [bits] Number of Exponentiation
Withdrawal Payment
Withdrawal Payment
U B U S
Brands System [3] 2368 5760 15 3 0 7
Ferguson System [11,12] 10880 4416 17 9 1 8
New E-cash System 1 1504 2944 10 3 0 6

Table 4.1: Comparison between E-cash Systems

In the withdrawal, the communication amount of our system is smaller than Ferguson

and Brands systems. Moreover, the number of exponential operation imposed on i/ is
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also smaller than other systems [3,11,12]. The number of exponential operation imposed
on B in our system is the same as Brands system, and the number in both systems is
smaller than that in Ferguson system.

In the payment, the communication amount of our system is smaller than other e-
cash systems [3,11,12]. In our system and Brands system, &/ do not need exponentiations.
The number of exponential operation imposed on § is smaller than Ferguson and Brands
systems.

Therefore, we see that new e-cash system 1 is more efficient than other e-cash systems

[3,11,12].
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Chapter 5

New E-cash System 2

In this chapter, we propose the new e-cash system using Nyberg-Rueppel signature scheme
[16,17], which provides message recovery, and then estimate the security and the perfor-

mance in the system.

5.1 System Setup

Let p and ¢ be primes which satisfy ¢|p — 1. We suppose both are public. Moreover,
we suppose g € G,\{1} is also public when G, is a subgroup of Z; of order q. H is the
strong one-way hash function mapping from {0,1}* to {0,1}* (¢ ~ 128). Let || denote
concatenation. B generates three private keys z, 1, z2 € Z, and then computes h = g7,

hiy = ¢g** and hy = ¢*2, which are public keys.

5.2 U’s Account Establishment

U shows (by physical or other means) u € Zy to B. If h # 1 and hihy # 1 are satisfied,

then B registers u. In other words, U is assumed to have in common with B the user

identity w.
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5.3

When

Withdrawal Scheme

U wants to withdraw some coins from 3, he must prove the ownership of his account

by some means. Then, the following scheme is performed:

Stepl

Step2

Step3
Step4
Stepd

Step6

U] 5]

kep Zq
¢, § — (h¥hy)*
Y €r Ly
o — (h%hQ)y
a, b7 21y 22 €r Zq
m « hi*h3?
r — mg®ab
" —r+a (mod q) ,
- r .
s — %—l—k (mod gq)
s UT + T

s syl +b (mod q)

a~*g"rhMe) Im

Figure 5.1: Withdrawal Scheme

. B generates a random number k € Z,, and then sends ¢ and § = (h¥hy)* to U. ¢

is the coin information consisting of value, expiration date and so on.

. U calculates a = (h{hy)? after choosing y € Z; at random. U also generates four

random numbers a, b, z1, 22 € Z,, and then computes m = hi*h3? and r = mg®a®é.

. U sends ' =7 + a (mod ¢) to B.
!

. Bsends s’ = w—l—k (mod ¢) to U.
UL + To

. U computes s = s'y~! + b (mod q).

. U accepts if and only if a=*¢"rh™() = m.
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5.4 Payment Scheme

When U wants to pay the coin M = [a,¢,r,s] to S, the following scheme is executed:

M — [a,c,r,s] M
_—
; d — H(M||Is)
-—
r1 — 21 + udy (mod q)
7y «— 23+ dy (mod q) 1, To

R 2o z a g rhMe

Figure 5.2: Payment Scheme

Stepl. U transfers the coin M to S.

Step2. S sends the challenge d = H(M||Is) to U. Is contains data and time of the
payment, the shop identity, and possibly some random bits to deal with the
problem of double-deposits.

Step3. U sends the response (rq,72), where r{ = z; + udy (mod ¢) and r; = 2z + dy
(mod ¢), to S.

Step4. S checks the equation, hj'hy?a~¢ = a=*g"rh™(),

Step5. & accepts if and only if the verification equation is successful.

5.5 Deposit Scheme

When S wants to deposit the coin M at B, the following scheme is run:
Stepl. S sends the payment transcript (M, Is, r1,72) to B.

Step2. B computes d = H(M]||Is).

Step3. B accepts if and only if hj'hl2a~? = a=*g"rh™e),
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8]

M — [OC,C,T,S] M7 1577‘177;2 d H(MHI )
— S

h71’1 h;za—d ; (X_SgTThH(C)
Figure 5.3: Deposit Scheme

5.6 Security

The system parameters and definitions are the same as new e-cash system 1.

5.6.1 Completeness

We can see that the statement of the proposition in the previous chapter also hold for

new e-cash system 2.
Proposition 4 New e-cash system 2 is complete.
Proof. First, we prove the property (1). S accepts if
R RZ =t = a~sg"rh’e),
In the withdrawal, &/ computes
r = mg®ab$
and
m = hi*hi? = a *g"rh™(c).

Therefore, it suffices to prove that

atg Th e = gaghs
and

R hra~% = hi h3?
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for the assignments made by i/ in the schemes.

The first equality follows from

QP gThTHE) = (BUhy)ve . grg R

= RO (R, rab - g g
g el (hihs)tg ™
g*a’(hthy)*

—_
*
~—

: gaOéb6
and the second from
ripre o —d z1tudy 3 z2+dy u —yd
hi'hya = Iy hy - (hiha)

z14udy 1 z2+dy —udy ;. —dy
hy hs ~hy T hy
— z1 z2
= hi'h;

= m.

The substitution in (%) is allowed because U accepts in the withdrawal only if (h%hy)* =
(hthy) g~ h=ME) = 5.

The other property (2) is immediately clear from the fact that the shop identity
included in Is differs per shop and S does not use the same value for Is in two different
payments, since the verification relation that is applied by B in the deposit scheme is the

same as that applied by S in the payment scheme.

5.6.2 Privacy

We can see that the statements of the lemma and the proposition in the previous chapter

also hold for new e-cash system 2.

Lemma 2 For anyU, for any possible view oflg; in an execution of the withdrawal scheme
in which U accepts and for any possible view ofg in an execution of the payment scheme
in which the payer follows the scheme, there is exactly one set of random choices that U
could have made in the execution of the withdrawal scheme such that the views ofg and

S correspond to the withdrawal and payment of the same e-cash.
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Proof. We define the following sets:

o Viewer(g) = {(c,6,',s') | 6 € G, and 7', s" € Z, such that (hthy)* g~ " h~ ") =
(hiho)* = 6}

o Viewer(S) = {(a,¢,7,8,d,71,72) | a,7 € G,, d € {0,1} and s,71, 72 € 7, such that

R RP ™ = a~*g"rhMe)}
o Choices(U) = {(a,b,y, 21, 22) | a,b, 21,20 € Zy and y € Z }

We have only to show that for all B-view € Views(g) and for all S-view € Views(g),
there is exactly one tuple (a,b,y, z1, z2) € Choices(U) such that B-view and S-view cor-
respond to the withdrawal and payment of the same e-cash.

First, y is uniquely determined from a and v = h{h, as y = log, a. From 71, u, d and
y, we see that the choice z; = r; — udy (mod ¢) must have been made, and from rq, d
and v, it follows that zo = ro —dy (mod ¢) must have been chosen. The choice 7 together
with 7' determines a as a = ' — r (mod g¢). Finally, the numbers s, s’ and y determine b
asb=s— sy ! (mod q).

For these choices of the five variables, all the assignments and verifications in the
two schemes executions would be satisfied by definition, except for the assignments m =
hi*h3 (= ofsg”rhﬂ(c)) and 7 = mg®a®§ that must have been made by I in the withdrawal

scheme. To prove that these assignments hold as well, we notice that from S-view €

Views(S) we have that
R R o~ = a g rhe),
Therefore, the proof is completed if
a®g"h~ME) = geabs
and

T1T2 o —d __ 12122
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for (a,b,y, z1, z2) made above. This is obvious in the proof of proposition 4, considering

that in the case the substitution in (%) is allowed because B-view € Views(53).

Proposition 5 New e-cash system 2 protects the privacy of the user in the payment.

Proof. This is an immediate consequence of lemma 2 and the fact that ¢/ in the with-

drawal scheme generates (a,b, v, 21, z2) uniformly at random from Choices(i/).

5.6.3 Forgery

To forge a coin, the verification equation, hi'h?a~¢ = a~*¢g"rh™¢ (= m), must be
satisfied. We consider that the attacks realizing the forgery are the same as new e-cash

system 1.
Proposition 6 Illegal users cannot forge a coin in new e-cash system 2.

Proof.
[Attack 1]

In this attack, some users must make a coin only from the verification equation, h}* h}>a~¢ =

d

a~*g"rh™(), First of all, considering k] hi? o~ = m, since U cannot know B’s private keys

(z,r1,22) because of the difficulty of the discrete logarithm problem, some users should
determine o as « = hS'h3?, where £1 # 0 and €, # 0. Since 8, g%, a® and R are quite
independent of » and s, from
asgfrhf'H(c) — ga,abé7
some users can obtain the following equation:
(hi*h3)*g™" = g",
where ¢g? = ¢°a®6h™(). However, as

D—+r

)
€1T1 + €2T2
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the relationship between r and s requires B’s private keys (zy, z5).

[Attack 2]

This is the attack that some users make a coin by mixing two (or more) different coins.
Now, we suppose that two users {4 and Up have two coins M4 and Mp, respectively,

where M; = [ay, ¢;, mag,7i, 8] (1 = A, B). Assuming that

r = mgfrasth(c)

— (,ul + Mz)mABg*mTA*MzTB oMsatiess h*’H(Nch‘H‘ZCB)’

where p; # 0 and py # 0, Us and Up wish to satisfy the equation, » = 74 + pors.

However, since

pira+ parp = map(ng Al ) + ppgTTE Qi hTTHER)),

we see that generally r # pi74 + p2rp.
[Attack 3]

r
As B’s signature s’ contains p—— it is impossible for U/ to frame up the user identity
ULy T2
without B’s private keys (21, z3) in the withdrawal. Now, we consider the forgery of the
coin value. In the withdrawal scheme, U computes r = mg®abé*, where u # 0, and
'+ H(c)x

then sends ' = (r + a)u™" (mod q) to B. After getting s = ————— + & (mod q), U
UT1 + To

calculates s = s'uy™' + b (mod ¢), and then verifies the following equation:
m = oFSgTth(”C)
f 97(T+a)h7”H(C)67”a76 . gT . rmgaoébéﬂ . hH(V‘C)

—  mhHpe)—pH(c)

However, we see that generally H(uc) # uH(c).

[Attack 4]

Now, we suppose that two users U, and Up perform the withdrawal scheme in parallel.

First, U and Up get (ca,64) and (cp, p), respectively, where §; = (h{*hs)* (i = A, B).

Assuming that u includes u,y and up, they compute a = (h%hy)? and 7 = mg®a’shés,

where p # 0. They send 74 = (r + a)(2u) ! (mod ¢) and '3 = (r + a)27* (mod q),
i + H(c)x

respectively. Getting (s'4, s'5), respectively, where s’; = —————— + k; (mod ¢q) (i =
U;T1 + T
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A, B), they calculate s = (us'4 + s')y™ + b (mod ¢), and then confirm the following

equation:
m = Oé*SQTThH(I’vCA‘FCB)
,(r+a)2_17uH(cA)w 7(r+a.)2_177'((cB)z_ k k

= (h’i"hz) w2 +ag + uwpz]trg (kat B)a_b . gT . mgaab6i63 . hH(l‘CA+CB)
7(r+a)2_17uH(cA)w 7(7‘+a)2_177'((cB)z_

= m-grTepMeaten) (Ripy) T wanite TEERED (“kAJrkB)éf;éB
7(7‘+a)2_17 H(cp)z 7(7‘+a)2_177'[(c bES

— m'gr+a+H(”CA+CB)$(h,iLh2) "'Aler!:?Q A% 4 P T B h,itkAuA+kBuB*u(#kA+kB)‘

Then, the equation:

6y 6 B
gg(h?{zhz)uA:cl+z2+uBrl+z2 hlltkAuAJrkBuB u(pkatks) _ ¢

Y

where
0 = r4a+H(ucs+ cp)z;
6, = —(r+a)27' — pH(ca)z;
6, = —(r+a)27! —H(cp)z,

must be satisfied. Therefore, they can obtain the following equations:

;

uaupd + u(usbs + uphy) = 0;

u(fy 4 02) + ua(0 + 0) + up(d + 61) = 0;
0+6,+60,=0;

pkauaup(u —ua) + kpusup(u — ug) = 0;
pka(ua+up)(u—ua)+ kp(us +up)(u—upg) =0;
pka(u —ua)+ kp(u —ug) = 0.

\

However, it is possible to satisfy these equations only if uy = up.

5.6.4 Double-spending Detection

If U has double-spent a coin, B will be able to obtain the responses (r1,72) and (7], 75)

for two different challenges d and d', where 71 = 21 +udy (mod q), r2 = 22+ dy (mod q),

= z1 + ud'y (mod q) and rh, = z5 + d'y (mod ¢). Then, B can compute
ner = uld—d)y
ro—rh = (d—d)y.
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From u(d — d')y and (d — d')y, B can easily obtain u. Therefore, B can determine the
double-spender.

5.7 Performance Evaluation

In the previous chapter, we have understood that new e-cash system 1 is more efficient
than the e-cash systems in [3,11,12]. Now, we compare new e-cash system 2 with new
e-cash system 1 from the viewpoint of efficiency. When we assume in both systems,

|p| = 1024, |q| = 160, |c| = 160, we obtain the following results on Table 5.1.

Communication Amount [bits] Number of Exponentiation
Withdrawal Payment
Withdrawal Payment
U B U S
New E-cash System 1 1504 2944 10 3 0 6
New E-cash System 2 1504 1920 10 3 0 6

Table 5.1: Comparison between Proposed E-cash Systems

Compared with new e-cash system 1, we see that new e-cash system 2 improves the
communication amount in the payment. In other words, new e-cash system 2 decreases
the communication cost, and is more efficient. This is because & can recover m even if U
do not send m to §. However, we will consider that new e-cash system 1 is a little securer

than new e-cash system 2 in point of accidental attacks.
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Chapter 6

Conclusion

In this paper, we have considered the actual problems in the e-cash systems [14,15], and
then proposed two new untraceable off-line e-cash systems. One is new e-cash system 1
using the two blind signature schemes presented in [2,22], which are based on Schnorr
signature scheme [21], and is the system made by improving [13]. The other is new e-cash
system 2 using the property of Nyberg-Rueppel signature [16,17], which provides message
recovery. In addition, we have estimated the security of the two proposed e-cash systems,
which consists of completeness, privacy, forgery and double-spending detection. Our e-cash

systems are more efficient than other e-cash systems [3,11,12].
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