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Abstract

Today, when many computing services are relying on large scale distributed systems, the
system reliability becomes one of the most challenging research topics. A distributed
system is defined as the set of computational processes that collaboratively work to solve
the same problem. In distributed systems, fault, which usually occurs everywhere, is the
most critical issue of reliability. In some system configurations, a single simple fault can
easily corrupt the correctness of the system. Moreover, the recovering time from failed
state is usually much larger than the execution time of a computation in the systems.
Thus, fault-tolerance, which ensures the system still works correctly in the presence of
faults, becomes a fundamental property of distributed systems.

Fault-tolerant distributed systems have been widely studied in literature for both
process and communication channel failure. However, most of existing works focus on
tolerating static faults occurring in processes of a stationary network whereas computa-
tional machines are more dynamic today due to the development of communication and
mobile computing technology. Therefore, dynamic fault-tolerance problem is gaining
more research interest. Unlike a static one, a dynamic fault can randomly move between
the processes. Consequently, dynamic faults are more difficult to tolerate due to the
change of their location and the increasing of the number of faults.

In this research, we aim to tolerate the dynamic faults, which are modeled as the
movement of malicious mobile agents between processes in a stationary network. We
study to deal with different levels of dynamicity of faults including the intermittent to
propagating malicious fault. In particular

• For intermittent malicious fault, we propose a model that balances the power
between the malicious agent and the correct process, which is not justified in the
previous models. Under the proposed model, we prove the tight bound on the total
number of processes to tolerate a given number of faults as well as the optimal
algorithm.

• For problems with propagating fault, we study the possibility to limit the number
of faults in a bounded value. This is a two-side problem of the spread of fault (which
is also called as infection) and the containment of such spread. This problem is
studied under a stochastic model, in which, three parameters play an important
role: (1) the probability of successful infection, (2) the probability of successful
detection and (3) the countermeasure against the infection.



By both simulation and mathematical analysis, we found that long-edge1, which
connects different clusters, is an important factor favoring the propagation. The
propagation can be contained in graph that does not include long-edges, while it
is impossible to isolate in graph having long-edges.
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1The definitions of long-edge and local-edge are given in Section 4.5.1
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