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֓ཁ

εϚʔτϑΥϯλϒϨοτͳͲͷϞόΠϧͷීٴʹΑΔɼϞόΠϧιʔγϟϧ
ωοτϫʔΫͷٸత֦େʹ͍ɼͦ͜Ͱͷ༑ୡͷ͋Γํʹؔ৺͕ू·͍ͬͯΔɽϞόΠ
ϧιʔγϟϧωοτϫʔΫͷαʔϏεʹɼཧతͳڑΛ͑ͨަྲྀʹΑͬͯɼൃۮత
ͳൃݟ·ͨ৽ͨͳՁ؍Λ͢Δ͜ͱ͕ظ͞Ε͍ͯΔɽ͔͠͠ɼͣݟΒͣͷਓͱ
ωοτ্Ͱձͬͯ༑ୡΛ୳͢͜ͱ͕ؾਐ·ͳ͍͠ɼࣗͷϓϥΠόγʔใΛൿಗ
Αʹܸ߈Ͱ͋Δɽ·ͨɼӡӦαʔόΛૂͬͨαΠόʔݥة༑ୡΛ୳͢͜ͱͯͬʹͣͤ
ΔϓϥΠόγʔใͷ࿙͍͑ແ͢ࢹΔ͜ͱͰ͖ͳ͍ɽͦͷҰํͰɼΑΓਫ਼ͷ͍ߴ
ϚονϯάΛ͏͓ߦͱ͢ΕɼΑΓηϯγςΟϒͳϓϥΠόγʔใΛΘ͟ΔΛಘͳ
͍ɽ͜ΕΒͷݒ೦Λ১͘͢ɼϓϥΠόγʔใΛ҆ͯͬશʹϚονϯάΛํ͏ߦ๏
ͱͯ͠ɼ҉߸Խͨ͠ঢ়ଶͰͦΕΒͷڞ௨߲ྨࣅΛൿಗ͢ࢉܭΔͱ͍͏ൿಗϚονϯ
άϓϩτίϧ͕ఏҊ͞Ε͍ͯΔɽ
͜Ε·ͰʹɼϓϩϑΟʔϧΛൿಗͨ͠··ڞ௨߲ΛٻΊͨΓྨࣅΛ͠ࢉܭɼͦͷ্

Ͱ༑ୡͱͯ͠ͷ݅Λຬ͍ͨͯ͠Δ͔൱͔Λఆ͢Δͱ͍͏ൿಗϚονϯά͕ଟ͘ఏҊ
͞Ε͍ͯΔɽͦͷதͰᮢΛ༻͍ͨϚονϯάϓϩτίϧʹɼڞ௨߲ྨࣅΛ
ൿີޙͨ͠ࢉܭɼͦΕͱᮢͱͷେখൺֱͷ݁ՌΛ૬खʹ௨͢ΔͨΊɼڞ௨߲ൺ
ֱ݁ՌͳͲͷϚονϯάͷ݁ՌΛΔ͜ͱ͕Ͱ͖Δͱ͍͏͕͋Δɽ·ͨɼ྆ํͷ݅
Λಉ࣌ʹఆ͢Δ͜ͱͰ্هͷΛղܾͨ͠طଘڀݚʹɼ૬खͷظ͢Δڞ௨߲
ͱҰக͠ͳ͚ΕϚον͠ͳ͍ͨΊɼઃఆ͢Δ͕݅͗͢͠ݫΔͱ͍͏͕͋Δɽগͳ
͗͢ΔͷͪΖΜͷ͜ͱɼظΛ͑ͯଟ߲͕͘ڞ௨͢Δ߹ϛεϚονͱఆ͠
ͯ͠·͏ɽ
ຊڀݚͰɼϓϩϑΟʔϧڵຯ͚ͩͰͳ͘ڞ௨߲ͳͲͷϚονϯάͷ݁Ռʹͭͳ

͕Δ෦ใΛൿಗͯ͠ϓϥΠόγʔΛकΓɼᮢΛ͔͑ͨ൱͔ͳͲͷϚονϯάͷ݁
ՌΛෆՄʹͨ͠ϚονϯάϓϩτίϧΛఏҊ͢Δɽ·ͨɼຊڀݚͰɼ͗͢͠ݫΔ
Ϛονͷ݅ΛᮢΛઃ͚Δ͜ͱʹΑͬͯ؇͠ɼͳ͓͔ͭ྆ํͷ݅Λಉ࣌ʹఆ͢Δ
͜ͱΛ࣮͢ݱΔɽ͜ͷϓϩτίϧɼᮢΛ͔͑ͨ൱͔Λ͢Δ͜ͱ͕Ͱ͖ͳ͍ɽ͞
ΒʹɼϚονϯάͷػੑΛॆ࣮ͤ͞ΔͨΊʹɼϚονͨ͠ͱ͖͚ͩڞ௨߲ΛٻΊΔ͜
ͱ͕Ͱ͖ΔΑ͏ʹϓϩτίϧΛઃ͢ܭΔɽϛεϚονͷ߹ɼͦΕҎ֎ͷใ͕࿙ΕΔͷ
·͘͠ͳ͍͕ɼϚονͷ߹ڞ௨߲͕Θ͔Δํ͕ɼڞ௨Կͳͷ͔Λ৺͢
Δ͜ͱͳ͘ԁؔʹΛߏங͢Δ͜ͱ͕Ͱ͖Δɽ
ຊ͕ڀݚఏҊ͢ΔൿಗϚονϯάϓϩτίϧɼϢʔβαʔόΛ semi-honestϞσϧ

ͱԾఆ͠ɼϓϩτίϧͷ్தͰϓϥΠόγʔใϚονϯάͷ݁ՌΛਪଌͰ͖ͳ͍Α͏
ʹઃ͞ܭΕ͍ͯΔɽͳ͓ɼϢʔβϓϩϑΟʔϧڵຯͳͲͷϓϥΠόγʔใΛࣗݾ
ཧ͢ΔͨΊɼӡӦαʔό͕ܸ߈Λड͚ͯൿີݤϓϥΠόγʔใΛ࿙͍͑͢Δ͜ͱ
ܾͯ͠ͳ͍ɽ
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ୈ1ষ ͡Ίʹ

͜ͷষͰɼຊڀݚͷഎܠͱڀݚతɼͦͯ͠ຊจͷߏʹ͍ͭͯड़Δɽ

1.1 എܠ
VentureBeatͳͲͷٕज़ܥϝσΟΞ͕ɼ࣍ͷτϨϯυʹͳΔͱ༧͍ͯ͠ΔαʔϏεͷ

ͻͱͭʹιʔγϟϧσΟεΧόϦʔ͕͋ΔɽιʔγϟϧσΟεΧόϦʔͱɼSNS্Ͱ
ϓϩϑΟʔϧڵຯͳͲͷϓϥΠόγʔใΛ༻͍ͯ༑ୡΛ୳ͯ͠ަྲྀ͢ΔαʔϏεͰ
͋ΔɽཧతڑΛӽͨ͠άϧʔϓΛͭ͘Γɼಉ͡झຯͷਓ͍ͯ͠Δਓ͔Βಘͨ
ใΛ௨ͯ͡ɼൃۮతͳൃݟ·ͨ৽ͨͳՁ؍Λ͢Δ͜ͱ͕ظ͞Ε͍ͯΔɽ

ਤ 1.1: ιʔγϟϧσΟεΧόϦʔͷΠϝʔδਤ

ਤ 1.1ɼιʔγϟϧσΟεΧόϦʔͷϚονϯάͷΠϝʔδਤͰ͋ΔɽϢʔβ Aͱ
ϢʔβBɼͦΕͧΕࣗͷϓϩϑΟʔϧͱڵຯΛαʔϏεʹొ͢Δɽͦͯ͠ɼӡӦ
αʔό͕ࡏݱαʔϏεʹࢀՃ͍ͯ͠Δ 2ਓΛແ࡞ҝʹબͼϚονϯάΛ͏ߦɽڵຯͱɼ
୳͍ͯ͠Δཧͷ૬खͷϓϩϑΟʔϧͰ͋Δɽਤ 1.1ͷ߹ɼஉੑͰ͋ΔAɼ20ࡀ
ͷ࡛ۄʹॅΈझຯ͕өըͷঁੑΛ୳͍ͯ͠ΔɽҰํɼঁੑͰ͋ΔBɼझຯ͕ϥʔϝϯ
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Ͱ ΉஉੑΛ୳͍ͯ͠Δɽͦͯ͠ɼAͱB͜ͷαʔϏεͷϚονϯάॅʹژͷ౦ࡀ20
ʹΑͬͯϚον͢Δ͜ͱͰɼཧతͳڑΛ͑ͨަྲྀΛՌͨ͢ͷͰ͋Δɽ
͢ͰʹɼιʔγϟϧσΟεΧόϦʔ͍͔ͭ͘ଘ͍ͯ͠ࡏΔɽྫ͑ɼSKOUT [1]ɼ

Tagged [2]ɼhi5 [3]ɼBadoo [4]ɼ༑ୡΛ୳ͨ͢ΊʹࣸਅͱϓϩϑΟʔϧΛͯݟ Like/No

Λબ͠ɼ͍ޓʹ Likeͷ߹ΛϚονͱఆ͠ɼνϟοτ͕Ͱ͖Δͱ͍͏αʔϏεͰ͋
Δɽ͜ͷΑ͏ͳબผήʔϜMeet MeͱݺΕ͍ͯΔɽϓϩϑΟʔϧࠗطະࠗɼੑͷ
ᅂɼຽੑɼफڭͳͲͰ͋Γɼެ։͢Δ͜ͱͰ͖Εͯ͢ඇެ։ʹ͢Δ͜ͱͰ͖
Δɽ·ͨɼPOF [5] 200Ҏ্ͷ࣭ʹରͯ͠ 4Ͱ͑ͯϓϩϑΟʔϧΛͭ͘Γɼͦ
ΕΛ༻͍ͯϚονϯάΛ͏ߦαʔϏεͰ͋ΔɽͦΕΒͷใΛͲͷΑ͏ʹѻ͍ͬͯΔͷ͔
ͳͲͷৄࡉʹ͍ͭͯެද͞Ε͍ͯͳ͍ɽ
ͲͷαʔϏεʹڞ௨͢Δ͜ͱɼϓϩϑΟʔϧΛӡӦαʔόʹΞοϓ͍ͯ͠Δͱ͍͏

͜ͱͰ͋ΔɽͦΕΒϓϥΠόγʔใͱͯ͠ѻ͏ඞཁ͕ͳ͍ใͳͷ͔͠Εͳ͍͕ɼ
ӡӦαʔόΛૂͬͨαΠόʔܸ߈ʹΑΔใ࿙͍͑Λ͙ͨΊʹɼ·ͨηϯγςΟϒͳ
ใΛϚονϯάͰͨ͏ΊʹɼϓϥΠόγʔใࣗͰཧ͠ɼͦΕΒΛ҉߸ͳͲ
ʹΑͬͯൿಗͯ͠ߦΘΕΔ͖Ͱ͋Δɽ͜ΕΛ࣮͢ݱΔͷ͕ൿಗϚονϯάϓϩτίϧͰ
͋Δɽ

ਤ 1.2: ൿಗϚονϯάͷΠϝʔδਤ

ൿಗϚονϯάϓϩτίϧɼϓϩϑΟʔϧͳͲͷϓϥΠόγʔใΛൿಗͨ͠··ڞ
௨߲ྨࣅΛ͠ࢉܭ༑ୡͷఆΛ͏ߦϓϩτίϧͰɼϞόΠϧιʔγϟϧωοτϫʔ
Ϋ্ͰϓϥΠόγʔใΛ࿙͍͑͢Δ͜ͱͳ͘༻͢Δٕज़ͱͯ͠͞Ε͍ͯΔɽ
ਤ 1.2ɼൿಗϚονϯάͷΠϝʔδਤͰ͋Δɽ·ͣɼαʔϏεʹࢀՃ͢ΔϢʔβɼ

ࣗͷϓϩϑΟʔϧͱڵຯΛੜ͠ɼͦΕΒΛࣗͰཧ͢Δɽͦͯ͠ɼൿಗϚονϯ
άͷͨΊʹϓϩϑΟʔϧΛ҉߸Խͯ͠ӡӦαʔόʹΞοϓϩʔυ͢Δɽجຊతʹɼϓϩ
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ϑΟʔϧڵຯͳͲͷϓϥΠόγʔใࣗͰཧ͢ΔͷͰɼӡӦαʔό͕Ϣʔβͷϓ
ϥΠόγʔใΛ࿙͍͑͢Δ͜ͱܾͯ͠ͳ͍ɽͦͯ͠ɼແ࡞ҝʹબΕͨ 2ਓͷϢʔβ
ಉ͕࢜ɼϓϩϑΟʔϧͱڵຯͷڞ௨߲Λൿಗ͢ࢉܭΔɽޙ࠷ʹɼ͍ޓʹઃఆͨ݅͠Λ
ຬ͢Δ͔൱͔Λαʔό͕͢ূݕΔ͜ͱʹΑͬͯɼ༑ୡͷఆΛ͍ߦ௨͢Δɽ͍ޓʹઃ
ఆ͢Δ݅ͱɼྫ͑ڞ௨߲ͷҰகͰ͋ͬͨΓɼᮢͰ͋ͬͨΓɼ૬खஉੑʹݶ
ΔͳͲͷΑ͏ʹ߲ͷܾΊଧͪͳͲΛఆ͢Δɽ
͔͠͠ɼ͜Ε·ͰʹఏҊ͞ΕͨطଘͷൿಗϚονϯά࣮༻໘Ͱ͍͔ͭ͘ͷ͕͋

Δɽଟ͘ͷڀݚͰɼยํͷ݅Λຬ͍ͨͯ͠ΕϚον͢ΔϓϩτίϧͰ͋ΔͨΊɼย
ͳͷ͔Λ͢Δ͜ͱ͕Ͱ͖ΔɽͲ͍ͪࢥͷ߹ΛϚονͱఆͨ͠ΓɼͲͪΒ͕ย͍ࢥ
Β͕ย͍ࢥͳͷ͔ͱ͍͏͜ͱ͕ՄͰ͋ΕɼϓϩϑΟʔϧڵຯͷِͳͲͷෆਖ਼
Δɽ͜ͷΛ͕͋ੑݥةҝΛੜΉߦ [31]ɼ͍ޓʹઃఆ͢Δ݅Λಉ࣌ʹຬͨͨ͠ͱ
͖ʹϚονͱఆ͢ΔϓϩτίϧΛఏҊͯ͠ย͍ࢥͷ߹ΛϛεϚονͱఆ͢ΔϚον
ϯάΛ࣮ͨ͠ݱɽ͔͠͠ɼͦΕظ͢Δڞ௨߲ͱͷҰக͔͠Ϛονͱఆ͠ͳ͍ͱ
͍͏݅Ͱ͋ΔͨΊɼ༑ୡͷ݅ͱͯ͗͢͠͠ݫΔɽগͳ͗͢ΔͷͪΖΜͷ͜ͱɼ
௨͢Δ߹ϛεϚονͱఆͯ͠͠·͏ɽڞΛ͑ͯଟ߲͕͘ظ

1.2 తڀݚ
ຊڀݚͰɼϓϩϑΟʔϧͷڞ௨߲ͷԼݶͱͳΔᮢΛ͍ޓʹબͰ͖ɼͦͭͷ

ᮢΛ͔͑ͨͲ͏͔ͷෆՄੑΛຬͨ͢ೋऀؒൿಗϚονϯάϓϩτίϧΛఏҊ
͢Δɽ͜ͷϓϩτίϧɼՃ๏४ಉ҉ܕ߸ͰϓϩϑΟʔϧͷ֤߲Λ҉߸Խ͠ɼڞ௨߲
ͱᮢͱͷେখΛൿಗͨ͠ঢ়ଶͰൺֱ͠ɼᮢҎ্Λ྆ऀ͕ຬͨ͢ͳΒϚονΛɼͦ
͏Ͱͳ͚ΕϛεϚονΛग़ྗ͢Δɽ
͜Ε·ͰʹఏҊ͞Ε͍ͯΔᮢΛ༻͍ͨϓϩτίϧʹɼڞ௨߲Λൿີͨ͠ࢉܭ

௨߲௨༰ΛΔ͜ڞɼͦΕͱᮢͱͷେখൺֱ݁ՌΛ૬खʹ௨͢ΔͨΊɼޙ
ͱ͕Ͱ͖Δͱ͍͏͕͋Δɽͦ͜Ͱɼڞ௨߲Λൿಗͯ͠ϓϥΠόγʔΛकΓɼൺ
ֱ݁ՌΛෆՄʹ͢Δඞཁ͕͋Δɽ·ͨɼॳΊͯෆՄੑʹྀͨ͠ϓϩτί
ϧ [31]ɼڞ௨߲ͱࣄલʹબ͢Δཧͷڞ௨߲͕Ұக͠ͳ͚ΕϛεϚον
ͱఆ͞ΕΔͱ͍͏͕͋Δɽ͞Βʹɼ[12]͕ࢦఠ͢ΔΑ͏ʹϚον·ͨϛεϚον
ͷΈΛग़ྗ͢ΔϚονϯάͰαʔϏεͱͯ͠Γͳ͍ɽϛεϚονͷ߹ɼͦΕҎ֎
ͷใ͕࿙ΕΔͷ·͘͠ͳ͍͕ɼϚονͷ߹ڞ௨߲͕Θ͔Δํ͕ɼڞ௨
Կͳͷ͔Λ৺͢Δ͜ͱͳؔ͘Λߏங͢Δ͜ͱ͕Ͱ͖Δɽ
ͦ͜ͰɼຊڀݚͰ্هͷطଘڀݚͷ 2ͭͷΛղܾ͠ɼ͞ΒʹϚονͨ͠߹ʹݶ

Γڞ௨߲ΛΔ͜ͱ͕Ͱ͖ΔൿಗϚονϯάϓϩτίϧΛఏҊ͢Δɽͨͩ͠ɼϢʔβ
ӡӦαʔό semi-honestϞσϧͱ͠ɼϢʔβϓϩϑΟʔϧͳͲͷϓϥΠόγʔใΛ
ϢʔβͷϓݤΛड͚ͯൿີܸ߈ཧ͢ΔͱԾఆ͢Δɽ͜ΕʹΑΓɼӡӦαʔό͕ݾࣗ
ϥΠόγʔใΛ࿙͍͑͢Δ͜ͱܾͯ͠ͳ͍ɽ
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1.3 ຊจͷߏ
Ͱѻ͏ϓϥΠόγʔใɼڀݚʹ͍ͭͯड़Δɽ2ষͰɼ४උͱͯ͠ຊߏষҎ߱ͷ࣍

γεςϜϞσϧɼϓϩτίϧͷཁ߲ࣄٻɼऀܸ߈ϞσϧɼϓϩτίϧͰ҉͏߸ํࣜͰ
͋Δ Paillier҉߸ʹ͍ͭͯઆ໌͢Δɽ3ষͰൿಗϚονϯάʹؔ͢Δؔ࿈ڀݚʹ͍ͭͯ
ड़Δɽ4ষͰɼຊڀݚͷఏҊ͢ΔൿಗϚονϯάͱͦΕΛߏ͢Δ 3ͭͷϓϩτίϧ
ʹ͍ͭͯઆ໌͢Δɽ 5ষͰɼ֤ϓϩτίϧͷਖ਼ੑɼൿಗੑɼޮੑͷධՁʹՃ͑ɼ࣮
ධՁʹ͍ͭͯड़Δɽ6ষͰɼߟͱͯ͠طଘڀݚͱͷൺֱΛड़Δɽ7ষͰɼຊ
ͷ·ͱΊΛࣔ͢ɽڀݚ
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ୈ2ষ ४උ

͜ͷষͰɼ·ͣຊڀݚͰѻ͏ϓϥΠόγʔใΛ໌Β͔ʹ͠ɼൿಗϚονϯάϓϩτ
ίϧͰऔΓѻ͍ʹཹҙ͖͢ใΛܾఆ͢Δɽ࣍ʹɼγεςϜϞσϧͰɼϚονϯάͷ
શମ૾Λ໌Β͔ʹ͢Δɽͦͯ͠ɼϚονϯάϓϩτίϧͷཁ߲ࣄٻΛड़ɼ͞Βʹܸ߈
ऀϞσϧʹ͍ͭͯٞ͢Δɽޙ࠷ʹɼPaillier҉߸ʹ͍ͭͯड़Δɽ

2.1 ຊڀݚͷϓϥΠόγʔใ
ຊڀݚʹ͓͚ΔϓϥΠόγʔใͱɼϓϩϑΟʔϧͱڵຯɼᮢɼࣗͷϓϩϑΟʔ

ϧͱ૬खͷڵຯͷڞ௨߲ɼͦͷ߲ͷଞɼൿີݤϚονϯάͷ݁ՌؚΊΔɽ·
ͨɼ૬खͷڵຯʹର͢ΔࣗͷϓϩϑΟʔϧͷධՁɼ͢ͳΘͪ૬खͷઃఆ͢Δᮢͱࣗ
ͷϓϩϑΟʔϧͱͷڞ௨߲ͱͷେখؔϓϥΠόγʔใͱͯ͠औΓѻ͏ɽͦͷٯ
Ͱ͋Δࣗͷڵຯʹର͢Δ૬खͷϓϩϑΟʔϧͷධՁϓϥΠόγʔใͱͯ͠ѻ͏ɽ

2.1.1 ϓϩϑΟʔϧͱڵຯ

ϢʔβɼϓϩϑΟʔϧ P ͱڵຯ I Λͭ͘ΔɽP ɼn ͷ࣭ݸ Q ʹର͢Δճ
p1, p2, · · · , pnΛ߲ͱ͢Δɽ

P := [p1, p2, · · · , pn]. (2.1)

·ͨɼIɼཧͷ૬खʹظ͢Δճ i1, i2, · · · , inΛ߲ͱ͢Δɽ

I := [i1, i2, · · · , in]. (2.2)

2.1.2 ϓϩϑΟʔϧͱڵຯͷڞ௨߲

ϢʔβA,BɼͦΕͧΕϓϩϑΟʔϧͱڵຯͷϖΞ (Pa, Ia), (Pb, Ib)Λੜ͢Δɽϓϩ
ϑΟʔϧͱڵຯͷڞ௨߲ͱPa∩Ib,Pb∩IaͰ͋Γɼڞ௨߲ͱ |Pa∩Ib|, |Pb∩Ia|
Ͱ͋ΔɽຊڀݚͰɼ͜ͷڞ௨߲ΛϚονϯάʹ༻͢Δ͜ͱ͠ͳ͍ɽͳͥͳ
Βɼ|Pa∩Ib| = 0ͷΑ͏ͳ߹ɼ|Pb∩Ia|Λൿಗ͢ࢉܭΔ·Ͱͳ͘ɼ໌ Β͔ʹϛεϚο
νͰ͋Δͱஅఆ͢Δ͜ͱ͕Ͱ͖ΔͨΊͰ͋Δɽ͕ͨͬͯ͠ɼ[31]ͷΑ͏ʹ |Pa ∩ Ib| +∆b

ͷΑ͏ʹඇྵʹ͢Δɽ
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2.1.3 ϓϩϑΟʔϧͱڵຯͷධՁ

A,BɼͦΕͧΕᮢ τa, τbΛઃఆ͢ΔɽBͷڵຯʹର͢Δ AͷϓϩϑΟʔϧͷධՁ
ͱɼ

|Pa ∩ Ib| ! τb. (2.3)

ҰํɼAͷڵຯʹର͢ΔBͷϓϩϑΟʔϧͷධՁͱɼ

|Pb ∩ Ia| ! τa. (2.4)

લड़ͷ௨Γɼ|Pa ∩ Ib|ͷΑ͏ͳڞ௨߲ΛతʹධՁͰ༻͍ͳ͍ͷͰɼ

|Pa ∩ Ib|+∆b ! τb +∆b, (2.5)

|Pb ∩ Ia|+∆a ! τa +∆a (2.6)

ΛධՁ͢Δɽ∆a,∆bͷৄࡉʹ͍ͭͯ࣍અͰड़ΔɽϚονϯάͰɼ(2.3),(2.4)Λ (2.5),(2.6)

ͷΑ͏ʹධՁ͢Δ͜ͱͰϚον·ͨϛεϚονΛఆ͢Δɽ
{

|Pa ∩ Ib| ≥ τb ∧ |Pb ∩ Ia| ≥ τa =⇒ match,

|Pa ∩ Ib| < τb ∨ |Pb ∩ Ia| < τa =⇒ mismatch.
(2.7)

(2.3),(2.4)ͷยํΛΕϛεϚον͕໌͢Δ߹͕͋ΔͷͰɼ(2.3),(2.4)Λ྆Ϣʔβ
ͱͰ͖ͳ͍Α͏ʹϚονϯάΛઃ͢ܭΔඞཁ͕͋ΔɽϛεϚονͷ߹ɼ࣍ͷ 3ͭ
ͷ߹͕͑ߟΒΕΔɽ

• |Pb ∩ Ia| ≥ τa ∧ |Pa ∩ Ib| < τbɿAʹͱͬͯBϚονͷରͰ͋Δ͕ɼBʹͱͬͯ
Aͦ͏Ͱͳ͍߹

• |Pb ∩ Ia| < τa ∧ |Pa ∩ Ib| ≥ τbɿBʹͱͬͯAϚονͷରͰ͋Δ͕ɼAʹͱͬͯ
Bͦ͏Ͱͳ͍߹

• |Pb ∩ Ia| < τa ∧ |Pa ∩ Ib| < τbɿAʹͱͬͯBϚονͷରͰͳ͍͠ɼBʹͱͬͯ
Aͦ͏Ͱ͋Δ߹

ຊڀݚͰɼ͜ΕΒͷͲΕʹ֘͢Δͷ͔Λʮ݁Ռͷৄࡉʯ͋Δ͍ʮϛεϚονͷݪҼʯ
ͱݺͼɼϓϥΠόγʔใͱͯ͠ѻ͏ɽ

2.2 γεςϜϞσϧ
ਤ 2.1ͷΑ͏ͳϚονϯάαʔϏεʹϦΞϧλΠϜͰࢀՃ͍ͯ͠ΔϢʔβΛӡӦαʔό

͕దʹ 2ਓબͼग़͢͜ͱͰɼೋऀؒͷൿಗϚονϯάߦΘΕΔɽ͜ͷϚονϯάΛ͋
ΒΏΔϢʔβʹରͯ͜͠͏ߦͱͰɼࣗͷڵຯʹ͍ۙϓϩϑΟʔϧΛͪ࣋ɼ͔ͭࣗͷϓ
ϩϑΟʔϧʹ͍ۙڵຯΛͭ࣋ϢʔβΛ୳͢ɽ
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ਤ 2.1: ൿಗϚονϯάϓϩτίϧͷγεςϜϞσϧ

Setting

·ͣɼϢʔβϓϩϑΟʔϧͱڵຯΛੜ͢Δɽ࣍ʹɼϓϩϑΟʔϧΛ҉߸Խ͠ӡӦ
αʔόʢҎԼɼαʔόͱݺͿʣʹΞοϓϩʔυ͢ΔɽϓϩϑΟʔϧڵຯɼൿີݤϢʔ
β͕ཧ͢Δɽ

Private Matching

αʔό͕A,BΛબͼɼAͷ҉߸ԽϓϩϑΟʔϧΛBɼBͷ҉߸ԽϓϩϑΟʔϧΛA

ʹૹ৴͢Δ͜ͱͰɼϚονϯά࢝·ΔɽPrivate MatchingͰɼϓϩϑΟʔϧͱڵຯͷ
Δ͢ࢉܭ௨߲ʹηΩϡϦςΟύϥϝλΛՃ͑ͨΛൿಗڞ [31]ɽྫ͑ɼAͷϓϩ
ϑΟʔϧͱBͷڵຯͷڞ௨߲ΛٻΊΔ߹ɼB͕ॴ͍ͯ࣋͠ΔͷAͷ҉߸Խϓϩ
ϑΟʔϧͳͷͰɼ࠷ऴతʹ෮߸͠ͳ͚Εਖ਼͘͠ڞ௨߲ٻΊΒΕͳ͍ɽͦ͜Ͱɼ
BࣗͷڵຯΛϒϥΠϯυ͠ݱ࠶ෆՄʹ্ͨ͠ͰAʹ͠ɼA͕ڞ௨߲Λ͢ࢉܭ
ΔɽવɼڵຯͷϒϥΠϯυͱಉ༷ʹ҉߸ԽϓϩϑΟʔϧΛϒϥΠϯυ͢ΔͨΊɼ෮߸͢
ΕAਖ਼͘͠ |Pa ∩ Ib|+∆bΛ͢ࢉܭΔ͜ͱ͕Ͱ͖ΔɽϒϥΠϯυͷํ๏ʹ͍ͭͯ࣍
ষͰৄ͘͠આ໌͢Δɽ
∆bͱϒϥΠϯυʹΑͬͯݱΕΔηΩϡϦςΟύϥϝλͰ͋ΓɼAΒͳ͍͕B

͍ͬͯΔɽ͕ͨͬͯ͠ɼA |Pa ∩ Ib|ΛΔ͜ͱ͕Ͱ͖ͳ͍ͷͰɼ͜ͷ࣌ͰϚον
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ϯάͷ݁ՌΛਪଌ͢Δ͜ͱͰ͖ͳ͍ɽҰํɼB૬खͱͯ͠;͞Θ͍͠ͱஅͰ͖Δڞ
௨߲Λᮢ τbͱ͠ɼͦΕʹ∆bΛՃ͑ͯಉ͡Α͏ʹϒϥΠϯυ͢Δɽ

v̂b := |Pa ∩ Ib|+∆b, vb := τb +∆b, ∆b > 0. (2.8)

ಉ༷ʹɼBࣗͷϓϩϑΟʔϧͱ Aͷڵຯͷڞ௨߲ʹ∆aΛՃ͑ͨΛൿಗࢉܭ
͠ɼAᮢ τaʹ∆aΛՃ͑ͯಉ͡Α͏ʹϒϥΠϯυ͢Δɽ

v̂a := |Pb ∩ Ia|+∆a, va := τa +∆a, ∆a > 0. (2.9)

Verification

VerificationͰɼαʔό͕ϒϥΠϯυͨ͠ᮢͱڞ௨߲ͷେখؔΛൿಗ͠ࢉܭ
݁ՌΛఆ͢Δɽ۩ମతʹɼϚον v̂b ≥ vb ∧ v̂a ≥ va͕Γཱͭ߹Ͱ͋ΓɼϛεϚο
ν v̂b < vb ∨ v̂a < va ͕Γཱͭ߹Ͱ͋Δɽαʔόɼv̂b ! vb, v̂a ! va Λఆ͠ɼ
v̂b ≥ vb∧ v̂a ≥ vaͳΒʮϚον (True)ʯΛɼ̂vb < vb∨ v̂a < vaͳΒʮϛεϚον (False)ʯ
ΛϚονϯάͷ݁Ռͱͯ͠AͱBʹ௨͢Δɽ

ΊΔٻ௨߲Λڞ

͜͜·ͰͰجຊతʹϚονϯά͍ͯ݁͠Δ͕ɼຊڀݚͰͲͷ߲͕ڞ௨ͨ͠ͷ
͔ΛٻΊ͍ͨ߹ྀ͢ߟΔɽ͠AͱB͕ϚονͳΒɼAࣗͷڵຯͱBͷϓϩ
ϑΟʔϧͷͲͷ߲͕ڞ௨ͨ͠ͷ͔ɼ·ͨBࣗͷڵຯͱAͷϓϩϑΟʔϧͷͲͷ߲
͕ڞ௨ͨ͠ͷ͔ΛٻΊΔɽͨͩ͠ɼ͜ͷػ੍͞ڧΕΔͷͰͳ͘ɼϢʔβ͕༻
͢Δ͔൱͔Λࣗ༝ʹબ͢Δɽ

2.3 ϓϩτίϧͷཁ߲ࣄٻ
ຊڀݚͰఏҊ͢ΔൿಗϚονϯάϓϩτίϧʹɼ࣍ͷ 6ͭͷ߲ࣄΛཁ͢ٻΔɽ

Λઃ͚ͨϚονϯάͰ͋Δ͜ͱɿᮢʹ͍ޓ

͜Ε·Ͱɼ[19, 27, 32]ͷΑ͏ʹྨࣅϕʔεͷϚονϯά [7, 12, 31]ͷΑ͏ʹڞ௨߲
ϕʔεͷϚονϯάͳͲଟ͘ఏҊ͞Ε͍ͯΔ͕ɼ͍ޓʹᮢΛઃ͚ͯϚονϯάΛߦ
͏ϓϩτίϧࡏݱͷͱ͜ΖݟΒΕͳ͍ɽ͕ͨͬͯ͠ɼຊڀݚͰڞ௨߲ϕʔεͷᮢ
Λ͍ޓʹઃ͚ΔൿಗϚονϯάͷ࣮ݱΛཁ͢ٻΔɽ
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ϓϥΠόγʔใΛ҆શʹཧ͢Δ͜ͱɿ

શϢʔβڞ௨ͷ࣭Qʹରͯ͠ɼ֤ϢʔβϓϩϑΟʔϧP ͱڵຯ IΛੜ͢Δɽ͜
ΕΒɼϓϥΠόγʔใͱͯ͠ݫॏʹཧ͢Δඞཁ͕͋ΔɽͦΕʹՃ͑ɼൿີݤݫॏ
ʹཧ͢Δඞཁ͕͋Δɽͦ͜ͰɼຊڀݚͰ͜ΕΒΛαʔόʹ༬͚ͣɼ֤Ϣʔβ͕ࣗݾ
ཧ͢Δ͜ͱͰαʔόʹର͢ΔαΠόʔܸ߈ͷରࡦΛ͏ߦɽ

ใ࿙͍͑Λ͙͜ͱɿ

ϚονϯάͰɼϓϩϑΟʔϧΛ҉߸ԽɼڵຯΛϒϥΠϯυͯ͠ղಡࠔʹ͢Δ͜ͱΛ
ཁ͢ٻΔɽ͜ΕʹΑΓɼϚονϯάͷ్தͰϓϩϑΟʔϧڵຯͳͲͷϓϥΠόγʔใ
ͷ࿙͍͑Λ͙͜ͱ͕Ͱ͖Δɽ

ϓϩτίϧͷ్தͰϚονϯάͷ݁ՌΛਪଌͰ͖ͳ͍͜ͱɿ

૬खͷڵຯʹର͢ΔࣗͷϓϩϑΟʔϧͷධՁɼࣗ ͷڵຯʹର͢Δ૬खͷϓϩϑΟʔ
ϧͷධՁΛαʔόʹΑΔ݁Ռͷ௨ΑΓલʹ྆ϢʔβͱʹͰ͖ͳ͍͜ͱΛཁ͢ٻΔɽ

ϛεϚονͷݪҼΛ͢Δ͜ͱ͕Ͱ͖ͳ͍͜ͱɿ

ϛεϚονͷͱ͖ɼ͢ͳΘͪยํ·ͨ྆ํͷᮢΛຬͨ͞ͳ͍߹ɼͲͪΒ͕ᮢະ
ຬͰ͋Δͷ͔ͱ͍͏݁ՌͷৄࡉΛͰ͖ͳ͍͜ͱΛཁ͢ٻΔɽ͜ΕʹΑΓɼϢʔβؒͰ
͍͟͜͟Λੜ·ͳ͍Α͏ʹྀ͢Δ͜ͱ͕Ͱ͖Δɽ

Ϛον͢Εڞ௨߲͕ٻΊΒΕΔ͜ͱɿ

Ϛονͷ߹ʹݶΓɼࣗͷڵຯͱ૬खͷϓϩϑΟʔϧͷڞ௨߲ΛٻΊΒΕΔ͜ͱΛ
ཁ͢ٻΔɽͨͩ͠ɼϛεϚονͷ߹ڞ௨߲Λશ͘ٻΊΒΕͳ͍͜ͱΛಉ࣌ʹཁ͢ٻ
ΔɽϚονͨ͠ڞʹ͍ޓʹޙ௨߲͕Θ͔ΕɼؔΛங্͘Ͱ༨ܭͳྀΛඞཁͱ͠ͳ
Ήɽࡁͯ͘

2.4 Ϟσϧऀܸ߈
ରͯ͠ɼ[24]ͷΑ͏ʹऀܸ߈ɼ෦ͱ֎෦ʹ͚Δ͜ͱ͕Ͱ͖Δɽ֎෦ͷऀܸ߈

ʹ SSL/TLSͳͲͷηΩϡΞ௨৴Λ༻͍Δ͜ͱͰ౪ௌதؒऀܸ߈Λ͙ɽ෦ͷऀܸ߈
ʹ͍ͭͯɼsemi-honsetϞσϧΛԾఆ͢Δɽsemi-honsetϞσϧͱɼϓϩτίϧʹै
͏͕ɼಘΒΕͨใ͔ΒੵۃతʹϓϩϑΟʔϧΛਪଌ͠Α͏ͱ͢Δऀܸ߈Ͱ͋Γɼϓϩ
τίϧ͔Βҳͨ͠ΓɼଞͷϢʔβαʔόͱ݁ୗͯ͠෦ใΛಘͨΓԣྲྀ͠Λ͠ͳ
͍ [9, 12, 18, 21,25, 31]ɽ
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2.5 Paillier҉߸
߸ষҎ߱Ͱ༻͍Δ҉߸ํࣜɼPaillier҉࣍ [22]Ͱ͋Δɽ͜ͷઅͰɼ[21–23]Λߟࢀʹ

Paillier҉߸ʹ͍ͭͯड़Δɽ

2.5.1 ४උ

Paillier҉߸ɼ࣍ͷΑ͏ͳੑ࣭Λར༻͍ͯ͠Δɽ∀x ∈ Nͷͱ͖ɼೋ߲ఆཧΑΓɼ

(1 +N)x ≡ 1 + xN (mod N2). (2.10)

ͦ͜Ͱɼy := (1 +N)xͱ͢Δͱɼ

x =
y − 1

N
(mod N2). (2.11)

͜͜Ͱɼؔ L(x)Λ࣍ͷΑ͏ʹఆٛ͢Δɽ

L(x) :=
x− 1

N
. (2.12)

͜ͷؔɼ෮߸ΞϧΰϦζϜͰ͏ɽ

2.5.2 ੜΞϧΰϦζϜݤ

·ͣɼgcd(pq, (p− 1)(q− 1)) = 1Λຬͨ͢ 2ͭͷૉ p
U← PN , q

U← PN Λੜ͢Δɽ͜
ͷͱ͖ɼެ։ݤN = pq, g = (1 + ᾱN)β̄N Ͱ͋Γɼൿີݤ λ = lcm(p− 1, q − 1)Ͱ͋
Δɽͨͩ͠ɼᾱ

U← Z∗N2 , β̄
U← Z∗N2Ͱ͋Δɽ

2.5.3 ҉߸ԽΞϧΰϦζϜ

gcd(r,N) = 1Λຬͨ͢ཚ r
U← Z∗N2 ͱެ։ݤΛ༻͍ͯɼ࣍ͷΑ͏ʹฏจ ∀m ∈ ZN Λ

҉߸Խ͢ΔɽcΛ҉߸จɼEncΛ҉߸Խؔͱ͢Δͱɼ

c = Enc(m) := gmrN (mod N2). (2.13)

2.5.4 ෮߸ΞϧΰϦζϜ

ൿີݤ λͱ (2.12)ͷؔ LΛ༻͍ͯ࣍ͷΑ͏ʹ෮߸͢ΔɽDecΛ෮߸ؔͱ͢Δͱɼ

Dec(c) :=
L(cλ (mod N2))

L(gλ (mod N2))
= m (mod N). (2.14)

(2.14)Λ͢ࢉܭΔͨΊʹɼrλN ≡ 1 (mod N2)Λ͏ɽ

10



ิ 1. ∀r ∈ Z∗N2 . gcd(r,N) = 1 =⇒ rλN ≡ 1 (mod N2)ɽ

Proof. EulerͷؔΑΓϕ(N2) = N(p− 1)(q− 1)Ͱ͋Γɼgcd(pq, (p− 1)(q− 1)) = 1

ͳͷͰɼࠜ࢝ݪఆཧΑΓZ∗N2ʹɼҐN ͱҐ (p− 1)(q− 1)ͷ෦͕܈ଘ͢ࡏΔɽ͠
͕ͨͬͯɼgcd(r,N) = 1Λຬͨ͢ ∀r ∈ Z∗N2ʹ͍ͭͯɼEulerͷఆཧΑΓɼ

rλ ≡ 1 (mod N). (2.15)

ͭ·Γɼ͋Δ γΛ༻͍ͯ rλ := 1 +Nγͱද͢͜ͱ͕Ͱ͖ΔɽΑͬͯɼೋ߲ఆཧΑΓɼ

rλN = 1 +N2(γ + · · · ) ≡ 1 (mod N2). (2.16)

Ҏ্ΑΓɼิ 1ࣔ͞Εͨɽ
ิ 1Λ༻͍ͯɼL(cλ (mod N2))Λ۩ମతʹ͢ࢉܭΔͱɼgcd(ᾱ, N) = gcd(β̄, N) = 1

ͳͷͰɼ

L(cλ (mod N2)) = L(gmλ (mod N2)) ≡ ᾱmλ (mod N). (2.17)

2.5.5 Ճ๏४ಉੑܕ

Paillier҉߸ͷ҉߸ؔ EncՃ๏४ಉ૾ࣸܕͰ͋Δɽฏจ ∀m1 ∈ ZN , ∀m2 ∈ ZN Λ҉
߸Խͨ͠҉߸จ Enc(m1)ͱ Enc(m2)ͷੵɼ

Enc(m1) · Enc(m2) = Enc(m1 +m2) (mod N2). (2.18)

͞ΒʹɼฏจͷεΧϥʔഒ࣍ͷΑ͏ʹද͢͜ͱ͕Ͱ͖Δɽ∀N ∈ ZN ʹ͓͍ͯɼ

{Enc(m)}N = Enc(N ·m) (mod N2). (2.19)

(2.18), (2.19)ͷΑ͏ʹ҉߸Խͨ͠ঢ়ଶͰฏจͷεΧϥʔഒΛٻΊΔ͜ͱ͕Ͱ͖Δੑ
࣭ΛՃ๏४ಉੑܕͱݺͿɽ

2.5.6 ϕΫτϧͷ҉߸Խɾ෮߸ͷදه

ฏจϕΫτϧP = [p1, p2, · · · , pn]Λ҉߸Խ͢Δͱ͖ɼ࣍ͷΑ͏ʹද͢ɽ

Enc(P ) := [Enc(p1),Enc(p2), · · · ,Enc(pn)].

·ͨɼ҉߸จϕΫτϧC = [c1, c2, · · · , cn]Λ෮߸͢Δͱ͖ɼ࣍ͷΑ͏ʹද͢ɽ

Dec(C) := [Dec(c1),Dec(c2), · · · ,Dec(cn)].
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2.5.7 ҆શੑ

[23]ʹΑΔͱɼPaillier҉߸D-CRԾఆ (Decision Composite Residuosity assumption)

ͱD-PDLԾఆ (Decision Partial Discrete Log assumption)ͷԼͰ IND-CPA҆શͰ͋Δɽ
D-CRԾఆͱɼ∀x ∈ Z∗N , ∃α̂ ∈ Z∗N , ∃β̂ ∈ Z∗N . xN = α̂ + β̂ ·N (mod N2), r̂

U← Z∗N ʹ
͍ͭͯɼ(α̂, β̂)ͱ (α̂, r̂)Λࣝผ͢Δखʹෛ͑ͳ͍ͱ͢ΔԾఆͰ͋Δɽ·ͨɼD-PDL

Ծఆͱɼ෮߸ؔDec͕ҰํੑͰ͋Δͱ͍͏ԾఆͰ͋Δɽ
·ͨɼIND-CPA҆શͱɼ͋ Δ҉߸จ cΛൃͨ͠ߦΦϥΫϧ͔Β༷ʑͳฏจʹର͢Δ҉

߸จΛಘͯ cͷղಡΛࢼΈΑ͏ͱ͢Δͷͷɼղಡʹͭͳ͕ΔҰͷརಘ (advantage)
ಘΒΕͳ͍͜ͱΛҙຯ͢Δɽͭ·Γɼ҉߸จΛେྔʹൃࢼͯ͠ߦΈΔܸ߈ (CPAɿchosen

plaintext attack)ͰɼcΛղಡ͢Δ͜ͱ͕Ͱ͖ͳ͍ɽ͜Εʹେ͖͘͢ݙߩΔੑ࣭ɼ҉
߸จͷࣝผෆՄੑ (INDɿindistinguishability)Ͱ͋ΔɽࣝผෆՄੑͱɼ2ͭͷฏจ
m1,m2ͱͦͷͲͪΒ͔ͷ҉߸จ cjΛ༩͑ΒΕͨͱ͖ɼcj͕m1,m2ͷͲͪΒͷ҉߸จ͔Λ
ಛఆ͢Δ͜ͱ͕Ͱ͖ͳ͍ͱ͍͏ੑ࣭Ͱ͋ΔɽPaillier҉߸ͷ߹ɼ҉߸Խ͢Δຖʹཚ r

Λੜ͢ΔͷͰɼಉ͡ฏจΛ҉߸Խͯ͠ಉҰͷ҉߸จʹͳΒͳ͍ɽ͕ͨͬͯ͠ɼD-CR

ԾఆͱD-PDLԾఆͷԼͰ Paillier҉߸ࣝผෆՄੑΛຬͨ͢ɽ
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ୈ3ষ ؔ࿈ڀݚ

͜ͷষͰൿಗϚονϯάϓϩτίϧʹؔ࿈͢Δطଘڀݚʹ͍ͭͯड़Δɽ·ͣɼൿಗ
ϚονϯάͷطଘڀݚͷൺֱΛड़ͯɼͦͷ্Ͱදతͳڀݚʹ͍ͭͯৄ͘͠ड़Δɽ͞
ΒʹɼैདྷͷൿಗϚονϯάʹ͓͚ΔΛཧ͢Δɽ

3.1 ͷൺֱڀݚଘط
ൿಗϚονϯάϓϩτίϧɼ2004ʹM. FreedmanΒʹΑͬͯ Private Matching

(PM) [8]ͱͯ͠ಋೖ͞Εɼޙʹ Private Set Intersection (PSI)ͱݺΕΔΑ͏ʹͳͬͨɽ
͜ͷPSIɼՃ๏४ಉ҉ܕ߸Λ༻͍ͨOblivious Polynomial Evaluation (OPE) [20]ʹΑͬ
ΕΔɽ·ͨɼ[15]ϓϩϑΟʔϧͳͲͷཁૉΛૉʹࣸ૾͢ΔMap͞ݱ࣮ͯ To Prime

(MTP)Λ༻͍ͨ PSIΛఏҊͨ͠ɽ͞Βʹɼ[31]ϓϩϑΟʔϧ߲ΛϕΫτϧͷʹ
ରԠͤͯ͞ɼ4ͭͷϒϥΠϯυૢ࡞ʹΑͬͯൿಗͨ͠··ڞ௨߲ΛٻΊΔBlind Vector

Transforming (BVT)ͱ͍͏ PSIΛಋೖͨ͠ɽ
ൿಗϚονϯάɼڞ௨߲ϕʔεͱྨࣅϕʔεʹେผ͞ΕΔɽڞ௨߲ϕʔεͷ

ϚονϯάɼϓϩϑΟʔϧͷڞ௨߲ڞ௨߲Λൿಗ͠ࢉܭɼϢʔβ͕ઃఆ͢Δ
݅Λຬ͢ΕϚονͱఆ͢Δɽ[6–8]ʹɼยํͷ͔݅͠Θͳ͍ͨΊย͍ࢥͷ
߹ΛϚονͱఆͯ͠͠·ͬͨΓɼ2ճϓϩτίϧΛ͏ߦඞཁ͕͋Δͱ͍͏͕ܽ͋
Δɽ[31]ɼ͍ޓʹઃఆ͢Δ݅Λಉ࣌ʹຬͨͨ͠ͱ͖ʹϚονͱఆ͢ΔํࣜΛఏҊ͢
Δ͜ͱͰɼ͜ ΕΒͷܽΛղܾͨ͠ɽ͜ͷํࣜͰɼBVTϓϩτίϧͰڞ௨߲Λൿಗ
ఆ͢Δɽʹ࣌௨߲ͱҰக͍ͯ͠Δ͔Λಉڞ͢ΔظɼFACFMϓϩτίϧͰ͠ࢉܭ
͜ΕʹΑͬͯɼย͍ࢥͷ߹ΛϛεϚονͱఆ͢Δɽ͕ͨͬͯ͠ɼͲͪΒ͕ย͍ࢥͳͷ
͔ɼ·ͨ྆ํͱʹϚονͷରͰͳ͔ͬͨͷ͔ͱ͍͏ใൿಗ͢Δ͜ͱ͕Ͱ͖Δͨ
ΊɼϓϩϑΟʔϧΛِͯ͠Ϛονͤ͞Α͏ͱ͢Δෆਖ਼ߦҝΛ͙͜ͱ͕Ͱ͖Δɽͨͩ
͠ɼ[31]Ͱઃఆ͞Εͨ݅ͱɼ૬खʹظ͢Δڞ௨߲ͱͷҰகͰ͋Γɼগͳ͗͢Δ
ͷͪΖΜͷ͜ͱଟ͗͢Δ߹ϛεϚονͱఆͯ͠͠·͏ɽຊڀݚͰɼ͜ͷܽ
Λࢦఠ͍͠ޓʹᮢΛ݅ͱ͢ΔൿಗϚονϯάϓϩτίϧΛఏҊ͢Δɽ
௨ৗɼϚονϯάͷ҆શੑΛߴΊΑ͏ͱ͢Δͱɼ[27, 31]ͷΑ͏ʹϚον͔ͨ͠൱͔ͷ

ΈΛग़ྗ͢Δํࣜʹͳͬͯ͠·͏ɽ͔͠͠ɼ࣮ࡍͷϚονϯάαʔϏεʹԠ༻͢Δ͜ͱΛ
߹༗͠ڞʹ͍ޓ௨߲ΛڞΕɼ҆શͰ͋Δ͜ͱॏཁͰ͋Δ͕ɼϚονͨ͠ͱྀ͖͢ߟ
ங͢Δ͜ͱ͕Ͱ͖Δɽ[12]ͷఏҊͨ͠ϓϩτίϧɼMTPΛϕʔߏʹΛԁ͕ؔํ͏
εʹͨ͠ϚονϯάͰ͋ΓɼϚονͨ͠߹ʹͲͷ߲͕ڞ௨ͨ͠ͷ͔Λ͢ূݕΔ͜ͱ͕
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Ͱ͖Δɽ͜ͷϓϩτίϧϚον͠ͳ͚ΕԿΘ͔Βͳ͍Α͏ʹઃ͞ܭΕ͍ͯΔɽ͔͠
͠ɼ[12]ͰૉͷੵΛฏจͱ͢ΔͨΊɼϓϩϑΟʔϧ߲ͱͯ͠ѻ͏͜ͱ͕Ͱ͖Δ࣭
߲͕ݶΒΕͯ͠·͏ͱ͍͏͕ܽ͋ΔɽຊڀݚͰɼʮϚονͨ͠ͱ͖ͷΈڞ௨߲
͕Θ͔ΔʯϚονϯάΛMTPϕʔεͰͳ͍ํ๏Ͱ࣮͠ݱɼ͜ͷܽΛղܾ͢Δɽ
Ϣʔβ͕ઃఆ͠ࢉܭΛఆٛ͠ɼͦΕΛൿಗࣅྨʹϕʔεͷϚονϯάɼಠࣗࣅྨ

͢Δ݅Λຬ͢ΕϚον͢ΔɽྨࣅɼϓϩϑΟʔϧͷ߲ͷEuclidڑ [14,30]

Manhattanڑ [10]ɼॏΈ͖ࣜྻߦ [19,32]ɼSocial Proximity [27]ɼࣹӨϕΫτϧͷ
େ͖͞ [28]ɼ[29]͕ఏҊͨ͠Diceྨࣅ [11]ͳͲͰ͋Δɽ͔͠͠ɼ͜ΕΒͷํࣜͰย
ํͷ͔݅͠Θͳ͍ͨΊɼย͍ࢥͷ߹ΛϚονͱఆͯ͠͠·͏Մੑ͕͋Δɽ͜Ε
Λղܾ͢Δखஈͱͯ͑͠ߟΒΕΔํ๏ɼ[31]ͷΑ͏ʹϚονϯάͷ݁ՌΛఆ͢Δαʔ
όΛઃ͚Δ͜ͱͰ͋ΔɽSNSͳͲʹԠ༻͢Δ͜ͱΛྀ͢ߟΕɼඞͣӡӦαʔό͕ଘࡏ
͢ΔͷͰɼఆΛ୲͏Α͏ʹϚονϯάαʔϏεΛઃ͢ܭΔ͜ͱ͘͠ͳ͍ɽ
Ҏ্ͷൿಗϚονϯάɼೋऀؒͷൿಗϚονϯάͰ͋Δ͕ɼShamirͷڞݤ༗ [26]ͳ

Ͳͷ Secure Multiparty Computation(SMT)ΛԠ༻ͨ͠ϚϧνύʔςΟͷൿಗϚονϯά
ఏҊ͞Ε͍ͯΔ [13, 16, 17]ɽ
ͣ·અҎ߱Ͱɼ࣍ [8, 12, 15, 31]ͷڞ௨߲ϕʔεͷൿಗϚονϯάʹ͍ͭͯɼ͞Β

ʹ [27,32]ͷྨࣅϕʔεͷൿಗϚονϯάʹ͍ͭͯઆ໌͢Δɽޙ࠷ʹɼ·ͱΊͱͯ͠ै
དྷͷൿಗϚονϯάʹ͓͚ΔͷཧΛ͏ߦɽ

3.2 FNP04 [8]

Clientͷू߹ΛX = {x1, x2, · · · , xkc}ɼServerͷू߹ΛY = {y1, y2, · · · , yks}ͱ͢Δɽͦ
ΕΛ༻͍ͯɼPrivate Matching for Set Intersection PMͰX ∩Y ΛɼPrivate Matching for

Set Cardinary PMC Ͱ |X ∩ Y |Λൿಗ͢ࢉܭΔɽͳ͓ɼClientͱ Server semi-honestϞ
σϧΛԾఆ͢Δɽ

3.2.1 Private Matching for Set Intersection PM

ೖྗɿ X = {x1, x2, · · · , xkc}, Y = {y1, y2, · · · , yks}

ग़ྗɿ X ∩ Y

1. Client

(a) Paillier҉߸ͳͲͷՃ๏४ಉ҉ܕ߸ͷൿີݤͱެ։ݤΛੜ͢Δɽ

(b) XͷཁૉΛղͱ͢Δଟ߲ࣜ P (y)ͷ αjΛٻΊΔɽ

P (y) = (x1 − y)(x2 − y) · · · (xkc − y) =
kc∑

j=0

αjy
j. (3.1)

14



(c) kc + ͷݸ1 α0,α1, · · · ,αkcΛͯࣗ͢ͷެ։ݤͰ҉߸Խͯ͠ Serverʹૹ
৴͢Δɽ

Enc(α0),Enc(α1), · · · ,Enc(αkc). (3.2)

2. Server

(a) HornerͷنଇΛ༻͍ͯɼEnc(P (y1)),Enc(P (y2)), · · · ,Enc(P (yks))ΛٻΊΔɽ۩
ମతʹɼα0,α1,α2,α3ͷ҉߸จͷ߹ɼP (y1)Λ࣍ͷΑ͏ʹ͢ࢉܭΔɽ

Enc(P (y1)) =
{{

Enc(α3)
y1 · Enc(α2)

}y1 · Enc(α1)
}y1

· Enc(α0). (3.3)

(b) ཚ rΛ༻͍ͯ࣍ͷΑ͏ʹ͠ࢉܭɼksݸͷ҉߸จΛ Serverʹૹ৴͢Δɽ

Enc(rP (yi) + yi) = {Enc(P (yi))}r · Enc(yi). (3.4)

3. Client

ͯ͢෮߸ͯ͠ P (yi) = 0ͳΒɼ҉߸จ͔Β yiΛಘΔ͜ͱ͕Ͱ͖Δɽͭ·Γɼ͢
ͯ෮߸ͯ͠ಘΒΕͨཁૉͱXͷڞ௨ཁૉ͕X ∩ Y Ͱ͋Δɽ

3.2.2 Private Matching for Set Cardinary PMC

ೖྗɿ X = {x1, x2, · · · , xkc}, Y = {y1, y2, · · · , yks}

ग़ྗɿ |X ∩ Y |

1. Client

(a) Paillier҉߸ͳͲͷՃ๏४ಉ҉ܕ߸ͷൿີݤͱެ։ݤΛੜ͢Δɽ

(b) XͷཁૉΛղͱ͢Δଟ߲ࣜ P (y)ͷ αjΛٻΊΔɽ

P (y) = (x1 − y)(x2 − y) · · · (xkc − y) =
kc∑

j=0

αjy
j. (3.5)

(c) kc + ͷݸ1 α0,α1, · · · ,αkcΛͯࣗ͢ͷެ։ݤͰ҉߸Խͯ͠ Serverʹૹ
৴͢Δɽ

Enc(α0),Enc(α1), · · · ,Enc(αkc). (3.6)

2. Server

(a) HornerͷنଇΛ༻͍ͯɼEnc(P (y1)),Enc(P (y2)), · · · ,Enc(P (yks))ΛٻΊΔɽ
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(b) ཚ rΛ༻͍ͯɼ࣍ͷΑ͏ʹ͠ࢉܭɼ ksݸͷ҉߸จΛ Serverʹૹ৴͢Δɽ

Enc(rP (yi)) = {Enc(P (yi))}r. (3.7)

3. Client

ͯ͢෮߸ͯ͠ rP (yi) = 0Λຬͨ͢҉߸จͷݸ͕ |X ∩ Y |Ͱ͋Δɽ

3.3 KLP11 [15]

Aͷू߹Λ XA = {a1, a2, · · · , ak}ɼB ͷू߹Λ XB = {b1, b2, · · · , bk}ͱ͢Δɽ·ͣɼ
A,BͦΕͧΕMTPΛ͍ߦɼཁૉʹରԠͨ͠ૉΛٻΊɼͦΕΒΛෳͷόέοτʹά
ϧʔϓ͚͢Δɽͦͯ͠ɼόέοτ͝ͱʹڞ௨ͷૉ͔ΒXA ∩XBΛൿಗ͢ࢉܭΔɽͳ
͓ɼA ͱB semi-honestϞσϧΛԾఆ͢Δɽ

3.3.1 Map To Prime (MTP)

A,Bࣸ૾ p : {0, 1}∗ → PηΛ༻͍ͯཁૉΛૉʹରԠͤ͞Δɽ

αi = p(ai), βi = p(bi), (3.8)

͞ΒʹɼϋογϡؔH : {0, 1}∗ → {1, 2, · · · , l}Λ༻͍֤ͯૉΛόέοτ {Bj}lj=1ʹ
͚Δɽ

3.3.2 Mutual PSI Protocol

ೖྗɿ XA = {a1, a2, · · · , ak}, XB = {b1, b2, · · · , bk}

ग़ྗɿ XA ∩XB

1. A,BMTPʹΑͬͯཁૉʹରԠ͢ΔૉͱόέοτΛͦΕͧΕٻΊΔɽ·ͨɼՃ๏
४ಉ҉ܕ߸ͷެ։ݤͱൿີݤΛͦΕͧΕੜ͢Δɽ

2. όέοτͷૉΛֻ͚ͯ͢߹ΘͤΔɽ

AH(ai) ← AH(ai) · p(ai), BH(bi) ← BH(bi) · p(bi). (3.9)

3. Ar1
U← Z⌊N/4⌋, r2

U← Z⌊N/4⌋ͷΑ͏ʹཚΛੜͯ͠ɼBʹEncb(r2),Encb(A2
j),Encb(r1A

2
j)

Λૹ৴͢Δɽ·ͨɼB s1
U← Z⌊N/4⌋, s2

U← Z⌊N/4⌋ͷΑ͏ʹཚΛੜͯ͠ɼAʹ
Enca(s1),Enca(B2

j ),Enca(s2B
2
j )Λૹ৴͢Δɽ
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4. AɼՃ๏४ಉੑܕΛ༻͍ͯ࣍ͷΑ͏ʹ͢ࢉܭΔɽ

Enca((r1 + s1)A
2
j + (r2 + s2)B

2
j ) = Enca(r1A

2
j) · Enca(s1)A

2
j · Enca(B2

j )
r2 · Enca(s2B2

j ).

(3.10)

BɼՃ๏४ಉੑܕΛ༻͍ͯ࣍ͷΑ͏ʹ͢ࢉܭΔɽ

Encb((r1 + s1)A
2
j + (r2 + s2)B

2
j ) = Encb(r1A

2
j) · Encb(A2

j)
s1 · Encb(r2)B

2
j · Encb(s2B2

j ).

(3.11)

5. A,B෮߸ͯ͠ (r1 + s1)A2
j + (r2 + s2)B2

j ΛಘΔɽ

6. Aɼ(r1 + s1)A2
j + (r2 + s2)B2

j ͕όέοτ Bj ͷૉ p(ai)ͷ 2ͰׂΓΕΔ͔൱
͔ɼ͢ͳΘͪ p(ai)2|((r1 + s1)A2

j + (r2 + s2)B2
j )Λͻͱͭͣͭ͢ূݕΔɽBಉ༷ʹ

p(bi)2|((r1 + s1)A2
j + (r2 + s2)B2

j )Λ͢ূݕΔɽׂΓΕΔૉʹରԠ͢Δཁૉͷू
߹͕XA ∩XBͰ͋Δɽ

3.3.3 όέοτΛ͏ཧ༝

ϓϩτίϧͰɼૉΛόέοτʹྨ͔ͯ͠Βόέοτ͝ͱʹૉΛֻ͚߹Θͤͯ҉
߸Խ͢ΔͨΊɼ߹ܭ lݸͷ҉߸จΛੜ͠ͳ͚Ε͍͚ͳ͍ɽ҉߸Խʹ͔͔Δؒ࣌௨৴
ྔ͕όέοτͷݸ͚ͩഒ૿͞ΕΔͷͰɼόέοτͷݸΛͳΔ͘ݮΒ͍ͨ͠ͱ͑ߟΔ
ͷ͕ී௨Ͱ͋Δɽྫ͑ɼ[12,21]MTPΛԠ༻ͨ͠ൿಗϚονϯάϓϩτίϧΛόέο
τΛΘͣʹఏҊ͍ͯ͠Δɽ͔͠͠ɼόέοτू߹ͷେ͖͞ͱਂ͍͕ؔ͋ੑΔɽ
όέοτʹ͚Δཧ༝໌͞هΕͯͳ͍͕ɼk (= |XA| = |XB|)ͷେ͖͞ʹґଘͤͣʹڞ

௨ཁૉΛٻΊΒΕΔ͜ͱΛอূ͢ΔͨΊͰ͋ΔɽόέοτΛ༻͍ͳ͍߹ɼ(3.10),(3.11)

Ͱฏจͷܻ͋;ΕΛ͙͜ͱ͕Ͱ͖ͳ͍ͨΊɼόέοτΛ༻ҙܻͯ͋͠;Ε͠ͳ͍Α͏
ʹϓϩτίϧઃ͞ܭΕ͍ͯΔɽ͕ͨͬͯ͠ɼ[12, 21]ͱʹόέοτΛ༻͍ͳ͍ͷͰ
kͷେ͖͞ʹΑͬͯਖ਼ੑ͕ࣦΘΕΔ͕͋ੑݥةΔɽͭ·ΓɼૉͷੵΛฏจͱ͢ΔͨΊ
ϓϩϑΟʔϧ߲ͱͯ͠ѻ͏͜ͱ͕Ͱ͖Δ࣭߲ k੍͕͞ݶΕΔɽ

3.4 IO16 [12]

͜ͷൿಗϚονϯάɼ૬खʹٻΊΔ͕݅ຬͨ͞Εͳ͍߹ʹϛεϚον (False)ͱ
ఆ͠ɼ͢ ͯͷ݅Λຬͨ͢߹ʹϚονͱఆ͢ΔɽϚονͷ߹ɼڞ௨߲XA∩XB

͕ग़ྗ͞ΕΔɽͳ͓ɼAͱB semi-honestϞσϧΛԾఆ͢Δɽ·ͨɼ࣍ͷਤ 3.1͕ද͢ͱ
͓ΓɼAͱBͷϚονϯάαʔόSΛհͯ͠ߦΘΕΔɽSӡӦαʔόͰ͋ΓɼϚονϯ
άʹ݅ͷөɼ௨৴ճͷݮͳͲͷׂΛ୲͍ͬͯΔɽSA,Bͱಉ༷ semi-honest

ϞσϧΛԾఆ͢Δɽ
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ਤ 3.1: ͖݅ൿಗϚονϯά [12]ͷγεςϜϞσϧ

·ͣɼS kݸͷϓϩϑΟʔϧ༻ͷ࣭ʹରԠͨ͠ू߹ {S1,S2, · · · ,Sk}Λ༻ҙ͢Δɽ

Sj = {p(j)1 , p(j)2 , · · · , p(j)n } ∈ Pn. (3.12)

ͨͩ͠ɼS =
⋃

Sj, Si ∩ Sj = ∅ (i ̸= j)ͱ͢ΔɽA,BɼS Λ༻͍ͯϓϩϑΟʔϧͷ߲
ΛૉʹରԠͤ͞ΔɽAͷϓϩϑΟʔϧΛXA = {a1, a2, · · · , ak}ɼBͷϓϩϑΟʔϧΛ
XB = {b1, b2, · · · , bk}ͱ͢Δɽͦͯ͠ɼAͷ૬खʹٻΊΔ݅ΛX ′A = {a′1, a′2, · · · , a′δ}ɼ
Bͷ૬खʹٻΊΔ݅ΛX ′B = {b′1, b′2, · · · , b′δ′}ͱ͢Δɽ૬खʹٻΊΔ݅ a′iɼBͷϓ
ϩϑΟʔϧͷ i൪ͷ߲͕ bi = a′iͰ͋Δ͜ͱΛA͕ظ͢Δ͜ͱΛҙຯ͢Δɽ

ೖྗɿ XA, X ′A, XB, X ′B

ग़ྗɿ XA ∩XB/False

1. A,B Paillier҉߸ͷެ։ݤͱൿີݤΛͦΕͧΕੜ͢Δɽ

2. AɼϓϩϑΟʔϧ߲ͱ݅ͷ߲Λ࣍ͷΑ͏ʹֻ͚ͯ͢߹ΘͤΔɽ

a =
k∏

j=1

aj, ac =
δ∏

j

a′j. (3.13)

ͦͯ͠ɼaΛAͱBͷެ։ݤͰ҉߸Խ͠ɼEnca(a),Encb(a), acΛ Sʹૹ৴͢ΔɽB

ɼ

b =
k∏

j=1

bj, bc =
δ′∏

j

b′j. (3.14)

ͦͯ͠ɼbΛAͱBͷެ։ݤͰ҉߸Խ͠ɼEnca(b),Encb(b), bcΛ Sʹૹ৴͢Δɽ
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3. Sɼ4ͭͷཚ raa, rab, rba, rbbΛੜ͢Δɽཚɼ|na|, |nb|ΛͦΕͧΕͷ҉߸จͷ
ϏοτɼtΛ p(i)j ͷϏοτͱ͢Δͱ͖ɼ࣍ͷϏοτͰੜ͢Δɽ

|raa| = |na|− (k + δ) · t− 1, (3.15)

|rab| = |na|− (k + δ′) · t− 1, (3.16)

|rba| = |nb|− (k + δ) · t− 1, (3.17)

|rbb| = |nb|− (k + δ′) · t− 1. (3.18)

ͦͯ͠ɼαʔόՃ๏४ಉੑܕΛ༻͍ͯ࣍ͷΑ͏ʹ͢ࢉܭΔɽ

Enca(a)
raaa

−1
c · Enca(b)rabb

−1
c = Enca(araaa

−1
c + brabb

−1
c ), (3.19)

Encb(a)
rbaa

−1
c · Encb(b)rbbb

−1
c = Encb(arbaa

−1
c + brbbb

−1
c ). (3.20)

͞ΒʹɼEnca(araaa−1c + brabb−1c )ΛAʹɼEncb(arbaa−1c + brbbb−1c )ΛBʹૹ৴͢Δɽ

4. A෮߸ͯ͠ araaa−1c + brabb−1c ≡ XABΛಘΔɽͦͯ͠ɼXAB͕ϓϩϑΟʔϧ߲ aj
ͰׂΓΕΔ͔൱͔ɼ͢ͳΘͪ aj|XAB Λͻͱͭͣͭ͢ূݕΔɽ͠ɼ݅Λ͢
ຬ͍ͨͯ͠ͳ͚Εʹ͍ޓͯ a−1c , b−1c ͷҰ෦·ͨશ෦͕ΔͨΊɼaj|XABͷূݕ
Ͱܻ͋;Ε͢ΔͷͰׂΓΔ͜ͱ͕Ͱ͖ͳ͍ɽͯ͢ͷ݅Λ͍ޓʹຬͨ͢߹ɼ
XA ∩XBΛٻΊΔ͜ͱ͕Ͱ͖Δɽ

5. Bಉ༷ʹ෮߸ͯ͠ arbaa−1c + brbbb−1c ≡ XBAΛಘΔɽͦͯ͠ɼXBA͕ϓϩϑΟʔϧ
߲ bjͰׂΓΕΔ͔൱͔ɼ͢ͳΘͪ bj|XBAΛͻͱͭͣͭ͢ূݕΔɽ
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3.5 ZDLG13 [31]

3.5.1 γεςϜϞσϧ

ਤ 3.2: [31]ͷγεςϜϞσϧ

͜ͷൿಗϚονϯάɼ2ճͷBVTϓϩτίϧͱ 1ճͷ FACFMϓϩτίϧʹΑͬͯ
Ίɼٻ௨߲ΛڞຯͱϓϩϑΟʔϧͷڵ͞ΕΔɽBVTϓϩτίϧͰϒϥΠϯυ͞Εͨߏ
FACFMϓϩτίϧͰ͕ࣗظ͢Δڞ௨߲ͳͷ͔Λఆ͢Δɽͱʹڵຯͱϓϩ
ϑΟʔϧͷڞ௨߲͕ظ͢ΔͰ͋ΕϚονͰ͋ΓɼͦΕҎ֎ϛεϚονͱఆ
͞ΕΔɽ͕ͨͬͯ͠ɼڵຯͱϓϩϑΟʔϧͷڞ௨߲͕ظ͢ΔΑΓେ͖ͯ͘খ
ͯ͘͞ϛεϚονͱఆ͞ΕΔɽ
۩ମతʹɼൿಗϚονϯά SettingɼPrivate MatchingɼVerificationͷ 3ஈ֊ͰߦΘΕ

Δɽ·ͣɼSettingͱ֤ͯ͠ϢʔβϓϩϑΟʔϧͱڵຯͷ४උݤੜͳͲΛ͍ߦɼ࣍
ʹ Private Matchingͱͯ͠ BVTϓϩτίϧΛɼޙ࠷ʹVerificationͱͯ͠ FACFMϓϩ
τίϧΛ࣮͢ߦΔɽ

Setting

AɼϓϩϑΟʔϧPaͱڵຯ Iaͷଞʹࣗͷڵຯͱ૬खͷϓϩϑΟʔϧͷڞ௨߲
ͷظ͢Δ eaͱཚ αa, βaɼͦͯ͠ηΩϡϦςΟύϥϝλ laΛ༻ҙ͢Δɽಉ༷ʹɼB
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ϓϩϑΟʔϧPbͱڵຯ Ibͷଞʹࣗͷڵຯͱ૬खͷϓϩϑΟʔϧͷڞ௨߲ͷظ
͢Δ ebͱཚ αb, βbɼͦͯ͠ηΩϡϦςΟύϥϝλ lbΛ༻ҙ͢Δɽ

Private Matching

AͷPaͱBͷ Ib, lb, ebΛೖྗͱͯ͠BVTϓϩτίϧΛ࣮͠ߦɼA ŝbΛɼB sbΛ
ग़ྗͱͯ͠ड͚औΔɽsb ebʹ∆b(lb)ΛՃ͑ͯϥϯμϚΠζͨ͠Ͱ͋Γɼ∆b(lb)B

ͷΈ͕͍ͬͯΔͰ͋Δɽ͕ͨͬͯ͠ɼA ŝb͔Β |Pa ∩ Ib|ΛٻΊΔ͜ͱͰ͖ͳ͍ɽ
ಉ༷ʹɼBͷPbͱAͷ Ia, la, eaΛೖྗͱͯ͠BVTϓϩτίϧΛ࣮͠ߦɼB ŝaΛɼA
saΛग़ྗͱͯ͠ड͚औΔɽsa eaʹ∆a(la)ΛՃ͑ͯϥϯμϚΠζͨ͠Ͱ͋Γɼ∆a(la)

AͷΈ͕͍ͬͯΔͰ͋Δɽ͕ͨͬͯ͠ɼB ŝa͔Β |Pb ∩ Ia|ΛٻΊΔ͜ͱͰ͖
ͳ͍ɽ

Verification

Aͷ sa, ŝb,αa, βaͱBͷ sb, ŝa,αb, βbΛೖྗͱͯ͠ FACFMϓϩτίϧΛ࣮͠ߦɼαʔ
ό sa = ŝa ∧ sb = ŝb͕Γཱ͔ͭ൱͔Λఆ͠AͱBʹ݁Ռͱͯ͠True/FalseΛ͢ɽ
αa, βa αb, βbɼϓϩτίϧͷ్தͰ sa = ŝa ∧ sb = ŝbΛ͢Δ͜ͱ͕Ͱ͖ͳ͍Α͏
ʹ͢ΔͨΊʹ༻͍ΒΕΔɽ

3.5.2 BVTϓϩτίϧ

ೖྗɿ AͷϓϩϑΟʔϧPaɼ Bͷڵຯ IbɼBͷηΩϡϦςΟύϥϝλ lbͱظ͢Δڞ
௨߲ ebɽ

ग़ྗɿ Aʹཁ͢ٻΔڞ௨߲ΛϥϯμϚΠζͨ͠ sbɼ|Pa ∩ Ib|ΛϥϯμϚΠζͨ͠
 ŝbɽ

1. AϓϩϑΟʔϧΛ҉߸Խ͠BʹૹΔ
Aࣗͷެ։ݤͰPaΛ҉߸Խͯ͠ɼBʹ Enca(Pa)Λૹ৴͢Δɽ

2. Aͷ҉߸ԽϓϩϑΟʔϧͱBͷڵຯΛϒϥΠϯυ͢Δ

(i) BɼEnca(Pa)ͱಉ߲͡ͷཚϕΫτϧ rbΛੜͯ͠ɼ

P̂a := Enca(Pa + rb), Ĩb := Ib + rb. (3.21)

(ii) lbݸͷμϛʔͷϕΫτϧ ybΛੜ͠ɼŷb := Enca(yb)ͱ͢Δɽ͞Βʹɼybͷ
kbݸͷ߲ΛผͷʹೖΕସ͑ͯ৽͍͠ϕΫτϧ ỹbΛͭ͘Δɽͨͩ͠ɼkb

U←
{1, 2, · · · , lb}ɽ
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ਤ 3.3: BVTϓϩτίϧͷશମ૾

(iii) P̂a, ĨbʹͦΕͧΕ ŷb, ỹbΛՃ֦͠ு͢Δɽ

P ′a := P̂a ⊕ ŷb, I ′b := Ĩb ⊕ ỹb. (3.22)

(iv) P ′aͱ I ′bΛಉ͡Α͏ʹγϟοϑϧ͢Δɽ

P ′′a := Shuffle [P ′a] , I ′′b := Shuffle [I ′b] . (3.23)

3. ϒϥΠϯυ͞ΕͨڵຯͱϓϩϑΟʔϧΛAʹૹΔ
BɼP ′′a ͱ I ′′b ΛAʹૹ৴͢Δɽ

4. Bظ͢Δڞ௨߲Λ 2 ͱಉ͡Α͏ʹϒϥΠϯυ͢Δ
B ɼPaͱ Ibͷظ͢Δڞ௨߲ ebΛ 2 ͷ (i)−(iv)ͱಉ͡Α͏ʹϒϥΠϯυ
͢Δɽ

sb := eb + lb − kb. (3.24)

5. A෮߸ͯ͠ڞ௨߲ΛٻΊΔ
AɼP ′′a Λ෮߸͠ɼI ′′b ͱͷڞ௨߲ΛٻΊɼͦΕΛ ŝbͱ͢Δɽ

ŝb := |Deca(P ′′a ) ∩ I ′′b |. (3.25)
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ਤ 3.4: FACFMϓϩτίϧͷશମ૾

3.5.3 FACFMϓϩτίϧ

BVTϓϩτίϧʹΑͬͯ૬खʹཁ͢ٻΔڞ௨߲ΛϥϯμϚΠζͨ͠ͱɼࣗͷ
௨߲ΛϥϯμϚΠζͨ͠ͷϖΞΛͦΕͧΕಘΔɽ͢ڞຯͱ૬खͷϓϩϑΟʔϧͷڵ
ͳΘͪɼA (sa, ŝb)ΛɼB (sb, ŝa)Λಘͨͱ͢Δɽ͜ͷͱ͖ɼsa = ŝa ∧ sb = ŝbΛຬͨ
͢ͳΒɼea = |Pb ∩ Ia| ∧ eb = |Pa ∩ Ib|Λຬͨ͢ͷͰAͱBϚον͢ΔɽFACFMϓ
ϩτίϧͰɼsa, sb, ŝa, ŝbͳͲͷ݁Ռʹͭͳ͕Δ෦ใΛ͞Εͳ͍Α͏ʹ্ͨ͠Ͱ
sa||ŝb = ŝb||sa͕Γཱ͔ͭ൱͔Λαʔό͕ఆ͢ΔɽͦͷͨΊʹɼAͱB͕ΦϑϥΠϯ
ͰͦΕͧΕੜͨ͠ཚ (αa, βa), (αb, βb)Λ FACFMϓϩτίϧͰ༻͢Δɽ

ೖྗɿ (sa, ŝb), (sb, ŝa)ɼAͷཚ αa, βaɼBͷཚ αb, βbɽ

ग़ྗɿ sa||ŝb = ŝa||sb͕Γཱ͔ͭ൱͔ɽ

1. Aɼࣗͷެ։ݤͰ sa||ŝbΛ҉߸Խ͠ɼEnca(sa||ŝb)ΛBʹૹ৴͢Δɽ

2. Bɼαb, βb,Enca(sa||ŝb)Λ༻͍ͯ࣍Λ͠ࢉܭɼͦͷ݁ՌΛAʹૹ৴͢Δɽ

Enca(sa||ŝb)αb · Enca(βb) = Enca(αb · sa||ŝb + βb). (3.26)

3. Bࣗͷެ։ݤͰαb · ŝa||sb + βbΛ҉߸Խ͠ɼEncb(αb · ŝa||sb + βb)ΛAʹૹ৴͢Δɽ

4. AɼEnca(αb · sa||ŝb + βb)Λ෮߸ͯ͠ αa · (αb · sa||ŝb + βb) + βaΛ͠ࢉܭɼͦͷϋο
γϡΛαʔόʹૹ৴͢Δɽ
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5. ͞ΒʹAɼαa, βa,Encb(αb · ŝa||sb + βb)Λ༻͍ͯ࣍Λ͠ࢉܭɼͦͷ݁ՌΛBʹૹ৴
͢Δɽ

Encb(αb · ŝa||sb + βb)
αa · Encb(βa) = Encb(αa · (αb · ŝa||sb + βb) + βa). (3.27)

6. BɼEncb(αa · (αb · ŝa||sb + βb) + βa)Λ෮߸ͯ͠ αa · (αb · ŝa||sb + βb) + βaͷϋογϡ
Λαʔόʹૹ৴͢Δɽ

7. αʔόɼड͚औͬͨ 2ͭͷϋογϡ͕͍͔͠൱͔Λஅ͠ɼ͚͠ΕTrueΛɼ
͘͠ͳ͚Ε FalseΛAͱBʹૹ৴͢Δɽ

3.5.4 ਖ਼ੑ

ఆཧ 2. BVTϓϩτίϧɼਖ਼͘͠ڞ௨߲ΛٻΊΔ͜ͱ͕Ͱ͖Δɽ

proof. ∃x ∈ Pa ∩ Ib, ∃y /∈ Pa ∩ Ib, ∃y′ /∈ Pa ∩ Ib, ∃y ∈ Pa, ∃y′ ∈ Ibͱ͢ΔɽBVTϓϩτ
ίϧͰɼ࣍ͷΑ͏ʹ 4ͭͷૢߦ͕࡞ΘΕɼ(Enca(Pa), Ib)͔Β (P ′′a , I

′′
b )Λͭ͘Δɽ

(i) ߲ͷϒϥΠϯυ
∀r U← ZN ʹରͯ͠ɼPaillier҉߸ͷՃ๏४ಉੑܕΑΓɼ

{
Deca(Enca(x) · Enca(r)) = Deca(Enca(x+ r)) = x+ r,

Deca(Enca(y) · Enca(r)) = Deca(Enca(y + r)) ̸= y′ + r.
(3.28)

(ii) μϛʔͷੜͱೖΕସ͑
μϛʔΛ dͱ͢Δͱ͖ɼDeca(Enca(d)) = d͕Γཱͭɽ·ͨɼμϛʔΛ d′ ( ̸= d)ʹ
ೖΕସ͑Δͱ͖ɼDeca(Enca(d)) ̸= d′͕Γཱͭɽ

(iii) μϛʔͷՃ

(iv) γϟοϑϧ
μϛʔΛՃͯ͠γϟοϑϧΛ͜͏ߦͱͰɼ߲ͷฒͼॱΛϥϯμϜʹ͢Δɽ

Ҏ্ (i)−(iv)ΑΓɼ

|Pa ∩ Ib| = |Deca(P ′′a ) ∩ I ′′b |− (lb − kb). (3.29)

ಛʹ lb = kbͷͱ͖ɼBVTϓϩτίϧਖ਼͘͠ڞ௨߲ΛٻΊΔ͜ͱ͕Ͱ͖Δɽͨͩ
͠ɼϚονϯάͰ |Pa ∩ Ib|Λൿಗ͖͢ϓϥΠόγʔใͱݟͳͨ͢Ίɼ௨ৗ lb ̸= kb
Ͱ͋Δɽ

ఆཧ 3. FACFMϓϩτίϧɼϚονϯάͷ݁ՌΛਖ਼͘͠ग़ྗ͢Δ.
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proof. sa = ŝa͔ͭ sb = ŝbͷ߹ʹͷΈϚον͠ɼͦΕҎ֎ͷ߹ϛεϚονΛग़
ྗ͢Δ͜ͱΛূ໌͢Εɼαʔό͕Ϛονϯάͷ݁ՌΛਖ਼͘͠ग़ྗ͢Δ͜ͱΛࣔ͢͜ͱ
͕Ͱ͖Δɽ·ͣɼ؆୯ͷͨΊҰؔ࣍ fa, fbΛ࣍ͷΑ͏ʹఆٛ͢ΔɽfaΛ͖αaɼyย
βaͷҰؔ࣍ͱ͠ɼfbΛ͖αbɼyย βbͷҰؔ࣍ͱ͢ΔɽfaΛॴ࣋͢ΔͷAͰ͋
ΓɼfbΛॴ࣋͢ΔͷBͰ͋Δɽ

{
fa(x) := αa · x+ βa,

fb(x) := αb · x+ βb.
(3.30)

AɼPaillier҉߸ͷՃ๏४ಉੑܕΛ༻͍ͯɼfa(fb(sa||ŝb)) (= αa · (αb · sa||ŝb + βb) +

βa)Λൿಗ͢ࢉܭΔɽ·ͣɼEnca(sa||ŝb)Λ B ʹૹΓɼB  αb, βb,Enca(sa||ŝb)Λ༻͍ͯ
Enca(fb(sa||ŝb))Λ͠ࢉܭɼͦΕΛAʹฦ͢ɽ

Enca(sa||ŝb)αb · Enca(βb) = Enca(αb · sa||ŝb + βb). (3.31)

ͦͯ͠ɼ෮߸ͯ͠ faʹೖͯ͠ಘͨ݁ՌΛ xaͱ͢Δɽ

xa := αa · Deca(Enca(αb · sa||ŝb + βb)) + βa = fa(fb(sa||ŝb)). (3.32)

B fa(fb(ŝa||sb)) (= αa · (αb · ŝa||sb+βb)+βa)Λൿಗ͢ࢉܭΔɽ·ͣɼfb(ŝa||sb) = αb ·
ŝa||sb+βbΛ҉߸Խ͠AʹૹΔɽͦͯ͠ɼAαa, βa,Encb(fb(ŝa||sb))Λ༻͍ͯEncb(fa(fb(ŝa||sb)))
Λ͠ࢉܭɼͦΕΛBʹฦ͢ɽ

Encb(αb · ŝa||sb + βb)
αa · Encb(βa) = Encb(αa · (αb · ŝa||sb + βb) + βa) = Encb(fa(fb(ŝa||sb))).

(3.33)

ͦΕΛ෮߸ͨ͠Λ xbͱ͢Δͱɼ

xb := Decb(Encb(αa · (αb · ŝa||sb + βb) + βa)) = fa(fb(ŝa||sb)). (3.34)

͕ͨͬͯ͠ɼ

• sa = ŝa ∧ sb = ŝbͷͱ͖ɼ͢ͳΘͪ sa||ŝb = ŝa||sbͷͱ͖ɼHash(xa) = Hash(xb).

• ͦΕҎ֎ͷͱ͖ɼ͢ͳΘͪ sa||ŝb ̸= ŝa||sbͷͱ͖ɼHash(xa) ̸= Hash(xb).

Ҏ্ΑΓɼFACFMϓϩτίϧɼϚονϯάͷ݁ՌΛਖ਼͘͠ग़ྗ͢Δ.

3.5.5 ൿಗੑ

ఆཧ 4. BVTϓϩτίϧͰɼϢʔβ૬खͷڵຯΛಛఆ͢Δ͜ͱ͕Ͱ͖ͳ͍ɽ
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proof. A͕BͷڵຯΛಛఆ͠Α͏ͱࢼΈΔͱ͢Δɽ
૬खͷڵຯΛಛఆ͢ΔͨΊʹɼI ′′b ͔Β IbΛղಡ͢Δඞཁ͕͋Δɽ͔͠͠ɼBVTϓ

ϩτίϧͰཚʹΑΔ߲ͷൿಗɼμϛʔͷՃɼγϟοϑϧͳͲͷϒϥΠϯυૢ࡞ʹ
ΑͬͯɼI ′′b ͔Β IbΛٻΊΔ͜ͱۃΊ͍ͯ͠ɽ
ɼAʹ࣍ Deca(P ′′a )ͱ I ′′b ͱͷڞ௨߲ ŝb͔Β Pa ∩ IbΛಛఆ͠Α͏ͱ͢Δɽͦ͜

ͰɼkbΛಛఆ͢ΔࣄΛ X ͱ͠ɼPa ∩ IbΛಛఆ͢ΔࣄΛ Y ͱ͢Δɽ·ͣɼηΩϡϦ
ςΟύϥϝλ lb͔Β kbͷީิΛ୳ΔɽlbɼP ′′a ͱPaͷαΠζ͔Βɼ

lb = |P ′′a |− n. (3.35)

kbͷީิ kb = {1, 2, · · · , lb}ͳͷͰɼ֬ Pr(X )ɼ

Pr(X ) =
1

lb
. (3.36)

kbΛٻΊ্ͨͰɼŝb = |Deca(P ′′a )∩ I ′′b |͔ΒPa ∩ IbΛಛఆ͢Δɽ·ͣɼDeca(P ′′a )∩ I ′′b Λ
ŝb − (lb − kb)ݸͷμϛʔ߲ͱ lb − kbݸͷͦ͏Ͱͳ͍߲ʹ͚ΔɽμϛʔͰͳ͍ͱਪ
ଌ͞ΕΔ߹ͤͷɼඞͣ 1௨Γͷਖ਼ղ͕͋ΔͷͰɼ͜ͷߦࢼΛͯ͢ͷީิʹରͯ͠܁
Γฦ͢ͱɼ࣍ͷ֬ Pr(Y|X )ͰμϛʔͰͳ͍߲ΛͯΔ͜ͱ͕Ͱ͖Δɽ

Pr(Y|X ) =
lb∑

kb=1

1

nCŝb−(lb−kb)
. (3.37)

ΑͬͯɼA͕ ŝb͔ΒPa ∩ Ibͷಛఆʹޭ͢Δ֬ Pr(X ∧ Y)ɼn ≥ 5ͷͱ͖ɼ

Pr(X ∧ Y) =
1

lb

lb∑

kb=1

1

nCŝb−(lb−kb)
≤ 3

nlb
. (3.38)

Ҏ্ΑΓɼ૬खͷڵຯΛͯ͢ಛఆ͢Δ͜ͱɼࣗͷϓϩϑΟʔϧͱڞ௨ͨ͠ڵຯ
ಛఆ͢Δ͜ͱ͕Ͱ͖ͳ͍ɽ

ఆཧ 5. FACFMϓϩτίϧͰɼαʔόͱϢʔβ͕݁ୗ͍ͯͯ͠ɼαʔό͕Ϛονϯ
άͷ݁ՌΛఆ͢ΔલʹͦΕΛ͢Δ͜ͱͰ͖ͳ͍ɽͭ·ΓɼA͕αʔόͱ݁ୗ͠
ͯɼαʔό͔Β αa · (αb · ŝa||sb + βb) + βaͷϋογϡΛड͚औͬͯ ŝa||sbΛٻΊΔ͜
ͱͰ͖ͳ͍ɽ

proof. FACFMͰ༻͍ΔϋογϡؔHashɼϥϯμϜΦϥΫϧϞσϧͰͳ͍ͷͰɼ૯
ͨΓܸ߈Ͱ αa · (αb · ŝa||sb + βb) + βaΛٻΊΔ͜ͱ͕Ͱ͖Δɽ͔͠͠ɼA (αa, βa)ͷ
Έ͔͠Βͳ͍ͷͰɼαb · ŝa||sb + βb͔Β ŝa||sbΛٻΊΔ͕Δɽ͔͠͠ɼཚ α, β

͔Βߏ͞ΕΔҰؔ࣍α · x+ βͷ͔Βɼ2ͭͷཚΛΒͣʹ xΛٻΊΔ͜ͱͰ͖
ͳ͍ɽΏ͑ʹɼαb · ŝa||sb + βb͔Β ŝa||sbΛٻΊΔ͜ͱͰ͖ͯ ŝa||sbΛٻΊΔ͜ͱͰ
͖ͳ͍ɽ
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3.5.6 ޮੑ

ද 3.1ͱද 3.2ɼͦΕͧΕ BVTϓϩτίϧͱ FACFMϓϩτίϧͷޮੑΛ·ͱΊ
ͨදͰ͋ΔɽBVTϓϩτίϧͷྔࢉܭͱ௨৴ྔͷΦʔμʔ࣭߲ nʹൺྫ͢Δ͕ɼ
FACFMϓϩτίϧͷྔࢉܭͱ௨৴ྔͷΦʔμʔ nʹґଘ͠ͳ͍ɽ

ද 3.1: 2ճͷBVTϓϩτίϧͷޮੑ
ϢʔβA ϢʔβB αʔό

ड৴ [bit] 2tN · (2n+ lb) 2tN · (2n+ la) -

ૹ৴ [bit] 2tN · (n+ la) 2tN · (n+ lb) -

Φʔμʔྔࢉܭ O(n+ la + lb) O(n+ la + lb) -

௨৴ྔΦʔμʔ O(n+ la + lb) O(n+ la + lb) -

ද 3.2: FACFMϓϩτίϧͷޮੑ
ϢʔβA ϢʔβB αʔό

ड৴ [bit] 4tN + 1 4tN + 1 512

ૹ৴ [bit] 4tN + 256 4tN + 256 2

Φʔμʔྔࢉܭ O(1) O(1) O(1)

௨৴ྔΦʔμʔ O(1) O(1) O(1)

3.6 TLSL15 [27]

͜ͷൿಗϚονϯάͰϓϩϑΟʔϧΛΘͣɼϢʔβ͕ॴଐ͍ͯ͠ΔΦϯϥΠϯί
ϛϡχςΟΛͯͬ૬खͱͷࣾձతີۓ (Social Proximity)ͱ͍͏ྨࣅΛͯͬϚο
νϯά͕ߦΘΕΔɽ͜ͷ Social ProximityɼҰൠతͳྨࣅͰͳ͘ಠࣗʹఆٛ͞Εͨ
ྔͰ͋Δɽ
ఏҊ͞ΕͨϚονϯά 3ͭͷϓϥΠόγʔϨϕϧʹΑͬͯ 3ͭʹ͚ΒΕΔɽϓϥΠ

όγʔϨϕϧ͕ 1൪͍Ϛονϯά (L1P)ͱɼΦϯϥΠϯίϛϡχςΟͷछྨΛϓϩ
ϑΟʔϧ߲ʹཱͨͯݟ [8]ͷ PMͰ͋Γɼڞʹ͍ޓ௨ͷίϛϡχςΟΛΔ͜ͱ͕Ͱ͖
Δɽ·ͨɼϓϥΠόγʔϨϕϧ͕ 2൪ʹ͍Ϛονϯάɼڞ௨ͨ͠ίϛϡχςΟ͔Β
ग़͞ΕΔࢉ Social ProximityΛᮢఆͯ͠Ϛον͢Εڞʹ͍ޓ௨ͷίϛϡχςΟΛ
Δ͜ͱ͕Ͱ͖ɼϛεϚονͷ߹ FalseΛಘΔɽϓϥΠόγʔϨϕϧ͕Ұ൪͍ߴϚον
ϯά (L1P)ͱɼ͍ޓʹ Social ProximityͷᮢఆΛ͏ߦɽϚονϯάͰग़ྗ͞ΕΔ݁
Ռ͕ True/FalseͷΈͰ͋Γɼࣗʹͱͬͯ૬ख͕Ϛονͷର͔൱͔ΛΔ͜ͱ͕Ͱ͖
Δɽͳ͓ɼ͍ͣΕͷϚονϯάͰϢʔβ semi-honestϞσϧΛԾఆ͢Δɽ
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3.6.1 ͷఆٛࣅྨ

ίϛϡχςΟͷ༏ઌ

Ϣʔβ i͕ॴଐ͢ΔίϛϡχςΟͷू߹ΛCiͱ͢Δͱɼ

Ci = {C1
i , C

2
i , · · · , C

ci
i }, ci = |Ci|. (3.39)

ࣗࣗͱ༑ୡΛؚΊͨͯ͢ͷίϛϡχςΟΛ C̄iͱ͢Δɽ༑ୡͷू߹ΛNiͱ͢Δͱɼ

C̄i =
⋃

j∈Ni∪{i}

Cj. (3.40)

ࣗͱ༑ୡ j ∈ Ni ∪ {i}ͷίϛϡχςΟ C̄i ʹର͢Δ༏ઌΛ βj(C̄i)ͱ͢Δɽͨͩ͠ɼ
0 ≤ βj(C̄i) ≤ βmaxͱ͠ɼେ͖͍ͷํ͕༏ઌ͕͍͜ߴͱΛҙຯ͢Δɽ

༑ୡͷ༏ઌ

NiΛࣗͷΈͰάϧʔϓ FCi͚͢Δɽ

FCi = {FC1
i , FC2

i , · · · , FCfi
i }, fi = |FCi|, Ni =

fi⋃

j=1

FCj
i . (3.41)

༑ୡ l͕ଐ͢Δ FCiͷΠϯσοΫεΛ FC(i, l)ͱ͢Δɽͨͩ͠ɼFC(i, i) = 0ͱ͢Δɽ

l ∈ FCk
i ⇐⇒ k = FC(i, l). (3.42)

֤άϧʔϓ FCk
i ʹର͢Δ༏ઌΛ αk

i ͱ͢Δɽͨͩ͠ɼ0 ≤ αk
i ≤ αmaxͱ͠ɼେ͖͍ͷ

ํ͕༏ઌ͕͍͜ߴͱΛҙຯ͢Δɽͨͩ͠ɼࣗʹର͢Δ༏ઌΛ α0
i = αmaxͱ͢Δɽ

Social Proximity

͋ΔίϛϡχςΟ i ∈ C̄Rʹର͢ΔRͷྨࣅΛΨi
R←I ͱ͢Δͱɼ

Ψi
R←I =

∑

j∈C̄i
R∩NR

⎛

⎝βj(C̄
i
R) ·

∑

k∈FC(R,j)

αk
R

⎞

⎠

|C̄R|∑

l=1

⎛

⎝
∑

j∈C̄l
R∩NR

⎛

⎝βj(C̄
l
R) ·

∑

k∈FC(R,j)

αk
R

⎞

⎠

⎞

⎠

. (3.43)

Rͷ Social Proximity ΨR←I ͱɼIͱڞ௨͢ΔίϛϡχςΟͷྨࣅͷͰ͋Δɽ

ΨR←I =
∑

i∈C̄R∩C̄I

Ψi
R←I . (3.44)

(3.44)ΑΓɼ0 ≤ ΨR←I ≤ 1Ͱ͋Δɽ
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3.6.2 ϓϩτίϧதͷදهʹؔͯ͠

͜ͷϚονϯάͷϓϩτίϧɼ[8]ͷଟ߲ࣜΛ༻͍ͨൿಗࢉܭΛ༻͍͍ͯΔɽ؆୯ͷ
ͨΊɼEnca(P (x))ଟ߲ࣜP (x)ͷͯ͢ͷΛAͷެ։ݤͰ҉߸ԽΛද͢͜ͱʹܾΊ
Δɽ·ͨɼEnca(P (n)) P (x)ʹ x = nΛೖͨ͠ P (n)Λൿಗ͢ࢉܭΔ͜ͱΛද͢͜ͱ
ʹܾΊΔɽ

3.6.3 L1P

ೖྗɿ C̄R = {C̄1
R, C̄

2
R, · · · , C̄

|C̄R|
R }, C̄I = {C̄1

I , C̄
2
I , · · · , C̄

|C̄I |
I }

ग़ྗɿ C̄R ∩ C̄I

1. I, Rڞ௨ݤ K Λڞ༗͢Δɽ͞ΒʹɼI Ճ๏४ಉ҉ܕ߸ͷൿີݤͱެ։ݤΛੜ
͢Δɽ

2. Iɼଟ߲ࣜ PI(x)ͷΛࣗͷൿີݤͰͯ͢҉߸Խͯ͠Rʹૹ৴͢Δɽ

PI(x) =
|C̄I |∏

k=1

(C̄k
I − x). (3.45)

3. RHornerͷنଇʹैͬͯ EncI(P (C̄i
R)) (i ∈ {1, 2, · · · , |C̄R|})Λൿಗ͢ࢉܭΔɽͦ͠

ͯɼޙͰͲͷ߲͕ڞ௨ͨ͠ͷ͔ΛٻΊΔͨΊʹɼཚRiΛ֤҉߸จதͷฏจʹՃ
๏४ಉੑܕΛ༻͍ͯՃ͑ΔɽͦΕΒΛ Iʹૹ৴͢Δɽ

EncI(P (C̄ i
R)) · EncI(Ri) = EncI(P (C̄i

R) + Ri). (3.46)

4. I҉߸จΛͯ͢෮߸͠ɼKͰ҉߸Խͯ͠Rʹૹ৴͢Δɽ

5. R҉߸จΛͯ͢෮߸͠ɼP (C̄i
R) + Ri

?
= RiΛ͢ূݕΔ͜ͱͰ C̄R ∩ C̄I ΛٻΊɼK

Ͱ҉߸Խͯ͠ Iʹૹ৴͢Δɽ

6. Iɼ෮߸ͯ͠ C̄R ∩ C̄I ΛಘΔɽ

3.6.4 L2P

ೖྗɿ C̄R, C̄I , {Ψi
R←I},ΨRτ

ग़ྗɿ C̄R ∩ C̄I/False

1. I, Rڞ௨ݤKΛڞ༗͢Δɽ͞ΒʹɼI, RՃ๏४ಉ҉ܕ߸ͷൿີݤͱެ։ݤΛੜ
͢Δɽ
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2. Iɼଟ߲ࣜ PI(x)ͷΛࣗͷൿີݤͰͯ͢҉߸Խͯ͠Rʹૹ৴͢Δɽ

3. RཚDR, ρi, Ri (i ∈ {1, 2, · · · , |C̄R|})Λੜͯ͠ɼ࣍ͷΑ͏ͳ 2ͭͷ҉߸จΛൿಗ
Δɽͦͯ͠ɼ2ͭͷ҉߸จͱRiΛ͢ࢉܭ Iʹૹ৴͢Δɽ

EncI(ρi · P (C̄i
R)) = EncI(P (C̄i

R))
ρi , (3.47)

EncI(P (C̄ i
R) + EncR(Ψ

i
R←I ·DR)) = EncI(P (C̄i

R)) · EncI(EncR(Ψi
R←I ·DR)).

(3.48)

4. Iɼ·ͣ 1ͭͷ҉߸จΛ෮߸ͯ͠ ρi ·P (C̄ i
R) = 0Λຬͨ͢ΠϯσοΫεΛٻΊɼͦ

ͷू߹ΛJ ͱ͢Δɽͦͯ͠ɼ2ͭͷ҉߸จͷJ ʹؚ·ΕΔΠϯσοΫεͷΈͷ
҉߸จΛ෮߸͢Δɽ͢ͳΘͪɼj ∈ J ͱ͢Δͱ͖ɼI EncR(Ψ

j
R←I ·DR)ΛಘΔɽ͜

ͷΑ͏ʹͯ͠ٻΊͨ҉߸จΛRʹૹ৴͢Δɽ

5. Rͯ͢෮߸͠ɼΠϯσοΫε͔Β C̄R ∩ C̄I ΛٻΊΔɽ࣍ͷΑ͏ʹฏจͷͱᮢ
ͷେখΛൺֱͯ͠ɼᮢҎ্ͳΒ C̄R ∩ C̄IΛKͰ҉߸Խͯ͠ Iʹૹ৴͢Δɽͦ͏
Ͱͳ͚ΕɼFalseΛૹ৴͢Δɽ

∑

j∈J

Ψj
R←I ·DR ! ΨRτ ·DR. (3.49)

6. IɼEncK(C̄R∩ C̄I)Λड͚औͬͨΒϚονͰ͋Γɼ෮߸ͯ͠ C̄R∩ C̄IΛٻΊΔɽFalse

Λड͚औͬͨΒϛεϚονͰ͋Δɽ

3.6.5 L3P

ೖྗɿ C̄R, C̄I , {Ψi
R←I}, {Ψi

I←R},ΨRτ ,ΨIτ

ग़ྗɿ True/False

1. I, RՃ๏४ಉ҉ܕ߸ͷൿີݤͱެ։ݤΛੜ͢Δɽ

2. IཚDI Λੜͯ͠ɼRʹ EncI(PI(x)),EncI(DI)Λૹ৴͢Δɽ

3. RཚDRΛੜͯ͠ɼIʹ EncR(PR(x)),EncR(DR)Λૹ৴͢Δɽ

4. Iཚ ρ′iΛੜͯ͠ɼ࣍ͷΑ͏ʹ 2ͭͷ҉߸จΛൿಗ͢ࢉܭΔɽͦͯ͠ɼ2ͭͷ҉߸
จͱ EncI(ΨIτ ·DI)ΛRʹૹ৴͢Δɽ

EncR(ρ
′
i · PR(C̄

i
I)) = EncR(PR(C̄

i
I))

ρ′i , (3.50)

EncR(ρ
′
i · PR(C̄

i
I) + EncI(Ψ

i
I←R ·DI)) = EncR(ρ

′
i · PR(C̄

i
I)) · EncR(EncI(Ψi

I←R ·DI)).

(3.51)
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5. Rཚ ρiΛੜͯ͠ɼ࣍ͷΑ͏ʹ 2ͭͷ҉߸จΛൿಗ͢ࢉܭΔɽͦͯ͠ɼ2ͭͷ҉
߸จͱ EncR(ΨRτ ·DR)Λ Iʹૹ৴͢Δɽ

EncI(ρi · PI(C̄
i
R)) = EncI(PI(C̄

i
R))

ρi , (3.52)

EncI(ρi · PI(C̄
i
R) + EncR(Ψ

i
R←I ·DR)) = EncI(ρi · PI(C̄

i
R)) · EncI(EncR(Ψi

R←I ·DR)).

(3.53)

6. I ɼL2PͷΑ͏ʹڞ௨߲ͷΠϯσοΫεͷू߹ JI ΛٻΊΔɽͦͯ͠ɼཚ r′1, r
′
2

Λੜͯ͠ɼj ∈ JI Δɽ͢ࢉܭͷΑ͏ʹൿಗ͍͓࣍ͯʹ

EncR(r
′
1 ·Ψ

j
R←I ·DR + r′2) = EncR(Ψ

j
R←I ·DR)

r′1 · EncR(r′2), (3.54)

EncR(r
′
1 ·ΨRτ ·DR + r′2) = EncR(DR ·ΨRτ )

r′1 · EncR(r′2). (3.55)

7. RɼL2PͷΑ͏ʹڞ௨߲ͷΠϯσοΫεͷू߹JRΛٻΊΔɽͦͯ͠ɼཚ r1, r2
Λੜͯ͠ɼj ∈ JRʹ͓͍ͯ࣍ͷΑ͏ʹൿಗ͠ࢉܭ Iʹૹ৴͢Δɽ

EncI(r1 ·Ψj
I←R ·DI + r2) = EncI(Ψ

j
R←I ·DI)

r1 · EncI(r2), (3.56)

EncI(r1 ·ΨIτ ·DI + r2) = EncI(DI ·ΨIτ )
r1 · EncI(r2). (3.57)

8. I ɼͯ͢ͷ҉߸จΛ෮߸ͯ͠ฏจͷ͕ᮢҎ্͔൱͔Λ͢ূݕΔɽᮢҎ্ͳ
ΒTrueͰ͋Γɼͦ͏Ͱͳ͚Ε FalseͰ͋Δɽ

∑

j∈JI

(r1 ·Ψj
I←R ·DI + r2) ! r1 ·ΨIτ ·DI + r2 (3.58)

9. Rɼͯ͢ͷ҉߸จΛ෮߸ͯ͠ฏจͷ͕ᮢҎ্͔൱͔Λ͢ূݕΔɽᮢҎ্ͳ
ΒTrueͰ͋Γɼͦ͏Ͱͳ͚Ε FalseͰ͋Δɽ

∑

j∈JR

(r′1 ·Ψ
j
R←I ·DR + r′2) ! r′1 ·ΨRτ ·DR + r′2 (3.59)

3.7 ZLJCL14 [32]

͜ͷൿಗϚονϯάɼଟࢶબࣜͷϓϩϑΟʔϧΛ༻͍ͨྨࣅϕʔεͷϚονϯά
Ͱ͋Δɽ·֤ͣϢʔβɼϓϩϑΟʔϧྻߦΛ࣍ͷΑ͏ʹͭ͘Δɽྫ͑ɼϢʔβA͕
ͭ͘ΔྻߦΛA = (aij)ͱ͢Δͱ͖ɼྻ jϓϩϑΟʔϧͷ࣭ʹ૬͠ɼߦ iΈͷ
߹͍ʹ૬͢ΔɽΈͷ߹͍ͷ࠷େΛ lͱ͠ɼ࣭ͷ߲Λ nͱ͢Δͱ͖ɼ

∀i ∈ N ∩ [1, l], ∀j ∈ N ∩ [1, n]. (3.60)
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۩ମతʹ j = 2ͷ࣭ΛʮөըͲͷ͘Β͍͔͖?ʯͱ͢Δͱɼai2ͷ͍ͣΕ͔ʹ 1Λ
ೖ͠ɼͦΕҎ֎ͷྻʹ 0Λೖ͢Δɽi͕େ͖͚Εେ͖͍΄Ͳ༏ઌ͕͍͜ߴͱΛҙ
ຯ͢Δɽಉ༷ʹɼϢʔβBϓϩϑΟʔϧྻߦB = (bij)Λͭ͘Δɽͭ·ΓɼϓϩϑΟʔ
ϧྻߦཁૉ͕ {0, 1}͔ΒΔ n× lྻߦͰ͋Δɽ
AɼConfusion Matrix Transformation(CMT)ͱݺΕ͍ͯΔAlgorithm 1ʹΑͬͯϓ

ϩϑΟʔϧྻߦAΛൿಗͯ͠ྻߦA∗ͱ෮߸ʹݤ͏−→K ΛಘΔɽಉ༷ʹɼBAlgorithm

1ʹΑͬͯ BΛൿಗͯ͠ B∗ΛಘΔɽ
ABʹA∗ΛૹΓɼBAlgorithm 2ʹΑͬͯA∗ͱB͔ΒྻߦDΛಘΔɽBɼͦ Ε

ΛAʹฦͯ͠Dͱ෮߸ʹݤ͏−→K͔ΒྻߦT ∗Λͭ͘Δɽ࣍ͷΑ͏ͳॏΈྻߦW = (wij)

Λ T Hྻߦֻ͚ͯʹ∗ = (hij)Λͭ͘Δɽͦͯ͠ɼ֤ཁૉͷ߹ܭ τ =
∑∑

hijΛ͢ࢉܭΔɽ

wij =

⎧
⎪⎪⎨

⎪⎪⎩

i (i = j),

i− |i− j| (i− |i− j| > 1),

1 (i− |i− j| ≤ 1).

(3.61)

ɼAʹޙ࠷ τ ͱࣗͷᮢ τAͱΛൺֱͯ͠ τ ≥ τAͳΒ TrueΛɼτ < τAͳΒ
FalseΛBʹૹΔɽ
Ҏ্ͷΑ͏ʹɼྨࣅϕʔεͷϚονϯά͕ߦΘΕΔ͕ɼAD͔Β༰қʹ BΛಛఆ

͢Δ͜ͱ͕Ͱ͖ͯ͠·͏ɽͳͥͳΒɼ

(A∗)−1 ×D = (A∗)−1 ×A∗ × B = B. (3.62)

͜ͷ՝Λղܾ͢ΔͨΊʹɼ͞ΒʹAlgorithm 3ΛఏҊ͍ͯ͠ΔɽAlgorithm 3ͰɼB

͕ॏΈྻߦWͱͷֻ͚ࢉΛ͍ߦɼ͞Βʹྻߦͷ֤ཁૉͷΛ͢ࢉܭΔͨΊɼABΛਪ
ଌ͢Δ͜ͱͰ͖ͳ͍ɽ
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3.8 ैདྷͷൿಗϚονϯάʹ͓͚Δͷཧ
͜Ε·ͰʹఏҊ͞Ε͍ͯΔᮢΛ༻͍ͨϓϩτίϧʹɼڞ௨߲ྨࣅΛൿີܭ

௨߲ൺֱ݁ՌͳڞɼͦΕͱᮢͱͷେখൺֱ݁ՌΛ૬खʹ௨͢ΔͨΊɼޙͨ͠ࢉ
ͲͷϚονϯάͷ݁ՌΛΔ͜ͱ͕Ͱ͖Δͱ͍͏͕͋Δ͜ͱΛલʹड़ͨɽ

ද 3.3: ؔ࿈ڀݚͱ 2ͭͷ՝
՝ 1 ՝ 2 αʔό උߟ

FNP04 [8] × △ ແ ॳͷൿಗϚονϯά
IO16 [12] ⃝ × ༗ ͖݅ͷൿಗϚονϯά
LUB14 [18] × △ ༗ ෆਖ਼ͳϢʔβΛݕग़Ͱ͖Δ
SX15 [25] × × ༗ αʔόύϥϝλΛͭ͘Δ͚ͩ

TLSL15 [27] × △ ແ ʹΑΔϚονϯάࣅྨ
ZDLG13 [31] ⃝ × ༗ ݁ୗੑͷ͋ΔൿಗϚονϯά
ZLJCL14 [32] × △ ແ ʹΑΔϚονϯάࣅྨ

ྫ͑ɼද 3.31ͷΑ͏ͳᮢΛ༻͍ͨϓϩτίϧɼ[8,18,27,32]ͳͲ͍͔ͭ͘ఏҊ͞
Ε͍ͯΔ͕ɼͲΕڞ௨߲͋Δ͍ྨࣅΛൿີޙͨ͠ࢉܭɼͦΕͱᮢͱͷେখൺ
ֱ݁ՌΛ૬खʹ௨͢ΔͨΊɼڞ௨߲௨༰ΛΔ͜ͱ͕Ͱ͖ͯ͠·͏ɽͦ͜
Ͱɼڞ௨߲Λൿಗͯ͠ϓϥΠόγʔΛकΓɼᮢΛ͔͑ͨ൱͔ͳͲͷϚονϯάͷ
݁ՌΛෆՄʹ͢Δඞཁ͕͋Δɽ
·ͨɼ[31]ʹɼڞ௨߲ͱࣄલʹબ͢Δཧͷڞ௨߲͕Ұக͠ͳ͚Εϛε

Ϛονͱఆ͞ΕΔͱ͍͏͕͋Δ͜ͱલʹड़ͨɽ
ཧ͢ΔͱɼطଘڀݚͷൿಗϚονϯάʹओʹ࣍ͷ 2ͭͷ՝͕ଘ͢ࡏΔɽ

1. ɼ͋Δ͍ᮢΛ͔͑ͨ൱͔ͳͲͷϚονϯάͷ݁Ռʹͭͳࣅ௨߲ྨڞ
͕Δ෦ใ͕Ϛονϯάͷ్தͰ࿙Εͳ͍Α͏ʹ͢Δ͜ͱ

2. ຬͨ͢͜ͱΛϚονͷ݅ʹ͢Δ͜ͱʹ࣌ઃఆ͢ΔᮢΛಉʹ͍ޓ

ͦ͜ͰɼຊڀݚͰ্هͷ 2ͭͷ՝Λղܾ͠ɼ͞ΒʹϚονϯάͷػੑͷ্ͷͨ
ΊɼϚονͨ͠߹ʹݶΓڞ௨߲ΛΔ͜ͱ͕Ͱ͖ΔൿಗϚονϯάϓϩτίϧΛఏҊ
͢Δɽͨͩ͠ɼϢʔβӡӦαʔό semi-honestϞσϧͱ͠ɼϢʔβϓϩϑΟʔϧͳ
ͲͷϓϥΠόγʔใΛࣗݾཧ͢ΔͱԾఆ͢Δɽ

1ຌྫɿ⃝ · · · ղܾͰ͖͍ͯΔɼ△ · · · ԾఆΛ͚ͭΔ͜ͱͰղܾɼ× · · · ղܾ·ྀ͍ͨͯ͠ͳ͍
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ୈ4ষ ఏҊख๏

͜ͷষͰɼຊڀݚͰఏҊ͢ΔೋऀؒͷൿಗϚονϯάͷશମ૾ͱͦΕΛߏ͢Δ֤ϓ
ϩτίϧʹ͍ͭͯઆ໌͢ΔɽൿಗϚονϯάɼਤ 4.1ͷΑ͏ʹ 3ͭͷϓϩτίϧΛ߹ܭ
5ճ࣮͢ߦΔ͜ͱͰߦΘΕΔɽ·ͣɼൿಗϚονϯάͷશମ૾Λઆ໌͠ɼ࣍ʹ [31]ͷBVT

ϓϩτίϧΛϚονͷ߹ʹݶΓڞ௨߲ΛٻΊΒΕΔΑ͏ʹվྑͨ͠ϓϩτίϧɼͦ͠
ͯᮢఆϓϩτίϧɼ͞Βʹڞ௨߲ΛٻΊΔϓϩτίϧΛઆ໌͢Δɽ

ਤ 4.1: ൿಗϚονϯάͷશମ૾

4.1 ൿಗϚονϯάͷશମ૾
͜ͷൿಗϚονϯάͰɼਤ 4.1ͷΑ͏ʹ 2ճͷվྑ BVTϓϩτίϧͱ 1ճͷᮢ

ఆϓϩτίϧɼ͞ΒʹϚονͷ߹ʹͷΈ 2ճͷڞ௨߲ΛٻΊΔϓϩτίϧʹΑͬͯ
Ϛονϯά͕ߦΘΕΔɽվྑBVTϓϩτίϧͰϒϥΠϯυ͞ΕͨڵຯͱϓϩϑΟʔϧͷ
௨߲Ҏ্͔൱͔Λఆ͢ڞ͢ΔظΊɼᮢఆϓϩτίϧͰ͕ࣗٻ௨߲Λڞ
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ΔɽϚονϯάͷఆɼҎલͷᮢఆϓϩτίϧΛ༻͍Δɽ͞ΒʹϚονͷ߹ɼڞ
௨߲ΛٻΊΔϓϩτίϧʹΑͬͯࣗͷڵຯͱ૬खͷϓϩϑΟʔϧͷڞ௨߲ΛΠϯ
σοΫεςʔϒϧΛ༻͍ͯٻΊΔɽ

Setting

AɼϓϩϑΟʔϧ Paͱڵຯ Iaͷଞʹࣗͷڵຯͱ૬खͷϓϩϑΟʔϧͷڞ௨߲
ͷᮢ τa ͱཚ αa, βa, γa, ξaɼηΩϡϦςΟύϥϝλ laɼͦͯ͠μϛʔͷ߲ͱϓϩ
ϑΟʔϧͷ߲Λࣝผ͠ɼਖ਼͘͠ڞ௨߲ΛٻΊΔͨΊʹ 2ͭͷΠϯσοΫεςʔϒϧ
ηa := [η(1)a , η(2)a , · · · , η(n)a ],η′a := [η′(1)a , η′(2)a , · · · , η′(n)a ]Λ༻ҙ͢Δɽಉ༷ʹɼBϓϩϑΟʔ
ϧ Pb ͱڵຯ Ib ͷଞʹࣗͷڵຯͱ૬खͷϓϩϑΟʔϧͷڞ௨߲ͷᮢ τb ͱཚ
αb, βb, γb, ξbɼηΩϡϦςΟύϥϝλ lbɼͦͯ͠ਖ਼͘͠ڞ௨߲ΛٻΊΔͨΊʹ 2ͭͷΠϯ
σοΫεςʔϒϧ ηb := [η(1)b , η(2)b , · · · , η(n)b ],η′b := [η′(1)b , η′(2)b , · · · , η′(n)b ] Λ༻ҙ͢Δɽͦ͠
ͯɼA Enca(Pa)ΛɼB Encb(Pb)ΛαʔόʹΞοϓϩʔυ͢Δɽ

Private Matching

AͷPaͱBͷ Ib, lb, τb,ηb, ξbΛೖྗͱͯ͠վྑBVTϓϩτίϧΛ࣮͠ߦɼA v̂bΛɼB
 vbΛग़ྗͱͯ͠ड͚औΔɽvb τbʹ∆b(lb)ΛՃ͑ͯϥϯμϚΠζͨ͠Ͱ͋Γɼ∆b(lb)

BͷΈ͕͍ͬͯΔͰ͋Δɽ͕ͨͬͯ͠ɼA v̂b͔Β |Pa ∩ Ib|ΛٻΊΔ͜ͱͰ͖
ͳ͍ɽಉ༷ʹɼBͷ PbͱAͷ Ia, la, τa,ηa, ξaΛೖྗͱͯ͠վྑ BVTϓϩτίϧΛ࣮ߦ
͠ɼB v̂aΛɼA vaΛग़ྗͱͯ͠ड͚औΔɽva τaʹ∆a(la)ΛՃ͑ͯϥϯμϚΠζ͠
ͨͰ͋Γɼ∆a(la)AͷΈ͕͍ͬͯΔͰ͋Δɽ͕ͨͬͯ͠ɼB v̂a͔Β |Pb ∩ Ia|
ΛٻΊΔ͜ͱͰ͖ͳ͍ɽ

Verification

Aͷ va, v̂bͱBͷ vb, v̂aΛೖྗͱͯ͠ᮢఆϓϩτίϧΛ࣮͠ߦɼӡӦαʔό va ≥
v̂a ∧ vb ≥ v̂b͕Γཱ͔ͭ൱͔Λఆ͠AͱBʹ݁Ռͱͯ͠True/FalseΛ͢ɽαa, βa, γa
 αb, βb, γbɼϓϩτίϧͷ్தͰ va ≥ v̂a ∧ vb ≥ v̂bΛ͢Δ͜ͱ͕Ͱ͖ͳ͍Α͏ʹ
͢ΔͨΊʹ༻͍Δɽ

ΊΔٻ௨߲Λڞ

AͷDeca(P ′′a )∩ IbͱBͷηb,η′b, ξbΛೖྗͱͯ͠ڞ௨߲ΛٻΊΔͨΊͷϓϩτίϧΛ
ɼBPa∩IbΛग़ྗͱͯ͠ड͚औΔɽಉ༷ʹɼBͷDecb(P͠ߦ࣮ ′′b )∩IaͱAͷηa,η′a, ξa
Λೖྗͱͯ͠ڞ௨߲ΛٻΊΔͨΊͷϓϩτίϧΛ࣮͠ߦɼAPb ∩ IaΛग़ྗͱͯ͠ड
͚औΔɽ
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ਤ 4.2: ͳൿಗϚονϯάͷશମ૾ࡉৄ

4.2 վྑBVTϓϩτίϧ

4.2.1 վྑͷత

·ͣɼBVTϓϩτίϧΛվྑ͢Δతʹ͍ͭͯड़Δɽ[31]ͷϚονϯάͰɼ݁Ռ
ͱͯ͠ಘΒΕΔͷϚον͔ͨ͠൱͔͚ͩͰͲͷ߲͕Ұகͨ͠ͷ͔ΛٻΊΔ͜ͱͰ
͖ͳ͍ɽϚον·ͨϛεϚονҎ֎ͷใ͕ಘΒΕͳ͍ͷͰɼϓϥΠόγʔΛอ͠ޢͳ
͕ΒϚονϯάΛ͏ߦͱ͍͏ཁ݅ຬͨ͞Ε͕ͨɼͦΕ͚ͩͰػతʹ͍͠ɽͦ͜
ͰɼϚονͳΒڞ௨߲ΛٻΊΔ͜ͱ͕Ͱ͖ɼϛεϚονͳΒͦΕҎ֎ͷใΛҰ
ಘΒΕͳ͍ͱ͍͏ϚονϯάΛఏҊ͢ΔɽͦͷͨΊʹɼϒϥΠϯυૢ࡞ͷதͰΠϯσοΫ
εςʔϒϧΛຒΊࠐΈɼޙͰΠϯσοΫεςʔϒϧͷҰ෦·ͨશ෦Λਖ਼͘͠ٻΊΔ͜
ͱͰɼਖ਼͘͠ڞ௨߲ΛٻΊΒΕΔΑ͏ʹBVTϓϩτίϧΛվྑ͢Δɽ࣍અͰɼΠϯ
σοΫεςʔϒϧͱ͍͏֓೦Λಋೖ͢Δɽ

4.2.2 ΠϯσοΫεςʔϒϧͷಋೖ
ΠϯσοΫεςʔϒϧͱɼ࣍ͷΑ͏ʹఆٛ͞Εɼ֤ཁૉද 4.1ͷΑ͏ʹॱ൪ͱରԠ

͚͞ΕΔɽ

ηb := [η(1)b , η(2)b , · · · , η(n)b ], η(i)b ̸= η(j)b (i ̸= j). (4.1)
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ද 4.1: ΠϯσοΫεςʔϒϧ

No. 1 2 · · · n

Pb p(1)b p(2)b · · · p(n)b

Ib i(1)b i(2)b · · · i(n)b

ηb η(1)b η(2)b · · · η(n)b

ΠϯσοΫεςʔϒϧʹɼ߲ͷΠϯσοΫεΛϥϯμϜͳʹରԠͤ͞Δ͜ͱͰɼࣗ
Ҏ֎ʹਅͷΠϯσοΫεΛͤ͞ͳ͍Α͏ʹ͢Δ͕͋ΔɽΠϯσοΫεςʔϒ
ϧͷҰ෦·ͨશ෦ΛٻΊΔ͜ͱͰɼBͷΈ͕Կ൪ͷ߲͕Ұகͨ͠ͷ͔ΛѲ͢Δ͜
ͱ͕Ͱ͖ΔɽͦͷͨΊʹɼDeca(P ′′a ) ∩ I ′′b ͔ΒΠϯσοΫεςʔϒϧͷҰ෦ͷཁૉ͕ಘΒ
ΕΔΑ͏ʹBVTϓϩτίϧΛվྑ͢Δɽ͢ͳΘͪɼ࣍અͷΑ͏ʹP ′′a  I ′′b Λ͢ࢉܭΔա
ఔΛվྑ͢Δɽ

ਤ 4.3: վྑBVTϓϩτίϧͷશମ૾

4.2.3 ϓϩτίϧͷৄࡉ

ೖྗɿ Aͷެ։ݤͰ҉߸Խ͞ΕͨAͷϓϩϑΟʔϧEnca(Pa)ɼBͷڵຯ IbɼBͷηΩϡ
ϦςΟύϥϝλ lbɼBͷΠϯσοΫεςʔϒϧ ηbɼμϛʔͷΠϯσοΫεςʔϒϧ
η′bɼBͷཚ ξbɽ

ग़ྗɿ ௨߲ͷᮢΛϥϯμϚΠζͨ͠ڞ vbɼ|Pa ∩ Ib|ΛϥϯμϚΠζͨ͠ v̂bɽ
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1. αʔόAͷ҉߸ԽϓϩϑΟʔϧΛBʹૹΔ
αʔόAͱBͷൿಗϚονϯάΛ͜͏ߦͱΛܾΊͯɼBʹ Enca(Pa)Λૹ৴͢Δɽ

2. Aͷ҉߸ԽϓϩϑΟʔϧͱBͷڵຯΛϒϥΠϯυ͢Δ

(i) BɼEnca(Pa)ͱಉ߲͡ͷཚϕΫτϧ rbΛੜͯ͠ɼ

P̂a := Enca(ξb · (Pa + rb) + ηb), (4.2)

Ĩb := ξb · (Ib + rb) + ηb. (4.3)

ͨͩ͠ɼξb ∈ ZN , r(i)b ∈ ZN , ηb(i) ∈ ZN , ηb(i) < ξb, Ĩ(i)b < N Λຬͨ͢ɽ

(ii) lbݸͷμϛʔͷϕΫτϧ ξb · yb + η′bΛੜ͠ɼŷb := Enca(ξb · yb + η′b)ͱ͢
Δɽ͞Βʹɼξb · yb + η′bͷཚ kbݸͷ߲Λ ZN ্ͷผͷʹೖΕସ͑ͯ৽
͍͠ϕΫτϧ ỹbΛͭ͘Δɽͨͩ͠ɼηbͱ η′bͷ֤ཁૉͯ͢ҟͳΓɼ͔ͭ

η′b
(i) ∈ ZN , η′b

(i) < ξbΛຬͨ͢ɽ·ͨɼkb
U← {1, 2, · · · , lb}ɽ

(iii) P̂a, ĨbʹͦΕͧΕ ŷb, ỹbΛՃ֦͠ு͢Δɽ

P ′a := P̂a ⊕ ŷb, I ′b := Ĩb ⊕ ỹb. (4.4)

(iv) P ′aͱ I ′bΛಉ͡Α͏ʹγϟοϑϧ͢Δɽ

P ′′a := Shuffle [P ′a] , I ′′b := Shuffle [I ′b] . (4.5)

3. ϒϥΠϯυ͞ΕͨڵຯͱϓϩϑΟʔϧΛAʹૹΔ
BɼP ′′a ͱ I ′′b ΛαʔόΛհͯ͠Aʹૹ৴͢Δɽ

4. BᮢΛ 2 ͱಉ͡Α͏ʹϒϥΠϯυ͢Δ
BɼPaͱ Ibͷڞ௨߲ͷᮢ τbΛ2 ͷ (i)−(iv)ͱಉ͡Α͏ʹϒϥΠϯυ͢Δɽ

vb := τb + lb − kb. (4.6)

5. A෮߸ͯ͠ڞ௨߲ΛٻΊΔ
AɼP ′′a Λ෮߸͠ɼI ′′b ͱͷڞ௨߲ΛٻΊɼͦΕΛ v̂bͱ͢Δɽ

v̂b := |Deca(P ′′a ) ∩ I ′′b |. (4.7)

4.3 ᮢఆϓϩτίϧ
๏N ͷϏοτΛ tN ͱ͢ΔɽA,Bɼཚ αi, βi, γi (i = a, b)Λ࣍ͷΑ͏ʹΦϑϥΠ

ϯͰੜ͢Δɽ

αi ∈ ZN , βi ∈ ZN , γi ∈ ZN , (4.8)

αi · (n+ li) + βi < N − 2tN−1, αi > βi > 0 (4.9)
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վྑ BVTϓϩτίϧʹΑͬͯɼϥϯμϚΠζ͞Εͨᮢͱɼࣗͷڵຯͱ૬खͷϓ
ϩϑΟʔϧͷڞ௨߲ΛϥϯμϚΠζͨ͠ͷϖΞΛͦΕͧΕಘΔɽ͢ͳΘͪɼA
(va, v̂b)ΛɼB  (v̂a, vb)Λಘͨͱ͢Δɽ͜ͷͱ͖ɼva ≤ v̂a ∧ vb ≤ v̂b Λຬͨ͢ͳΒɼ
τa ≤ |Pb ∩ Ia| ∧ τb ≤ |Pa ∩ Ib|Λຬͨ͢ͷͰ Aͱ BϚον͢Δɽᮢఆϓϩτίϧ
ͰɼϓϥΠόγʔใ va, vb, v̂a, v̂bΛ࿙Βͣ͞ʹ va ≤ v̂a ∧ vb ≤ v̂b͕Γཱ͔ͭ൱͔Λ
αʔό͕ఆ͢Δɽ·ͣɼZN Λਖ਼ͷൣғ (0, 2tN−1)ͱෛͷൣғ [2tN−1, N)ʹ͚Δɽͦ͠
ͯɼᮢͱͷ͕ࠩෛͷͳΒϏοτ͕ tN ͳͷͰɼαʔό va ≤ v̂a ∧ vb ≤ v̂b͕Γ
ཱ͔ͭ൱͔ΛϏοτΛ͢ࢉܭΔ͜ͱʹΑͬͯఆ͢Δɽ

ਤ 4.4: ᮢఆϓϩτίϧͷશମ૾

4.3.1 ϓϩτίϧͷৄࡉ

ೖྗɿ (va, v̂b), (vb, v̂a)ɼཚ αa,αb, βa, βb, γa, γbɽ

ग़ྗɿ va ≤ v̂a ∧ vb ≤ v̂b͕Γཱ͔ͭ൱͔ɽ

1. ൿಗࢉܭͷͨΊͷσʔλΛABʹ, BAʹૹΔ
A Enca(αa · v̂b + βa),Enca(αa)ΛBʹɼB Encb(αb · v̂a + βb),Encb(αb)ΛAʹૹ
৴͢Δɽ

2. A҉߸Խͨ͠··ᮢͱͷࠩΛ͠ࢉܭBʹૹΔ
Aɼγa, vaͱ Encb(αb · v̂a + βb),Encb(αb)Λ༻͍ͯ Encb(γa · (αb · (v̂a − va) + βb))Λ
ൿಗ͠ࢉܭɼͦΕΛBʹૹ৴͢Δɽ

{
Encb(αb · v̂a + βb) · Encb(αb)

−va
}γa

= Encb(γa · (αb · (v̂a − va) + βb)). (4.10)
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3. B҉߸Խͨ͠··ᮢͱͷࠩΛ͠ࢉܭAʹૹΔ
Bɼγb, vbͱ Enca(αa · v̂b + βa),Enca(αa)Λ༻͍ͯ Enca(γb · (αa · (v̂b− vb) + βa))Λ
ൿಗ͠ࢉܭɼͦΕΛAʹૹ৴͢Δɽ

{
Enca(αa · v̂b + βa) · Enca(αa)

−vb
}γb

= Enca(γb · (αa · (v̂b − vb) + βa)). (4.11)

4. ड͚औͬͨΛ෮߸͠ γiͱҰॹʹαʔόʹૹΔ
҉߸จΛ෮߸͠ɼA [γa, γb · (αa · (v̂b−vb)+βa)]ΛɼB [γb, γa · (αb · (v̂a−va)+βb)]

Λαʔόʹૹ৴͢Δɽ

5. αʔόϏοτΛ͠ࢉܭ tN Ϗοτ͔Λఆ͢Δ
αʔόɼड͚औͬͨσʔλ͔Β࣍ͷΑ͏ʹ αa · (v̂b − vb) + βa, αb · (v̂a − va) + βb

Λ͢ࢉܭΔɽͦͯ͠ɼͦΕΒͷϏοτΛ͠ࢉܭ tN Ϗοτ͔൱͔Λఆ͢Δɽ

γb · (αa · (v̂b − vb) + βa) · γ−1b = αa · (v̂b − vb) + βa, (4.12)

γa · (αb · (v̂a − va) + βb) · γ−1a = αb · (v̂a − va) + βb. (4.13)

6. ఆ݁ՌΛ֤Ϣʔβʹ௨͢Δ
ͲͪΒ͔ҰํͰ tN ϏοτͳΒAͱBʹ FalseΛૹ৴͢ΔɽͦΕҎ֎ͷ߹
TrueΛૹ৴͢Δɽ

4.4 ΊΔͨΊͷϓϩτίϧٻ௨߲Λڞ
AͱBϚονͱఆ͞ΕͨͱԾఆ͢Δɽ͢ͰʹɼAϒϥΠϯυ͞ΕͨBͷڵຯͱ

ͷڞ௨߲Deca(P ′′a ) ∩ I ′′b Λ͓ͯͬ࣋ΓɼB 2ͭͷΠϯσοΫεςʔϒϧ ηb,η′bͱཚ
ξbΛ͍ͯͬ࣋Δɽ͜ΕΒΛ༻͍ͯBɼ࣍ͷΑ͏ʹAͷϓϩϑΟʔϧͱBͷڵຯͷڞ௨
߲Pa ∩ IbΛٻΊΔɽಉ༷ʹ Decb(P ′′b ) ∩ I ′′a ͱΠϯσοΫεςʔϒϧ ηa,η′aɼͦͯ͠ཚ
 ξaΛ༻͍ΕɼABͷϓϩϑΟʔϧͱAͷڵຯͷڞ௨߲Pb ∩ IaΛٻΊΔ͜ͱ͕
Ͱ͖Δɽ

4.4.1 ϓϩτίϧͷৄࡉ

ೖྗ Deca(P ′′a ) ∩ I ′′bɼΠϯσοΫεςʔϒϧ ηbɼվྑBVTϓϩτίϧͰͨͬཚ ξbɽ

ग़ྗ Pa ∩ Ibɽ

1. B ξbΛAͷެ։ݤͰ҉߸Խͯ͠AʹૹΔ
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2. A ξbʹର͢Δ I ′′b ∩ Deca(P ′′a )ͷ༨ΛٻΊΔ
Îb := I ′′b ∩ Deca(P ′′a )ͱ͢Δͱɼ

Î(i)b ≡

⎧
⎪⎪⎨

⎪⎪⎩

η(i)b (mod ξb),

η′(i)b (mod ξb),

η (mod ξb).

(4.14)

ͨͩ͠ɼη ηb,η′bͷԿͳΔཁૉͱ͘͠ͳ͍ɽ

3. Aͯ͢ͷ༨ΛBͷެ։ݤͰ҉߸Խͯ͠ૹΔ

4. B҉߸จΛͯ͢෮߸͠༨ΛٻΊΔ

5. ༨ͱΠϯσοΫεςʔϒϧ͔Βڞ௨߲ΛٻΊΔ
Bɼड͚औͬͨ༨͕ࣗͷΠϯσοΫεςʔϒϧηbͷԿ൪ͷཁૉͱ͍͠ͷ
͔Λͻͱͭͻͱͭ֬ೝ͢Δ͜ͱʹΑͬͯΠϯσοΫεΛಘΔɽ

ਤ 4.5: B͕AͷϓϩϑΟʔϧͱBͷڵຯͷڞ௨߲Pa ∩ IbΛٻΊΔྫɽ
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ୈ5ষ ධՁ

͜ͷষͰɼલষͰఏҊͨ͠ 3ͭͷϓϩτίϧͷਖ਼ੑͱൿಗੑɼͦͯ͠ޮੑͷ؍
͔ΒධՁΛ͍ߦɼޙ࠷ʹλϒϨοτͰ࣮ධՁΛ͏ߦɽ

5.1 ਖ਼ੑ
ఆཧ 6. վྑBVTϓϩτίϧɼlb = kbͷͱ͖ਖ਼͘͠ڞ௨߲ΛٻΊΔ͜ͱ͕Ͱ͖Δɽ

proof. BVTϓϩτίϧͷਖ਼ੑ [31](ఆཧ 2)ʹΑΓਖ਼͘͠ڞ௨߲ΛٻΊΔ͜ͱ͕
Ͱ͖Δɽ

ఆཧ 7. ᮢఆϓϩτίϧɼ࣍ͷࣜ (5.1)Λຬͨ͢Α͏ʹཚ αi, βiΛੜ͢Δͱ͖ɼ
Ϛονϯάͷ݁ՌΛਖ਼͘͠ग़ྗ͢Δɽαi ∈ ZN , βi ∈ ZN , γi ∈ ZN ͷͱ͖ɼ

αi · (n+ li) + βi < N − 2tN−1, αi > βi > 0. (5.1)

proof. ZN Λਖ਼ͷൣғ (0, 2tN−1)ͱෛͷൣғ [2tN−1, N)ʹ͚Δɽͭ·Γɼ∀x ∈ ZN ͷ
ͱ͖ɼx͕ਖ਼ͷͳΒ tx ̸= tN Ͱ͋Γɼx͕ෛͷͳΒ tx = tN Ͱ͋Δɽ͕ͨͬͯ͠ɼ
ͷ࣍ 2ͭͷࣜΛಉ࣌ʹຬͨͤɼαi · (v̂i− vi) + βiͷϏοτ͔Β v̂i ! viΛఆ͢Δ͜ͱ
͕Ͱ͖Δɽ

{
αi · (v̂i − vi) + βi < 2tN−1,

αi · (v̂i − vi) + βi < N − 2tN−1.
(5.2)

Ұൠతʹ 2tN−1 ≥ N − 2tN−1ͳͷͰɼ

αi · (v̂i − vi) + βi < N − 2tN−1 ≤ 2tN−1. (5.3)

Λຬͨ͢Α͏ʹ αi, βiΛੜ͢Δͱ͖ɼv̂i ! viΛ࣍ͷΑ͏ʹఆ͢Δ͜ͱ͕Ͱ͖Δɽ

• v̂i ≥ viͷͱ͖ɼαi · (v̂i − vi) + βi tN ϏοτͰͳ͍ɽ

• v̂i < viͷͱ͖ɼαi · (v̂i − vi) + βi tN ϏοτͰ͋Δɽ

Ҏ্ΑΓɼαi · (v̂i − vi) + βi͕྆Ϣʔβͱʹ tN ϏοτͰ͋Δ͔൱͔Λఆ͢Δ͜ͱͰɼ
αʔόϚονϯάͷ݁ՌΛਖ਼͘͠ग़ྗ͢Δ͜ͱ͕Ͱ͖Δɽ
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ิ 8. ΠϯσοΫεςʔϒϧ ηbͱཚ ξbΛ࣍ͷΑ͏ʹੜ͢ΕɼϒϥΠϯυ͞Εͨ
ຯڵ I ′′b ͔Β ηbͷͯ͢ͷཁૉΛٻΊΒΕΔɽi ̸= jʹ͓͍ͯɼ

ξb ∈ ZN , η(i)b ∈ ZN , 0 < η(i)b < ξb, η(i)b ̸= η(j)b , (5.4)

Ĩ(j)b = ξb · (i(j)b + r(j)b ) + η(j)b < N. (5.5)

proof. ϒϥΠϯυ͞Εͨڵຯ I ′′b Λվྑ BVTϓϩτίϧͰಘͨͱ͠ɼͦ͜ͰͨͬΠ
ϯσοΫεςʔϒϧΛ ηbɼཚΛ ξbͱ͢ΔɽI ′′b ɼ Ĩbͱ ỹb͔Βߏ͞Ε͓ͯΓɼ࣍ͷ
Α͏ͳ͕ؔΓཱͭɽ

Ĩb = ξb · (Ib + rb) + ηb. (5.6)

ͦΕΒͷཁૉΛ Ĩ(i)b ͱ͢Δͱɼ

Ĩ(i)b ≡ η(i)b (mod ξb). (5.7)

͔֬ʹ ηbͷͯ͢ͷཁૉΛٻΊΔ͜ͱ͕Ͱ͖Δɽ

ఆཧ 9. ΊΔͨΊͷϓϩτίϧͰɼξbͱDeca(Pٻ௨߲Λڞ ′′a )∩I ′′b ͱΠϯσοΫεςʔ
ϒϧ ηb͔Βڞ௨߲Pa ∩ IbΛਖ਼͘͠ٻΊΔ͜ͱ͕Ͱ͖Δɽ

proof. ิ 8ΑΓɼ Deca(P ′′a ) ∩ I ′′b ͔ΒΠϯσοΫεςʔϒϧ ηbͷҰ෦ͷཁૉΛٻΊ
Δ͜ͱ͕Ͱ͖ΔɽͦΕΒ͕ ηbͷԿ൪ͷཁૉͱ͍͠ͷ͔Λ͔֬ΊΔ͜ͱʹΑͬͯڞ௨
߲Pa ∩ IbΛٻΊΔ͜ͱ͕Ͱ͖Δɽ

5.2 ൿಗੑ
ఆཧ 10. վྑBVTϓϩτίϧͰɼϢʔβ૬खͷϓϩϑΟʔϧڵຯΛಛఆ͢Δ͜ͱ
͕Ͱ͖ͳ͍ɽ

proof. A͕BͷϓϩϑΟʔϧڵຯΛಛఆ͠Α͏ͱࢼΈΔͱԾఆ͢Δɽ

• ϓϩϑΟʔϧʹ͍ͭͯ
ɹϓϩϑΟʔϧΛಛఆ͢ΔͨΊʹɼPaillier҉߸Λղಡ͢Δඞཁ͕͋Δɽ͔͠͠ɼ
Paillier҉߸ IND-CPA҆શͳͷͰ҉߸จ͔ΒϓϩϑΟʔϧΛࣝผ͢Δ͜ͱ͕Ͱ͖
ͳ͍ɽ͕ͨͬͯ͠ɼA Encb(Pb)͔ΒPbΛಛఆ͢Δ͜ͱͰ͖ͳ͍ɽ

• ͍ͯͭʹຯڵ
ɹBVTϓϩτίϧͷൿಗੑ [31](ఆཧ 4)ΑΓɼ૬खͷڵຯΛͯ͢ಛఆ͢Δ͜ͱɼ
ϓϩϑΟʔϧͱͷڞ௨߲ಛఆ͢Δ͜ͱ͕Ͱ͖ͳ͍ɽ

Ҏ্ΑΓɼϢʔβϓϩϑΟʔϧڵຯΛಛఆ͢Δ͜ͱ͕Ͱ͖ͳ͍ɽ
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ఆཧ 11. ϢʔβͱαʔόΛ semi-honestϞσϧͱԾఆ͢Δͱ͖ɼᮢఆϓϩτίϧͰ
αʔό͕Ϛονϯάͷ݁ՌΛఆ͢Δલʹ୭ͦΕΛ͢Δ͜ͱͰ͖ͳ͍ɽ

proof. A͕ɼv̂b ≷ vbΛٻΊΔͨΊʹɼEnca(γb · (αa · (v̂b − vb) + βa))͔Β Enca(αa ·
(v̂b− vb) + βa)ΛٻΊΔɼ·ͨ γb · (αa · (v̂b− vb) + βa)͔Βαa · (v̂b− vb) + βaΛٻΊ
ΔͷͲͪΒ͔Λղ͘ඞཁ͕͋Δɽ͔͠͠ɼA γbΛΒͳ͍ͷͰͲͷղ͚ͳ
͍ɽ͕ͨͬͯ͠ɼA v̂b ! vbΛٻΊΒΕͳ͍ɽ·ͨɼPaillier҉߸ͷࣝผෆՄੑΑΓɼ
Encb(αb · v̂a + βb)͔Β v̂aΛٻΊΔ͜ͱෆՄͳͷͰɼA v̂a ! vaٻΊΒΕͳ͍ɽ

ఆཧ 12. ΊΔ͜ͱٻ௨͍ͯ͠ͳ͍߲·ͰڞΊΔͨΊͷϓϩτίϧͰɼٻ௨߲Λڞ
Ͱ͖ͳ͍ɽ

proof. A ηbͱ η′bΛࣝผ͢Δ͜ͱ͕Ͱ͖ͳ͍ͷͰɼI ′′b ͔ΒμϛʔΛআ͍ͨ Ĩb = ξb ·
(Ib + rb) + ηbΛٻΊΔ͜ͱ͕Ͱ͖ͳ͍ɽԾʹࣝผͯ͠ Ib + rbΛٻΊΔ͜ͱ͕Ͱ͖ͯɼ
rbΛٻΊΔ͜ͱͰ͖ͳ͍ͷͰɼA Ib + rb͔Β IbΛٻΊΔ͜ͱͰ͖ͳ͍ɽҰํɼB

 ηbͱൺֱ͢Δ͜ͱͰͲΕ͕Ұக͍ͯ͠Δͷ͔ΛٻΊΔͨΊɼతʹڞ௨߲ΛٻΊ
͍ͯΔΘ͚Ͱͳ͍ͷͰɼڞ௨͍ͯ͠ͳ͍߲·ͰٻΊΔ͜ͱͰ͖ͳ͍ɽ

5.3 ޮੑ
3ͭͷϓϩτίϧʹ͍ͭͯɼ࣍ͷΑ͏ʹྔࢉܭͱ௨৴ྔͷධՁΛ͏ߦɽ

5.3.1 ྔࢉܭ

ද 5.1: ຊڀݚͱ [31]ͷྔࢉܭͷΦʔμʔ
Ϣʔβ αʔό

վྑBVT O(n+ la + lb) -

BVT [31] O(n+ la + lb) -

ᮢఆ O(1) O(1)

FACFM [31] O(1) O(1)

ΊΔٻ௨߲Λڞ O(v̂a + v̂b) -

ද 5.1ɼվྑBVTϓϩτίϧͱᮢఆϓϩτίϧɼͦ ΊΔͨΊͷٻ௨߲Λڞͯ͠
ϓϩτίϧͷྔࢉܭͷΦʔμʔͰ͋Δɽ[31]ͷϓϩτίϧͷྔࢉܭͱͱʹͨ͠ࡌܝɽ[31]

ͱಉ༷ͰɼվྑBVTϓϩτίϧͷྔࢉܭͷΦʔμʔ࣭߲ nʹൺྫ͢Δ͕ɼᮢ
ఆϓϩτίϧͷྔࢉܭͷΦʔμʔ nʹґଘ͠ͳ͍ɽ·ͨɼڞ௨߲ΛٻΊΔϓϩτί
ϧͷྔࢉܭͷΦʔμʔɼϥϯμϚΠζ͞Εͨڞ௨߲ʹґଘ͢Δɽ
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5.3.2 ௨৴ྔ

ද 5.2ɼද 5.3ɼද 5.4ɼվྑBVTϓϩτίϧͱᮢఆϓϩτίϧɼͦͯ͠ڞ௨߲
ΛٻΊΔͨΊͷϓϩτίϧͷͷ௨৴ྔͱͦͷΦʔμʔͰ͋ΔɽվྑBVTϓϩτίϧͷ
௨৴ྔͦͷΦʔμʔɼBVTϓϩτίϧͷͦΕΒʢද 3.1ʣͱಉ͡Ͱ͋Δɽ·ͨɼᮢ
ఆϓϩτίϧͷ௨৴ྔɼFACFMϓϩτίϧʹൺͯ 2ഒʹͳ͕ͬͨɼΦʔμʔ
nʹґଘ͠ͳ͍ɽ͞Βʹɼڞ௨߲ΛٻΊΔϓϩτίϧͷ௨৴ྔͦͷΦʔμʔɼϥϯ
μϚΠζ͞Εͨڞ௨߲ʹґଘ͢Δɽ

ද 5.2: վྑBVTϓϩτίϧͷ௨৴ྔ [bit]

ϢʔβA αʔό
ड৴ 2tN · (2n+ lb) -

ૹ৴ 2tN · (n+ la) -

Φʔμʔ O(n+ la + lb) -

ද 5.3: ᮢఆϓϩτίϧͷ௨৴ྔ [bit]

Ϣʔβ αʔό
ड৴ 8tN + 1 16tN
ૹ৴ 8tN 16tN + 2

Φʔμʔ O(1) O(1)

ද 5.4: ΊΔϓϩτίϧͷ௨৴ྔٻ௨߲Λڞ [bit]

ϢʔβA αʔό
ड৴ 2tN · (v̂a + 1) 2tN · (v̂a + v̂b + 2)

ૹ৴ 2tN · (v̂b + 1) 2tN · (v̂a + v̂b + 2)

Φʔμʔ O(v̂a + v̂b) O(v̂a + v̂b)
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5.4 ࣮ධՁ

5.4.1 త

ϞόΠϧɼϥοϓτοϓPCʹൺґવͱͯ͠ॲཧྗ͕ྼΔ͕ɼۙͰ 2GB

RAM 3GB RAM·Ͱ࣮͞Εঃʑʹ͍ͭ͘ஹ͕͠ݟΒΕΔɽͦͷͨΊɼ͜Ε·Ͱඇ
ྗͳσόΠεͰܟԕ͞Ε͖ͯͨެ։҉ݤ߸Λͨͬ৽͍ٕ͠ज़͕ੈ͘ʹग़ΔՄੑ
͘ͳ͍ɽ͕ͨͬͯ͠ɼຊڀݚͰվྑBVTϓϩτίϧɼᮢఆϓϩτίϧɼڞ௨߲
ΛٻΊΔͨΊͷϓϩτίϧΛAndroid Studio 2.2Ͱ࣮͠ɼϚονϯάͷΞϓϦέʔγϣ
ϯΛ࡞͠ɼ࣮ؒ࣌ߦΛOS͕Android 6.0.1ɼCPU͕Qualcomm Snapdragon S4ɼ2GB

RAMͷNexus 7ͷλϒϨοτͰܭଌͨ͠ɽ

5.4.2 ઃఆ

ϢʔβA,Bͱαʔό͕ຊڀݚͷൿಗϚονϯάΛ͏ߦͱԾఆ͢Δɽ۩ମతʹɼA,B
վྑBVTϓϩτίϧΛͦΕͧΕ 1ճ͍ͣͭߦɼͦ ͷ݁ՌΛجʹᮢఆϓϩτίϧʹΑͬ
ͯ Aͱ B͕Ϛον͔ϛεϚον͔Λαʔό͕ఆ͢Δɽ͜͜ͰϚονͨ͠ͱԾఆ͠ɼ
͞Βʹڞ௨߲ΛٻΊΔͨΊͷϓϩτίϧΛͦΕͧΕ 1ճͣͭ͏ߦɽϓϩϑΟʔϧͱڵຯ
ͷ߲Λ n = 10, 20, 30, · · · , 90·ͰมԽͤ͞ͳ͕Βɼ֤ϓϩτίϧͷ࣮ؒ࣌ߦΛͦΕͧ
Εܭଌ͢Δɽͨͩ͠ɼ࣮ؒ࣌ߦʹ௨৴ؚؒ࣌·Εͳ͍ɽ

վྑBVTϓϩτίϧ

վྑBVTϓϩτίϧɼAͱBͷ૬ؒޓͰ௨৴ΛͬͯߦΘΕΔͨΊɼͦΕͧΕͷଆ
Ͱॲཧؒ࣌Λ͚ͯܭଌ͢Δɽ۩ମతʹɼ࣍ͷΑ͏ʹϓϩτίϧͷखॱͰ͚ͯ [31]ͷ
BVTϓϩτίϧͱվྑ BVTϓϩτίϧͱΛൺֱ͢Δɽͨͩ͠ɼσʔλͷ௨৴ʹ͔͔Δ
আ֎͢Δɽؒ࣌

໊শ վྑBVTϓϩτίϧͷखॱ൪߸ BVTϓϩτίϧ [31]ͷखॱ൪߸
Update - 1

Process 2 ,4 2 ,4

Decrypt 5 5
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վྑBVTϓϩτίϧͷཚΛ࣍ͷΑ͏ʹઃఆ͢Δɽͨͩ͠ɼi = a, bͱ͢Δɽ

ri 108 bitͷ͕ n͔ݸΒΔϕΫτϧ
ηi 108 bitͷ͕ n͔ݸΒΔϕΫτϧ
η′i 108 bitͷ͕ n͔ݸΒΔϕΫτϧ
ξi 36 bitͷ
li 10

ki 1͔Β 10·Ͱͷ

ᮢఆϓϩτίϧͱڞ௨߲ΛٻΊΔͨΊͷϓϩτίϧ

ͲͪΒϓϩτίϧͷ࣮ߦɼଟ͘ͷ௨৴ͱͱʹͦΕͧΕͷଆͰߦ͔͘ࡉΘΕΔͨ
Ίɼ͜͜Ͱશମͷؒ࣌Λܭଌ͢Δɽͨͩ͠ɼᮢఆϓϩτίϧͰߦΘΕΔαʔόͷॲ
ཧআ͘ɽᮢఆϓϩτίϧͷཚΛ࣍ͷΑ͏ʹઃఆ͢Δɽͨͩ͠ɼi = a, bͱ͢Δɽ

αi 36 bitͷ
βi 108 bitͷ
γi 1024 bitͷ
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5.4.3 վྑBVTϓϩτίϧͷ࣮ؒ࣌ߦ

վྑલͱޙͷBVTϓϩτίϧΛ࣮ͨ͠ΞϓϦͷ࣮ؒ࣌ߦΛλϒϨοτͰܭଌ͠
ͨͱ͜Ζɼฏۉͷ࣮ؒ࣌ߦ࣍ͷද 5.5ͷΑ͏ʹͳͬͨɽ

ද 5.5: վྑલޙͷBVTϓϩτίϧͷฏؒ࣌ߦ࣮ۉ [msec]

߲ (n+ l) 20 30 40 50 60 70 80 90 100

Update 1449.6 2154.6 2891.1 3624.4 4345.5 5059.5 5812.9 6475.0 7197.46

ຊڀݚͷ Process 2229.2 3667.3 5079.3 6605.1 8002.2 9585.9 11104.3 12439.4 13966.7

[31]ͷ Process 1476.9 2215.9 2932.6 3671.0 4431.0 5126.0 5909.2 6635.5 7378.9

Decrypt 2848.0 4242.6 5655.8 7059.8 8472.7 9872.1 11316.4 12697.7 14105.6
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ਤ 5.1ɼվྑ BVTϓϩτίϧͱ BVTϓϩτίϧ [31]ͷ࣮ؒ࣌ߦͷϓϩϑΟʔϧͷ
߲nΛ૿ͨ͠ͱ͖ͷมԽͷΑ͏͢Ͱ͋ΔɽͲͪΒͷϓϩτίϧྔࢉܭͷΦʔμʔ
͕O(n+ la + lb)ͳͷͰɼਤͷΑ͏ʹઢܗճؼΛͨͬߦɽUpdateͱDecryptͷ 2ͭɼվ
ྑલޙͰมΘ͍ͬͯͳ͍ॲཧͳͷͰ࣮ؒ࣌ߦʹมԽͳ͍͕ɼProcessάϥϑͷΑ͏ʹ
վྑʹͬͯ 1.5ഒ͘ͳͬͨɽ͜ΕՃ͕ࢉ n+ liճɼ͕ࢉ 2n+ liճɼ͞Βʹࢦ
͕ࢉܭ nճՃ͞ΕΔͨΊͰ͋Δɽ͔͠͠ɼվྑBVTϓϩτίϧͰϚονͨ͠ΒͲͷ
߲͕Ұகͨ͠ͷ͔ΛٻΊΔ͜ͱ͕Ͱ͖ΔΑ͏ʹػੑΛ্ͨͤ͞ɽҰൠʹɼػੑͱ
ޮੑτϨʔυΦϑͷؔʹ͋Δ͕ɼྔࢉܭͷΦʔμʔO(n+ la + lb)Ͱ͋Γɼվྑ
લͱ͍͠ɽΑͬͯɼྔࢉܭͷΦʔμʔΛม͑Δ͜ͱͳ͘ɼϚονϯάͷػੑͷ্Λ
Δ͜ͱ͕Ͱ͖ͨɽ͢ݱ࣮

5.4.4 ᮢఆϓϩτίϧͷ࣮ؒ࣌ߦ

FACFMϓϩτίϧ [31]ͱᮢఆϓϩτίϧΛ࣮ͨ͠ΞϓϦͷ࣮ؒ࣌ߦΛλϒϨο
τͰܭଌͨ͠ͱ͜Ζɼฏۉͷ࣮ؒ࣌ߦ࣍ͷද 5.6ͷΑ͏ʹͳͬͨɽ

ද 5.6: FACFMϓϩτίϧ [31]ͱᮢఆϓϩτίϧͷฏؒ࣌ߦ࣮ۉ [msec]

߲ (n+ l) 20 30 40 50 60 70 80 90 100

ຊڀݚͷ Process 751.1 769.5 755.2 770.1 760.3 767.1 752.9 764.4 758.3

[31]ͷ Process 593.2 589.3 603.4 592.1 592.0 592.9 589.5 579.3 593.9
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ਤ 5.2ɼᮢఆϓϩτίϧͱFACFMϓϩτίϧ [31]ͷ࣮ؒ࣌ߦͷϓϩϑΟʔϧͷ
߲nΛ૿ͨ͠ͱ͖ͷมԽͷΑ͏͢Ͱ͋ΔɽͲͪΒͷϓϩτίϧྔࢉܭͷΦʔμʔ
͕O(1)ͳͷͰɼਤͷΑ͏ʹઢܗճؼΛͨͬߦɽᮢఆϓϩτίϧɼFACFMϓϩτ
ίϧΑΓ 180 ms͘ͳͬͨɽ͜Εɼࢉɼࢦࢉܭɼ͕ͦͯ͠ࢉܭݩٯ 1ճͣͭ
Ճ͞ΕͨͨΊͰ͋Δɽ͔͠͠ɼᮢఆϓϩτίϧͰೋͷҰக͔͠ఆ͢Δ͜ͱ͕
Ͱ͖ͳ͔ͬͨ FACFMΛվྑͯ͠ೋͷେখൺֱͷఆΛಋೖ͢Δ͜ͱͰ࣮༻ੑͷ্
Λ࣮ͨ͠ݱɽϚονϯάʹ͓͍ͯɼҰகΛఆͷج४ʹ͢ΔΑΓᮢΛఆͷج४ʹ
͢Δํ͕࣮༻ੑ͕͍ߴɽ

5.4.5 ᮢఆͱ [31]ͷఆΛग़ྗ݁ՌͰൺֱ͢Δ

ڀݚଘطͷΑ͏ͳϢʔβA,BΛఆ͠ɼ࣍ [31]ͱຊڀݚͷఆϓϩτίϧͷग़ྗͷࠩ
ʹ͍ͭͯड़Δɽ

{
A : Pa = [1, 0, 0, 0, 0], Ia = [1, 1, 0, 0, 0],

B : Pb = [1, 1, 0, 0, 1], Ib = [1, 0, 0, 1, 1].
(5.8)

͜ͷͱ͖ɼ|Pa ∩ Ib| = 3, |Pb ∩ Ia| = 4Ͱ͋Δɽ

ද 5.7: FACFMϓϩτίϧͷग़ྗͱظ͢Δڞ௨߲ͷؔ (n = 5)

❍❍❍❍❍❍❍A

B
1 2 3 4 5

1 False False False False False

2 False False False False False

3 False False False False False

4 False False True False False

5 False False False False False

ද 5.7ɼFACFMϓϩτίϧ ( [31]ͷఆϓϩτίϧ)Λ༻͍ͨϚονϯάͷग़ྗ݁Ռ
Ͱ͋ΔɽAɼڞ௨߲͕͍ͭ͘ʹͳΔͷ͔༧ଌͯ͠BVTϓϩτίϧΛ͏ߦඞཁ͕͋
Δɽͦͷ༧ଌ͕ɼBʹظ͢Δڞ௨߲Ͱ͋Δɽྫͷ߹Ͱɼ|Pb ∩ Ia| = 4ʹͳΔ
͜ͱΛࣄલʹ༧ଌͯ͠ϚονϯάΛߦΘͳ͚Ε͍͚ͳ͍ɽ͞ͳ͘ɼਅͷڞ௨߲
͕গͳ͗ͯ͢ଟ͗ͯ͢ FACFMϓϩτίϧϛεϚονΛग़ྗͯ͠͠·͏ɽ͔͠͠ɼ
༧ଌ͢ΔͨΊͷࣄલใ͕Ұͳ͍ͨΊɼϚονϯάલʹ༧ଌͷ͠Α͏͕ͳ͍ɽBʹ͍ͭ
ͯಉ༷Ͱɼ|Pa ∩ Ib| = 3ʹͳΔ͜ͱΛࣄલʹ༧ଌ͢Δඞཁ͕͋Δɽ
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ද 5.8: ᮢఆϓϩτίϧͷग़ྗͱᮢͷؔ (n = 5)
❍❍❍❍❍❍❍A

B
1 2 3 4 5

1 True True True False False

2 True True True False False

3 True True True False False

4 True True True False False

5 False False False False False

ද 5.8ɼᮢఆϓϩτίϧ (ຊڀݚͷఆϓϩτίϧ)Λ༻͍ͨϚονϯάͷग़ྗ݁
ՌͰ͋ΔɽᮢͰఆ͢Εɼࣄલʹڞ௨߲͕͍ͭ͘ʹͳΔͷ͔༧ଌ͢Δඞཁͳ
͍ɽ|Pb ∩ Ia| = 4ͷ߹Ͱɼτa = 1, 2, 3, 4ͷ͍ͣΕ͔Λᮢͱͯ͠બ͢ΕϚον͕
ग़ྗ͞ΕΔ͠ɼͦΕҎ֎ϛεϚον͕ग़ྗ͞ΕΔɽ͜ͷϓϩτίϧͰɼਅͷڞ௨߲
͕ᮢΑΓଟ͗ͯ͢ϛεϚονΛग़ྗ͞ΕΔ͜ͱܾͯ͠ͳ͍ɽͭ·Γɼطଘڀݚ
ͰAʹཁ͞ٻΕ͍ͯͨෆՄͳ༧ଌඞཁͳ͍ɽBʹ͍ͭͯಉ༷Ͱɼ|Pa ∩ Ib| = 3ʹ
ͳΔ͜ͱΛࣄલʹ༧ଌ͢Δඞཁͳ͍ɽ͜ͷΑ͏ʹఏҊํࣜͰ τa > |Pb ∩ Ia|ͷ߹Λ
ϛεϚονͱ͠ɼϚονΛ τa = |Pb ∩ Ia|͔Β τb ≤ |Pa ∩ Ia|·Ͱ֦ு͢Δ͜ͱʹΑͬͯɼ
ͷܽΛमਖ਼ͨ͠ɽڀݚଘط

5.4.6 ؒ࣌ߦΊΔͨΊͷϓϩτίϧͷ࣮ٻ௨߲Λڞ

ΛλϒϨοτͰؒ࣌ߦΊΔͨΊͷϓϩτίϧΛ࣮ͨ͠ΞϓϦͷ࣮ٻ௨߲Λڞ
ͷද࣍ؒ࣌ߦͷ࣮ۉଌͨ͠ͱ͜Ζɼฏܭ 5.9ͷΑ͏ʹͳͬͨɽ

ද 5.9: ؒ࣌ߦ࣮ۉΊΔͨΊͷϓϩτίϧͷฏٻ௨߲Λڞ [msec]

௨߲ڞ 10 20 30 40 50 60 70

ຊڀݚ 2374.0 4506.5 6605.6 8781.3 11037.6 13092.4 15208.3

[31] N/A N/A N/A N/A N/A N/A N/A
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ਤ 5.3: ؒ࣌ߦΊΔͨΊͷϓϩτίϧͷ࣮ٻ௨߲Λڞ

ਤ 5.3ڞ௨߲ΛٻΊΔͨΊͷϓϩτίϧͷ࣮ؒ࣌ߦͷμϛʔΛؚΜͩڞ௨߲
|Dec (P ′′) ∩ I ′′|Λ૿ͨ͠ͱ͖ͷมԽͷΑ͏͢Ͱ͋ΔɽྔࢉܭͷΦʔμʔμϛʔΛؚΜ
ΊΔͨٻ௨߲ΛڞɽͨͬߦΛؼճܗͰґଘ͢ΔͷͰɼਤͷΑ͏ʹઢܗ௨߲ʹઢڞͩ
Ίͷϓϩτίϧͷ࣮ؒ࣌ߦɼϓϩϑΟʔϧͷ߲ nͱͷతͳؔͳ͘ɼϢʔβ
ಉ࢜ͷڞ௨߲͕ଟ͍΄Ͳɼ͋Δ͍ηΩϡϦςΟύϥϝλ li͕େ͖͍΄Ͳ࣮૿͕ؒ࣌ߦ
͑Δɽ
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ୈ6ষ ߟ

͜ͷষͰɼؔ࿈ڀݚͱͷൺֱʹ͍ͭͯ͢ߟΔɽैདྷͷൿಗϚονϯάͱൺֱ͠ɼ͞
Βʹ࠷͍ۙڀݚ [31]ͱൺֱ͢Δɽ

6.1 ैདྷͷൿಗϚονϯάͱͷൺֱ
લड़ͷͱ͓ΓɼطଘڀݚͷൿಗϚονϯάʹओʹ࣍ͷ 2ͭͷ՝͕ଘ͢ࡏΔɽ

1. ɼ͋Δ͍ᮢΛ͔͑ͨ൱͔ͳͲͷϚονϯάͷ݁Ռʹͭͳࣅ௨߲ྨڞ
͕Δ෦ใ͕Ϛονϯάͷ్தͰ࿙Εͳ͍Α͏ʹ͢Δ͜ͱ

2. ຬͨ͢͜ͱΛϚονͷ݅ʹ͢Δ͜ͱʹ࣌ઃఆ͢ΔᮢΛಉʹ͍ޓ

ද 6.1: ຊڀݚͱؔ࿈ڀݚͷൺֱ
՝ 1 ՝ 2 αʔό උߟ

ຊڀݚ ⃝ ⃝ ༗ ఆ͢Δʹ࣌ͷᮢΛಉ͍ޓ
FNP04 [8] × △ ແ ॳͷൿಗϚονϯά
IO16 [12] ⃝ × ༗ ͖݅ͷൿಗϚονϯά
LUB14 [18] × △ ༗ ෆਖ਼ͳϢʔβΛݕग़Ͱ͖Δ
SX15 [25] × × ༗ αʔόύϥϝλΛͭ͘Δ͚ͩ

TLSL15 [27] × △ ແ ʹΑΔϚονϯάࣅྨ
ZDLG13 [31] ⃝ × ༗ ݁ୗੑͷ͋ΔൿಗϚονϯά
ZLJCL14 [32] × △ ແ ʹΑΔϚονϯάࣅྨ

ද 6.11ͷΑ͏ʹຊڀݚͰఏҊͨ͠ൿಗϚονϯάϓϩτίϧɼ՝ 1՝ 2ղܾ
͍ͯ͠ΔɽվྑBVTϓϩτίϧ͔ΒಘΒΕΔͷɼϒϥΠϯυ͞ΕͨϓϩϑΟʔϧͱڵ
ຯɼͦ ͯ͠ϥϯμϚΠζ͞Εͨᮢͱڞ௨߲ͷΈͰ͋Γɼఆཧ 10ΑΓ͜ΕΒ͔ΒϚο
νϯάͷ݁ՌΛਪଌ͢Δ͜ͱͰ͖ͳ͍ɽ͞Βʹɼఆཧ 11ΑΓᮢఆϓϩτίϧͰ
݁Ռ͕௨͞ΕΔ·Ͱਪଌ͢Δ͜ͱͰ͖ͳ͍ɽ·ͨɼᮢఆϓϩτίϧͰɼαʔ
όʹఆΛͤΔ͜ͱʹΑͬͯɼಉ࣌ʹᮢΛຬ͔ͨ͢൱͔Λఆ͢ΔΑ͏ʹઃͨ͠ܭɽ

1ຌྫɿ⃝ · · · ղܾͰ͖͍ͯΔɼ△ · · · ԾఆΛ͚ͭΔ͜ͱͰղܾɼ× · · · ղܾ·ྀ͍ͨͯ͠ͳ͍
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͕ͨͬͯ͠ɼຊڀݚͰɼڞ௨߲ᮢΛ͔͑ͨ൱͔ͳͲͷϚονϯάͷ݁Ռʹͭ
ͳ͕Δ෦ใΛϚονϯάͷ్தͰ࿙Β͢͜ͱͳ͘ɼ͍ޓͷᮢΛಉ࣌ʹຬ͔ͨ͢൱͔
Λαʔό͕ఆ͢ΔൿಗϚονϯάϓϩτίϧΛઃ͢ܭΔ͜ͱ͕Ͱ͖ͨɽ͜ͷ͜ͱɼද
6.1ͷ௨ΓطଘڀݚͰ࣮͞ݱΕ͍ͯͳ͍͜ͱͰ͋Δɽ

6.2 ZDLG13 [31]ͱͷൺֱ

ද 6.2: ϓϩτίϧͷൺֱ (1)

BVT [31] վྑBVT

Ϟσϧऀܸ߈ malicious semi-honest

ྔࢉܭ O(n+ li) O(n+ li)

௨৴ྔ O(n+ li) O(n+ li)

Ϛονͨ͠ڞ௨߲ͷূݕ × ⃝

ද 6.2ɼ[31]ͷBVTϓϩτίϧͱڞ௨߲ΛٻΊΔػΛՃͨ͠վྑBVTϓϩτ
ίϧͷൺֱͰ͋ΔɽྔࢉܭΦʔμʔɼ௨৴ྔΦʔμʔಉ͡Ͱ͋Δ͕ɼՃ͕ࢉ n+ liճɼ
͕ࢉ 2n+ liճɼ͞Βʹࢦ͕ࢉܭ nճՃ͞ΕΔͷͰɼվྑલͱޙͰ࣮͕ؒ࣌ߦ
͘ͳΔɽ͔͠͠ɼվྑBVTͰϚονͨ͠ΒͲͷ߲͕Ұகͨ͠ͷ͔ΛٻΊΔ͜ͱ͕Ͱ
͖ΔΑ͏ʹػੑͷ্Λ࣮ͨ͠ݱɽ

ද 6.3: ϓϩτίϧͷൺֱ (2)

FACFM [31] ᮢఆ
Ϟσϧऀܸ߈ malicious semi-honest

ྔࢉܭ O(1) O(1)

௨৴ྔ O(1) O(1)

ᮢʹΑΔఆ × ⃝

ද 6.3ɼ[31]ͰϚονϯάͷఆϓϩτίϧͱͯ͠ఏҊ͞Εͨ FACFMϓϩτίϧͱ
ຊڀݚͰఏҊͨ͠ᮢఆϓϩτίϧͷൺֱͰ͋ΔɽྔࢉܭΦʔμʔɼ௨৴ྔΦʔμʔ
ಉ͡Ͱ͋Δ͕ɼηΩϡϦςΟϨϕϧΛԼͯ͠͠·ͬͨɽ͔͠͠ɼલʹड़ͨͱ͓Γ
FACFMϓϩτίϧɼ૬खʹظ͢Δڞ௨߲ͱҰக͠ͳ͚ΕϚονͱఆ͞Εͳ
ੑ༺࣮͠ࠀϚονϯάͰ͋ΓɼᮢఆΛಋೖ͢Δ͜ͱʹΑͬͯ͜ͷΛ͍͠ݫ͍
ͷ্Λ࣮ͨ͠ݱɽ
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ຊߘͰɼظ͢Δڞ௨߲Λᮢͱ͠ɼ͍ޓʹ݅Λຬͨ͢߹ʹݶΓϚονͱ
αʔό͕ఆ͢ΔൿಗϚονϯάϓϩτίϧΛఏҊͨ͠ɽͦͯ͠ɼϚονͨ͠ΒͲͷ߲
ΔͨΊͷϓϩτίϧఏҊͨ͠ɽ͢ূݕ௨ͨ͠ͷ͔Λڞ͕
͜Ε·ͰʹఏҊ͞Ε͍ͯΔᮢΛ༻͍ͨϚονϯάϓϩτίϧʹɼڞ௨߲ྨࣅ

Λൿີޙͨ͠ࢉܭɼͦΕͱᮢͱͷେখൺֱ݁ՌΛ૬खʹ௨͢ΔͨΊɼڞ௨߲
ൺֱ݁ՌͳͲͷϚονϯάͷ݁ՌΛΔ͜ͱ͕Ͱ͖Δͱ͍͏͕͋ͬͨɽຊڀݚͰɼ
ϓϩϑΟʔϧڵຯ͚ͩͰͳ͘ڞ௨߲ͳͲͷϚονϯάͷ݁Ռʹͭͳ͕Δ෦ใ
Λൿಗͯ͠ϓϥΠόγʔΛकΓɼᮢΛ͔͑ͨ൱͔ͳͲͷϚονϯάͷ݁ՌΛෆՄ
ʹͨ͠ϚονϯάϓϩτίϧΛఏҊͨ͠ɽ·ͨɼطଘڀݚͰɼ྆ํͷ݅Λಉ࣌ʹ
ఆ͢Δ͜ͱ͕Ͱ͖ͯɼ૬खͷཁ͢ٻΔϚονͷݸͱҰக͠ͳ͚ΕϚον͠ͳ͍ͱ͍
͏͕͋ͬͨɽຊڀݚͰɼ͜ͷ͗͢͠ݫΔϚονͷ݅ΛᮢΛઃ͚Δ͜ͱʹΑͬͯ
؇͠ɼͳ͓͔ͭ྆ํͷ݅Λಉ࣌ʹఆ͢ΔᮢఆϓϩτίϧΛఏҊͨ͠ɽ͜ͷϓϩ
τίϧɼᮢΛ͔͑ͨ൱͔Λ͢Δ͜ͱ͕Ͱ͖ͳ͍ɽ͞ΒʹɼϚονϯάͷػੑ
Λॆ࣮ͤ͞ΔͨΊʹɼϚονͨ͠ͱ͖͚ͩڞ௨߲ΛٻΊΔ͜ͱ࣮ͨ͠ݱɽ͜ΕΒͷϓ
ϩτίϧɼϢʔβαʔόΛ semi-honestϞσϧͱԾఆ͠ɼϓϩτίϧͷ్தͰϓϥΠ
όγʔใϚονϯάͷ݁ՌΛਪଌͰ͖ͳ͍Α͏ʹઃ͞ܭΕ͍ͯΔɽ
ΒΕΔɽຊ͛ڍ͕ݮίετͷࢉܭԽڧͷ՝ͱͯ͠ɼηΩϡϦςΟϨϕϧͷޙࠓ

ɼ࣮ੈքͰϓϩτίϧʹैΘͳ͕ͨ͑ߟͰɼϓϩτίϧʹै͏ϢʔβαʔόΛڀݚ
͍Մੑ͕ेʹ͋ΓಘΔɽͦͷͨΊɼϓϩτίϧ͔Βҳͨ͠߹ʹϓϥΠόγʔใ
ʹͭͳ͕ΔҰͷใಘΒΕͳ͍Α͏ͳɼͭ·ΓԿͷརಘͳ͍ൿಗϚονϯάΛઃܭ
͢Δ͜ͱ͕՝ͱͯ͑͠ߟΒΕΔɽ۩ମతʹɼ[31]ͱಉͷηΩϡϦςΟͷϨϕϧͷᮢ
ఆϓϩτίϧΛ࣮͢ݱΔඞཁ͕͋Δɽ
·ͨɼϚονϯάʹ͔͔Δ࣮ؒ࣌ߦͷॖɼਝͳαʔϏεΛ্͢ࢦͰඇৗʹॏ

ཁ͞ࢹΕΔɽͨͱ͑ɼϓϥΠόγʔ͕อ͞ޢΕͯ҆શʹϚονϯάͷαʔϏε͕ڗडͰ͖
Δͱͯ͠ɼϚονϯάΛ࣮ͨ͠ߦͷʹ͍ͭ·Ͱͯͬܦը໘ͱʹΒΊͬ͜Λ͠ͳ͚Ε
͍͚ͳ͍Α͏ͰαʔϏεͱ͑ݴͳ͍ɽͦͷͨΊʹɼϓϩτίϧʹ͓͚Δྔࢉܭͱ௨
৴ྔΛ͑ΔͨΊͷख๏ΛఏҊ͢Δ͜ͱ՝ͱͯ͛͠ڍΔ͜ͱ͕Ͱ͖Δɽ

56



ୈ8ষ ର֎ൃද

8.1 ൃදࠃ
• ాݖ ཅɼ໘ ɼʠᮢΛઃ͚ͨൿಗϚονϯάϓϩτίϧʹؔ͢Δߟʡɼ
SCIS2016ɼ2C1-3ɼ2016ɽ

• ాݖ ཅɼ໘ ɼʠᮢΛઃ͚ͨൿಗϚονϯάϓϩτίϧʹؔ͢Δߟ (2)ʡɼ
SCIS2017ɼ3B3-3ɼ2017ɽ
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ँࣙ

ຊڀݚΛਐΊΔʹ͋ͨͬͯɼ࠙ஸೡʹࢦޚಋԼͬͨ͞໘।ڭतʹँײக͠·͢ɽ
·ͨɼ໘।ڭतͷҟಈʹ͍৽ͨͳࣨڀݚͱͯ͠ड͚ೖΕͯԼͬͨۚ͞ࢠๆ༤ڭतʹɼ
༷ʑͳ͝ࢧԉΛࣀΓ·ͨ͠ɽʹ͋Γ͕ͱ͏͍͟͝·ͨ͠ɻ·ͨɼॴଐ͢Δࣨڀݚͷಉ
ͱɼ᛭ୖຏͯ͠ඇৗʹ༗ҙٛͳ܅Ͱ͋ΔɼେՈӁظ 2͕ؒա͢͜͝ͱ͕Ͱ͖·͠
ͨɽ͜ͷΛआΓͯɼྱޚਃ্͛͠·͢ɽ͞Βʹɼٶॆڭࢠतɼ্ོݪฏڭतʹ෭ࢦ
ಋڭͱ༷ͯ͠ʑͳ͝ࢧԉΛࣀΓ·ͨ͠ɽ͜͜ʹँײͷҙΛࣔ͠·͢ɽ͋Γ͕ͱ͏͍͟͝
·ͨ͠ɽ
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