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2.3.1 Needham-Schroeder Public-Key Protocol

NSPK Protocol 0 01978 O O R.Needham O M.Schroeder OO0 O0O0OOOOOOOO
0000000000000000000000000000 RI0ooo0oooooog
000 7000000000(0 2.4)

1. A—-S : AB
S—A {KB,B}KS_I
A= B : {Na, A}y,
B—S : B A
S—B : {KA,A}K;
B— A : {Na,Np}p,
A— B : {Np}g,

NS ok N

0 2.4: Needham-Schroeder Public-Key Protocol

OO0O000O000O0b00bO00bD ADBODOODOODO SOOOOoOODOOOO
00000000000 (principal) 00O0O0SOOO0O0OOOOOOOOOOOOOO
OobooooobooooSsoobooooooboooooboboobooboooobooogo
gboboboogoboboooobobbouoogn

0000 2400000000NSPK Protocol DO ODOODOODOOOO



e STEP1
1. A>S:AB

BOOOOOOOOOD AOOBOOOOOOOOODOODOODO (A,B)O0SsoOoOO
0 (00000000 messagel 0000000000000 0OODOOOOOOO
O000000ooooon)g

e STEP2
2. S— A: {KB7B}K;1

messagel 00000 SOOBOOODO (Kp)0O BO ID(B)O SOO000 (Kgh)O
0000000000 ({Kp, B}y1) 0 ADDO (message2)

e STEP3
3. A=>B: {NA’A}KB

message2 OO0 O000SO0OO0O0O00O0O0O0 A0 BOOOODOOODOOOOOO
00000 BOODDODODOODOOOOO®N,) OOOOIDA)ODBOODOOOOO
O ({Na,A}g,) 00BOOODODO (message3)d

e STEP4
4. B— S:B,A

message30 00 0000000000000 BOOOOOOODOIDA)DOOOO
SO AO0OOODODOOOO (messaged)d

e STEP5
5.5 = B:{Ki, A}

messaged 000000 SOODAOODODD (K4)0OADIDOSOODODODOOOOO
ooooood ({KA,A}Ks_l)D BOOO (messageb)d

00000000 5100000



e STEP6
6. B— A:{Ny,Np}g,

message5 J0000SO000000000BOAODDDOOOOOOOOOOOOB
0 message3 00000 (N,)0O0O0O0O000000000000 (Np)0OOO0O
0000000 ADODOODO00O ({NaNplg,)DADDODO (message6)D

e STEP7
messageT.A — B : {Np} .

message6 000 0000000000D0O00 AO message6 00000000
message3 0000000 (N,) DDODODOOOODDODOOOOODOmessege3 0B
OooooooOooboooboooooboooboo NyOOoOoOooboooboooo
BOOoOOoOooOooooOobooBOOobOOobOobOooooooBOOOOODOODO
O00D0000OOmessage6 0 ADDDODODOOOO0AOOOOOOOOOBOODO
OO0BOOOOODOODOOODOOODOOODDOOAD message6 00000
O0BOOOD NpODODODOOOBODOOOODDO ({Nplg,)OBOOOOO
(message7)0

message7 D000 000000000000 BOOODOODODOOOOOOO messageb
0000000000 (Ng)ODOOOODO0DO0O0OD0O0O0O0O0D00DO0DOD0OAOBOOO
0000000000 00BO AODODODODOODODO

OO000000O00DOO0O0DOO0O0O00DoOooDoOooooooooa

0000000000000000000000(0 2.5)

NSPK Protocol OO0 OO0 O00O0O0ODOOODODOOOOOODODODDODOOOOOODOOO
OO0000000D0O0DOO0O0O0DO0oDOo0Doooo0obOooboobOOobOooooonoag
O0o0ooooooo000o00oooooooobboooooooooooo s
0000000000000 0000D0O0O00AO0OBO  SOOOOODDOOOOOOOO
O0000SOA0OBOOOOOOOOODOOD4000000000AOBOOOO
0000000000000 300000 NSPK Protocol00000O00O(O 2.6)

O00O000000 NSPK ProtocolUOODOOOOOODOO 270000

O0O0D0O0O0O0O0OONSPK Protocol 0O OO0OOO0ODOODODOOOOOOO 3000
0O NSPK Protocol 0 OO0
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A B
{ ks, B}Kq-l
{ Na, A
B, A
{ Ka, A}Kq-l
{ Na, N3k,
{ Ngtx,

O 2.5: NSPK Protocol OO0 OO QOO QOO0O

3. A—>B : {NA’A}KB
6. B—A : {NyNg}y,
7. A= B : {Ng}y,

0 26: 000000000 NSPK Protocol

{ Na, A,
{ Na, N3k,
{ Na}k,

027000000000 NSPK Protocol DODOODOODOODO
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2.3.2 Lowe’s Attack

1995 0 O Gavin Lowe O 0 OO NSPK Protocol 000 00000000000 [3][4]0
O000DAOCO0OO0O0ODODOOOCO AdOdOODDODOOOODDOOOOO0ODODODOOOn
0BOODODODODO0OOOOODOOODOOO0OOOO0OOO0O0O0OOOOOOOOOOOoO(O
2.8)

OO0 Lowe D OOO0OO0O0OO0O0ODODOO Lowe’s Attack 000 0O

L AoC Ny A}
. C—=B : {NaA}yg,
2. B—C(A) : {Na, N}y,
C—A : {NaNp}g,
A—=C : {Np}g,

3. C(A) = B : {Np}g,

woN

O 2.8: Lowe’s Attack

Lowe’s Attack 00000 20000000000 000DOO00O0ODOOOODDOOOO
O°00000000000000000000000000000000
D000 2800000000Lowe’s Attack D0 D O0OODOODOOO

e STEP1
1. A= C: {NA’A}KC

ADCO0ODODODOOO0ODOODOODO IDODODODOOODOOD COODOOO
000000000 (messagel)

e STEPY’
1. C = B: {NA,A}KB

messagel D0 O O000000 COODODOODO messagelUODOOO BOODO
000000000000 (messagel”)

‘00000BOAOODOODOOOOOOOOOOOOOODO COOOOOOOOOODOOOOOOCO
goooOoOoOoOoOoOoOU0AOOOOOOOO
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e STEP2’
2. B C:{NaNp}g,

messagel’ 000000000 BOOODODODOOODODAO IDOOOODOODOOO
messagel’ 0000000000000 0000 AODOOQOOOODOOOOOOOOO

(message2')

O00Omessagel’ 00 AD IDOOOOOODOODOCOCOOBOOOODOO ADDO
gooo

00000000 message2 OO0COOO0OO00O0O0O0O0O0O0O0O0OO ADDOODOO
gbobobuooobbboduooobbbduooobbbooon

o STEP2
2. C - A: {NA7NB}KA

message2’ 0000000 00BOOOOO STEPR2000000000O00 COO
message2’ 0000000000000 AODODDOOO (message2)

e STEP3
3. A—>C": {NB}KC

message2 DO 0000000 ADOODOOODOOO messagel DOOO0DOOOO
000000000000 00000O00000000 ADODODOOOODOODOO
COO0OO0O0DOO message2 00 COODOODOOODOO messagel 000000
O000D0O00000AOC0ODODODODOODOODOADO message200000
Oo0oooobooobo cbobuooboobooobooo

OO00O0Db0AOCOODUObOOOODOObObOobbOOo

e STEP3’

3. C = B:{Ng}y,

'D00000000000000000000000000000000000O0O00000O00O00
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message3 000000000 COOAQOOODOOODOODOOOOOODODOO
0000 BOOODODOOOOOOOOOODO (messeged’)

messeged 000000000 BOOOODODOODODODDODOOODOOOOOO0OOOO
OO0DbO0b0o0obADOODOO0OOO0ODOODODOODOOODObDOOOOBOODOO
OOochobbooooonooboboon

Lowe’s Attack 0 0 Omessage2 00 O0000000CO AODOOOOOOBOOOO
00000 NSPK Protocol 0D ODOODOODOOOOODOODOODODODOCOODO
gboboodgboogbdouobbuoobodbbodobboouooobobboobon
0000000000 (D0000)000000000000Omessage2’ 00000
OO000OD00O0OLowe’'s Attack 00 290000000000

A C B
{ Na, Abx.
{ Na, A,
{ Na, N3k,
{ Na}k.
{ Na}k,

O 2.9: Lowe's Attack OO OO0 QO QOQOQOO

gbuogobodbboobooodbbooboobbuoobbogbobuooog
O0000D00D00O00OO0ONSPK Protocol OO OOO0OOODOODODOODODOODO
gooobdgobogobogbbooboobbuogbbouoobouoooboobn
gbobogobuogoboobbooobobuogugboooboobobuoonobodoon
gbbbuooobbbuoooobbbooobboo

Lowe’s Attack 0 0O 00000000000 ODOOCOOOOOOOOOOOOOODOD
gbobogoooboobuoobogoboobboobuoobboobooobooboban
gobooboogg
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2.3.3 000 Needham-Schroeder Public-Key Protocol

Lowe OO Lowes Attack OO0 OO0 OO0 0OOOOOOO0OOONSPK Protocol 0 OO
0000000000000 2.10)

1. A—-B :{NA’A}KB
2. B— A : {N4y, Ny, B}y,
3. A5 B : {Ng}y,

0 2.10: Needham-Schroeder Public-Key Protocol O O [

NSPK Protocol D OO OO Omessage2 00000 IDOODODODOOOODOODOOO
O0000O0OLowes Attack OO D OOD0OOODOOODOO

A C B

{ Na, Al

{ Na, A}k,

{Na, Ng, B}k,

O 2.11: O OO NSPK Protocol O 0O Lowe’s Attack

000 NSPK Protocol O O Lowe’s Attack 0 0 2.110 000

000 NSPK Protocol 0 O Lowe’s Attack D OO0 OO OA O message2’ 000000
O0Omessage2’ 00 IDOODODOOO0OO0OODOOOODOODOO COIDOODOOOBO
[DOOD0DODDO0ODO000DO0DO0000000D0000000DDODOLowe’s Attack
O0000COBOOOOD ADODODDODODODOODOODODO
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1 30

Jo00odoodooodd CateOBJ

gbouogbobugbbooboobboobuoobboooboooboobban
OO0 CafeOBJOOODOOOOODOODOO

3.1 0O0O0O0O

gbuogoobooobugbbodbbooboobbuooooboobbabod
godbbdgobbogobooobouooooobboooooobooobboboon
gboboogobuogobouoooobuoobbuoobooobobuoobboobobon
gobooo

gbuogobobogbbuoobobobobbboobbodobboobboobood
gbobogobuogobooooboobbuoguoboooboobobuoooobobon
gboogbuogbbuoboobbuoobbbbodoobbbboobboboboon
gboogbobobobouooobooobobbuoboooboooboogobbabn
gbouogobodgbuodbboobuooboboobuoobobobboobooooan
gboogobuogbbboogbuoguobuogubooobooobuoooboobobon
gbuogbobougboobboobuoobbooboobobobbooboooban
goboboodg

3.2 000000 CafeOBJ

gbuogoobuogobuogboobboobboobuogboooboobban
gbuogbobodgbodbboobbuoobbooboobbobbooboooban
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gbobogobuogugbooobooobuogbobodbboooboboboobobon
gbobbuoogobbbooobobobboogooobooon

gbuodgbboobodgbbooobbbuoobboobuooboogboobbod
googobodgbodgbboobbuoobboobuoobobobboobooooan
good

CafeOBJULOUOUODOOOO OBJODLOOOOOOODODOOOOOODOOCCateOBJ
gooobobobbbbbbbbobbbbbbootouoduuooooooooooon
0000000000 (order sorted algebra)D 00000 O (rewriting logic)D O 00O
(hidden algebra) 0 0 0O

3.2.1 U0OO0O0OOOOODOO

0000000000000 000000000000O0 (Do)boooooooo
gboogbobodbbobbooogbuobbooobbodgbooboboobbon
gbogbobodoobuoboouoobbooboobbogbooboboobbon
gbobogobuogbobbooobuoguobogbbobobobooobuoonobobon
gbobbodbouooobuoobobodbuobboobuoooobooboboobbon
goooao

gbugobooogbobuogbbodgouoboobboboboobbobogbbad
gobooo

OO0D00b0oboOooog CafeOBJOOODOODO

mod! NAT{
[ Nat ]

op 0 : -> Nat
op s_ : Nat -> Nat

op _+_ : Nat Nat -> Nat

vars M N : Nat

eq M+ 0=M.
eqM+s N=sM+N)
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CafeOBJOUOODOODOOODOOODOODOODOODOOODOOODOODODOmodO
mod!Omod*0 00 0000000000000 000000000000Omod! OO0
O0mod! 00000 NATOOOOOOODODOOOOOOO[]00000 NatODOOO
(sort) 0000000000000 opOO0O0O0ODOO0ODOOODopOOOOOOOODO:O
O000(arity:00000)0->000000 (coarity:1 0000)000000000O0O
O0000000000000000 (rank) O000000000 varO0O0O (varsO OO
O000)000000Ovar0000000:0000000000000000 eqO0000O
boboodbUeqbUOduogboodbobogobb20b00b0=0000000
gbobligbboobobuo.oggbbobboooogobbbbooooobbbbuoooon
gbbobdcequd

goboboggobbooggbboooobbboobbobuoooboobboooboboa
gobbouogoboboooobobobbbooobbooooboboboooobood
gogooboobbbbobbbbbbboboootoouoduuooooooooooon
gbobbuooogbbobuooooboboooobobobooon

3.2.2 JUUOObooooooo

OoOo00O0o0OOo0oOoooooooooooobobooOooooooooooooooon
000000 (abstract state machine) 00 0000000000000 0000O00O0O
ooo

O000000000000000000000000000000000O00000
Oo0oooooooooooon

O0000000000000000000000000000000000O0O0O00OO0
Oo000o0oOoooooooooboooooooooobooOod

O0D000O0000000 CateOBJOOOO

mod* STACK{

protecting(NAT)

[ Stk I

op null : -> Stk -- initialize
bop put : Nat Stk -> Stk —-- method

bop pop_ : Stk -> Stk -- method

bop top_ : Stk -> Nat -- observation
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var S : Stk

var N : Nat

I
=

eq top(put(N, S))
beq pop(put(N, S))

I
wn

CafeOBJO00000000000O0DO0O00OOOODO000OOOODOO0O000O0
00000000000000000000000000000000 (method) 000
0000000000000000 (observation) 000000000000000000
0000000000000000000000000000000000000000
0000000000000000000000000000000000000000
00 (hiddensort:00000) 00000 (000)0000000000000 (visible
sort:00000)000000

000000 STACK 0000 Oprotecting(NAT) 0000000 NATOOOOOOO
00CafeOBJ0 0000000000000 0000000000000000O0O000
00000000000000000000000000000000000protecting
extendingOusing 0 0000 000000000000000000000000000
000000000000 ]*00000 stkO000O000000000000000
0000000000000000000op0000000000000nullO0O0
000000000000000 bop00000000000000 putdpopO00
00000000000000000+tp0000000000000000O0O0OOO0
0000000000000000 --0000000000000000--000%0-
S>O0*> 00000000000000000000000000000000

000000000000000000000000000000

gbobooogbbuoobbbuooobbbooobbbooobbboobobboo
gogooboboobboogbobooobooobuoobbuooboboooooobooon
gbobobuooogbobobuoooobboboooon

gooooboobbbbogoobbboooooooobotd my,...,mUoon ol
JobibbbddoeOUem O 00000000000 OO0O0OOOODO0O0O0OODODOO0O
O000000000000000000000000000000000 (context) 00O
gbobbuooogbbbduooobbbood ~00 310bb000bbn
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s,t € SystemState

st if [ Noceanoe (0c[s] = oc[s'])

g 310000

O000OsO¢tO0D0ODOOO00O0DODOO0AllOcODODODOOOOODODOOOOD 3100
0000000 (0000)000000000000000000000OOoODOO0OO0
gobobuoooub ~00boogoobod

Ooooooobobobooobobdbeqoooboboobooooboooonog
gbbbuooobbbuoooobbon
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] 4[]

Juoogtddboogtdoogdyn

Lowe 0 OO OONSPK Protocol OO0 DOOOOODOOODOODODOOODOOODOODO
gbogdboobbodgbbooobuooooboobbobooobbuoboobobo
gbobboogbobbobooobbboogbbboaon

4.1 Configuration 0 OO OOOOOOOOO

GDenker OODOO0DOO0O00DOO0OODOOODOOODODOODOODO MaudeODODOOO
000 B|ODenker 00 0000000000000 DO0OOOO0OOOOOOODOODOO
gbobbuooogbbbuoooobbboooon

obooboooobooobooboboo 410booobooboboobuobooobg
gooboooon

gbobooogbobbuoooobbuooogbbbuooon

e U UOUODLODLDOUOOODLDLDDOUOLOOLDDLOLODLDULODODLDLDOOOOD

gbobooogobbuoooobbbooooboo

obhoobobooobooobooboobooboobo Ibogbo

gbobbodoggobbuoooobobog

gbgbgboogbooboobobboobuoobobobobboboudobd
gbogdbbuogobboobbuoooboobobuooobboobuooobogon

21



v
\
\
\
v
M

Message

v
\
\
\
\
\ M

U 41:00000obboooogn

0000000000000 0D000000000 Configuration 000000000
00000000 Configuration 0 Object 0 Message D 000D 0O0OOOOOOOO
O000000D0000000 Configuration 00 000D DOOOOODOODODOODOO
oo0ooooogon

Configuration O 0 O 0 O Object 0 Message U 00 D0 OOO0OOODO 42000000
oooooo

n,m,i,k € Nat
0,0,Q € Object
M,M' € Message

O 4.2: Configuration 0 0 O
0420000000000000

e Message:M; ... M, O Object:0O,...0, 000000000000
e Message 1 0000 Object:0,---0, 000000000000 OOOO O O0OO

e 000 Object:Q,---Q; 0000000
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e 00O Message:M;---M, 0000000

0 4.20 00 0O 0O Configuration D O O OO0 OMessage 0 0O 00O Object 0O OODOOO
000 ObjectD O OO Message O D DOODOODOOOO

Denker 0000000000 OOO0OOOOOODOODOOOOOODOODODODOODOO
godbboobbooboooboobobbobooboboboobbooboon
OO00b0ooooobo0oobbooobobooobbooobbooboboogOn Configuration
OD00O0D00O000D00O Configuration DO Object 0O ODDODOODODODOOOOODO
Configuration 00 Message 0 0 00D 00000 0DO0OO0OOODOODOODOOOOODOO
0000 Configuration 00D OO0O0O0O0OOOOOOODOODOODOOOOODOOO
goo

Configuration 0 0 000000 0OO00OO0OODOODOOOOOOOOO

e Object

Object(Obj) O O ObjectID(OId) O ClassID(CId) 00O (attr =v) 0000000

< OId : ClLd|attry = vy, - - -, attr, = v, >€ Obj

Object U0 Objecti DO O DODOOODOOODOOODOOODOOODOClassIDOODOOO
000000000 00000000000 (etr) 0000 (v)yDOOOO

e Message

Message(Message) 000000 ObjectID 000 OO ObjectIDO O DODOOODO
0 (Msg)0DOOOO

msg(OIdy,Oldy, Msg) € Message

gbboooggobbuooooboboooobbbuooobobon

e Protocol

0000000000 Configuration(Conf) D00 OO0 (Confy — Conf,) DOOO
Configuration 0 Object 0 Message U0 0 OO O0ODOOODOOODOO
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msg(Oldy, OIdy, Msgy) < (OIdy : Cldy|attry = vy, -+, attr, = v, >—
< (OId, : CId|attry = vll, ceeattr, = U;L > msg(Os, 01, Msgs)

msg(Oldy, OIdy, Msg,) < OId,y : Cld,l|attry = vy, - - -, attr, = v, >,
< Oldy : Cldy|attr; = vll, e attr, = v; > msg(Oq, 01, Msgs) € Conf

OO0D00DO0O000D00OObject D Message OO OO0D0O0OD0OOOOODOODOODOO

Denker 00O DOOODOOODOObject D Message U0 D ODOODODOOODOOODOOODO
OOo0o0obobOoboboboobooooogoo

4.2 OJ0U0OOD0OOOOOOOOO0OO0O0OO0O00O0O0OO0

0000000000000 0000000000O0000O00O00OOOOooOO |6
gobooo

ooobooooobooooboobobooboboooooboooboboo sopooobooooo
ooboooooooboo0o MOOOOoobooboobOOoDOoOD <M, S>0000
O000d0D <M,S>0000000000DO00DO0OO00OO0ODOODODODO pOO
gbddsbOUp:sbgbobudbobobobuogbooboobbobbon
O0000OMOD SO000000000000 nonce(M,S)00000Ononce(M,S)
gbooboogoobood

gbhobogdgbbugbuogobooobboobo20bbooobooobbood
goo

Oo0ooooobooboo <M, S>0000000000D00DO0O0O0O0DOODOO
gbooboogn

e J00OD0DO (pO0ODOODO ()00 (p:s)D0O0O0O(p:seS)
e 00000000 (m)ODO00DO (me M)
e 00O (n)0DODDOODO (n € nonce(M,S))

e 00 R(p,s,m,n,s,m)000000ROOOO0OO0O0OOOOOOOOOOOO
ooooo
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e JJJUDDOOD (DODODO)0DDDDOODODODOOOOOO

000 0000000 p000D0OD0OO» O0D00000CCOCOODOODODOOOOO
Oooooobooobooooooboooooobooboon <M,S>000000
goooo

<M,S> = <Mum',(S—={p:s})U{p:s}>

043 000000ooo

04300000000 <M,S>00000000000000000000000
MOOOO (p:s)000000 (m)00000000 MOOOOOOOO (p)O00
s0000 ¢000000000000000 SO0000000000000p000
000p:s¢00000000000000

000000000000000000000000000000000000000
000000000000 p:seSO0000000000OOOOOOOOOOOO
0000000000000000000000000000000000000000
0000000000000000000000000000000000

00000000000000000 0000000000000

p:s€S meM nemnonce(M,S) R(p,s,m,n,s',m)
<M, S> = <MU{m'},(S—{p:s})U{p:s'} >

O000000000000000000000000 (p:sesS)0000OO0OO0OODOO
000000000000 (meM)DDOOOO0DO (n€ nonce(M,S)0000000
O (R(p,s,m,n,s’,m')) 0000000000 (<M,S>000 (<«Mu{m'},(S—{p:
sHufp:s}> 00000000

00000000000000 <M,S>00000 (Denker 0O0OOODOOO Spy)
00000000000000 dosure(M,S) 00000000 closure(M,S) 0 M O
O0000000O0Ononce(M,S) 0000000000000 OOODOODOOODODOO
gbooboogg

gbuogbboobogbbboobboobuoobbooboobboobooon
gbooggbodgbbodgbbogbbobobbuoooboooboogboobobo
gbbbuoooobbbuoooobbbooobbbobuooobbo

25



1 51

NSPK Protocol U U [

A0000000000000000DLO0O0ODO0DO00D0O0DO0OnONSPK Protocol O
OO000D00O CafeOBJOODOOOODOODO

5.1 UOOUOODOOON

gbobouoggbbbouogbobouogbbbuooobbbooobbbuooobboo
googbogubuoggboooboobbuoobboobbooboobboboon
gbobbuoogobboboooobobboogoobooo

OO0D0DbO0Db0O0b0O CateOBJOODODOODOODOO

e Agent

Agent 00000000 DOOODOOOOOOOOODOOODOOOODOOOOOOO
gbbouoooobboooobbboooob

CafeOBJODODOOOOOOODOODOODO

mod! AGENT {
[ Friend Spy Server < Agent ]

op nobody : -> Agent .

O0000D0C00000 Agent DO00O0O0Agent O OOOOOOOOOOOO
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0000 FriendDOOODOOODO SpyDOODOOODOOODOO ServerDOODO0O
gbooogoooboooooboo

OO000D0O0000000000D0Friendd SpyldServer OO OOOOOO0O

e Nonce

Nonce 0000000000000 OODOOOODOOODOOODOOOOOO
Nonce UUDOODDOODUOOOODOODODDOODOOOODOODLDODLDOOD
gbbboooooboobbuooodgbbbouooobbogn

CafeOBJODODOOOOOOODOODOODO

mod! NONCE {
protecting (AGENT + INT)
[ Int < Nonce ]

op nonce : -> Nonce

op n : Agent Int —> Nonce

OO000D0000O0000 NonceUODOOODODODOOD Agent DOODOOODOO
gboboogobbuodgobbuoogbboooobboobobboooboboo
OO000D0O0O000000 Agent DO OOOOOO

o Key

KeyOOOODOOOOOOOOODOOOOOOOOOOOODOOO (Sec-Key)O O
00 (Pub-Key)DO OO (Com-Key) D000 O0O00O0O0O00O0OO0OOOOODOOO
gbobobbbuooogbbbuooogbbbouoooobbbouoaon

CafeOBJODODOOOOOOODOODOODO

mod! KEYS {
protecting (AGENT)
[ Sec-Key Pub-Key Com-Key < Key 1

0000000000000 00000000D0D00000000000000O0 [7)
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op seck : Agent -> Sec-Key
op pubk : Agent -> Pub-Key
op comk : Agent Agent -> Com-Key {comm}

op keypair : Key -> Key

vars A B : Agent .

pubk (A)
eq keypair(pubk(A)) = seck(A)
eq keypair(comk(A, B)) = comk(A, B)

eq keypair(seck(A))

DO00000bO0bobOobooboObDUOkeypair 0000000 OoOonoooooong
gboogbooobbooubboobuogboobboobooboobbogn

gbbobuooobbodoogobbooooobboooobbbogo

e pair
par 0000000 0O0O0O0OO0OO0O0OOOOO0O0OOOO0OOOOOOOOOOOO
O0o00oo00oo0oooooooo

e hash

hashOOOODOODODOOOOODOOOOO

e crypt
crypt U0 OO0 O00O0OD0O0O0O0O0O0O0OOOO

CafeOBJODODOOOOOOODOODOODO

mod! PROTOCOL-MESSAGE {
protecting (AGENT + NONCE + KEYS)
[ Agent Nonce Key < Msg |

op empty-msg : —> Msg
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op _,_ : Msg Msg -> Msg {assoc}

op hash : Msg -> Msg

op crypt : Key Msg —-> Msg
X
Ubdbddfempty-msg OO0 OOOOOOOOOO0O

DOOobDo0o0bo0bod pair00_,_ 000000pair 00000000000
gbbbouoggbboguodbbbbbassocbbU0oonoooooon

godbbogbbuodgbbogbooobuoobuooboobobooobobooboo
gbbbuooobobbbooobbbooobbbbuooobbbod

5.2 NSPK Protocol (101

NSPK Protocol D0 0D 0ODO0ODOODOOODOODOODOODO
e OO UOOODLDLDUOUODLDDLDLDOOUOOODDLDOUOOODLDDO

gbobougbboogobbuoodgbbuooobbbuooobbooobboo
gbboggbboodgobboobbbuoodbboooobboooboboo
gbobogobbobodgobbooggbbuoogbbouooobbooobooa
goboboooogogn

e OO UO0OODLDLODUOODLDLDDOOOODLDOO
gbouoguobbboobobuoooobbooobbbuooobbooobobobo
gobooboooobbooooobobbooooboboooonboon

e Spyl Friend D0 0DOODOOODOOODOODODOOOODOODOODOODODOO
goo

guougbobuogbobuobobuoobobuoobobuoobobobobobo
OO00O0oO0obO0o0o0oob0obbO0obOoooO0obOoooDoobooooOoD Spy O
OO0bo0o0o0oooobooog spyQOOobOOO0OODOOOODOOSpy O Friend
gbbouooobboooobbboooob

e Spy U D ODOODOODOODOOO

SpyU0O000O0ODOODOOOODOODOODODODOOOOOODODOODUOOOO
gbobouogobboooobboo
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5.2.1 Configuration [0 [0 00 NSPK Protocol 00O

Denker 0O O OO0 Configuration 00O 000000 O0OO0OOODOOOOOOOODO
O00000000 CafeOBJOODOODOODOODOOONSPK ProtocolDODOODOOOOO

Configuration O Object 0 Message U 0 00O 0O O OO Object 0 Message DO DO 0OO
O0000Configuration 0 000000000 OOOOOOO

Object 0 0O O

mod! MY-OBJECT {
protecting(0ID + CID + ATTRIBUTES)
[ MyObject ]

op <(_:_)|_> : 0Id CId Attributes -> MyObject

000000000000000 Objet 00000000000000000000
0000000 ObjectID(OId) OO0 Agent 00000000 ClassID(CId) 000000
0000000 FriendsD00 00000 SpiesD 0000000 Server 1000000
000000000 Object 000 (Attributes) 0000000000 (keys)0 0000
000000000000 (e)000000000 (role) 00000000

Message [ [ [

mod! MSG{
protecting (MESSAGE)
protecting (MESSAGES)

op msg : Agent Agent Msg -> Message

Message U OO DOOO0DOO0ODOO0DOO0ODOODODOODODOODOODOODOODOO
Agent 0000000000000 PROTOCOL-MESSAGE(Msg) 000000
MsgOUOQOOUOOOOOOOoOoooobooboobog

Configuration 00 0 [
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mod! CONFIGURATION {
protecting (MY-0BJECT + MESSAGE)
[ MyObject Message < Configuration ]

op conf : -> Configuration

op (_ _) : Configuration Configuration -> Configuration {assoc comm id: conf}

Configuration O O Object 0 Message D 0 0O OO0 OO OO OO OO Configuration O
O0000 confOODOOOConfiguration D 00D O00OO0DOOD0O0OO0ODOOOOOOODOO
guoodooboobobbbbtboodoodoooobobbbbbbooooa

OoOo00oOo

Configuration 0 D 0000000 ODOOOO0OOO Configuration0 OO OO0DOOONO
0000000000000 0DO0000000Friendd Spyd Server OO0 O0O0DOODO
OoO0ooOoOoboo0o0ooboooboooboooo

e Iriend 0D OOOOODOO

Friend0 00000000000 O0OOOOO0ODOOOOOO0OOOODO0ODOOO
0000000000000 00 (@O 5.1)

Configuration Confi gurati on——

Message b
t

051 FriendDOOD0OOOOOO

OO0OO0Friend0D0000DOOOCOCO0O0OOOOObjectIDO BO Friend O message2
UO0O0OUOmessage3 U000 ODODOOOOODOOOO

ctrans [RecieveMsg2SendMsg3]
<(A : Friends)|(keys = MyK), (rolei = run(N, WHO, empty-msg) U RI),
(ec = EC), (X)>
msg(HI, A, crypt(K, (NI, NR))) (CONF)
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=> <(A : Friends)|(keys = MyK), (rolei = RI),
(ec = ecom(i, N, WHO, NR) U EC), (X)>
msg (A, WHO, crypt(pubk(WHO), NR)) (CONF)
if (keypair(K) == MyK) and (N == NI)

ctrans [RecieveErrorMsg?2]
<(A : Friends)|(keys = MyK), (rolei = run(N, WHO, empty-msg) U RI),
(X)>
msg(HI, A, crypt(K, (NI, NR))) (CONF)
=> <(A : Friends)|(keys = MyK), (rolei = run(N, WHO, empty-msg) U RI),
(X)> (CONF)
if (keypair(K) =/= MyK) or (N =/= NI)

message2 OO0 O00O000O00BO messagel 0000000000 OOOONO
NSPK Protocol O message2 D0 B — A: {Na,Nb}g, 000000000000
000000000 Omsg(HL A, erypt(K, (N, NR))0OD0OO0OO00O000000
WHOO HIODODOO Agent OO OONIO NRO Nonce OO ODOODOODOODOOO
000000000 Omessage2 0000 HIO messagel 0000000 (run(N,
WHO, empty-msg)) 000 WHOOOOOOOOODOOOOO

BOmessagel 000D 0O0O00O0ODO0ODODO0OODO0OODODOODOODODDOOODOOO
O00000000 message20 0000000 messagel OO Nonce 0O OO
gobobobobobObob0bdoooououoBbbbboboO0UoUoUUdmessagel OO
000000000 message300 0000000000000 (ecom(i, N, WHO,
NR)) 00000 [ReceiveMsg2SendMsg3|0 OO O00O0OO0ODOOOO0O0O0O0O0O0OO
0000000000 (00000 D0)[RecieveErrorMsg2]|0

SpyDOODOOOOOO

Spy0oooooooboobodoboobobooooooooobobobobooooog
OO0D0Spy0O0OO0O0OD0OODO0ODOOODOODOODOOMendDODO0OOODOODOO
gbobogobboboooobuoobobbbooobbooobbooooooa
0000000000000000000000000(0 5.2)

O00Spy 0OD0D0O0OO0DOODOODDOObjectID O SO Spy O messsage2 [
00000000 00Ooogon
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Configuration Confi gurati on——

N

0 5.2: Spy00O000O000

ctrans [AcceptMsg2]
<(S : Spies)|(ncs = MSET1), (keys = MyK), (rolei = RI), (X)>
msg (WHO, S, crypt(X, (NI, NR))) (CONF)
=> <(S : Spies)|(ncs = NR U NI U MSET1), (keys = MyK),
(rolei = run(NI, nobody, NR) U RI), (X)>(CONF)
if (WHO =/= S) and (keypair(K) == MyK)

ctrans [AcceptMsg2LikeFriend]
<(S : Spies)|(ncs = MSET1), (keys = MyK),
(rolei = run(N, HI, empty-msg) U RI), (X)>
msg (WHO, S, crypt(K, (NI, NR))) (CONF)
=> <(S : Spies)|(ncs = NR U NI U MSET1), (keys = MyK),
(rolei = run(N, HI, NR) U RI), (X)>(CONF)
if (WHO =/= S) and (keypair(K) == MyK) and (NI == N)

ctrans [AcceptCryptMsg2]
<(S : Spies)|(msgs = MSET2), (keys = MyK), (X)>
msg (WHO, S, crypt(K, (NI, NR))) (CONF)
=> <(S : Spies)|(msgs = crypt(K, (NI, NR)) U MSET2), (keys = MyK),
(X)>(CONF)
if (WHO =/=S) and (keypair(K) =/= MyK)

SpyUdoooopoooooooobbobooooooobobosSpyoooooon
O00000000000000000000000000000 [AcceptMsg2] O
O0000000000000000 FriendODO0O00O0OO0OODOOOOO [AcceptMs-
g2LikeFriend| 0 00 0000000000000 DOOOOOODODOOOOOOO
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O000000000000000000000000000O0O0000000 [Ac-

ceptCryptMsg2]0

e Spy0ODOODOOODODO

Spy0booooooboobodboobobooooooooobobobobooooo
OO0D0Spy0O0OO0O0OD0OODO0ODOOODOODOODOOMendDODO0OOODOODOO
gbgbdgbodbogbodbuogbogbuooboboobobobooooboan
000000000000000000000000 (O 5.3)

Configuration Confi gurati on——

.m())j ect ’l> ‘ sage
ey

O 53 Spy0doonoonon

O00SpyUDO0ODOODODOODODOODODOOObjectIDO SO Spy O messsage3 U
OO00oO0DOOo00oooooogon

ctrans

[FakeMsg3]

<(S : Spies)|(ncs = N U MSET1), (agents = WHO U MSET2), (X)>
<(WHO : Friends) |(roler = run(NR, HI, NI) U RR), (X’)>(CONF)
<(S : Spies)|(ncs = N U MSET1), (agents = WHO U MSET2), (X)>
<(WHO : Friends)|(roler = run(NR, HI, NI) U RR), (X’)>
msg(S, WHO, crypt(pubk(WHO), N)) (CONF)

if (WHO =/= S) and (NR == N)

ctrans [MakeMsg3]

<(S : Spies)|(ncs = N U MSET1), (agents = WHO U MSET2),
(ec = EC), (rolei = run(NI, WHO, empty-msg) U RI), (X)>
<(WHO : Friends) |(roler = run(NR, HI, NI) U RI), (X’)>(CONF)

=> <(S : Spies)|(ncs = N U MSET1), (agents = WHO U MSET2),

(ec = ecom(i, NI, WHO, N) U EC), (rolei = RI), (X)>
<(WHO : Friends)|(roler = run(NR, HI, NI) U RI), (X’)>
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msg(S, WHO, crypt(pubk(WHO), N)) (CONF)
if (WHO =/= S) and (NR == N)

ctrans [MakeMsg3LikeFriend]
<(S : Spies)|(ec EC), (rolei = run(NI, WHO, NR) U RI), (X)>(CONF)
=> <(S : Spies)|(ec = ecom(i, NI, WHO, NR) U EC), (rolei = RI), (X)>
msg (S, WHO, crypt(pubk(WHO), NR)) (CONF)
if (WHO =/= S)

SpyD00000D0O0O00O0DOODOO0ODOOODODOOOO0OOD0OO0ODODOODOO Friend
gubbbbogggboboogobgubbooogoboooauboubg
000000000 [FakeMsg3][MakeMsg3|0 OO O DO OODOOOOOOOOO
O0OFriend 00000000000 DOOO0OOOOOODOOODODOOOOOOO
00 [MakeMsg2LikeFriend|O

gboboooogoboood

Spy0OOOOOOOO0OO0OOODOOOOOOOOODODOD (4000000000
OO000DO000O0 ObjectlDOODOODOOOOOOODOODODOOOOODOO

— Confi guration — Confi gurati on——

— Confi guration — Confi gurati on——

O 54: Spy0000Q00DODOOOO

OO00SpyUOO0O0O0O0O0OO0DODODODOOOOOObjectIDO SO Spy O messsage3
gbboogoobbooooobobboooon

OO0000000bO0oobOoboooSpyboobOobOO0oOooOOobDOoObOODOO
goddgoouoboboogguooooboobbooobobbooobobobooa
[InterceptMsg3|0 0 0 0000000000000 O00O0O0O0O0O0O [GetMsg3|O
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ctrans [InterceptMsg3]
<(S : Spies)|(ncs = MSET1), (keys = MyK), (X)>
msg (HI, WHO, crypt(X, N)) (CONF)
=> <(S : Spies)|(ncs = N U MSET1), (keys = MyK), (X)>
(CONF)
if (HI =/= 8) and (WHO =/= S) and (keypair(K) == MyK)

ctrans [GetMsg3]
<(S : Spies)|(msgs = MSET2), (keys = MyK), (X)>
msg (HI, WHO, crypt(X, N)) (CONF)
=> <(S : Spies)|(msgs = crypt(K, N) U MSET2), (keys = MyK), (X)>(CONF)
if (HI =/= 8) and (WHO =/= S) and (keypair(K) =/= MyK)

OoobooobooooooogoSpybooooooboboobobooooooooon
000000000000000000000000000000000 [OHknowMs-
gUOD0D0O0O0O0O000D00000O0O0O000OOg [OHMsg3]O

ctrans [OHknowMsg3]
<(S : Spies)|(ncs = MSET1), (agents = MSET3), (keys = MyK), (X)>
msg (HI, WHO, crypt(X, N)) (CONF)
=> <(S : Spies)|(ncs = N U MSET1), (keys = MyK), (X)>
msg (HI, WHO, crypt(X, N)) (CONF)
if (HI =/= 8) and (WHO =/= S) and (keypair(K) == MyK)

ctrans [0OHMsg3]
<(S : Spies)|(msgs = MSET2), (keys = MyK), (X)>
msg (HI, WHO, crypt(K, N)) (CONF)
=> <(S : Spies)|(msgs = crypt(K, N) U MSET2), (keys = MyK), (X)>
msg (HI, WHO, crypt(X, N)) (CONF)
if (HI =/= 8) and (WHO =/= S) and (keypair(K) =/= MyK)

gboboogobbobogobbbooobuoooobboooobooobooba
gboboogobbogobboggobooobbbuooobboooobooa
gboboogogoobog
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e 0 UOOODLOLODOOOO

gboboogobbogoobbuodgobbogbbouoobbooobooa
gboboogobbuodgobbuoodgbbboooobbooobboooboboo
gbobouogobbooooobbboo

gbboogobbuogbbboobbbuooobbouooobboooboboo
goboogbboggbboogobbuooobboooobobooooooa
gogoobbbbbbbbuodooooooooooooooobbbobbbobo
gbbbouoobbuoooooobbbooobbbouooobboooobooo
gooodd

Friend O Friend DO 0ODO0O0ODOOO0OOOODOOOOOOOODOOODOO

ctrans [AuthFF]
<(A : Friends)|(ec = ecom(i, NI, HI, NR) U EC), (X)>
<(B : Friends)|(ec = ecom(r, NR, WHO, NI) U EC’), (X’)>(CONF)
=> AuthFriendFriend
if (HI == B) and (WHO == A)

0000000 Configuration 00 200 Object 0000000 Object 00000
00000000000000000bject000000000000000000
0 () 000000000 (NIONR)ODDODOOOD (ecom) 0000000000
D0 Omessagel 00000 ()0000000 (r)00000000000 Object
00000000000 Objeet 00000000000000000O0O0O00
DO0O00O0AD ObjectIDO HIOOO Object 00 00000BO WHODODODOO
OO0OHIOBO WHOO AOOOOOOO0O0O0O00O0O00000000O0O000
00000000000000

gbobouoogobboooon
Friend0DO0O00O0O0O0O0O0OO0OD0O0OOOOOOOODOODODODOO

ctrans [WhoMasq]
<(A : Friends)|(ec = ecom(i, NR, HI, NI) U EC), (X)>
ecom(r, NI, WHO, NR) U EC’), (X’)>(CONF)

<(B : Friends) | (ec
=> WhoMasq
if HI =/= B or WHO =/= A .
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goobbbbobobobobbbbbbdddoooooooooooboboobobooon
O00000000D0ODObOO 200 ObjectDODOODOODOODOOOOODOO
O000000000000000000Omessagel 000 (1))00 AD HIOOO
O00Omessage2000 (r) D0 BOOWHOOOOOOOOOHIO BOOOO
ObjectiIDOD OO OO WHODO AODODO ObjectiDOOOOHID BOOODODOO
O0OWHOO AOODOOO0OOO0OODOOODoOOooDooOo

Configuration 0 0 0 0O NSPK Protocol D 0O OO 0ODOODODOODOOOOODOODO
O0O00000O0o0ooooboooon

O000o0ooboo0ooboboooboooobooooboooospyoooog
O0000000000DO00O0DO00O0bOO0obOO0oDOo0ooDOooDoobOOobOoDOoOO
000000000000 O0O0000000DO0bO00o0oDDbOOo0ooDbOOoOoOoooOoDOO
o0ogd

5.2.2 JUU0U0O0O0O0OO0OO0OODDODOODO NSPK Protocol 110001

gbouogbboobobugbobodgbuooobuoobobboboooboobbod
OO000000000 CafeOBJOOOODOOODOOOONSPK Protocol O OOOOMO

Oo00b0oOoo0ooooobooooboo0oboobo0 MOOODOO SoooOoooO
gbodgbuogobodgbbodbbooboooboobbuoooobbooboon
gbobbooogon

gooogoogn

gogboogbobogbobbodbobobogboooooounobobobouobo
OO0Oo00o0oOoooOgs100bo0ooooooognooobog CafeOBJOODOOODO
goo

mod! MESSAGES {
protecting (EX-BOOL + PROTOCOL-MESSAGE)

op empty : —-> Msg

op _in_ : Msg Msg —> Bool
op _U_ : Msg Msg -> Msg {assoc comm id: empty-msg}
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gobbbboddooooooobbbbiblDempty DODOUO0000000mMm OO0
O0b0b0oboobooboonoon BeolOUDODOOvUOODODODOOODODODODODO
gbobbuoooobbbooobbn

goooo

OO0D0DO0D00000000O SstatedO00OO0State 000000 0OO0ODODOO
gbobbooooboo

CafeOBJODOOOOODOODOODOODODOOODO

mod! PRINCIPAL {
protecting(PID + SID + STATES)
[ Principal 1]

op peopleless : -> Principal

op (_:_) : PId States -> Principal

OO0DO0oPdOOODDOODOOOOOOODOD StateJ0DO00OO0ODOOODOOODOO
gbboboodgobood

mod! PRINCIPALS {
protecting (EX-BOOL + PRINCIPAL)
protecting (MESSAGES)
[ Agent < PId ]
[ Msg Int < SV ]

op _in_ : PId Principal -> Bool

op _U_ : Principal Principal -> Principal {assoc comm id: peopleless}

op _—_ : Principal Principal -> Principal

op getnotes : PId Principal -> Msg
op getstates : PId Principal -> SVs
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PldOOAgent 000000000 State D00 O00O0MsgOD Int0000inO00O0O
J0000o0o0boooooounobo0booobob-00b0o0obbOoUbdogetnoted
getstates U OO0 O0O0O000000000000O00O0Ogetstates 1000000000
O0 State 0O 00O

gboboogoogobod

gboboobobobbobbbbbbobobobououooooooboobbbooobbbon
OO00000000 AODDO BO NSPK Protocol UODOODOOODODOOODOODOODO
goboboggsshbibuogoggooobuooan

m € closure(M, S)
<M,S> - <MU{m},S >

na € nonce(M,S) R(na,so(B,na), (na, A)pubky) (i)
<M,S> — <MU {(nA,A)puka},S’ U {A : SO(B,TLA) >

mO(nAaA)puka €M npe nonce(M, 5) R(mO(nAaA)pubkganBaSl(AanAanB)aml(nAanB)pubkA)

(1)

<M,S> = <MU{mi(na,ng))},SU{B: s1(A,na,ng)} >
(iii)

A: SU(BanA) € S ml(nAanB) eEM R(A7 80(B7nA)7m1(nA7nB)7SQ(BanAanB)amZ(nB)puka)
<M,S> — <MU{ma(np)},(S—{A:s0(B,na)}) U{A: so(B,na,ng)} >

B:si(A,na,ng) €S me(ng) € M R(B,si(A,na,ng),me(ng),ss(A,na,ng))
<M, S> = <M, (S—{B:s1(Ana,np)}) U{B:s3(A,na,ng)} >

(v)
0 5.5: NSPK Protocol 0 0000000000

O 5500 108,05 00000000 mUmOms OOODOODOOOOOODOOO
pubk, 0 AODODOODOODODO

()0D0D00000000000000000000000D00O0DoOOooOoOoOOOO
O0Oclosure(M,S)0000000000000O0O00O0O0O0DOOOOODOOOODOO
Oo0o0bo0ooooboboooobboobobbooooobobDbooooobobooon

i) 00000 messagel 0000000000 0000O0O0O0OODOOODOOOOOO
goooobuoobodbtboooobuooboboooboobooboboobboon
Jo0o00oo0oobooboooboobobooboobobooobboooboooobon
O000obbooddbbOmessegel HOODDODODOOOODOOO

(i) 00000 messagel 0000 0message2 0000 0000000000000
OO00000000D00DL00000000000bO0obOobOODogn NSPK Protocol
O messagel D00 0000000000 00000000O00O0 messagel 100000
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JOodbb0O0O0Omessagel DO ODO0U0OD0ODOO0O0OOO0Omessage2 00000000
gooo

(iv) 00000 message2 0000 Omessage30 000000000000 0Omessage2
00000000 (ii))D000Omessagel 000000000000 O00OO0OOOmessage2
J0booogboooubbooubbddtmessagel D ODO00O0OODOOOOOOO
oddd message2 JOUOUOOOOOOOOOmessage3 UL LOLOOOOOOOOOO
goooobodbobuoobboobuooboboobbooubboobboobbon
ooooooooon

(v)OOOODO message30 0000000000000 (iv) 0000 Omessage3 00
O000000000000O0Omessage30 00000000000 0O0OONSPK Protocol
ooobooo

gbbouogobbooooobbuoooobbbuoooobbbuooaon

e DU OOODLDLDOOODLDLDDDODO

gbboodgobbuogobbboobboooobbooobbboooboo
0000000000000000000000 dosure(M,S)Y0D0OO0OO0OOOOO
gbobbooggobbuoogobobog

e ODOUOOODLDLDOOOODLDLDOUOOODeUDLDLDUOOODLD

NSPK Protocol UOOODOO 3000000000ODOOODOOOOODOOODOODO
oboboobobooobo400b00bobbobobboobobobobon
goboogbboogboboobobbooobboooobbuooobooa
gbboogobboodgbboboodbbuooobbouoobbobuogebnbbd
gobooodgo

O 56000000 NSPK ProtocolUDOODOODOOOOO

00o0ooboodboboboooboboboobboooooboooboboobooon
goooo

0000000000000 00Db000bO0O0O00nOOg NSPK ProtocolUDOODOO
0000000 o0ooboooboooobooboboboobobooooogsboog

0000000000 protocol-step U0 O OO0 OO protocol-step D D OO O OO
000 (NETWORK)DOOODOODOOOODODODODDODODODOO0O0O0O0O0OO0 (R)ODOODDODOO
000000000000 (Principal) 000000000 (Message)D O OO (Nonce)
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m € closure(M, S)

<M,S> - <Mu{m},S> (5.0)

na € nonce(M,S) R(na,so(B,na), (na, A)pubky) (5.1)
<M,S> — <MU{(?’LA,A)puka},SU{AISO(B,TLA) > ’

mO(nAaA)puka eEM R(mO(nAaA)pukaa Sl(AanA)) (5 2)

<M,S> = <M,SU{B:si(Ana)} >
B:si(A,na) €S np €nonce(M,S) R(B,si(A,na),ng,s2(A,na,np), mi(na, nB)pubk,)

<M,S> = <MU{mi(na,ng))},(S—{A:s1(B,ns)})U{B: SQ(A,TLA,TLB)}(> )
2.3

A:so(B,na) €S my(na,ng) € M R(A,so(B,na),mi(na,ng),s3(B,na,ng) (5.4)

<M,S> = <M, (S—{A:s(B,na)})U{A:s3(B,na,ng)} >
A . 33(BanA7nB) S S R(Aa 83(Ban.4,n3)7SZ(BanAanB)amZ(nB)puka)

<M, S> = <MU{ma(ng)}, (S —{A:s3(B,na,np)}) U{A: s4(B,na,ng)} (> )
2.9

B :sy(Ana,ng) €S ma(ng) € M R(B,sy(A,na,ng), ma(ng),ss(A,na,ng)) (5.6)
<M,S> — <M, (S—{B:sy(A,ns,ng)}) U{B:ss(A,ns,ng)}t > '

O 5.6: NSPK Protocol UODODODOOODOODOO

protocol -step
)

/ .
Princi pal I
I D
Princi pal
get state, state
getnote

0570000000 ADJO

appear '

cl osure |
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goodgoogobuobboboobogobobuogbogobuooobooboon
gboobooooobooo

gooooogn

gbobboooggobboogobobbuogobboooooobbuoooon
UO000o00bDo0bO00bOodbUO BOmessage2 000D OO0OO0OD0OO0ODOOOO

ceq nspk2(< M, P >, B, nspkR1(A, NI), NR,
nspkS2(A, NI, NR), crypt(pubk(A), (NI, NR))) =
< crypt(pubk(A), (NI, NR)) U M,
(B : (states = add(nspkS2(B, NI, NR), del(nspkR1(A, NI),
getstates(B, P)))), (notes = NR U getnotes(B, P))) U

(P - (B : (states = getstates(B, P)), (notes = getnotes(B, P)))) >
if (B in P) and (nspkR1(A, NI) in getstates(B, P)) and nonce?(NR, < M, P >)

ceq nspk2(< M, P >, B, nspkR1(A, NI), NR,

nspkS2(A, NI, NR), crypt(pubk(B), (NI, NR))) =< M, P >
if not(B in P) or not(nspkR1(A, NI) in getstates(B, P)) or

not (nonce?(NR, < M, P >))

<MpP>O0000000000000000CO000 BOOOO nspkR1(A, NI) O
000000000 (NR)ODODOODDO0D0 (nspkS2(A, NI, NR)) 0000000
crypt(pubk(A), (N[, NR)) 0000000000000 000000000000000
00000000000 nspkR1(A, NI) OO messagel 000 AODODOOOONIOOO
ooobodboboobobobuobo  NRODOOOOobOOobOOobOobOooboboooDo
000 nspkS2(A, NI, NR) OO message2 0000000000000

00000000000000000000000000 (not(Bin P))DOOOOO
O message2 0000000000 (not(nspkRI(A, NI) in getstates(B, P))) 000000
000000000 (not(nonce?(NR, < M, P>))00000000000000000
gbobobuoogon

gbouogobuogbbuboobuodgbboobooobuoboboobooboon
gboboggbouobobuogbogbboobboobbobooboobobooboon
gbobbuoooobbbuoooobbboo

gboboogoggn
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gbobobodogoooboogobbooogobbogoobbobuoogoobooo
O0000DO0000D0O000000 AODOmessage2000000000O00O0O0O0ODO0O

ceq nspk3(< M, P >, A, nspkS1(B, NI), crypt(pubk(A), (NI, NR)),
nspkR2(B, NI, NR)) =
<M, (A : (states = add(nspkR2(B, NI, NR), del(nspkS1(B, NI),
getstates(A, P)))), (notes = NR U getnotes(A, P))) U
(P - (A : (states = getstates(A, P)), (notes = getnotes(A, P)))) >
if (A in P) and (nspkS1(B, NI) in getstates(A, P)) and
(crypt (pubk(A), (NI, NR)) in M)

ceq nspk3(< M, P >, A, nspkS1(B, NI), crypt(pubk(A), (NI, NR)),
nspkR2(B, NI, NR)) = < M, P >

if not(A in P) or not(nspkS1(B, NI) in getstates(A, P)) or
not (crypt (pubk(A), (NI, NR)) in M)

Ooooooooooboo«MPp>O000D00D0O0O0OODOODOOOOO0O0OD0 A
0000 nspkSI(B, NI) D00 O0O0O0O0O0O00O0OO crypt(pubk(A), (NI, NR)) O OO
0000000 nspkR2(B, NI, NR)OOOOOOOOO0OOOOOOOOODODOOOO
nspkS1(B, NI) OO messagel 000 BOOOO NIOOOOOOOOOOOOOOOO
crypt(pubk(A), (NL,NR)) DO ODOODOOODO0OODOO0OOOOOODOOO nspkR2(B, NI,
NR)OOmessage2 0000000000000

OoooooooboobDboOooooooooooobbbbbobboOboOO0 message?
O0000DO0000bO0bO0O0ob0bo0o0oobonDb message2000000000000
Ooooooobooooooooon

OoooooooooooboobobooooobobboooobooooboDboOoooooDon
Oooooooboooobooooon

gboboogogn

000000000 closure(AM,P>) 00000000 AQ0OOCOOOOOOOOOO
gbgbuogboboooobobooobobuodgboouooboboboboboboo
OO0oO0boo0ob0obO0oboooobobboooobobooDuoDbO CateOBJ O OO
goo
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ceq closure(A, < crypt(X, X) UM, P >) =
crypt (K, X) U closure(A, < X UM, P >)
if (keypair(K) in closure(A, < M, P >))
ceq closure(A, < crypt(X, X) UM, P >) =
crypt (K, X) U closure(A, < M, P >)
if not(keypair(K) in closure(A, < M, P >))

Joo0oooodoobooooboooobooooboooooobooooood
O000ooobooododddclosure 000000000 0OOOOOOOOOOOO
0000000000 DOo000000oooooooOOcosure000O0O0O0OOO0O
0000000000000 D00Oclosure 00000000000 DOOOOODOOO0O
O00d0ooooooobooooooooooooooboooooooooooooa
O000ooog clesure 0000000

closure 100000000 DO0OOOO0ODODODOODODODOODOOOODOOOODOOOO

5.3 000 NSPK Protocol 000

000 NSPK Protocol 00O 00O 0O ONSPK Protocol 0 STEP2 0 0 0O 0O O message2 [
0000 IDOD0O0O0O0O00D00O000O NSPK Protocol 0 00O OO OONSPK Protocol
0000000000 ooo

5.3.1 UUOUUoobouooooon

NSPK Protocol OO0 OOOOOOO NSPK ProtocolUOOOO OO

Configuration 0 0 000000000 O0O0OODOOODOODOOODOOODOOODOOOO
O message2 0000000 O0O00O00O0ODOO0O

OO00000ooooooooooad

e Friend 0 messagel D000 messag2 0000 O000O0O
e Friend 0 message2 D000 message3 00000000
e Spy message2 00 OO OOOMO

e Spy 0 message2 00O OO OODO
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O0000000D00D0000000 message2 0000000 Spy O Friend OO
DO00000oO0odooooooooooad
NSPK Protocol [0 message2 [1 [ [ : Spy

ctrans [AcceptMsg2LikeFriend]
<(S : Spies)|(ncs = MSET1), (keys = MyK),
(rolei = run(N, HI, empty-msg) U RI), (X)>
msg (WHO, S, crypt(X, (NI, NR))) (CONF)
=> <(S : Spies)|(ncs = NR U NI U MSET1), (keys = MyK),
(rolei = run(N, HI, NR) U RI), (X)>(CONF)
if (WHO =/= S) and (keypair(K) == MyK) and (NI == N)

000 NSPK Protocol [ message2 100 : Spy

ctrans [AcceptMsg2LikeFriend]
<(S : Spies)|(ncs = MSET1), (agents = MSET2), (keys = MyK),
(rolei = run(N, HI, empty-msg) U RI), (X)>
msg(WHO, S, crypt(K, (NI, NR, W))) (CONF)
=> <(S : Spies)|(ncs = NR U NI U MSET1), (agents = W U MSET2),
(keys = MyK), (rolei = run(N, HI, NR) U RI), (X)>(CONF)
if (WHO =/= S) and (keypair(K) == MyK) and (NI == N) and (NI == W)

Configuration 0 00O O0OOOOOObject DOODDOODOOOOODOOODOODOO
OO0OONSPK Protocol DOODODOO Agent 0000000000 ODOOOOOOO
goodobboggoobbuodgdgd message2 000 000OO0ODOOOOOOONO

5.3.2 UUOUOOOOn

O0D0DO00O0O00000DO0Db0bO000O00oOoOD NSPK Protocol OO O
gooobdag
gboooboobbbobbbbbbbbbbououoooooooooooobooon
gbbbuoggbbbuoooobbbooobobobbuooobbobbooooboobobo
gobooggoobobooogon

o I message2 OO OOOOO
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e I message2 U U D DDOUOOOMN

0000000000000 0000 message200000000000000O00O0O0
oooogo
NSPK Protocol [ message2 [J[J [J

ceq nspk3(< M, P >, A, nspkS1(X, NI), crypt(pubk(A), (NI, NR)),
nspkR2(X, NI, NR)) =
<M, (A : (states = add(nspkR2(X, NI, NR), del(nspkS1(X, NI),
getstates(A, P)))), (notes = NR U getnotes(A, P))) U
(P - (A : (states = getstates(A, P)), (notes = getnotes(A, P))))
if (A in P) and (nspkS1(X, NI) in getstates(A, P)) and
(crypt (pubk(A), (NI, NR)) in M)

000 NSPK Protocl [0 messege2 [1 [ [

ceq nspk3(< M, P >, A, nspkS1(B, NI), crypt(pubk(A), (NI, NR, Y)),
nspkR2(B, NI, NR)) =
<M, (A : (states = add(nspkR2(B, NI, NR), del(nspkS1(B, NI),
getstates(A, P)))), (notes = NR U getnotes(A, P))) U
(P - (A : (states = getstates(A, P)), (notes = getnotes(A, P))))
if (A in P) and (nspkS1(B, NI) in getstates(A, P)) and
(crypt (pubk(A), (NI, NR, Y)) in M) and (Y == B).

gbouogbboobodgbobooboobbuobooboobbooboobban
gobooboooogogn

54 U0O0OOOOODOOOO

CafeOBJUODOODOOOOOOOOOOOOOD10D00DOODOLOOODOODOOOO
OO00000000D00D00OD0OONSPK ProtocolDOODOOOOOODOODODOODO
gbobbuoooobbbuoogobobooo 20bboooooboooa

gbbouogobbuoooobbbuoooobboooon
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5.4.1 O0OOOOOOOOOO

OO000000000000000DO0000o0OO0oDooDooDooDooooooodg
OO000000000O00D000o00o0bOOoooooooooo0obOOobOOooboOooonog
Oo0od

0 0020 0 Configuration 0 0 O alice 0 0 00O Friendd bob 0 O 00O O Friendd spy
00000 SpyOOOOODOaliceOOspyd Spy DO OOOOOOOspy DOOOOO
O00000000000O Lowe's Attack OO OO OO0OOOO

NSPK Protocol OO0 O0O0OOODOOOODODDOOOOOOOOOODODOOODODOOO
0000000000 SIMULATE1OOOOSIMULATE20000000000O

trans NSPK-FSF
=> <(alice : Friends)|(ec = no-ec), (keys = seck(alice)),
(rolei = no-run), (roler = no-run),
(dcom = nspkcom(spy) U empty-msg), (cnt = 1)>
<(bob : Friends)|(ec = no-ec), (keys = seck(bob)),
(rolei = no-run), (roler = no-run),
1>
<(spy : Spies)|(ec = no-ec), (keys = seck(spy)),

(dcom = empty-msg), (cnt

(rolei = no-run), (roler = no-run), (dcom = empty-msg),
(ecnt = 1), (ncs = empty-msg), (msgs = empty-msg),
(agents = bob U spy U empty-msg)> .

000 NSPK-FSFOOODOODOO SIMULATE1 OO0 00O O NSPK Protocol 0 00O O
Configuration0 00 1000000000000 0OOSIMULATE20O O NSPK Protocol O
O00000000ONSPK-FSF-RVODOOOOONSPK-FSF-RVOODOOOO NSPK-FSF
Oo0oooDoo

OO0DO0ooooooo

exec in SIMULATE1 : NSPK-FSF .
exec in SIMULATE2 : NSPK-FSF-RV .

00000000000000 (0000O0SIMULATEIOSIMULATE2) 000000
000000 (NSPK-FSFOOOONSPK-FSF-RV) 00000000 (exec) 000
0000000000000000000

D00D0000000000000000
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-- execute in SIMULATE1 : NSPK-FSF
AuthFriendSpy : Configuration
(0.000 sec for parse, 2999 rewrites(7.340 sec), 4830 matches)

-— execute in SIMULATE2 : NSPK-RV-FSF
AuthFriendSpy : Configuration
(0.000 sec for parse, 3002 rewrites(12.620 sec), 4829 matches)

O000OOFriendd Spy 00000000 DOOO0ODODOOOO

Oo0oo0obooooboooboooboooobooobooobbooooobd
Oo0oooobooobooobooboobooo

000 NSPK-FSFONSPK-RV-FSF OO OOOODOOOOODODODODDOOODDOOOOO
O Ospy O message20 000 Friend DO D O0D0O0O0O0O0OOO0OOOOOOODOLowe’s
Attack DO DODODO0OSpy000OD0OO0OD0ODOFendDO00O00O00O0ODO0ODOODOO
O00o0ooo

O000000oOoooooog

-- execute in SIMULATE1l : NSPK-FSF
WhoMasq : Configuration
(0.000 sec for parse, 939 rewrites(2.370 sec), 1773 matches)

—-— execute in SIMULATE2 : NSPK-RV-FSF

< ( alice : Friends ) | ((keys = seck(alice)),
(rolei = run(n(alice, 1), spy, empty-msg)),
(dcom = empty-msg), (cnt = 2),

(ec

< ( bob : Friends ) | ((keys

no-ec), (roler = no-run))>

seck(bob)), (rolei = no-run),
(roler = run(n(bob, 1), alice, n(alice, 1))),
(ecnt = 2), (ec = no-ec), (dcom = empty-msg))>
< ( spy : Spies ) | ((ncs = n(alice,1)) , (agents = (alice U bob U spy)),
(rolei = run(n(alice, 1), bob, empty-msg)),

(roler = run(empty-msg, alice, n(alice, 1))),

(keys = seck(spy)), (ec = no-ec), (dcom = empty-msg),
(cnt = 1), (msgs = empty-msg))> : Configuration
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(0.010 sec for parse, 316 rewrites(1.770 sec), 744 matches)

NSPK Protocol UD OO ODOODOODOODOODOODOODOOOOOOOODODOODODO
gbobbooobobboooobbobod

gbouogbboobogbooboobboobuoobbooobboooboobban
gboboggbugobuoooobuobobuooboboouoobbuoboobbooboon
oooooo3o

5.4.2 [O0O0O0O

00000000000 O0o0o0oDoooooooooooo100000o0oood
00000000000 0D000O000

O0000000000000O0O< empty-msg , peopleless >0 00000 OO alice O
OO0 bobODDODDODOODOOODOODO

-- reduce in %SIMULATEl : nspkO(< empty-msg , peopleless >, alice,
n(alice, 0),nspkS1(bob, n(alice, 0)),
crypt (pubk(bob), n(alice, 0), alice))

< crypt (pubk(bob) ,n(alice,0),alice),

(alice : ((states = add(nspkS1(bob, n(alice, 0)), nothing)),
(notes = (seck(alice) U n(alice, 0))))) > : NW
(0.030 sec for parse, 8 rewrites(0.000 sec), 18 matches)

-- reduce in %SIMULATEl1l : closure?(alice,n(alice,0),
< crypt (pubk(bob), n(alice, 0), alice),
(alice : ((states = add(nspkSi(bob, n(alice, 0)), nothing)),
(notes = (seck(alice) U n(alice, 0))))) >)
true : Bool

(0.110 sec for parse, 71 rewrites(0.030 sec), 219 matches)

-- reduce in %SIMULATE1 : closure?(bob,n(alice,0),
< crypt (pubk(bob), n(alice, 0), alice),

3G.Denker 00 Maude 00000000 ODO [5]100 Configuration 0000000000000 ODO
000000000 00o0o0o0oon
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(alice : ((states = add(nspkS1(bob, n(alice, 0)), nothing)),
(notes = (seck(alice) U n(alice, 0))))) >)
false : Bool
(0.100 sec for parse, 43 rewrites(0.020 sec), 134 matches)

alice 00000 n(alice,0) OO0 OO0O0O0OO00O0DODO messagel 0000000000
goooooobobbbbbbtbdootdidddooooo o oo
alice 000000 Omessagel 000000000 On(alice,0) 00000000 closure?
J0000000000Oalice000O0D000OObobO messagel 0000000 OOMO
gooboooon

O00000bO0000bo0boboooboooodbOcelesure? 00000 OOOg
O00b0o00o0o0oobbooooboboboooobobobooooboboobooo

Lowe’s Attack 000000000000 OO0OOOODOOODOO closure?0 00000
goboboooobbboooobobbuoooobbboooobbboo

A C B
{ Na, Abx.
{ Na, A,
| {Na, Ng, Cl,
{ Na}k.
{ Na}k,

O 5.8: NSPK Protocol O 00O O O Lowe’s Attack

0 5.80 0 NSPK Protocol D OO O0OOOOLowe’s Attack OO OO DOOOOOOOO
O000000000000 580 A0 COCOBO2000000000O0O0O00O000O
OO00000005s800000A0 COODODODOODODODOODOODOCO BOOO
O00COADOBO COOOODOODODOOOODOOOOOODODOOODOOOOOO
00040000000000000000000000000000000000000

‘0000000000000000000000000D000000FriendO Spy O Friend O Con-
figuration 0000000000 OOOOOODOOOOOOOOODOODOOOOOOCOOOODODOOOO
ooo Spy00O0O0O0O0O0O0OOOOOOOOO
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] 6 [

oo

Ooodooobo0bboobobobobobobobuobobuobOobUiDenker
00000 Configuration 0 0 OO0 000000 0ODOOOOODOO0OOODOODOOO
OO00O0bOob200000000000000000000D0O0O0O CateOBJO OO
gbogbobuodgbbodbobuogbboboobboboobuoobboobobon
gobobuogoobobobooon

6.1 UO0O0OOOOOOOOO

OO0DO000D0Db0b00b0000Configuration 000000000 0OOODOODOO
OO00000D0000Cenfiguration U 00 DOO0D0O0OO0OOO0O0OOOOOOOOOOOODO
gogoboobbobbboboobobobodddduuouuuuuouooooooon
OO00000D0000b00Db0O0Configuration OO ODOOOOOOOOODOODOODO
gbogbboobbodbbuoobuoboboobooobooobooboobon
gouogobodbuodbboobuooboobboobooobboobooooban
gboogboobogbooobuogbobobboobbbogbooobooboban
gboooudbbbbodgbuoobobuoobboboobuooobuoobboobbon
gogbboboboboooboobobbbbbbbbbddodoouooooooooon
gbobogogoboogbboguobbooobbooboooboboboobboboon
goo

gbuogbobouoogbugbobodbbooboobobbooboobbuooon
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gbogbobuogbobooobuoobbugbboobuoooouoooboobobon
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00 A

o000 BOOLUOOOOOO

*%
**x FILE : ex-bool.mod
**% CONTENTS: formalize extended bool

* %
*%

AUTHOR: Naoki Kinjo

> JUOJ00O0BOOLOOOOO
mod! EX-BOOL {

protecting (BOOL)

[ Bool < Prop ]

op _&_ :

op _|_ : Prop Prop -> Prop {assoc comm idr: false prec 41}
op _v_ : Prop Prop -> Prop {assoc prec 42}
op “_ : Prop -> Prop {prec 30}

op _—>_ : Prop Prop -> Prop {prec 45}

op _<->_ : Prop Prop -> Prop {assoc prec 45}
vars P Q R : Prop

eq P & false = false .

eq P | P = false .

eqP& (Q IR =(P&Q | (P&R)
eqPvQ=®&Q |IPI|Q.

eq " P =P | true .

eqP >Q=C&Q | P | true .

eq P<->Q=P | Q| true .

26
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* %k
* %
* %k

3k 3k 3k 5k >k ok 3k 5k >k >k 3k 3k 5k >k >k 3k 5k >k >k 3k 5k >k >k 3k 3k 3k >k >k %k 3k 5k >k 5k %k %k 3k 5k >k >k %k %k 3k >k %k >k %k >k >k >k kkkokkkkkk *kxk

Prop Prop -> Prop {assoc comm idem idr: true prec 40}

* %k
* %k
* %k
* %

**x and
** xor
or
not
implies
iff



00 B

Joooboboon

kK ok ok 3k ok ok ok 5k 3k 5k >k ok 3k 5k >k ok 3k 3k >k >k k 3k 5k >k >k ok 3k ok >k %k >k 3k 3k 5k >k %k %k 3k >k %k %k %k %k >k >k %k >k >k sk ok kkkokokkkk kk

** FILE : message.mod * %
*% CONTENTS: formalize all messages in Protocol * %
** AUTHOR: Naoki Kinjo * %

kk ok ok ok 3k ok ok ok 3k 3k 5k >k ok 3k 5k >k >k 3k 5k >k >k 5k 3k 5k >k >k ok 3k 5k >k %k >k 3k 3k 5k >k %k 5k 3k >k %k %k %k %k >k >k %k >k >k sk ok kkkokokkkk kk

--00000000ooooooo
mod! AGENT {
[ Friend Spy Server < Agent ]

op nobody : -> Agent *x Agent U U OO

-——nonceJ0OAgent OO O0OO0OODODOOODOO

mod! NONCE {
protecting(AGENT + INT)
[ Nonce ]
op nonce : -> Nonce *x Nonce OO OO
op n : Agent Int -> Nonce **x Nonce OO On(Agent OO0 ,000)
¥
-~ gooooooooboooboo @boobobooooog)
mod! KEYS {
protecting(AGENT)
[ Sec-Key Pub-Key Com-Key < Key 1
op seck : Agent —-> Sec-Key xx [0
op pubk : Agent -> Pub-Key *x [ [0
op comk : Agent Agent -> Com-Key {comm} ** O[O
op keypair : Key -> Key «»> 0 000000ooooooo

vars A B : Agent

eq keypair(seck(A)) = pubk(A) .
eq keypair(pubk(A)) = seck(A) .
eq keypair(comk(A, B)) = comk(A, B)
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--000000000000000000d
mod! PROTOCOL-MESSAGE {

protecting (AGENT + NONCE + KEYS)

[ Agent Nonce Key < Msg ]

op empty-msg : -> Msg * %
op _,_ : Msg Msg -> Msg {assoc} ok
op hash : Msg -> Msg *k
op crypt : Key Msg -> Msg *k
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0 C

Jooooobobobobood

a Configuration

kok 3k >k 3k 5k 3k 5k 3k 5k 3k 5k 3k 5k >k 5k >k 3k >k 3k >k 3k >k 3k >k 3k >k >k 3k %k 3k >k 3k 5k %k 3k %k 3k 5k %k 5k >k >k %k %k 5k >k >k kkkkkkokkkkkk kx*k

**% FILE : configuration.mod
**x CONTENTS: formalize Configuration
** AUTHOR: Naoki Kinjo

* %k
* %k
* %k

kk ok ok ok 3k ok ok ok 3k 3k 5k >k ok 3k 5k >k >k 3k 5k >k >k 5k 3k 5k >k >k ok 3k 5k >k %k >k 3k 3k 5k >k %k 5k 3k >k %k %k %k %k >k >k %k >k >k sk ok kkkokokkkk kk

--d000gooogg
mod! 0ID {
[ 014 ]

--d0000ooooogooo
mod! CID {
[ ¢I4 ]

--d000gooocgogoon
mod! AID {
[ AId ]

--QJO00oooooooa
mod! ATTR-VALUE {
[ AttrValue ]

--goooooogooooo
mod! ATTRIBUTES {
protecting(AID)
protecting (ATTR-VALUE)
[ Attribute < Attributes ]

op no-attr : -> Attributes

29
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op (_=_) : AId AttrValue -> Attribute > 00000

« 000000
op (_,_) : Attributes Attributes -> Attributes {assoc comm id: no-attr}

}

-- 000000000

mod! MY-OBJECT {
protecting(0ID + CID + ATTRIBUTES)
[ MyObject ]

op <(_:_)|_> : 0Id CId Attributes -> MyObject «*»> JO00O00O000O0O00

-- 00000000
mod! MESSAGE {
[ Message 1

-- Configuration U0
mod! CONFIGURATION {
protecting (MY-0BJECT + MESSAGE)
[ MyObject Message < Configuration ]

op conf : -> Configuration *x ConfigurationU U U0 U
**% Configuration U0
op (_ _) : Configuration Configuration -> Configuration {assoc comm id: conf}

bOOdoon

kok 3k >k 3k 5k 3k 5k 3k 5k 3k 5k 3k 5k >k 5k >k 3k >k 3k >k 3k >k 3k >k 3k >k >k 3k %k 3k >k 3k 5k %k 3k %k 3k 5k %k 5k >k >k %k %k 5k >k >k kkkkkkokkkkkk kx*k

*x FILE : attribute.mod *ok
** CONTENTS: formalize object’s attribute * %
*% AUTHOR: Naoki Kinjo * %

kok 3k >k 3k 5k 3k >k 3k 5k 3k 5k 3k 5k >k 5k >k 3k >k 3k >k 3k >k 3k >k 3k >k >k 3k >k 3k >k 5k 5k %k 3k %k %k 5k %k 5k >k >k %k %k >k >k >k kkkkkkokkkkkk kx*k

in ex-bool.mod
in message.mod
in configuration.mod

- 0g0o0doobgn or OO

mod! ROLE{
[ Role 1]
op i : -> Role *x (100 (initiator)
op r : -> Role *x [1 [0 (responder)
}

-- 00000000

mod! MESSAGES{
protecting (EX-BOOL)
protecting (PROTOCOL-MESSAGE)

*
*

op _U_ : Msg Msg -> Msg {assoc comm id: empty-msg}
op _in_ : Msg Msg -> Bool

OO
OO
OO
OO
OO
OO

*
*
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vars E E1 E2 : Msg
eq EUE=E.

eq E in E1 U E2 = (E in E1) v (E in E2)
eq empty-msg in E = true .

eq E in E = true .
eq E in E1 = false .
}
-~ gbougbobobbooboobogoon
mod! RUN{
protecting (PROTOCOL-MESSAGE)
[ Run ]
op run : Msg Agent Msg -> Run «x Qg gg
}

-- 0oooooooo
mod! RUNS{
protecting(EX-BOOL + RUN)

op no-run : -> Run

op _U_ : Run Run -> Run {assoc comm id: no-run}

op _in_ : Run Run -> Bool

op connect? : Agent Run -> Bool ** [J[] Agent DD DODO?

op appear? : Msg Run -> Bool x> JUggoagooooooooe

vars R R1 R2 : Run .
vars A A’ : Agent .
vars N M M’ : Msg .

eq RUR=R.

eq R in R1 U R2 = (R in R1) v (R in R2)
eq no-run in R = true .

eq R in R = true .

eq R in R1 = false .

eq connect?(A, no-run) = false .

ceq connect?(A, run(N, A’, M) U R) = true if (A == A?)

ceq connect?(A, run(N, A’, M) U R) = connect?(A, R) if (A =/= A’)
ceq connect?(A, run(N, A’, M)) = true if (A == A?)

ceq connect?(A, run(N, A’, M)) = false if (A =/= A’)

eq appear?(M, no-run) = false .

ceq appear?(M, run(N, A, M’) U R) = true

if (M ==N) or (M == M) .
ceq appear? (M, run(N, A, M’) U R)

if (M =/= N) and (M =/= M’)
ceq appear? (M, run(N, A, M’))
ceq appear? (M, run(N, A, M’))

appear?(M, R)

true if (M ==N) or (M == M’) .
false if (M =/= N) and (M =/= M’)

-- 00000000 -0oooooobo0o0ooooooooDb-
mod! ESTABCOM{
protecting(ROLE + NONCE + AGENT)
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[ EstabCom ]

op ecom : Role Nonce Agent Nonce -> EstabCom xx 1000
}

--00000000ooo
mod! ESTABCOMS{
protecting (EX-BOOL + ESTABCOM)

op no-ec : -> EstabCom
op _U_ : EstabCom EstabCom -> EstabCom {assoc comm id: no-ec}
op _in_ : EstabCom EstabCom -> Bool

vars E E1 E2 : EstabCom
eq EUE=E.

eq E in E1 U E2 = (E in E1) v (E in E2)
eq no-ec in E = true .

eq E in E = true .

eq E in El1 = false .

--00000000000D0D0OD00C0O0 AgentOODOOOO
mod! PROTOCOL-0ID{

protecting(AGENT)

protecting(0ID)

[ Agent < 0I4 1]
¥

-— Agent 000000
mod! PROTOCOL-AID{
protecting(AID)

ops ec keys rolei roler dcom cnt ncs msgs agents : -> Ald

¥

-- Agent 0000000

mod! PROTOCOL-ATTR-VALUE{
protecting (ATTR-VALUE)
protecting(ROLE + MESSAGES + RUNS + ESTABCOMS + INT)
[ Role Msg Run EstabCom Int < AttrValue ]

¥

-- J000oo0o0000oooooooooo
mod! MSG{
protecting(MESSAGE)
protecting(MESSAGES)

op msg : Agent Agent Msg -> Message
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¢ NSPK Protocol 1 [ [J

kok 3k >k 3k 5k 3k 5k 3k 5k 3k 5k 3k 5k >k 3k >k 3k >k 3k >k 3k >k 3k >k 3k 5k >k 3k >k 3k 5k 3k 5k >k 3k 3k 3k 5k >k 5k %k %k 5%k %k 5k %k >k *k >k ok kokkkkkokkkkkkkkk *kk

**x FILE : nspk.mod * ok
** CONTENTS: Specification of Needham-Schroeder Public Key Protocol x*x*
*% AUTHOR: Naoki Kinjo * %

kK ok ok 3k ok ok ok 3k 3k 5k >k 5k 3k 5k >k >k 3k 3k >k >k 3k 3k 5k >k ok ok 3k 3k >k >k >k 3k 3k 5k >k %k %k 3k >k >k %k ok 3k 3k >k %k >k %k 3k >k %k %k >k sk sk ok kkokokokkkk kk

mod! NSPK {
protecting (CONFIGURATION)
protecting (PROTOCOL-0ID + PROTOCOL-AID + PROTOCOL-ATTR-VALUE + MSG)

op nspkcom : Agent -> Msg

ops Friends Spies : -> CId

ops AuthFriendFriend AuthFriendSpy AuthSpyFriend : -> Configuration
ops SpyMasqlnit SpyMasqResp : -> Configuration

op WhoMasq : -> Configuration

vars A B : Friend *x 100

var S : Spy > JOO00000000
vars WHO HI W : Agent « gogoaaon
vars N NI NR NI’ NR’ : Nonce ** Nonce

vars MyK K : Key « gogoggn

vars MSET MSET1 MSET2 MSET3 : Msg
vars EC EC’ : EstabCom

vars RI RR : Run

vars I R : Role

vars CNT CNT’ : Int

var CONF : Configuration

vars X X’ : Attributes

kok 3k %k 3k >k 3k >k 3k 5k 5k 5k 3k 5k >k 5k >k 3k >k 3k >k 3k >k 3k >k 3k >k >k 3k >k 3k >k 3k 5k >k 3k >k 3k 5k 3k 5k >k 5k >k 3k 5k >k 5k >k %k %k >k *k >k >k k >k kkkkkkkkkk kx*k

%ok Friends’ rule %k
sk okokookok ok ok ok ok ok ok sk ok ok sk ok ok ok ok ok ok sk ok ok sk ok ok sk sk ok ok ok ok sk ok sk ok ok sk sk ok sk sk ok sk ok ok sk skok sk ok ok sk okok sk okok sk okok sk okok Kok

—-— Send Messagel
trans [SendMsgl] :
<(A : Friends)|(rolei = RI), (dcom = nspkcom(WHO) U MSET), (cnt = CNT), (X)>
(CONF)
=> <(A : Friends)|(rolei = run(n(A, CNT), WHO, empty-msg) U RI),
(dcom = MSET), (cnt = (CNT + 1)), (X)>
msg (A, WHO, crypt(pubk(WHO), (n(A, CNT), A)))(CONF)

ctrans [ReceiveMsglSendMsg2] :
<(B : Friends) | (keys = MyK), (rolei = RI), (roler = RR), (cnt = CNT), (X)>
msg (WHO, B, crypt(K, (N, HI))) (CONF)
=> <(B : Friends) | (keys = MyK), (rolei = RI),

(roler = run(n(B, CNT), HI, N) U RR), (cnt = (CNT + 1)), (X)>

msg (B, HI, crypt(pubk(HI), (N, n(B, CNT)))) (CONF)
if (keypair(K) == MyK) and not(appear?(N, RR)) and not(appear?(N, RI))

ctrans [RecieveErrorMsgl] :
<(B : Friends)|(keys = MyK), (rolei = RI), (roler = RR), (X)>
msg (WHO, B, crypt(K, (N, HI))) (CONF)
=> <(B : Friends)|(keys = MyK), (rolei = RI), (roler = RR), (X)>(CONF)
if (keypair(K) =/= MyK) or appear?(N, RR) or appear?(N, RI) .

—— Recieve Message2 and Send Message3
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ctrans [RecieveMsg2SendMsg3]

<(A : Friends) | (keys = MyK), (rolei = run(N, WHO, empty-msg) U RI),

(ec = EC), (X)>
msg (HI, A, crypt(K, (NI, NR))) (CONF)
=> <(A : Friends)|(keys = MyK), (rolei = RI),
(ec = ecom(i, N, WHO, NR) U EC), (X)>

msg (A, WHO, crypt(pubk(WHO), NR)) (CONF)

if (keypair(K) == MyK) and (N == NI)

ctrans [RecieveErrorlMsg?2]
<(A : Friends) | (keys = MyK), (rolei = run(N, WHO, empty-msg) U RI), (X)>
msg (HI, A, crypt(K, (NI, NR))) (CONF)
=> <(A : Friends) | (keys = MyK), (rolei = run(N, WHO, empty-msg) U RI), (X)>
(CONF)
if (keypair(K) =/= MyK) or (N =/= NI)

—— Message3 Recieve
ctrans [RecieveMsg3] :
<(B : Friends)| (keys = MyK), (roler = run(NR, HI, NI) U RR), (ec = EC), (X)>
msg(WHO, B, crypt(X, N)) (CONF)
=> <(B : Friends) | (keys = MyK), (roler = RR),
(ec = ecom(r, NR, HI, NI) U EC), (X)>(CONF)
if (keypair(K) == MyK) and (NR == N)

ctrans [RecieveMsg3Error]
<(B : Friends) | (keys = MyK), (roler
msg (WHO, B, crypt(K, N)) (CONF)
=> <(B : Friends) | (keys = MyK), (roler
if (keypair(K) =/= MyK) or (NR =/= N)

run(NR, HI, NI) U RR), (X)>

run(NR, HI, NI) U RR), (X)>(CONF)

Hok KKK KoK KoK KK o KK o K KKK K oK K KKK Kok KoK Kok Kok K oK ok o K KKk K sk KRR R KRRk KK
*k Spies’ rule *%
Hok KKK KoK KoK Ko KK o K KKK KoK Ko KKK Kok KK Kok KRR ok ko K KKKk sk KRR KR KRRk KK
** Spies make a message according by protocol message format.
—-— Spies Begin NSPK-Protocol .
ctrans [FakeMsgl]
<(S : Spies)|(ncs = N U MSET1), (agents = HI U WHO U MSET2),
(rolei = RI), (roler = RR), (X)>
<(WHO : Friends)|(X’)>(CONF)
=> <(S : Spies)|(ncs = N U MSET1), (agents = HI U WHO U MSET2),
(rolei = run(N, WHO, empty-msg) U RI), (roler = RR), (X)>
<(WHO : Friends)|(X’)>
msg (S, WHO, crypt(pubk(WHO), (N, HI))) (CONF)
if (WHO =/= S) and (HI =/= S) and (HI =/= WHO) and
not (connect?(WHO, RI)) and not(connect?(WHO, RR))

trans [MakeMsglLikeFriend]
<(S : Spies)|(ncs = MSET1), (agents = MSET2), (rolei = RI),
(dcom = nspkcom(WHO) U MSET3), (cnt = CNT), (X)>(CONF)
=> <(S : Spies)|(ncs = n(S, CNT) U MSET1), (agents = WHO U MSET2),
(rolei = run(n(S, CNT), WHO, empty-msg) U RI),
(dcom = MSET3), (cnt = (CNT + 1)), (X)>
msg (S, WHO, crypt(pubk(WHO), (n(S, CNT), S)))(CONF)

-- Spies Make Message?2
ctrans [FakeMsg2] :
<(S : Spies)|(ncs = NI U NR U MSET1), (agents = WHO U MSET2),
(roler = RR), (X)>
<(WHO : Friends)|(rolei = run(N, HI, empty-msg) U RI), (X’)>(CONF)
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=> <(S : Spies)|(ncs = NI U NR U MSET1), (agents = WHO U MSET2),
(roler = run(NR, WHO, NI) U RR), (X)>
<(WHQO : Friends)|(rolei = run(N, HI, empty-msg) U RI),(X’)>
msg (S, WHO, crypt(pubk(WHO), (NI, NR))) (CONF)
if (WHO =/= S) and (N == NI)

ctrans [MakeMsg2LikeFriend]
<(S : Spies)|(ncs = MSET1), (cnt = CNT),
(roler = run(empty-msg, HI, N) U RR), (X)>(CONF)
=> <(S : Spies)|(ncs = n(S, CNT) U MSET1), (cnt = (CNT + 1)),
(roler = run(n(S, CNT), HI, N) U RR), (X)>
msg(S, HI, crypt(pubk(HI), (N, n(S, CNT)))) (CONF)
if (HI =/= 8) .

-- Spies Make Message3

ctrans [FakeMsg3] :
<(S : Spies)|(ncs = N U MSET1), (agents = WHO U MSET2), (X)>
<(WHO : Friends)|(roler = run(NR, HI, NI) U RR), (X’)>(CONF)

=> <(S : Spies)|(ncs = N U MSET1), (agents = WHO U MSET2), (X)>

<(WHD : Friends)|(roler = run(NR, HI, NI) U RR), (X’)>
msg (S, WHO, crypt(pubk(WHO), N)) (CONF)

if (WHO =/= S) and (NR == N) .

ctrans [MakeMsg3] :
<(S : Spies)|(ncs = N U MSET1), (agents = WHO U MSET2),
(ec = EC), (rolei = run(NI, WHO, empty-msg) U RI), (X)>
<(WHD : Friends)|(roler = run(NR, HI, NI) U RI), (X’)>(CONF)
=> <(S : Spies)|(ncs = N U MSET1), (agents = WHO U MSET2),
(ec = ecom(i, NI, WHO, N) U EC), (rolei = RI), (X)>
<(WHO : Friends)|(roler = run(NR, HI, NI) U RI), (X’)>
msg (S, WHO, crypt(pubk(WHO), N)) (CONF)
if (WHO =/= S) and (NR == N)

ctrans [MakeMsg3LikeFriend] :
<(S : Spies)|(ec = EC), (rolei = run(NI, WHO, NR) U RI), (X)>(CONF)
=> <(S : Spies)|(ec = ecom(i, NI, WHO, NR) U EC), (rolei = RI), (X)>
msg(S, WHO, crypt(pubk(WHO), NR)) (CONF)
if (WHO =/=8) .

** Spies accept all message .
-- SpiesAcceptEveryMessagel
ctrans [AcceptMsglLikeFriend]

<(S : Spies)|(ncs = MSET1), (agents = MSET3), (keys = MyK), (roler = RR), (X)>

msg (WHO, S, crypt(K, (N, HI))) (CONF)
=> <(S : Spies)|(ncs = N U MSET1), (agents = HI U MSET3), (keys = MyK),
(roler = run(empty-msg, HI, N) U RR), (X)>(CONF)

if (WHO =/= S) and (keypair(K) == MyK)

ctrans [AcceptCryptMsgl] :
<(S : Spies)|(msgs = MSET2), (keys = MyK), (X)>
msg (WHO, S, crypt(K, (N, A))) (CONF)
=> <(S : Spies)|(msgs = crypt(K, (N, A)) U MSET2), (keys = MyK), (X)>(CONF)
if (WHO =/= S) and (keypair(K) =/= MyK)

—-- SpiesAcceptEveryMessage?2

ctrans [AcceptMsg2] :
<(S : Spies)|(ncs = MSET1), (keys = MyK), (rolei = RI), (X)>

msg (WHO, S, crypt(K, (NI, NR))) (CONF)
=> <(S : Spies)|(ncs = NR U NI U MSET1), (keys = MyK),
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(rolei = run(NI, nobody, NR) U RI), (X)>(CONF)
if (WHO =/= S) and (keypair(K) == MyK)

ctrans [AcceptMsg2LikeFriend]
<(S : Spies)|(ncs = MSET1), (keys = MyK),
(rolei = run(N, HI, empty-msg) U RI), (X)>
msg (WHO, S, crypt(K, (NI, NR))) (CONF)
=> <(S : Spies)|(ncs = NR U NI U MSET1), (keys = MyK),
(rolei = run(N, HI, NR) U RI), (X)>(CONF)
if (WHO =/= S) and (keypair(K) == MyK) and (NI == N) .

ctrans [AcceptCryptMsg2] :
<(S : Spies)|(msgs = MSET2), (keys = MyK), (X)>
msg (WHO, S, crypt(K, (NI, NR))) (CONF)
=> <(S : Spies)|(msgs = crypt(K, (NI, NR)) U MSET2), (keys = MyK), (X)>(CONF)
if (WHO =/= S) and (keypair(K) =/= MyK)

—-- SpiesAcceptEveryMessage3
ctrans [AcceptMsg3Auth] :
<(S : Spies)|(ec = EC), (ncs = MSET1), (keys = MyK), (roler = RR), (X)>
msg (WHO, S, crypt(K, N)) (CONF)
=> <(S : Spies)|(ec = ecom(r, N, nobody, nonce) U EC), (ncs = N U MSET1),
(keys = MyK), (roler = RR), (X)>(CONF)
if (WHO =/= S) and (keypair(K) == MyK) and not(appear?(N, RR))

ctrans [AcceptMsg3LikeFriend]
<(S : Spies)|(ec = EC), (ncs = MSET1), (keys = MyK),
(roler = run(NR, HI, NI) U RR), (X)>
msg (WHO, S, crypt(K, N)) (CONF)
=> <(S : Spies)|(ec = ecom(r, NR, HI, NI) U EC), (ncs = N U MSET1),
(keys = MyK), (roler = RR), (X)>(CONF)
if (WHO =/= S) and (keypair(K) == MyK) and (NR == N).

ctrans [AcceptCryptMsg3] :
<(S : Spies)|(msgs = MSET2), (keys = MyK), (X)>
msg (WHO, S, crypt(K, N)) (CONF)
=> <(S : Spies)|(msgs = crypt(X, N) U MSET2), (keys = MyK), (X)>(CONF)
if (WHO =/= S) and (keypair(K) =/= MyK)

** define intercept message
-- Spies Intercept Messagel
ctrans [InterceptMsgl]
<(S : Spies)|(ncs = MSET1), (agents = MSET3), (keys = MyK), (X)>
msg (HI, WHO, crypt(K, (N, W))) (CONF)
=> <(S : Spies)|(ncs = N U MSET1), (agents = W U MSET3), (keys = MyK), (X)>(CONF)
if (HI =/= S) and (WHO =/= S) and (keypair(K) == MyK)

ctrans [GetMsgl]
<(S : Spies)|(msgs = MSET2), (keys = MyK), (X)>
msg (HI, WHO, crypt(K, (N, W))) (CONF)
=> <(S : Spies)|(msgs = crypt(K, (N, W)) U MSET2), (keys = MyK), (X)>(CONF)
if (HI =/= S) and (WHO =/= S) and (keypair(K) =/= MykK)

-- Spies Intercept Message2
ctrans [InterceptMsg?2]
<(S : Spies)|(ncs = MSET1), (keys = MyK), (X)>
msg (WHO, HI, crypt(K, (NI, NR))) (CONF)
=> <(S : Spies)|(ncs = NI U NR U MSET1), (keys = MyK), (X)>(CONF)
if (WHO =/= S) and (HI =/= S) and (keypair(K) == MyK)
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ctrans [GetMsg?2]
<(S : Spies)|(msgs = MSET2), (keys = MyK), (X)>
msg (WHO, HI, crypt(K, (NI, NR))) (CONF)
=> <(S : Spies)|(msgs = crypt(X, (NI, NR)) U MSET2), (keys = MyK), (X)>(CONF)
if (WHO =/= S) and (HI =/= S) and (keypair(K) =/= MyK)

-- Spies Intercept Message3
ctrans [InterceptMsg3] :
<(S : Spies)|(ncs = MSET1), (keys = MyK), (X)>
msg (HI, WHO, crypt(K, N)) (CONF)
=> <(S : Spies)|(ncs = N U MSET1), (keys = MyK), (X)>(CONF)
if (HI =/=8S) and (WHO =/= S) and (keypair(K) == MyK)

ctrans [GetMsg3]
<(S : Spies)|(msgs = MSET2), (keys = MyK), (X)>
msg (HI, WHO, crypt(K, N)) (CONF)
=> <(S : Spies)|(msgs = crypt(K, N) U MSET2), (keys = MyK), (X)>(CONF)
if (HI =/= S) and (WHO =/= S) and (keypair(K) =/= MykK)

** define Spies’ Overhear
-— Spies Overhear Messagel
ctrans [OHknowMsgl]
<(S : Spies)|(ncs = MSET1), (agents = MSET3), (keys = MyK), (X)>
msg (HI, WHO, crypt(K, (N, W))) (CONF)
=> <(S : Spies)|(ncs = N U MSET1), (agents = W U MSET3), (keys = MyK), (X)>
msg(HI, WHO, crypt(K, (N, W)))(CONF)
if (HI =/= S) and (WHO =/= S) and (keypair(K) == MyK)

ctrans [OHMsgl]
<(S : Spies)|(msgs = MSET2), (keys = MyK), (X)>
msg (HI, WHO, crypt(K, (N, W))) (CONF)
=> <(S : Spies)|(msgs = crypt(K, (N, A)) U MSET2), (keys = MyK), (X)>
msg (HI, WHO, crypt(K, (N, W))) (CONF)
if (HI =/= 8) and (WHO =/= S) and (keypair(K) =/= MyK)

—-- Spies Overhear Message2
ctrans [OHknowMsg2] :
<(S : Spies)|(ncs = MSET1), (keys = MyK), (X)>
msg (WHO, HI, crypt(K, (NI, NR))) (CONF)
=> <(S : Spies)|(ncs = NI U NR U MSET1), (keys = MyK), (X)>
msg(WHO, HI, crypt(K, (NI, NR))) (CONF)
if (WHO =/= S) and (HI =/= S) and (keypair(K) == MyK)

ctrans [OHMsg2]
<(S : Spies)|(msgs = MSET2), (keys = MyK), (X)>
msg (WHO, HI, crypt(K, (NI, NR))) (CONF)
=> <(S : Spies)|(msgs = crypt(K, (NI, NR)) U MSET2), (keys = MyK), (X)>
msg (WHO, HI, crypt(K, (NI, NR))) (CONF)
if (WHO =/=S) and (HI =/= S) and (keypair(K) =/= MyK)

—-- Spies Overhear Message3
ctrans [OHknowMsg3] :
<(S : Spies)|(ncs = MSET1), (agents = MSET3), (keys = MyK), (X)>
msg (HI, WHO, crypt(K, N)) (CONF)
=> <(S : Spies)|(ncs = N U MSET1), (keys = MyK), (X)>
msg (HI, WHO, crypt(K, N)) (CONF)
if (HI =/= 8) and (WHO =/= S) and (keypair(K) == MyK)
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ctrans [OHMsg3]
<(S : Spies)|(msgs = MSET2), (keys = MyK), (X)>
msg (HI, WHO, crypt(K, N)) (CONF)
=> <(S : Spies)|(msgs = crypt(X, N) U MSET2), (keys = MyK), (X)>
msg (HI, WHO, crypt(K, N)) (CONF)
if (HI =/= 8) and (WHO =/= S) and (keypair(K) =/= MyK)

—-- Spies Replay Message

*xk ctrans <(S : Spies)|(msgs = M U MSET1), (agents = A U MSET2), (X)>(CONF)
*% => <(S : Spies)|(msgs = M U MSET1), (agents = A U MSET2), (X)>

* % msg(S, A, M) (CONF)

ok if (M =/= empty-msg) and (A =/= S)

-- detection some situations
ctrans [AuthFF] :
<(A : Friends) | (ec
<(B : Friends) | (ec
=> AuthFriendFriend
if (HI == B) and (WHO == A)

ecom(i, NI, HI, NR) U EC), (X)>
ecom(r, NR, WHO, NI) U EC’), (X’)>(CONF)

ctrans [AuthFS] :
<(A : Friends)|(ec = ecom(i, NI, HI, NR) U EC), (X)>
<(S : Spies)|(ec = ecom(r, NR, WHO, NI) U EC’), (X’)>(CONF)
=> AuthFriendSpy
if (HI == S) and (WHO == A)

ctrans [AuthSF] :
<(S : Spies)|(ec = ecom(i, NI, HI, NR) U EC’), (X’)>
<(A : Friends)|(ec = ecom(r, NR, WHO, NI) U EC), (X)>(CONF)
=> AuthSpyFriend
if (WHO == S) and (HI == A)

ctrans [SpyMasqResp] :
<(A : Friends)|(ec = ecom(i, NI, WHO, NR) U EC), (X)>
<(S : Spies)|(ec = ecom(r, NR, A, NI) U EC’), (X’)>(CONF)
=> SpyMasqgResp
if WHO =/= S .

ctrans [SpyMasqInit]
<(A : Friends)|(ec = ecom(r, NR, WHO, NI) U EC), (X)>
<(S : Spies)|(ec = ecom(i, NI, A, NR) U EC’), (X’)>(CONF)
=> SpyMasqlnit
if WHO =/= S .

ctrans [WhoMasq]
<(A : Friends)|(ec = ecom(i, NR, HI, NI) U EC), (X)>
<(B : Friends)|(ec = ecom(r, NI, WHO, NR) U EC’), (X’)>(CONF)
=> WhoMasq
if (HI =/= B) or (WHO =/= A)

d NSPK Protocol OO 0O OO

kok 3k >k 3k 5k 3k 5k 3k 5k 3k 5k 3k 5k >k 3k >k 3k >k 3k >k 3k >k 3k >k 3k 5k >k 3k >k 3k 5k 3k 5k >k 3k 3k 3k 5k >k 5k %k %k 5%k %k 5k %k >k *k >k ok kokkkkkokkkkkkkkk *kk

**x FILE : nspk-rv.mod *ok
** CONTENTS: Specification of Needham-Schroeder Public Key Protocol x*x*
*k ReVision *ok
** AUTHOR: Naoki Kinjo * %
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kok 3k >k 3k 5k 3k ok 3k 5k 3k 5k >k 5k >k 5k >k 3k >k 3k >k 3k >k 3k >k 3k 5k >k 3k >k 3k 5k >k 5k >k 3k 3k 3k 5k >k 5k %k %k 3%k %k 5k %k >k *k >k ok >k ok kkkkokkkkkkkkk *kk

mod! NSPK-RV {
protecting (CONFIGURATION)
protecting (PROTOCOL-0ID + PROTOCOL-AID + PROTOCOL-ATTR-VALUE + MSG)

op nspkcom : Agent -> Msg

ops Friends Spies : -> CId

ops AuthFriendFriend AuthFriendSpy AuthSpyFriend : -> Configuration
ops SpyMasqlnit SpyMasqResp : -> Configuration

op WhoMasq : -> Configuration

vars A B : Friend xx 100

var S : Spy x> JOO00000000
vars WHO HI W : Agent x> g ogogon
vars N NI NR NI’ NR’ : Nonce ** Nonce

vars MyK K : Key x> g agn

vars MSET MSET1 MSET2 MSET3 : Msg
vars EC EC’ : EstabCom

vars RI RR : Run

vars I R : Role

vars CNT CNT’ : Int

var CONF : Configuration

vars X X’ : Attributes

kok 3k %k 3k >k 3k >k 3k 5k 5k 5k 3k 5k >k 5k >k 3k >k 3k >k 3k >k 3k >k 3k >k >k 3k >k 3k >k 3k 5k >k 3k >k 3k 5k 3k 5k >k 5k >k 3k 5k >k 5k >k %k %k >k *k >k >k k >k kkkkkkkkkk kx*k

*% Friends’ rule * %
ook okokok ok ok ok ok ok s ok sk ok sk ok ok ok ok o ok sk ok sk ok sk ok sk ok sk ok sk ok ok ok sk sk ok sk ok ok sk sk ok e ok ok ok s ok s ok ook s ok ook sk ok skokokok ok ok ok

-- Send Messagel
trans [SendMsgl]
<(A : Friends)|(rolei = RI), (dcom = nspkcom(WHO) U MSET),
(cnt = CNT), (X)>(CONF)
=> <(A : Friends)|(rolei = run(n(A, CNT), WHO, empty-msg) U RI),
(dcom = MSET), (cnt = (CNT + 1)), (X)>
msg (A, WHO, crypt(pubk(WHO), (n(A, CNT), A)))(CONF)

ctrans [ReceiveMsglSendMsg?2]
<(B : Friends) | (keys = MyK), (rolei = RI), (roler = RR), (cnt = CNT), (X)>
msg (WHO, B, crypt(K, (N, HI))) (CONF)
=> <(B : Friends) | (keys = MyK), (rolei = RI),
(roler = run(n(B, CNT), HI, N) U RR), (cnt = (CNT + 1)), (X)>
msg (B, HI, crypt(pubk(HI), (N, n(B, CNT), B))) (CONF)
if (keypair(K) == MyK) and not(appear?(N, RR)) and not(appear?(N, RI))

ctrans [RecieveErrorMsgl] :
<(B : Friends)| (keys = MyK), (rolei = RI), (roler
msg (WHO, B, crypt(K, (N, HI))) (CONF)
=> <(B : Friends) | (keys = MyK), (rolei = RI), (roler = RR), (X)>(CONF)
if (keypair(K) =/= MyK) or appear?(N, RR) or appear?(N, RI)

RR), (X)>

—— Recieve Message2 and Send Message3
ctrans [RecieveMsg2SendMsg3]
<(A : Friends)| (keys = MyK), (rolei = run(N, WHO, empty-msg) U RI),
(ec = EC), (X)>
msg (W, A, crypt(K, (NI, NR, HI))) (CONF)
=> <(A : Friends)|(keys = MyK), (rolei = RI), (ec = ecom(i, N, WHO, NR) U EC), (X)>
msg (A, WHO, crypt(pubk(WHO), NR)) (CONF)
if (WHO == HI) and (keypair(K) == MyK) and (N == NI)
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ctrans [RecieveErrorMsg2] :
<(A : Friends)| (keys = MyK), (rolei = run(N, WHO, empty-msg) U RI), (X)>
msg (W, A, crypt(K, (NI, NR, HI))) (CONF)
=> <(A : Friends)|(keys = MyK), (rolei = run(N, WHO, empty-msg) U RI), (X)>(CONF)
if (WHO =/= HI) or (keypair(K) =/= MyK) or (N =/= NI)

—— Message3 Recieve
ctrans [RecieveMsg3] :
<(B : Friends) | (keys = MyK), (roler
msg(WHO, B, crypt(X, N)) (CONF)
=> <(B : Friends) | (keys = MyK), (roler RR),
(ec = ecom(r, NR, HI, NI) U EC), (X)>(CONF)
if (keypair(X) == MyK) and (NR == N) .

run(NR, HI, NI) U RR), (ec = EC), (X)>

ctrans [RecieveMsg3Error]
<(B : Friends) | (keys = MyK), (roler
msg(WHO, B, crypt(X, N)) (CONF)
=> <(B : Friends) | (keys = MyK), (roler
if (keypair(K) =/= MyK) or (NR =/= N)

run(NR, HI, NI) U RR), (X)>

run(NR, HI, NI) U RR), (X)>(CONF)

ok ok koo skokokokok ok ok sk ok okok ok ok o ok sk okok ok ok skok ok ok ok ki skok ok ok ki akskok ok ok ok skokok ok ok skokokok ok Rk kokok ok ok
*% Spies’ rule * %
ok ok ok ok skokokokok ok ok sk ok okok ok ok o ki ok okok ok ki ok ok ok ok ki skok ok ok ki okskok ok ok ok skokok ok ok skokokok ok Rk kokok ok kK
** Spies make a message according by protocol message format.
—-— Spies Begin NSPK-Protocol .
ctrans [FakelMsgl]
<(S : Spies)|(ncs = N U MSET1), (agents = HI U WHO U MSET2),
(rolei = RI), (roler = RR), (X)>
<(WHO : Friends)|(X’)>(CONF)
=> <(S : Spies)|(ncs = N U MSET1), (agents = HI U WHO U MSET2),
(rolei = run(N, WHO, empty-msg) U RI), (roler = RR), (X)>
<(WHO : Friends)|(X’)>
msg (S, WHO, crypt(pubk(WHO), (N, HI))) (CONF)
if (WHO =/= S) and (HI =/= S) and (HI =/= WHO) and
not (connect?(WHO, RI)) and not(connect?(WHO, RR))

trans [MakeMsglLikeFriend] :
<(S : Spies)|(ncs = MSET1), (agents = MSET2), (rolei = RI),
(dcom = nspkcom(WHO) U MSET3), (cnt = CNT), (X)>(CONF)
=> <(S : Spies)|(ncs = n(S, CNT) U MSET1), (agents = WHO U MSET2),
(rolei = run(n(S, CNT), WHO, empty-msg) U RI),
(dcom = MSET3), (cnt = (CNT + 1)), (X)>
msg (S, WHO, crypt(pubk(WHO), (n(S, CNT), S)))(CONF)

-- Spies Make Message?2
ctrans [FakeMsg2] :
<(S : Spies)|(ncs = NI U NR U MSET1), (agents = W U WHO U MSET2),
(roler = RR), (X)>
<(WHO : Friends)|(rolei = run(N, HI, empty-msg) U RI), (X’)>(CONF)
=> <(S : Spies)|(ncs = NI U NR U MSET1), (agents = W U WHO U MSET2),
(roler = run(NR, WHO, NI) U RR), (X)>
<(WHO : Friends)|(rolei = run(N, HI, empty-msg) U RI),(X’)>
msg (S, WHO, crypt(pubk(WHO), (NI, NR, W))) (CONF)
if (WHO =/= S) and (N == NI) and (W =/= WHO)

ctrans [MakeMsg2LikeFriend]

<(S : Spies)|(ncs = MSET1), (cnt = CNT),
(roler = run(empty-msg, HI, N) U RR), (X)>(CONF)
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=> <(S : Spies)|(ncs = n(S, CNT) U MSET1), (cnt = (CNT + 1)),
(roler = run(n(S, CNT), HI, N) U RR), (X)>
msg (S, HI, crypt(pubk(HI), (N, n(S, CNT), S))) (CONF)
if (HI =/=8) .

-- Spies Make Message3

ctrans [FakeMsg3] :
<(S : Spies)|(ncs = N U MSET1), (agents = WHO U MSET2), (X)>
<(WHD : Friends)|(roler = run(NR, HI, NI) U RR), (X’)>(CONF)

=> <(S : Spies)|(ncs = N U MSET1), (agents = WHO U MSET2), (X)>

<(WHO : Friends)|(roler = run(NR, HI, NI) U RR), (X’)>
msg (S, WHO, crypt(pubk(WHO), N)) (CONF)

if (WHO =/= S) and (NR == N) .

ctrans [MakeMsg3] :
<(S : Spies)|(ncs = N U MSET1), (agents = WHO U MSET2),
(ec = EC), (rolei = run(NI, WHO, empty-msg) U RI), (X)>
<(WHO : Friends)|(roler = run(NR, HI, NI) U RI), (X’)>(CONF)
=> <(S : Spies)|(ncs = N U MSET1), (agents = WHO U MSET2),
(ec = ecom(i, NI, WHO, N) U EC), (rolei = RI), (X)>
<(WHD : Friends)|(roler = run(NR, HI, NI) U RI), (X’)>
msg(S, WHO, crypt(pubk(WHO), N)) (CONF)
if (WHO =/= S) and (NR == N)

ctrans [MakeMsg3LikeFriend] :
<(S : Spies)|(ec = EC), (rolei = run(NI, WHO, NR) U RI), (X)>(CONF)
=> <(S : Spies)|(ec = ecom(i, NI, WHO, NR) U EC), (rolei = RI), (X)>
msg (S, WHO, crypt(pubk(WHO), NR)) (CONF)
if (WHO =/=8) .

** Spies accept all message .
—-- SpiesAcceptEveryMessagel
ctrans [AcceptMsglLikeFriend] :
<(S : Spies)|(ncs = MSET1), (agents = MSET3), (keys = MyK), (roler = RR), (X)>
msg (WHO, S, crypt(K, (N, HI)))(CONF)
=> <(S : Spies)|(ncs = N U MSET1), (agents = HI U MSET3), (keys = MyK),
(roler = run(empty-msg, HI, N) U RR), (X)>(CONF)
if (WHO =/= S) and (keypair(K) == MyK)

ctrans [AcceptCryptMsgl] :
<(S : Spies)|(msgs = MSET2), (keys = MyK), (X)>
msg (WHO, S, crypt(K, (N, A))) (CONF)
=> <(S : Spies)|(msgs = crypt(K, (N, A)) U MSET2), (keys = MyK), (X)>(CONF)
if (WHO =/= S) and (keypair(K) =/= MyK)

—-- SpiesAcceptEveryMessage?2
ctrans [AcceptMsg2] :
<(S : Spies)|(ncs = MSET1), (agents = MSET2), (keys = MyK), (rolei = RI), (X)>
msg (WHO, S, crypt(K, (NI, NR, HI))) (CONF)
=> <(S : Spies)|(ncs = NR U NI U MSET1), (agents = HI U MSET2), (keys = MyK),
(rolei = run(NI, nobody, NR) U RI), (X)>(CONF)
if (WHO =/= S) and (keypair(K) == MyK)

ctrans [AcceptMsg2LikeFriend]
<(S : Spies)|(ncs = MSET1), (agents = MSET2), (keys = MyK),
(rolei = run(N, HI, empty-msg) U RI), (X)>
msg (WHO, S, crypt(K, (NI, NR, W))) (CONF)
=> <(S : Spies)|(ncs = NR U NI U MSET1), (agents = W U MSET2),
(keys = MyK), (rolei = run(N, HI, NR) U RI), (X)>(CONF)
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if (WHO =/= S) and (keypair(K) == MyK) and (NI == N) and (NI == W)

ctrans [AcceptCryptMsg2] :
<(S : Spies)|(msgs = MSET2), (keys = MyK), (X)>
msg (WHO, S, crypt(K, (NI, NR, W))) (CONF)
=> <(S : Spies)|(msgs = crypt(X, (NI, NR, W)) U MSET2), (keys = MyK), (X)>(CONF)
if (WHO =/= S) and (keypair(K) =/= MyK)

—-- SpiesAcceptEveryMessage3
ctrans [AcceptMsg3Auth]
<(S : Spies)|(ec = EC), (ncs = MSET1), (keys = MyK), (roler = RR), (X)>
msg (WHO, S, crypt(K, N)) (CONF)
=> <(S : Spies)|(ec = ecom(r, N, nobody, nonce) U EC),
(ncs = N U MSET1), (keys = MyK), (roler = RR), (X)>(CONF)
if (WHO =/= S) and (keypair(K) == MyK) and not(appear?(N, RR))

ctrans [AcceptMsg3LikeFriend]
<(S : Spies)|(ec = EC), (ncs = MSET1), (keys = MyK),
(roler = run(NR, HI, NI) U RR), (X)>
msg (WHO, S, crypt(K, N)) (CONF)
=> <(S : Spies)|(ec = ecom(r, NR, HI, NI) U EC), (ncs = N U MSET1),
(keys = MyK), (roler = RR), (X)>(CONF)
if (WHO =/= S) and (keypair(K) == MyK) and (NR == N).

ctrans [AcceptCryptMsg3] :
<(S : Spies)|(msgs = MSET2), (keys = MyK), (X)>
msg (WHO, S, crypt(K, N)) (CONF)
=> <(S : Spies)|(msgs = crypt(K, N) U MSET2), (keys = MyK), (X)>(CONF)
if (WHO =/= S) and (keypair(K) =/= MyK)

** define intercept message
-- Spies Intercept Messagel
ctrans [InterceptMsgl]
<(S : Spies)|(ncs = MSET1), (msgs = MSET2), (agents = MSET3),
(keys = MyK), (X)>
msg (HI, WHO, crypt(K, (N, W))) (CONF)
=> <(S : Spies)|(ncs = N U MSET1), (msgs = MSET2), (agents = W U MSET3),
(keys = MyK), (X)>(CONF)
if (A =/=8) and (B =/= S) and (keypair(K) == MyK)

ctrans [GetMsgl]
<(S : Spies)|(ncs = MSET1), (msgs = MSET2), (keys = MyK), (X)>
msg(HI, WHO, crypt(K, (N, W))) (CONF)
=> <(S : Spies)|(ncs = MSET1), (msgs = crypt(X, (N, W)) U MSET2),
(keys = MyK), (X)>(CONF)
if (HI =/= S) and (WHO =/= S) and (keypair(K) =/= Myk)

-- Spies Intercept Message2
ctrans [InterceptMsg2] :
<(S : Spies)|(ncs = MSET1), (agents = MSET2), (keys = MyK), (X)>
msg (WHO, HI, crypt(K, (NI, NR, W))) (CONF)
=> <(S : Spies)|(ncs = NR U NI U MSET1), (agents = W U MSET2),
(keys = MyK), (X)>(CONF)
if (WHO =/=S) and (HI =/= S) and (keypair(K) == MyK)

ctrans [GetMsg?2]
<(S : Spies)|(msgs = MSET2), (keys = MyK), (X)>
msg (WHO, HI, crypt(K, (NI, NR, W))) (CONF)
=> <(S : Spies)|(msgs = crypt(X, (NI, NR, W)) U MSET2), (keys = MyK), (X)>(CONF)
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if (WHO =/= S) and (HI =/= S) and (keypair(K) =/= MyK)

-- Spies Intercept Message3
ctrans [InterceptMsg3]
<(S : Spies)|(ncs = MSET1), (keys = MyK), (X)>
msg (HI, WHO, crypt(K, N)) (CONF)
=> <(S : Spies)|(ncs = N U MSET1), (keys = MyK), (X)>(CONF)
if (HI =/=8S) and (WHO =/= S) and (keypair(K) == MyK)

ctrans [GetMsg3]
<(S : Spies)|(msgs = MSET2), (keys = MyK), (X)>
msg (HI, WHO, crypt(K, N)) (CONF)
=> <(S : Spies)|(msgs = crypt(K, N) U MSET2), (keys = MyK), (X)>(CONF)
if (HI =/= S) and (WHO =/= S) and (keypair(K) =/= MykK)

** define Spies’ Overhear
-— Spies Overhear Messagel
ctrans [OHknowMsgl] :
<(S : Spies)|(ncs = MSET1), (agents = MSET3), (keys = MyK), (X)>
msg (HI, WHO, crypt(K, (N, W))) (CONF)
=> <(S : Spies)|(ncs = N U MSET1), (agents = W U MSET3), (keys = MyK), (X)>
msg (HI, WHO, crypt(K, (N, W))) (CONF)
if (HI =/=8S) and (WHO =/= S) and (keypair(K) == MyK)

ctrans [OHMsgl]
<(S : Spies)|(msgs = MSET2), (keys = MyK), (X)>
msg (HI, WHO, crypt(K, (N, W))) (CONF)
=> <(S : Spies)|(msgs = crypt(X, (N, W)) U MSET2), (keys = MyK), (X)>
msg (HI, WHO, crypt(K, (N, W))) (CONF)
if (HI =/= 8) and (WHO =/= S) and (keypair(K) =/= MyK)

—-- Spies Overhear Message2
ctrans [OHknowMsg2] :
<(S : Spies)|(ncs = MSET1), (keys = MyK), (X)>
msg (WHO, HI, crypt(K, (NI, NR, W))) (CONF)
=> <(S : Spies)|(ncs = NI U NR U MSET1), (keys = MyK), (X)>
msg (WHO, HI, crypt(K, (NI, NR, W))) (CONF)
if (WHO =/= S) and (HI =/= S) and (keypair(K) == MyK)

ctrans [OHMsg2]
<(S : Spies)|(msgs = MSET2), (keys = MyK), (X)>
msg (WHO, HI, crypt(K, (NI, NR, W))) (CONF)
=> <(S : Spies)|(msgs = crypt(X, (NI, NR, W)) U MSET2), (keys = MyK), (X)>
msg (WHO, HI, crypt(K, (NI, NR, W))) (CONF)
if (WHO =/=S) and (HI =/= S) and (keypair(K) =/= MyK)

—-- Spies Overhear Message3
ctrans [OHknowMsg3] :
<(S : Spies)|(ncs = MSET1), (keys = MyK), (X)>
msg (HI, WHO, crypt(K, N)) (CONF)
=> <(S : Spies)|(ncs = N U MSET1), (keys = MyK), (X)>
msg (HI, WHO, crypt(K, N)) (CONF)
if (HI =/= S) and (WHO =/= S) and (keypair(K) == MyK)

ctrans [0OHMsg3] :
<(S : Spies)|(msgs = MSET2), (keys = MyK), (X)>
msg (HI, WHO, crypt(K, N)) (CONF)
=> <(S : Spies)|(msgs = crypt(X, N) U MSET2), (keys = MyK), (X)>
msg (HI, WHO, crypt(K, N)) (CONF)
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if (HI =/= S) and (WHO =/= S) and (keypair(K) =/= MyK)

—-- detection of some situations
ctrans [AuthFF] :
<(A : Friends) | (ec
<(B : Friends) | (ec
=> AuthFriendFriend
if (HI == B) and (WHO == A)

ctrans [AuthFS]

ecom(i, NI, HI, NR) U EC), (X)>
ecom(r, NR, WHO, NI) U EC’),

<(A : Friends)|(ec = ecom(i, NI, HI, NR) U EC), (X)>

<(S : Spies)|(ec = ecom(r, NR, WHO, NI) U EC’),

=> AuthFriendSpy
if (HI == S) and (WHO == A)

ctrans [AuthSF]

<(S : Spiés)l(ec = ecom(i, NI, HI, NR) U EC’), (X’)>

<(A : Friends)|(ec = ecom(r, NR, WHO, NI) U EC),

=> AuthSpyFriend
if (WHO == S) and (HI == A)

ctrans [SpyMasqResp]

<(A : Friends)|(ec = ecom(i, NI, WHO, NR) U EC), (X)>

<(S : Spies)|(ec = ecom(r, NR, A, NI) U EC’), (X’)>(CONF)

=> SpyMasqResp
if WHO =/=§ .

ctrans [SpyMasqInit]

<(A : Friends)|(ec = ecom(r, NR, WHO, NI) U EC), (X)>

<(S : Spies)|(ec = ecom(i, NI, A, NR) U EC’), (X’)>(CONF)

=> SpyMasqlnit
if WHO =/=§ .

ctrans [WhoMasq]
<(A : Friends) ]| (ec
<(B : Friends) | (ec
=> WhoMasq
if HI =/= B or WHO =/= A .

dOidnd

ecom(i, NR, HI, NI) U EC), (X)>
ecom(r, NI, WHO, NR) U EC’),

(X’)>(CONF)

(X)>(CONF)

(X’)>(CONF)

(X’)>(CONF)
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% FILE : simulate.mod

*% CONTENTS: Simulation of Needham-Schroeder Public-Key Protocol

*% AUTHOR: Naoki Kinjo

* %k
* %
* %
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in attribute.mod
in nspk.mod
in nspk-rv.mod

mod SIMULATE1 {
protecting (NSPK)

op NSPK-FF : -> Configuration
op NSPK-FS : -> Configuration
op NSPK-FFS : -> Configuration

*x Friend 0 Friend O 0O 0O
*x Friend 0 Spy U 00

** Friend ] Friend OO (SpyO O 0O)
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op

ops
ops

NSPK-FSF : -> Configuration ** Friend ] Spy U U U (FriendUODOO)

alice bob : -> Friend
spy : —> Spy

trans NSPK-FF

> <(alice : Friends)|(ec = no-ec), (keys = seck(alice)), (rolei = no-run),

(roler = no-run), (dcom = nspkcom(bob) U empty-msg), (cnt = 1)>
<(bob : Friends)|(ec = no-ec), (keys = seck(bob)), (rolei = no-run),
(roler = no-run), (dcom = empty-msg), (cnt = 1)> .
trans NSPK-FS
=> <(alice : Friends)|(ec = no-ec), (keys = seck(alice)), (rolei = no-run),
(roler = no-run), (dcom = nspkcom(spy) U empty-msg), (cnt = 1)>
<(spy : Spies)|(ec = no-ec), (keys = seck(spy)), (rolei = no-run),
(roler = no-run), (dcom = empty-msg), (cnt = 1),
(ncs = empty-msg), (msgs = empty-msg), (agents = empty-msg)> .
trans NSPK-FFS
=> <(alice : Friends)|(ec = no-ec), (keys = seck(alice)), (rolei = no-run),
(roler = no-run), (dcom = nspkcom(bob) U empty-msg), (cnt = 1)>

<(bob : Friends)|(ec = no-ec), (keys = seck(bob)), (rolei = no-run),
(roler = no-run), (dcom = empty-msg), (cnt = 1)>
<(spy : Spies)|(ec = no-ec), (keys = seck(spy)), (rolei = no-run), (roler = no-run),
(dcom = empty-msg), (cnt = 1), (ncs = empty-msg),
(msgs = empty-msg), (agents = bob U spy U empty-msg)> .

trans NSPK-FSF

}

exec
exec
exec
exec

mod
prot

op
op
op
op
op

ops
ops

<(alice : Friends)|(ec = no-ec), (keys = seck(alice)), (rolei = no-run),
(roler = no-run), (dcom = nspkcom(spy) U empty-msg), (cnt = 1)>
<(bob : Friends)|(ec = no-ec), (keys = seck(bob)), (rolei = no-run),
(roler = no-run), (dcom = empty-msg), (cnt = 1)>
<(spy : Spies)|(ec = no-ec), (keys = seck(spy)), (rolei = no-run), (roler = no-run),
(dcom = empty-msg), (cnt = 1), (ncs = empty-msg),
(msgs = empty-msg), (agents = bob U spy U empty-msg)> .

in SIMULATE1 : NSPK-FF .
in SIMULATE1l : NSPK-FS .
in SIMULATE1 : NSPK-FFS .
in SIMULATE1 : NSPK-FSF .

SIMULATE2 {
ecting (NSPK-RV)

NSPK-RV-FF : -> Configuration
NSPK-RV-FS : -> Configuration
NSPK-RV-FFS : -> Configuration
NSPK-RV-FSF : -> Configuration
NSPK-RV-FSS : -> Configuration

alice bob : -> Friend
spy : —> Spy

trans NSPK-RV-FF

> <(alice : Friends)|(ec = no-ec), (keys = seck(alice)), (rolei = no-run),
(roler = no-run), (dcom = nspkcom(bob) U empty-msg), (cnt = 1)>
<(bob : Friends)|(ec = no-ec), (keys = seck(bob)), (rolei = no-run),
(roler = no-run), (dcom = empty-msg), (cnt = 1)> .
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trans

trans

trans

trans
=>

exec
exec
exec
exec
exec

NSPK-RV-FS

<(alice : Friends)|(ec = no-ec), (keys = seck(alice)), (rolei = no-run),
(roler = no-run), (dcom = nspkcom(spy) U empty-msg), (cnt

no-run), (roler

(dcom = empty-msg), (cnt = 1), (ncs = empty-

<(spy : Spies)|(ec = no-ec), (keys = seck(spy)), (rolei =
(msgs = empty-msg), (agents = empty-msg)> .

NSPK-RV-FFS
<(alice : Friends)|(ec = no-ec), (keys = seck(alice)),
(rolei = no-run), (roler = no-run),
(dcom = nspkcom(bob) U empty-msg), (cnt
<(bob : Friends)|(ec = no-ec), (keys = seck(bob)),
(rolei = no-run), (roler = no-run),
(dcom = empty-msg), (cnt = 1)>
<(spy : Spies)|(ec = no-ec), (keys = seck(spy)),
(rolei = no-run), (roler = no-run), (dcom =

(cnt = 1), (ncs = empty-msg), (msgs = empty-

(agents = bob U spy U empty-msg)> .

NSPK-RV-FSF
<(alice : Friends)|(ec = no-ec), (keys = seck(alice)),
(rolei = no-run), (roler = no-run),
(dcom = nspkcom(spy) U empty-msg), (cnt
<(bob : Friends)|(ec = no-ec), (keys = seck(bob)),
(rolei = no-run), (roler = no-run),
(dcom = empty-msg), (cnt = 1)>
<(spy : Spies)|(ec = no-ec), (keys = seck(spy)),
(rolei = no-run), (roler = no-run), (dcom =

(cnt = 1), (ncs = empty-msg), (msgs = empty-

(agents = bob U spy U empty-msg)> .

NSPK-RV-FSS
<(alice : Friends)|(ec = no-ec), (keys = seck(alice)),
(rolei = no-run), (roler = no-run),
(dcom = nspkcom(spy) U empty-msg), (cnt
<(spy2 : Spies)|(ec = no-ec), (keys = seck(spy)),
(rolei = no-run), (roler = no-run), (dcom =

(cnt = 1), (ncs = empty-msg), (msgs = empty-

(agents = spy U spy2 U empty-msg)>
<(spy : Spies)|(ec = no-ec), (keys = seck(spy)),
(rolei = no-run), (roler = no-run), (dcom =

(cnt = 1), (ncs = empty-msg), (msgs = empty-

(agents = spy2 U spy U empty-msg)> .

in SIMULATE2 : NSPK-RV-FF .
in SIMULATE2 : NSPK-RV-FS .
in SIMULATE2 : NSPK-RV-FFS .
in SIMULATE2 : NSPK-RV-FSF .
in SIMULATE2 : NSPK-RV-FSS .
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FILE : prinsipal.mod

CONTENTS: Specification of Principal

AUTHOR: Naoki Kinjo
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oooooog
d! PID {
[ PId ]

ugbodgoogon

d! SID {
[ SId ]
oog
d! STATE-VALUE {
[ SV < SVs ]

op nothing : -> SVs
op _in_ : SV SVs -> Bool
ops add del : SV SVs -> SVs

vars V V’> : SV
var S : SVs

eq V in nothing = false .

ceq V in add(V’, S) = true
ceq V in add(V’, S) = false
eq del(V, nothing) = nothing .

ceq del(V, add(V’, S)) =S
ceq del(V, add(V’, S))

= add(V’,

> J 000000
« 000000
x> J 0000000
if V==V’ .
if V=/=V°
if V==V’
del(V, S)) if V=/= 1V’
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-- 00000000

mod! STATES {
protecting(SID + STATE-VALUE)
[ State < States ]

op init-state : -> States =+ [J0 00
op (_=_) : SId SVs -> State x> JO00000000000000
op (_,_) : States States -> States {assoc comm id: init-state} *»x 000000
ops states notes : -> SId «x 000404
}
--goooo

mod! PRINCIPAL {
protecting(PID + SID + STATES)
[ Principal 1]

op peopleless : —> Principal = JOO0000
op (_:_) : PId States -> Principal x*x 00000

bOOoOooooon
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** FILE : network.mod * %
** CONTENTS: Specification of Network State * %
*% AUTHOR: Naoki Kinjo * %
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in ex-bool.mod
in message.mod
in prinsipal.mod

- Qd0ooogooo
mod MESSAGES {
protecting(EX—BOOL + PROTOCOL-MESSAGE)

op _in_ : Msg Msg —> Bool x> 0000000
op _U_ : Msg Msg -> Msg {assoc comm id: empty-msg} *x 00000000

var A : Agent

var N : Nonce

var K : Key

vars M M’ M1 M2 : Msg

eq empty-msg in M = true .

eq M in empty-msg = false .

eq Min A = (M == A)

eq Min N = (M == N)

eq MinK= (M==K) .

eq M in crypt(K, M’) = (M == crypt(K, M’))
eq Min (M1, M2) = (M == (M1, M2))

eq M in hash(M’) = (M == hash(M’))

eq Min (AUM’) = (M==4) v (M in M’)
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in (N U M?) (M ==N) v (M in M?)

M
eq Min (K U M?) M ==K) v (M in M?) .
eq M in (crypt(K, M’) U M1) = (M == crypt(K, M’)) v (M in M1)
eq M in ((M1, M2) UM’) = (M == (M1, M2)) v (M in M’)
eq M in (hash(M’) U M1) = (M == hash(M’)) v (M in M1)
ceq M in M’ = true if M == M .
ceq M in M’ = false if M =/= M’
}
--goooo

mod! PRINCIPALS {
protecting(EX-BOOL + PRINCIPAL)
protecting(MESSAGES)
[ Agent < PId ]
[ Msg Int < SV ]

op _in_ : PId Principal -> Bool xx QU000
x»x 00000

op _U_ : Principal Principal -> Principal {assoc comm id: peopleless}
= JO0O0O0O

op _-_ : Principal Principal -> Principal

s 000000000

op getnotes : PId Principal -> Msg = gugooaan

op getstates : PId Principal -> SVs > JO0000000

vars A B C : PId

vars S S’ : States

vars P P’ P1 P2 : Principal

var M : Msg

var V : SVs

eq nobody in P = true .

eq A in peopleless = false .

eq Ain (B : S) = (A ==B) .

eq Ain ((B : S) UP) = (Ain (B : S)) v (A in P)

eq P - peopleless =P .

eq peopleless - P = peopleless .

ceq (A : S) - (B : S’) = peopleless if (A == B) and (S == §’)
ceq (A :8)-(B:8)=(A:298) if (A =/=B) or (S =/=87)
eq (A:8)-(B:8)UP)=(A:8) -(@B:58))-P2.

ceq ((A: S)UP) - (B:8) =P if (A == B) and (S == S’) .

ceq ((A : 8) UP) - (B:8)=((A:8)U®-@B:5)) if (A =/=B) or (S =/=187)
eq ((A:8)UPL) - ((B:8S’)UP2) = (((A:8 UPL) - (B:S’)) -P2.

eq getnotes(A, peopleless) = empty-msg .

ceq getnotes(A, (B : (notes = M), S)) =M if A ==

ceq getnotes(A, (B : (notes = M), S)) = empty-msg if A =/=B .

ceq getnotes(A, (B : (notes = M), S) UP) =M if A ==B .

ceq getnotes(A, (B : (notes = M), S) U P) = getnotes(A, P) if A =/=B .

eq getstates(A, peopleless) = nothing .

ceq getstates(A, (B : (states = V), 5)) =V if A == .

ceq getstates(A, (B : (states = V), S)) = nothing if A =/=B .

ceq getstates(A, (B : (states = V), S) UP) =V if A ==B .

ceq getstates(A, (B : (states = V), S) U P) = getstates(A, P) if A =/=B .
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-- 000000000
mod* NETWORK {
protecting(MESSAGES + PRINCIPALS)

*[ NW J]x*

op net : -> NW x»>* 0000000000

bop getmsg : NW -> Msg x> 000000000004

bop getpri : NW -> Principal x> JOO0O0O00O4aoog

bop closure : PId NW -> Msg x> 000000000004

bop closure? : PId Msg NW -> Bool x> JO00000000000O000O4d

op analz : PId Msg -> Msg x> 0000000000

op appear : Msg -> lMsg x> JUU00oogooooooood

op nonce? : Msg Msg -> Bool x> 0000000000 0O00000oD0

var NET : NW
var A : PId
var S : States
var K : Key
vars P P’ : Principal
var Z : Agent

var N : Nonce

vars X Y M : Msg

eq getmsg(net) = empty-msg .

eq getpri(net) = peopleless .

eq closure(A, NET) = getnotes(A, getpri(NET)) U analz(A, getmsg(NET))

eq analz(A, empty-msg) = empty-msg .

ceq analz(A, crypt(K, X) U M) = crypt(K, X) U analz(A, X U M)
if (keypair(K) in analz(A, M)) .

ceq analz(A, crypt(K, X) U M) = crypt(K, X) U analz(A, M)
if not(keypair(X) in analz(A, M))

eq analz(A, (X, Y) UM) = (X, Y) U analz(A, XUY U M)

eq analz(A, hash(X) U M) = hash(X) U analz(A, M)

eq analz(A, Z U M) = Z U analz(A, M)
eq analz(A, NUM) =N U analz(A, M)
eq analz(A, K UM =K U analz(A, M)

eq analz(A, X U M)
eq analz(A, X) =X

X U analz(A, M)
analz(A, empty-msg)

[

eq closure?(A, crypt(X, X), NET) = (closure?(A, K, NET) and closure?(A, X, NET))
or (crypt(K, X) in closure(A, NET)) or nonce?(crypt(K, X), getmsg(NET))

eq closure?(A, (X, Y), NET) = (closure?(A, X, NET) and closure?(A, Y, NET))
or ((X, Y) in closure(A, NET)) or nonce?((X, Y), getmsg(NET))

eq closure?(A, Z, NET) = true .

eq closure?(A, pubk(Z), NET) = true .

eq closure?(A, X, NET) = (X in closure(A, NET)) or nonce?(X, getmsg(NET)).

eq appear(empty-msg) = empty-msg .

eq appear(crypt(K, X) U M) = crypt(K, X) U appear(X U M)
eq appear((X, Y) UM) = (X, Y) U appear(X U Y U M)

eq appear(hash(X) U M) = hash(X) U appear(X U M)

eq appear(Z U M) = Z U appear(M)

eq appear(N U M) = N U appear (M)
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eq appear(K U M) = K U appear (M)
eq appear(X U M) = X U appear(M)
eq appear(X) = X U appear (empty-msg)

eq nonce?(X, M) = not(X in appear(M))

¢ NSPK Protocol 11 [

kok 3k >k 3k 5k 3k 5k 3k 5k 3k 5k 3k 5k >k 3k >k 3k >k 3k >k 3k >k 3k >k 3k 5k >k 3k >k 3k 5k 3k 5k >k 3k 3k 3k 5k >k 5k %k %k 5%k %k 5k %k >k *k >k ok kokkkkkokkkkkkkkk *kk

**x FILE : nspk.mod * ok
** CONTENTS: Specification of Needham-Schroeder Public Key Protocol x*x*
*% AUTHOR: Naoki Kinjo * %

kok 3k >k 3k 5k 3k 5k 3k 5k 3k 5k 3k 5k >k 5k >k 3k >k 3k >k 3k >k 3k >k 3k 5k >k 3k >k 3k 5k 3k 5k >k %k 3k 3k 5k >k 3k %k %k 5k %k 5k %k >k *k >k ok kokkkkkokkkkkkkkk *kk

in network.mod

mod NSPK {

using (NETWORK)

bop make : NW PId Msg -> NW x> 0000000
bop nspkO : NW PId Nonce SV Msg -> NW x*x NSPKO DO ODODO 1
bop nspkl : NW PId Msg SV -> NW x*x NSPKOOODODO 2
bop nspk2 : NW PId SV Nonce SV Msg -> NW xx NSPK OO OODO 3
bop nspk3 : NW PId SV Msg SV -> NW x*x NSPKOOODODO 4
bop nspk4 : NW PId SV SV Msg -> NW xx NSPKO DO OODO 5
bop nspk5 : NW PId SV Msg SV -> NW x*x NSPKO DO UOODO 6

«»> JO00000000000000000b000b0b00boonbobo
ops nspkS1 nspkR1 : PId Nonce -> SV
ops nspkS2 nspkR2 nspkS3 nspkR3 : PId Nonce Nonce -> SV

var NET : NW

vars A B X : Agent
var S : States
vars NI NR : Nonce
var M : Msg

var P : Principal

x»* JO000000000O00DO0O0O000
-- Message Make
ceq getmsg(make (NET, A, M)) = M U getmsg(NET) if closure?(A, M, NET)

-- Messagel send
ceq getmsg(nspkO(NET, A, NI, nspkS1(B, NI), crypt(pubk(B), (NI, X)))) =
crypt (pubk(B), (NI, X)) U getmsg(NET)
if nonce?(NI, getmsg(NET))

—-- Messagel receive
eq getmsg(nspkl(NET, B, crypt(pubk(B), (NI, X)), nspkR1(X, NI))) = getmsg(NET)

—-- Message2 send
ceq getmsg(nspk2(NET, B, nspkR1(X, NI), NR, nspkS2(X, NI, NR),
crypt (pubk(X), (NI, NR)))) = crypt(pubk(X), (NI, NR)) U getmsg(NET)
if nonce?(NR, getmsg(NET)) and (nspkR1(X, NI) in getstates(B, getpri(NET)))
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-- Message2 receive
eq getmsg(nspk3(NET, A, nspkS1(X, NI), crypt(pubk(A), (NI, NR)), nspkR2(X, NI, NR))) =
getmsg (NET)

-- Message3 send
ceq getmsg(nspk4(NET, A, nspkR2(X, NI, NR), nspkS3(X, NI, NR), crypt(pubk(X), NR)))
crypt (pubk(X), NR) U getmsg(NET)
if (nspkR2(X, NI, NR) in getstates(A, getpri(NET)))

-- Message3 receive
eq getmsg(nspk5(NET, B, nspkS2(X, NI, NR), crypt(pubk(B), NR), nspkR3(X, NI, NR)))
getmsg (NET) .

x»* J000000000O00000
-- Message Make
eq getpri(make(NET, A, M)) = getpri(NET)

-- Messagel send
eq getpri(nspkO(NET, A, NI, nspkS1(B, NI), crypt(pubk(B), (NI, X)))) =
(A : (states = add(nspkS1(B, NI), nothing)), (notes = seck(A) U NI)) U
getpri(NET)

-- Messagel receive
ceq getpri(nspkl(NET, B, crypt(pubk(B), (NI, X)), nspkR1(X, NI))) =
(B : (states = add(nspkR1(X, NI), nothing)), (notes = seck(B) U NI)) U
getpri(NET)
if (crypt(pubk(B), (NI, X)) in getmsg(NET))

—-- Message2 send
ceq getpri(nspk2(NET, B, nspkR1(X, NI), NR, nspkS2(X, NI, NR),
crypt (pubk(X), (NI, NR)))) =
(B : (states = add(nspkS2(X, NI, NR), del(nspkR1(X, NI),
getstates(B, getpri(NET))))), (notes = NR U getnotes(B, getpri(NET)))) U
(getpri(NET) - (B : (states = getstates(B, getpri(NET))),
(notes = getnotes(B, getpri(NET)))))
if nonce?(NR, getmsg(NET)) and (nspkR1(X, NI) in getstates(B, getpri(NET)))

-- Message2 receive
ceq getpri(nspk3(NET, A, nspkS1(X, NI), crypt(pubk(A), (NI, NR)), nspkR2(X, NI, NR))) =
(A : (states = add(nspkR2(X, NI, NR), del(nspkS1(X, NI),
getstates(A, getpri(NET))))), (notes = NR U getnotes(A, getpri(NET)))) U
(getpri(NET) - (A : (states = getstates(A, getpri(NET))),
(notes = getnotes(A, getpri(NET)))))
if (nspkS1(X, NI) in getstates(A, getpri(NET))) and
(crypt (pubk(A), (NI, NR)) in getmsg(NET))

-- Message3 send
ceq getpri(nspk4(NET, A, nspkR2(X, NI, NR), nspkS3(X, NI, NR), crypt(pubk(X), NR)))
(A : (states = add(nspkS3(X, NI, NR), del(nspkR2(X, NI, NR),
getstates(A, getpri(NET))))), (notes = getnotes(A, getpri(NET)))) U
(getpri(NET) - (A : (states = getstates(A, getpri(NET))),
(notes = getnotes(A, getpri(NET)))))
if (nspkR2(X, NI, NR) in getstates(A, getpri(NET)))

-- Message3 receive
ceq getpri(nspk5(NET, B, nspkS2(X, NI, NR), crypt(pubk(B), NR), nspkR3(X, NI, NR)))
(B : (states = add(nspkR3(X, NI, NR), del(nspkS2(X, NI, NR),
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getstates (B, getpri(NET))))), (notes = getnotes(B, getpri(NET)))) U
(getpri(NET) - (B : (states = getstates(B, getpri(NET))),
(notes = getnotes(B, getpri(NET)))))
if (nspkS2(X, NI, NR) in getstates(B, getpri(NET))) and
(crypt (pubk(B), NR) in getmsg(NET))

d NSPK Protocol 0 00O 0O 0[O

kk ok ok ok 3k ok ok ok 3k 3k 5k >k ok 3k 5k >k k 3k 3k >k >k 3k 3k 5k >k ok k 3k 3k >k >k >k 3k 3k 5k >k %k 5k 3k >k >k %k >k 3k 3k >k %k %k %k 3k >k %k %k >k sk dk ok kkokokokkkk kk

*%x FILE : nspk-rv.mod * %
*% CONTENTS: Specification of Needham-Schroeder Public Key Protocol x*x*
*ok ReVision * ok
*% AUTHOR: Naoki Kinjo * %

kok 3k >k 3k 5k 3k 5k 3k 5k 3k 5k 3k 5k >k 5k >k 3k >k 3k >k 3k >k 3k >k 3k 5k >k 3k >k 3k 5k 3k 5k >k %k 3k 3k 5k >k 3k %k %k 5k %k 5k %k >k *k >k ok kokkkkkokkkkkkkkk *kk

mod! NSPK-RV {

using (NETWORK)

bop make : NW PId Msg -> NW x> JUggoaan
bop nspkO : NW PId Nonce SV Msg -> NW x*x NSPKO DO ODODO 1
bop nspkl : NW PId Msg SV -> NW x*x NSPKOOODODO 2
bop nspk2 : NW PId SV Nonce SV Msg -> NW xx NSPK OO OODO 3
bop nspk3 : NW PId SV Msg SV -> NW x*x NSPKOOODODO 4
bop nspk4 : NW PId SV SV Msg -> NW x*x NSPKOOODODO 5
bop nspk5 : NW PId SV Msg SV -> NW x*x NSPKO DO UOODO 6

vars A B X Y : Agent
var S : States

vars NI NR : Nonce
var M : Msg

var P : Principal

» 000000000000000000
-- Message Make
ceq getmsg(make (NET, A, M)) = M U getmsg(NET) if closure?(A, M, NET)

-- Messagel send
ceq getmsg(nspkO(NET, A, NI, nspkS1(B, NI), crypt(pubk(B), (NI, X)))) =
crypt (pubk(B), (NI, X)) U getmsg(NET)
if nonce?(NI, getmsg(NET))

-- Messagel receive
eq getmsg(nspkl(NET, B, crypt(pubk(B), (NI, X)), nspkR1(X, NI))) = getmsg(NET)

-- Message2 send
ceq getmsg(nspk2(NET, B, nspkR1(X, NI), NR, nspkS2(X, NI, NR),
crypt (pubk(X), (NI, NR, B)))) =
crypt (pubk(X), (NI, NR, B)) U getmsg(NET)
if nonce?(NR, getmsg(NET)) and (nspkR1(X, NI) in getstates(B, getpri(NET)))

-- Message2 receive

eq getmsg(nspk3(NET, A, nspkS1(X, NI), crypt(pubk(A), (NI, NR, B)),
nspkR2(X, NI, NR))) =
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getmsg (NET)

—— Message3 send
ceq getmsg(nspk4(NET, A, nspkR2(X, NI, NR), nspkS3(X, NI, NR), crypt(pubk(X), NR)))
crypt (pubk(X), NR) U getmsg(NET)
if (nspkR2(X, NI, NR) in getstates(A, getpri(NET)))

-- Message3 receive
eq getmsg(nspk5(NET, B, nspkS2(X, NI, NR), crypt(pubk(B), NR), nspkR3(X, NI, NR)))
getmsg (NET) .

x»* J000000000O00000
-- Message Make
eq getpri(make(NET, A, M)) = getpri(NET)

—-- Messagel send
eq getpri(nspkO(NET, A, NI, nspkS1(B, NI), crypt(pubk(B), (NI, X)))) =
(A : (states = add(nspkS1(B, NI), nothing)), (notes = seck(A) U NI)) U
getpri(NET)

-- Messagel receive
ceq getpri(nspkl(NET, B, crypt(pubk(B), (NI, X)), nspkR1(X, NI))) =
(B : (states = add(nspkR1(X, NI), nothing)), (notes = seck(B) U NI)) U
getpri(NET)
if (crypt(pubk(B), (NI, X)) in getmsg(NET))

—-- Message2 send
ceq getpri(nspk2(NET, B, nspkR1(X, NI), NR, nspkS2(X, NI, NR),
crypt (pubk(X), (NI, NR, B))))
(B : (states = add(nspkS2(X, NI, NR), del(nspkR1(X, NI),
getstates (B, getpri(NET))))), (notes = NR U getnotes(B, getpri(NET)))) U
(getpri(NET) - (B : (states = getstates(B, getpri(NET))),
(notes = getnotes(B, getpri(NET)))))
if nonce?(NR, getmsg(NET)) and (nspkR1(X, NI) in getstates(B, getpri(NET)))

-- Message2 receive
ceq getpri(nspk3(NET, A, nspkS1(X, NI), crypt(pubk(A), (NI, NR, B)),
nspkR2(X, NI, NR))) =
(A : (states = add(nspkR2(X, NI, NR), del(nspkS1(X, NI),
getstates(A, getpri(NET))))), (notes = NR U getnotes(A, getpri(NET)))) U
(getpri(NET) - (A : (states = getstates(A, getpri(NET))),
(notes = getnotes(A, getpri(NET)))))
if (nspkS1(X, NI) in getstates(A, getpri(NET))) and
(crypt (pubk(A), (NI, NR)) in getmsg(NET)) and (B == X)

—— Message3 send
ceq getpri(nspk4(NET, A, nspkR2(X, NI, NR), nspkS3(X, NI, NR), crypt(pubk(X), NR)))
(A : (states = add(nspkS3(X, NI, NR), del(nspkR2(X, NI, NR),
getstates(A, getpri(NET))))), (notes = getnotes(A, getpri(NET)))) U
(getpri(NET) - (A : (states = getstates(A, getpri(NET))),
(notes = getnotes(A, getpri(NET)))))
if (nspkR2(X, NI, NR) in getstates(A, getpri(NET)))

—— Message3 receive
ceq getpri(nspk5(NET, B, nspkS2(X, NI, NR), crypt(pubk(B), NR), nspkR3(X, NI, NR)))
(B : (states = add(nspkR3(X, NI, NR), del(nspkS2(X, NI, NR),
getstates(B, getpri(NET))))), (notes = getnotes(B, getpri(NET)))) U
(getpri(NET) - (B : (states = getstates(B, getpri(NET))),
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(notes = getnotes(B, getpri(NET)))))
if (nspkS2(X, NI, NR) in getstates(B, getpri(NET))) and
(crypt (pubk(B), NR) in getmsg(NET))

¥
e U0
Ak KoK oK KK KoK KKK KKK KKK K K KK oK K oK oK KoK oK oK oK ok Sk sk ok ok sk sk sk s s sk ke ok ok ok sk sk sk sk sk ok ok Kok ok ok Kok sk sk Kok ok 3k ok
**x FILE : simulate.mod *ok
** CONTENTS: Simulation of Needham-Schroeder Public Key Protocol * %
*% AUTHOR: Naoki Kinjo * %
Ak KKK KK KoK KKK KKK K KK KK oK K oK oK oK oK KoK oK oK oK ok ok sk ok ok sk sk sk s s sk ke ok ok ok ke sk sk sk sk ok ok Kok ok ok Kok sk sk Kok ok 3k ok
in nspk.mod
in nspk-rv.mod
mod SIMULATE1L {

protecting(NSPK)

ops alice bob chris : -> Agent

op RESULT : Agent Agent Agent -> NW
ops STEPO STEP1 : NW Agent Agent Agent Nonce -> NW
ops STEP2 STEP3 STEP4 STEP5 : NW Agent Agent Agent Nonce Nonce -> NW

var NET : NW
vars A B C : Agent
vars NI NR : Nonce

trans STEPO(NET, A, B, C, NI) =>

nspkO(NET, A, NI, nspkS1(B, NI), crypt(pubk(B), (NI, C)))

ns
cr

ns
ns

ns
cr

ns
ns

ns
cr

ST
¥

ex

trans STEP1(NET, A, B, C, NI) =>
pk1 (STEPO(NET, A, B, C, NI), B,
ypt (pubk(B), (NI, C)), nspkR1(C, NI))

trans STEP2(NET, A, B, C, NI, NR) =>
pk2(STEP1(NET, A, B, C, NI), B, nspkR1(C, NI), NR,
pkS2(C, NI, NR), crypt(pubk(C), (NI, NR)))

trans STEP3(NET, A, B, C, NI, NR) =>
pk3(STEP2(NET, A, B, C, NI, NR), A, nspkS1(B, NI),
ypt (pubk(A), (NI, NR)), nspkR2(B, NI, NR))

trans STEP4(NET, A, B, C, NI, NR) =>

pk4 (STEP3(NET, A, B, C, NI, NR), A, nspkR2(B, NI, NR),
pkS3(B, NI, NR), crypt(pubk(B), NR))

trans STEP5(NET, A, B, C, NI, NR) =>

pk5 (STEP4(NET, A, B, C, NI, NR), B, nspkS2(C, NI, NR),
ypt (pubk(B), NR), nspkR3(C, NI, NR))

trans RESULT(A, B, C) =>

EP5(net, A, B, C, n(A, 0), n(B, 0))

ec in SIMULATE1 : RESULT(alice, bob, alice)
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mod SIMULATE2 {

protecting (NSPK-RV)

ops alice bob chris david : -> Agent

op RESULT : Agent Agent Agent Agent -> NW

ops STEPO STEP1 :
ops STEP2 STEP3 STEP4 STEPS :

var NET : NW

NW Agent Agent Agent Nonce -> NW

vars A B C D : Agent
vars NI NR : Nonce

trans STEPO(NET, A, B, C, NI) =>
nspkO(NET, A, NI, nspkS1(B, NI), crypt(pubk(B), (NI, C)))

trans STEP1(NET, A, B, C, NI) =>

nspk1 (STEPO (NET, A,
crypt (pubk(B), (NI,

B, C, NI), B,
C)), nspkR1(C, NI))

trans STEP2(NET, A, B, C, D, NI, NR) =>
nspk2 (STEP1 (NET, A, B, C, NI), B, nspkR1(C, NI), NR,

nspkS2(C, NI, NR),
trans STEP3(NET,

crypt (pubk(C), (NI, NR, D)))
A, B, C, D, NI, NR) =>

nspk3(STEP2 (NET, A, B, C, D, NI, NR), A, nspkS1(B, NI),

crypt (pubk(A), (NI,

trans STEP4(NET,

NR, D)), nspkR2(B, NI, NR))
A, B, C, D, NI, NR) =>

nspk4 (STEP3(NET, A, B, C, D, NI, NR), A, nspkR2(B, NI, NR),

nspkS3(B, NI, NR),
trans STEPS5(NET,

crypt (pubk(B), NR))
A, B, C, D, NI, NR) =>

nspk5 (STEP4 (NET, A, B, C, D, NI, NR), B, nspkS2(C, NI, NR),
crypt (pubk(B), NR), nspkR3(C, NI, NR))

trans RESULT(A, B, C, D) =>
STEP5 (< empty-msg, peopleless >, A, B, C, D, n(A, 0), n(B, 0))
}

exec in SIMULATE2 :

open SIMULATE1

RESULT (alice, bob, alice, bob)

ops a b c : -> Agent .

exec closure?(a, n(a, 0), STEPO(< empty-msg, peopleless >, a, b, a, n(a,
and closure?(a, a, STEPO(< empty-msg, peopleless >, a, b, a, n(a, 0)))

exec closure?(b,
and closure?(b, a,
exec closure?(c,
and closure?(c, a,

exec closure?(a,
and closure?(a, a,
exec closure?(b,
and closure?(b, a,
exec closure?(c,
and closure?(c, a,

n(a, 0), STEPO(< empty-msg, peopleless
STEPO(< empty-msg, peopleless >, a, b,
n(a, 0), STEPO(< empty-msg, peopleless
STEPO(< empty-msg, peopleless >, a, b,

n(a, 0), STEP1(< empty-msg, peopleless
STEP1(< empty-msg, peopleless >, a, b,
n(a, 0), STEP1(< empty-msg, peopleless
STEP1(< empty-msg, peopleless >, a, b,
n(a, 0), STEP1(< empty-msg, peopleless
STEP1(< empty-msg, peopleless >, a, b,
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a,

a, b, a, n(a,
n(a, 0)))
a, b, a, n(a,

n(a, 0)))

a, b, a, n(a,
n(a, 0)))
a, b, a, n(a,
n(a, 0)))
a, b, a, n(a,

n(a, 0)))

NW Agent Agent Agent Agent Nonce Nonce -> NW

0)))
0)))
0)))

0)))
0)))
0)))



exec closure?(a,
and closure?(a, a,
exec closure?(b,
and closure?(b, a,
exec closure?(c,
and closure?(c, a,

close

n(a, 0), STEPO(< empty-msg, peopleless >,
STEP1(< empty-msg, peopleless >, a, b, a,
n(a, 0), STEP1(< empty-msg, peopleless >,
STEP1(< empty-msg, peopleless >, a, b, a,
n(a, 0), STEP1(< empty-msg, peopleless >,
STEP1(< empty-msg, peopleless >, a, b, a,
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a, b, a, n(a, 0)))
n(a, 0))) .

a, b, a, n(a, 0)))
n(a, 0))) .

a, b, a, n(a, 0)))
n(a, 0)))
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