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Abstract

An important problem in cryptography is to satisfy secure data communication over
an insecure channel. Usually, computing technologies such as E-mail, on-line Banking,
ATMs, Mobile Applications, IoT, Big data, Cloud Network, VANET, and MANET re-
quire secure and efficient cryptographic solutions. Now-a-days, the trade-off between
security and efficiency is the most significant issue for designing a handy cryptographic
solution. Generally, the cryptographic solution should be suitable to implement in va-
riety of platforms like [oT environment, cloud network, metropolitan area network, big
data environment, and smart city. In addition, it should satisfy reasonable efficiency with
satisfactory security margin. Under symmetric key cryptography, certain tools are used
to keep secure data communication. Among these tools, one of the important tool is
cryptographic compression function.

The Cryptographic Compression Function (CCF) is used as a component of cryp-
tographic hash (CH). The cryptographic hash is defined as to proceed data from an
arbitrary domain to a fixed domain. Applications of the CH are enormous such as mes-
sage verification, password verification, and pseudo-random generation. Generally, the
CCF is built by scratch or block-cipher. Interestingly, the block-cipher based CCF is
more apposite than the scratch based CCF because of direct hardware implementation
of block-cipher. Depending on the output size of block-cipher, there are two more groups
such as single block-length (SBL) and double block-length (DBL). However, the SBL
is not appropriate because of the birthday-bound attack. On the contrary, the DBL has
three more sub-groups depending on the key size such as (n,n), (n,2n) block-cipher based
CCF, and (n, k) light-weight cipher based CCF. Under the (n,n) CCF, there are certain
familiar schemes such as MDC-2, MDC-4, MJH, and Bart-12. The most of the schemes
of (n,n) based CCF can not support variable size of message encryption. In addition,
padding mechanism is mandatory for small and flexible size of message. These familiar
schemes have less collision security bound and less efficiency-rate. Oppositely, the exist-
ing schemes of (n,2n) block-cipher CCF are classified under two classes which are based
on rigorous security bound and efficiency. Usually, the efficiency-rate (r) is defined as
r= % where |m| means length of message, n directs block-length, and #E indicates
number of calling block-cipher. The schemes of Weimar-DM, Hirose-DM, Tandem-DM,
and Abreast-DM are members of the rigorous security bound group. These schemes are
secure under the ideal cipher model (ICM). However, the security assumption of the ICM
is very rigid. Hence, adversary model is weak under this security proof model. In addition,
the ICM is close to the ideal world rather than the real world. On the contrary, Nandi
and ISA-09 belongs to the efficiency class. These schemes need three calls of block-cipher.
In addition, key scheduling is K'S = 3. Moreover, the operating mode is serial. From the
above discussions of CCF, the desired targets are:

e Upper security bound, Higher efficiency-rate, Less call of block-ciphers, Less key
scheduling, and Better security proof model (close to the real world)



Next, we use Cryptographic Compression Function as a building tool in the domain
of Authenticated Encryption (AE). Generally, Authenticated Encryption is a procedure
that satisfies both data privacy and authenticity. The AE has many applications in the
field of secure data communication such as e-banking, mobile banking, IoT, big data,
and cloud network. Generally, AE consists of two modules such as Encryption and De-
cryption. Input of encryption module is respectively message, key, nonce, and optional
associated data (AD). Usually, nonce is defined as the counter or unique number. On the
contrary, cipher-text and authentication tag are output of encryption module. Generally,
this tag is noted as T (n-bit value) that is used for message authentication. Moreover,
cipher-text, key, authentication tag, and optional AD are the input of decryption module.
In addition, if authentication tag is matched for the supplied cipher-text then output of
decryption module is plain-text else error. According P. Rogaway, there is another con-
cept of IV (Initialization of vector) that can be used instead of nonce and AD. Hence,
we define probabilistic-IV-based AE or IV-based AE in short as an authenticated en-
cryption algorithm that has a random IV without associated data whose security goal
is indistinguishability with random bits with respect to an adaptive-chosen-plaintext-
and-known-IV attack, unlike the common security goal of AE with nonce and associated
data, which is indistinguishability with an adaptive-chosen-plaintext-and-IV attack. Un-
der these circumstances, we classified two groups of probabilistic-IV-based AE and nonce
respect (including AD) AE. Under the nonce, AD based AE schemes, there are two more
subgroups in respect of security notions such as nonce respect and nonce reuse. Usually,
nonce respect means the value of each nonce is unique like counter. Oppositely, if nonce
value is repeated, then it is called nonce reuse. In the domain of nonce, AD based AE,
the most important argument is whether the AE is secure and authentic under the nonce
reuse. Interestingly, E. Fleischmann et al. claimed that nonce reuse is acceptable in the
aspect of security notions of AE through the scheme of McOE. Following that, several
schemes have been proposed like APE; PoE, TC, COPA, and ElmE-D. However, Hoang
et al. proved that usage of nonce reuse is not secure and proper in the aspect of security
notions of online AE. Hence, a door is re-opened for security notions of nonce respect in
AE. Usually, nonce and AD based AE satisfies rigorous security bound. However, over-
head costs are increased because of strong security model. Under the recent trends of
information technology, the IoT, big data, and cloud network are emerging applications.
Interestingly, the main challenges of loT-end devices, big-data end devices and cloud net-
work low level devices are to keep a certain level of security margin with low cost. Thus,
the AE should satisfy the properties of low cost and resources also including reasonable
security bound. We actually try to address that using secure cryptographic compression
function its possible to build secure and efficient authenticated encryption. In addition, we
have some proposals of authentication mode under the authenticated encryption scheme
those have opportunity to provide higher authenticity security margin.

e Propose certain ideas of AE that are based on cryptographic compression function,
Better efficiency, Application based AE (light, heavy scheme, and secure scheme),
Parallel operating mode, Less call of block-cipher function.

In addition, Small Domain Message Encryption (SDE) is another application of CCF.
It is one of the most prominent branch of message encryption where message domain
should be small. Usually, it is defined as to encrypt short message where plain-text and
cipher-text are equal in length including similar format. The SDE is widely implementable
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under personal identification, and ATMs. There are certain familiar schemes those are
based on card shuffling algorithm where block-cipher is used as primitive. The schemes
of Swap-or-not shuffle, Mix and Cut, Thorp shuffle, and SRS are based on block-cipher
(e. g. AES), where the number of calling block-ciphers or functions are high. Hence,
these schemes are not efficient for encryption under the resource constrained devices and
[oT-end devices. From the above discussions of TDE, the desired targets are:

e Supports small encryption function, Satisfy partial security margin

Keywords. Cryptographic Compression Function, Authenticated Encryption, Small
Domain Encryption, Collision Resistance, Efficiency-rate
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Chapter 1

Introduction

Cryptography is a process of encoding data that is readable by valid senders and receivers
[T, 2]. Encryption/Decryption is the major concern issue under the cryptography [1I, 2] [3].
Generally, cryptography is used to satisfy secure data communication over an insecure
channel. For example, computer aided services such as e-mail, e-banking, e-learning, on-
line shopping, IoT, cloud network, and big data require secure and efficient cryptographic
solutions [4 [5, 6] [7]. One of the cracking issue is the trade-off between security and effi-
ciency for designing a cryptographic solution. Furthermore, encryption/decryption modes
play significant roles for any cryptographic solution. Usually, three types of encryption
mode are available such as symmetric cryptography, asymmetric cryptography, and dig-
ital envelope. However, our thesis arena is limited under the symmetric cryptography.
One of the prominent cryptographic tools is Cryptographic compression function (CCF).
In addition, the CCF is a useful tool for building Authenticated Encryption (AE) and
Small domain encryption (SDE). Our primary works are focused for proposing secure and
efficient cryptographic compression function. Next, we make a drive to use cryptographic
compression function for building secure and efficient schemes of authenticated encryption
and small domain encryption.

1.1 Backgrounds

Cryptographic Compression Function. A cryptographic (CH) hash function is a
kind of hash function. It is suitable to use in the application of cryptography because of
it’s certain properties [58, 59, [60, 61]. Usually, it is noted as an algorithm where it takes
arbitrary size of message and output a fixed size of message [62, 63}, [64) [73]. In addition, it
is assumed as a one-way function where inversion is infeasible [62, 63, [64]. There are many
usage of CH such as password verification, message authentication, key derivation, and
data identifier [2] 25 [61), 62, 63, 64, [70]. Now-a-days, it is an important cryptographic tool
under the IoT-end device and resource constrained device [7, [66, [80]. The effectiveness
of the CH depends on the internal structure. Generally, the internal structure depends
on the compression function which we define here as cryptographic compression function
(CCF). The CCF can be built by scratch or block-cipher [61, [63, [65]. However, the
block-cipher based CCF is more suitable than the scratch based CCF because of direct
hardware implementation of the block-cipher [25, 39]. Under the block-cipher, there
are two branches such as single block length (SBL) and double block length (DBL).
Interestingly, the DBL is more secure than the SBL due to birthday attack [25] [39] [64].



The DBL has three sub-branches. In addition, these sub-branches are classified based on
the key size of the block-cipher. An (n,n), (n,2n), and lightweight-cipher are the sub-
branches under the DBL [26] 27]. Our research is focused on the (n,n) and (n,2n) block-
cipher based CCF. These block-cipher based CCF have some common properties such
as key scheduling, number of block-ciphers, operational mode, security margin, padding
oracle attack, and efficiency-rate. According to these properties, we made two groups of
efficiency and security. Moreover, we evaluate existing all familiar schemes based on these
two groups.

In addition, cryptographic compression function can be used as a building tool of
authenticated encryption (AE). The AE is suitable for maintaining secure data commu-
nication [8, 9] 10, 49, 50, 52]. Usually, it has many usage in the applications of data and
computer communication [8, 9 10, 1T, 12]. From the very beginning of security system,
encryption is used in the defense organization of advanced countries like USA, Germany,
France, Russia, and Japan [13, 90, O1]. Moreover, it is useful in the e-governance frame-
work also [4, 14, [15]. Interestingly, the usage of encryption is becoming more popular
in the domain of public life such as e-mail, e-banking, e-learning, and on-line shopping
[4, 14, [15]. Now-a-days, data communication plays very important role in every nodes of
life [2] 3], [4) 16], 17, 18]. Therefore, security and privacy are prime concern issues now-a-
days. However, security and privacy issues are very complex and excessive during imple-
mentation time because of multi types and dimensions of applications [17, [37) [39] [40], [44].
For example, the characteristics of big data, IoT, and cloud network are based on multiple
attributes. Thus, it is very tough job to design a flexible cryptographic solution under
big data or cloud network. Usually, different types of devices are used to seek data peri-
odically in the arena of big data, IoT, and cloud network. Therefore, there is a chance for
an intruder to inject fake data. In addition, an intruder can steal information data from
the insecure channel. An authenticated encryption is an important cryptographic tool.
Usually, it is used to satisfy data privacy and data integrity under any insecure channel.
In the domain of big data and cloud network a large number of data are needed to process
via distributed network. As a result, data revocation (inject false data) and alteration of
data are very common phenomena. So, authenticated encryption can play a major role
under these scenarios. For example, the city (HoPe) takes a decision to merge all hos-
pital’s information including patients, doctors, and staffs. Hence, patient keeps a single
medical card that can connect to central. In addition, all records are kept in the central
that can access by authorized person like doctors. However, if all nodes (hospitals) are
connected through cloud network then there are chances to inject false data and revoke
sensitive data of patient in respect of adversary. Actually, shared network increases the
risk of data falsification or data revocation. Therefore, authenticated encryption can be
a good choice to maintain security and integrity in this kind of shared network. It can
check data integrity (protect: inject false data) and data privacy.

In this current decade including upcoming decade, IoT is an important technology in
the field of data communication [40} [71) [72]. There are many kinds of devices are used
under the IoT [40} [71) [72]. Most of the devices are resource constrained device where
memory and power capacity are limited [3, 40, [71) [72]. For example, RfID-tag, loT-end
device, and wireless sensor network devices are the resource constrained device that have
many usage in our daily life. In addition, credit card, personal information number card,
student card, and resident card are also important in our daily life. However, the cracking
indicators are the behavior of these devices: whether these are secure and efficient. The



main challenges are to keep balance among cost, security margin, and efficiency. Now-
a-days, researchers are trying to invent efficient crypto-device. Under this circumstance,
encryption cost plays an important role. Hence, small domain encryption (SDE) is very
important in the context of IoT [30, BT, B2, B3, B4]. Generally, SDE is defined as a
procedure where small size of message can be encrypted. In addition, the size of message
and cipher are equal [35] [36]. Moreover, SDE keeps the same format for the plain-text
and cipher-text.

1.2 Motivations

Cryptographic Compression Function has certain properties such as collision re-
sistance, preimage resistance, efficiency rate, number of calling block-cipher, operational
mode, and key scheduling that reflect the effectiveness of the block-cipher based CCF
[23, 4] 25, 39], 54, 55], 56]. Hence, we studied these properties and tried to find out the
gaps. For example, the parameter of key scheduling is very vital for any schemes of CCF.
Usually, single key schedule consumes 176-bytes of memory [74]. In the aspect of resource
constrained device and [oT-end device, to keep the less key scheduling is very important.
Moreover, the higher efficiency-rate encloses that the scheme is efficient. On the contrary,
CR and PR are vital in the aspect of security. These two directs the security margin of
any scheme. Under the (n,n) block-cipher based CCF, there are certain familiar schemes
such as MDC-s, MDC-4, MJH, and Bart-12 38|, 68| 69, [70]. The MDC-2 and MDC-4 are
the pioneer schemes under the domain of (n,n) block-cipher. The MDC-2 needs double
key scheduling including 1/2 efficiency-rate. It needs padding mechanism for variable
length of message encryption [38, [68, 69]. The CR is bounded as O (2%/?) for MDC-2.
Moreover, the MDC-4 needs to execute four block-ciphers. The key scheduling of MDC-4
is four. It also needs the padding mechanism for flexible size of message. Another pioneer
scheme is MJH. It needs single key scheduling. In addition, it is bounded as O (2/2) for
collision resistance. Most recently, there is another scheme of Bart-12 [59]. It has upper
security margin. However, it needs three calls of block-cipher. Moreover, the number
of key scheduling is three. Under these circumstances, a new scheme is needed under
(n,n) block-cipher that can satisfy less key scheduling and higher security margin. In
addition, it can support padding free encryption for variable size of message. Under the
(n,2n) block-cipher, there are some well-known schemes such as Weimar, Hirose, Tandem,
Abreast, Nandi, and ISA09. The most recent and best scheme is the Weimar-DM [25]. It
has double key scheduling including 1/2 efficiency-rate. In addition, it is secure under the
ideal cipher model (ICM: close to ideal world) where ICM has rigid security assumption.
Interestingly, there is another security model (WCM: weak cipher model) that has less
strict security assumption. Hence, it is close to the real world [62, 63]. The rest of the
schemes of Hirose, Tandem, and Abreast are also secure under the ICM [28] 29, 39, [53].
For the schemes of Nandi and ISA09 are good in the aspect of efficiency-rate [64, [65].
However, the number of key scheduling is three for these two schemes. In addition, three
calls of block-cipher are required for a single set of message encryption. According to the
above discussions, there are certain gaps under the group of security margin and efficiency.
For the group of security margin, there is an opportunity to propose a scheme of CCF
that can satisfy upper security bound. In addition, it is expected to be secure under the
security model of ICM, WCM, and ext. WCM. On the contrary, there is a possibility to



propose a higher efficient scheme of CCF that can satisfy less call of block-cipher and key
scheduling.

Authenticated Encryption is built by scratch or block-cipher. Many of existing
constructions are based on a block-cipher because we can use a well established block-
cipher such as AES as a component. Usually, block-cipher based authenticated encryption
is suitable for IoT and resource constrained device’s encryption [7, 43]. We classify the
AEFE in two categories. For the first one, we define probabilistic-IV-based AE or IV-based
AE in short as an authenticated encryption algorithm that has a random IV without
associated data whose security goal is indistinguishability with random bits with respect
to an adaptive-chosen-plaintext-and-known-IV attack, unlike the common security goal of
AE with nonce and associated data, which is indistinguishability with an adaptive-chosen-
plaintext-and-IV attack. The second one is based on nonce based AE including associated
data. In addition, IV-based AE is expected to be more suitable for resource constrained
devices that the nonce and AD based AE due to its weaker security model. But, nonce
and associated data based AE is more secure than that of the IV-based AE. Actually,
construction of AE depends on application properties and characteristics. There are
certain block-cipher based authenticated encryption such as McOE, PoE, OAE, CLOC,
COPA, COBRA, SILC, and PPAE [I1], 12 42| 43| 46l 48| 77, 92]. At first we emphasize
IV-based AE because it is expected to be a light solution due its weaker security model.
Next, we also draw an attention on nonce and associated data based AE because of better
security margin. In 2012, McOE scheme has been proposed by E. Fleischmann et. al.
where nonce can be repeated [II]. Thus, many schemes have been proposed based on
these concepts. If nonce can be repeated then it is light for resource constrained device
encryption like IV. Interestingly, V. T. Hoang et. al. claimed in the scheme of OAE that
nonce-reused is not valid concept for secure AE [42]. Therefore, doors are re-opened for
doing research under the unique nonce based AE and IV based AE. Furthermore, there
are certain parameters that reflect the effectiveness of the AE schemes such as efficiency-
rate, number of calling encryption functions in encryption mode and authenticity mode,
and operational mode (Parallel/Serial) [42, 45 46, 47]. Hence, these properties should
evaluate for identifying the efficient construction of authenticated encryption. Under
these circumstances, we found certain gaps between existing familiar schemes of AE and
properties of efficiency after brief study of the existing works such as operational mode
(parallel /serial) in authentication of AE, less call of block-cipher in authentication of
AE, and probabilistic-IV based AE. In addition, we try to focus how we can use secure
cryptographic compression function as a building tool of authenticated encryption.

Small Domain Encryption can be built by traditional block-cipher or scratch
[30, 31, 132) 33, B4]. For example, AES or DES are the examples of traditional block-
cipher. Generally, the size of AES and DES are fixed including key size like 256, 192,
128, and 64 bits. Just think of 16 or 24 bits message, you are going to use 64 or 128
bit block-cipher. Under this condition, the key management costs are increasing. In
addition, storage and operation costs are increased also. Furthermore, certain lightweight-
ciphers are popular in recent days. However, the key size of these ciphers are 32, 48,
64, and 128 bits. Actually, predefined block-cipher is not appropriate for small domain
encryption. According to the above discussions, small block-ciphers are suitable for small
domain encryption. But the problem is security. Usually, small block-cipher is more
efficient rather than the security. Thus, small block-cipher based SDE is efficient but
not secure enough. Interestingly, there are some studies where it is found that resource



constrained devices rely on the less execution time, less power consumption, and less
number of gates rather than the rigorous security bound. In respect of authenticated
encryption and cryptographic compression function, inadequate studies have been done
under the small domain encryption. At first, J.Black and P.Rogaway addressed this
burning issue in [31]. However, there was no follow-up studies after that proposal for
the long time. Interestingly, the SDE issue become popular when applications of IoT are
increasing. Next B. Morris, P. Rogaway, T. Stegers proposed a SDE oriented construction
where block-cipher e. g. AES/DES is used as primitive [30, 31} 32]. The execution time
of this scheme is O (log?’N ) [30), BT, 32]. Moreover, this scheme is required to call a large
number of block-ciphers. Recently a scheme has been proposed by V.T. Hoang, B. Morris,
and P.Rogaway that satisfies the small domain message encryption including the format
preserving encryption [30, B3I, 32], 33]. This scheme is based on card shuffling of Swap-
or-Not. In addition, this scheme needs to execute block-cipher also. Moreover, it invokes
a large number of block-cipher (e. g. AES). The security of this scheme is bounded by
q¢ = (1-¢)27(q:number of query, n: block-length) [30], 31} 82, [33]. There is an another
scheme of Mix-and-Cut that is proposed by T.Ristenpart and S.Yilek [32, 33, 34, [35].
Interestingly, it follows by a card shuffling algorithm where the basic primitive is block-
cipher. The encryption time of the Mix-and-Cut is O (logQN ) [32, 33, 34], 35]. The one of
the best construction is Sometimes-Recursive Shuffie (SRS). It is proposed by B. Morris,
P.Rogaway [32, 33| B34], 35]. In addition, the execution time of this scheme (O (logN)).
It needs less call of block-cipher (1000 calls of block-cipher) in compare to all schemes
[34, B5]. This scheme needs 80K clock cycles, or 25 usec of recent Intel processor [34, [35].
Therefore, it can be said that the SRS is not light for resource-constrained device and
[oT-end device. Generally, the constructions of SDE can be classified into two domains
such as partial security domain and full security domain. Under these circumstances, it
is obvious that most of the schemes are feasible for heavy system rather than the light
system. Thus, we rethink about the SDE based construction that can encrypt short
message. In addition, it takes less resources. Moreover, it preserves the size of message
and cipher-text.

1.3 Summary of Contributions

Under the Cryptographic Compression Function, we define two classes such as group of
security bound and group of efficiency. Under the group of security margin, we pro-
posed our first scheme that satisfies higher security margin [54]. In addition, it satisfies
single key scheduling. Moreover, the proposed first scheme is secure under three types
of security model such as ideal, weak, and extended.weak cipher model. Interestingly,
extended.weak cipher model (ext. WCM) is proposed by us in [54]. Under the group
of efficiency, we proposed our second CCF construction. This construction has upper
efficiency-rate. Moreover, it satisfies less key scheduling and less number of calling block-
ciphers. For the (n,n) block-cipher based CCF, we proposed two more constructions.
We noted as third and fourth scheme of CCF [57]. The proposed third scheme support
variable message encryption. In addition, it is free from padding mechanism. More-
over, it has higher efficiency-rate. However, the security bound is less than the proposed
fourth scheme’s collision security bound. The proposed fourth scheme needs three calls
of block-ciphers. Moreover, it needs double key scheduling.



Under the Authenticated Encryption, we proposed a scheme of IV-based AE. It sat-
isfies padding free mechanism. In addition, it satisfies inverse freeness of block-cipher.
The encryption mode of the first scheme of AE is based on serial operation. Under the
first scheme, we proposed three variants of authentication mode or tag generation. The
encryption mode of the first scheme needs (n) + n x FP™8& + 2 functions. In addition, the
first variant authentication of the first AE scheme needs (n—1) + 1 block-cipher func-
tion. The first variation of authentication runs in semi-parallel approach. The proposal
of second variant needs (n + 1) + 3 block-cipher function for authentication. However, the
second variant runs in serial mode and needs more resources. But this proposal can be an
interesting future work because of getting upper authenticity security margin. However,
we do not provide detail security proof under this work. The main principle is: we use
3n — 2n-bit secure compression function for the second variant of authentication under
the first scheme. And we show that this cryptographic compression function is secure
under preimage and collision resistance. In addition, the most attractive variant is third
variant which runs in parallel and needs only two calls of block-cipher for generating tag
under the first (Serial Scheme) scheme of AE.

For clear understanding, we mention the name of first scheme of authenticated encryp-
tion (AE) as Serial-AE. In addition, the variation of tag generation under the Serial-AE
is named as Semi-Parallel Tag generation (Semi-Parallel-T.G). Hence, in combine it is
formed as Serial-AE: Semi-Parallel-T.G. According to the above explanation rest of the
constructions are defined as: Serial-AE: Serial-T.G and Serial-AE: Parallel-T.G., where
Serial-T.G means tag generation is based on serial operation and Parallel-T.G represents
parallel tag generation operation. In principle, encryption mode is similar for all con-
structions.

Our proposed second scheme is based on nonce respect. It operates in parallel ap-
proach. In principle, it does not suitable for associated data. However, it can only
supports n-bit associated data in its initialization phase. Hence, it is suitable for IoT
applications. The second scheme’s encryption mode requires (n) + n x GF + 2 calling
functions. Moreover, the second scheme of AE has two variants of authentication mode.
The first variant authentication needs (n — 1) + 1 block-cipher function. And, it operates
in semi-parallel. The second variation of authentication under the second scheme of AE
depends on serial operation. It needs n + 2 block-cipher function. Actually, the proposal
of second variant authentication under the second scheme is an opportunity where we
can achieve better authenticity security margin. However, the detail security proof is not
provided in this work. But, we provide a security proof sketch where we show that this
variant can achieve upper authenticity security margin.

For clear understanding, we mention the name of second scheme of authenticated en-
cryption (AE) as Parallel-AE. In addition, the first variation of tag generation under the
Parallel-AE is named as Semi-Parallel Tag generation (Semi-Parallel-T.G). Hence, in
combine it is formed as Parallel-AE: Semi-Parallel-T.G. According to the above expla-
nation rest of the construction is defined as: Parallel-AE: Serial-T.G., where Serial-T.G
represents serial tag generation operation. In principle, encryption mode is similar for all
constructions.

Under the Small Domain Encryption, we proposed a scheme, which is based on small
keyed function. Our proposed scheme can encrypt small chunk of message. It can encrypt
arbitrary size of message without padding. It preserves the length of plain-text and cipher-
text. Moreover, it is light in operation because of using small keyed function. Additionally,



it satisfies partial security margin.



1.4 Organization

This thesis consists of 7 chapters as depicted in Figure 1.1. In Chapter 2, we discuss
preliminaries where we mention the basic definitions in the cryptographic tool, security
notions, mathematical notions, and cryptographic primitives. We briefly discuss the ex-
isting contributions under the CCF, AE, and SDE in Chapter 3. In chapter 4, we propose
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better security based (n,2n) cryptographic compression function [54]. However, it is
extended version of [53] paper. In addition, we propose another scheme of (n,2n) crypto-
graphic compression function that satisfies upper efficiency. Under the (n,n) block-cipher
compression function, we propose a scheme that satisfies upper security margin, padding
free property, and better efficiency [57]. Furthermore, we propose another construction
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of (n,n) block-cipher compression function that is secure under ideal cipher model, and
weak cipher model [56].

In chapter 5, we propose a serial authenticated encryption (Serial-AE). Under the

Serial-AE, we have three variants of Tag Generation (T.G: Authentication) such as Semi-
Parallel-T.G, Serial-T.G, and Parallel-T.G. Therefore, in combine form these are as Serial-
AE: Semi-Parallel-T.G, Serial-AE: Serial-T.G, and Serial-AE: Parallel-T.G. The scheme
of Serial-AE is proposed in [49]. However, we have certain observations in Doctoral Pre-
liminary Defense under this scheme. Therefore, we make corrections and revise in this
document as Serial-AE: Semi-Parallel-T.G, Serial-AE: Serial-T.G, and Serial-AE: Parallel-
T.G.
Furthermore, our proposed second scheme of authenticated encryption is named as Parallel-
AE. Under the Parallel-AE, we have two variants Tag Generation (T.G) such as Semi-
Parallel-T.G, and Serial-T.G. Therefore, in combine these are Parallel-AE: Semi-Parallel-
T.G, Parallel-AE: Serial-T.G. However, we have certain observations in Doctoral Prelim-
inary Defense under the scheme of Parallel-AE. Hence, we make corrections and revise in
this document as Parallel-AE: Semi-Parallel-T.G, and Parallel-AE: Serial-T.G.

In chapter 6, we propose a solution of small domain encryption [5I]. Finally, we
conclude and draw certain future works under the chapter 7.



Chapter 2

Preliminaries

Our study is focused on secure message encryption and authentication. For encryption
and authentication, one of the strongest tool is authenticated encryption. In addition,
cryptographic compression functions is used for data encryption. Moreover, the tool of
small domain encryption is suitable for small and flexible message encryption. Authenti-
cated Encryption is a special encryption process that simultaneously preserves confiden-
tiality and authenticity of the data [11 12, 19, 20, 21]. It has two basic modules such
as encryption and tag generation. Encryption module satisfies the data confidentiality.
In addition, MAC or tag generation fulfils the data authenticity. There are certain stan-
dards for the authenticated encryption (Figure 2.1) according to [41], 43, 46], 47]. Usually,
encryption module can be based on Initialization vector (IV') or Nonce (security aspect)
[45]. TV-based encryption module is noted as C' = (E/F)fv (m), where E/F, C, IV, K
and m mean block-cipher/function, cipher-text, initialization vector, key and message.
This encryption module is called probabilistic encryption scheme also [41], 43, [45] and
denoted as C' = EX (m) (R: random number).

Encryption

Tag Authenticated

Encryption

Confidentiality

-1
'R}
1!
Some Standards Some Standards "
!
Some Standar ds

Authenticity

QO Electronic Code Block (ECB) Q1 CBC-MAC

Q0 Cipher Block Chaining (CBC) Q Cipher-based MAC (C-MAC) Q Counter with CBC

O Cipher Feedback (CFB) Q Hash-based MAC (H-MAC) MAC (CCM)

O Output Feedback (OFB) O Gaois-based MAC (G-MAC) Q Galois counter MAC

QO Counter (CTR) Q Paralelizable MAC(P-MAC) (GCM)

0O XEX-based tweaked-codebook 0 Offset Codebook
mode with cipher-text stealing Mode based MAC
(XTS) (OCB)

Figure 2.1: Certain Basic Modes for Confidentiality and Authenticity [1, 2], 43}, [45]

On the contrary, there is another nonce based encryption scheme. Generally, nonce
based encryption is denoted as C' = (E/F )g (m) where N stands for nonce. For the
tag generation or message authentication code (MAC): T = (E/F), (M) is used, where

T stands for tag. Moreover, nonce based MAC is denoted as T = (E/F )]I\(, (M). Fi-
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nally, nonce based authenticated encryption with associated data represents as C' =
(E/F)y,4 (M).

Cryptographic Compression Function (CCF). A cryptographic hash a special type
cryptographic function that takes arbitrary length of string and returns a fixed size of
string [58, [72], [73] [74]. In addition, it is hard to invert [60, 61, 62]. In the modern
cryptography, there are many applications those are based on cryptographic hash such as
message authentication, password verification, file identifier, pseudo-random generation,
and key derivation [53], 60, 61],[66]. There are certain basic characteristics of cryptographic
hash such as: Usually, cryptographic hash is deterministic such that similar message has
always similar hash value. In addition, it operates very fast for computing hash in respect
of given message. Moreover, it is infeasible to backtrack. Furthermore, change of a single
bit of message makes a great impact on the new hash value. Additionally, to find different
message under a hash value is not feasible [60, [61] 62 [63]. Generally, a cryptographic hash
is built by compression function. We denoted the compression function as cryptographic
compression function (CCF) (Figure 2.2).

Step-1

Cryptographic hash
Step-2
(p:ompression function
Step-3

i"i;[;u't""'"""""'""c'ryp'tadraﬁh'iEFﬁs'h """""""""""" '
! (" m, m, or m,||(01)’ !
S moll. . llm, !
= c, C |
Fi:l ““““ I I:| '
v !
1
1
1

initial vector L merkle Damgrad iterative structure

ﬁwp—z iblockcipher 4 — \
(n,n) > [(n, 2n)}l—»

: 1 0 :
F:

1
SHA, MD !

Step-3
biockcioher L_select any one Usually Follow
\ component function PGV Constructiory

Figure 2.2: Basic of Cryptographic Hash [25, 139, 55], 56]

Compression Function |

A cryptographic compression function is called as one-way function also. It invokes two
fixed size of messages and return a fixed size of processed data [25, 39, [60]. In addition,
to generate a set of input from the output is infeasible [58| 59, [60]. Moreover, it has
certain differences with the conventional compression function. The CCF is used in the
MerkleDamgard construction for making cryptographic hash [25], 39, 60, 61, [62].

Small Domain Encryption (SDE). The small domain encryption is one of the most
prominent branches in message encryption [30, BI, 32, B3, 34]. Usually, small domain
encryption is defined as to encrypt short message [31], 32, [33]. For example, the length of
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the message is shorter than the regular block-size of AES/DES [27] 33, 34]. In addition,
the final length of plain-text and cipher-text should be equal. Moreover, the format of
plain-text and cipher-text should be unique in certain cases [32 33, 34]. Day by day,
the applications of small domain encryption are increasing, such as personal identifica-
tion, credit card, and debit card [33], [34]. Therefore, it is a great challenge to construct
an efficient and secure scheme of SDE. There are some traditional block-cipher such as
AES/DES. Generally, these are suitable as a primitive for big size of data encryption.
However, the situation is quite different for message encryption under the resource con-
strained devices in real life application [30], B1], B2]. Usually, a small chunk of message
needs to encrypt for example 8, 16, 24, 32 bits. Usually, the key size of AES/DES is 128,
192 or 256 bits. Even for lightweight-cipher, the key size is 32, 48, 64, 96 bits. Under these
circumstances, key and energy managements are the biggest challenges for the resource
constrained devices. Therefore, the concept of SDE is very vital. However, the security
is low under the SDE because of small size of the key. On the contrary, the efficiency is
better because of low resource requirements. According to [30] 31], 32, 35, [36], the im-
plementation of resource constrained devices depends on the speed, memory-utilization,
power consumption, and number of gate operation rather than the rigorous security bound
in certain cases.

2.1 Encryption Modes

Actually, there are notable six constructions for encryption mode [8, 1], 2] 19} [45].
Usually, these constructions should follow for proposing an encryption mode of AE. One
of the simple and oldest encryption mode is ECB (Electronic Codebook). In the following
Figure 2.3 we describe the summary of the notable encryption modes.

Block-ciphers/Functions. Usually, block-cipher is used under the encryption mode for
encrypting message [11, 12, 19, 20, 2I]. A block-cipher is a kind of function where it
follows the principle of E: K x {0,1}" - {0,1}". Generally, K directs the key set and n
means the message and cipher-text length for the desire block-cipher. On the contrary,
the inverse of block-cipher is denoted as D = E~1: K x {0,1}" — {0,1}". In addition, it
returns the cipher-text by invoking plain-text and key. Furthermore, any one can use n
to n mapping function such as F': {0,1}*x{0,1}" - {0,1}" where F directs the function.
In addition, k£ and n mean key and message/cipher-text length.

Basic security of block-cipher. Generally, the security of block-cipher depends on the
randomness of the key set and random permutation on n bits. Let there is an adversary
A that tries to access on Efx and m. In addition, Perm(n) directs the permutation on
n-bit strings. Under this circumstance, adversary tries to distinguish between Ej and 7.
Hence, the advantage of adversary is denoted as:

AdvP (A) = Pr[K<PK: AP0 = 1] - Pr[r<*Perm (n) : A () = 1] (2.1)

On the contrary, the basic security of block-cipher is re-defined in respect of random
function instead of random permutation. Under this circumstance, the advantage of
adversary is quantified as:

Adv%rf (A) - Pr I:K(_$IC . AEK() = ]_] - Pr [p<—$FunC (n,n) : ATF () = 1] (22)
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Figure 2.3: Basic Encryption Modes [, 1T}, 12}, 19, [45]

However, Func(n, n) directs the set of all functions from n-bit strings to n-bit strings. Ac-
cording to PRP to PRF switching lemma, the adversarial (\A) advantage over Pr [A™ - 1]-
Pr[Ar — 1] is ¢%/2™*! in respect of at most ¢ number of queries [20, 21, [48].
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2.1.1 Security of Encryption Modes

There are certain basic security notions based on encryption modes and characteristics of
IV, nonce, and tweak. Generally, these are probabilistic-IV based encryption, nonce-based
encryption, tweak-able block-cipher.

Probabilistic Encryption. Let probabilistic-IV-based AE or IV-based AE in short as an
authenticated encryption which has a random IV without associated data whose security
goal is indistinguishability with random bits with respect to an adaptive-chosen-plaintext-
and-known-IV attack, unlike the common security goal of AE with nonce and associated
data, which is indistinguishability with an adaptive-chosen-plaintext-and-IV attack. It is
noted as C' « (E/F )Q/ (m). The IV should be used in each iteration for each chunk of
message. In addition, I'V treats as set of uniform strings which are selected randomly.
Furthermore, it assumes that user and adversary have no control on IV [19,[45]. This no-
tion formalized by Bellare, Desai, Jokipii, and Rogaway [22} 45]. Nonce-based Encryption.
Nonce-based encryption is noted as C' < (E/F )[]\é (m). Nonce should be unique for each
iteration of message encryption. In addition, user has control on the nonce. A counter is a
kind of nonce [22], [45]. It was first proposed by Rogaway [22, 45]. Tweak-able Encryption.
Tweak-able encryption invokes tweak property of block-cipher instead of IV and nonce.
It is noted as C' < (E/F )7;( (m). Usually, it invokes message, key and tweak and return
cipher-text. In reverse, message is provided in respect of cipher-text, key and tweak. First
this notion is formalized by Liskov, Rivest, and Wagner [45] [63]. However, we are concern
for probabilistic and nonce-based encryption. Hence, we mention the security principles
for these two types.

Security of Probabilistic Encryption Scheme

SemCPA security is considerable for the IV based encryption mode [19, 45]. Usually,
SemCPA means semantic security with respect to an adversarial advantage for chosen
plain-text attack [I9, 45]. Under the I'V based encryption, the I'V is uniformly distributed
and chosen randomly. According to the grammar of encryption mode, there are three types
of input such as key, message and I'V. However, user or adversary has no control on IV
under the I'V based encryption mode. Hence, user can provide only two input such as
message and key. Under these circumstances, let there is an adversary A. In addition,
notation of IV based encryption is £ : K x {0,1}" x X - Y. Furthermore, two types of
oracle are considered such as Real and Ideal oracles. For the real oracle, key K is selected
randomly from the set of K. In addition, a message chunk m is used as input of encryption
mode (m € X). As an inside operation, a random IV is selected as IV<«%{0,1}". Hence,
output of IV encryption mode under the real world is C' « (E/F )Q/ (m). fm¢X
then oracle returns null value. On the contrary, message m is the input for the random
oracle model. In addition, IV and C' are selected randomly from the random oracle.
Moreover, if m ¢ X then random oracle terminate from the process. The adversary A
tries to distinguish the output of real oracle from the output of random oracle. Hence, the
advantage of adversary is defined from the success probability of distinguishing between
two output domain. Mathematically, it is noted as:

Adviad (A) < Pr [APEO) 5 1] - Pr[A%0) > 1] (2.3)
Usually, security of IV based encryption mode depends on the value of Advist(A). If
Advi? (A) is small then informally one can claim that the IV based encryption mode is
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reasonably secure.

Security of Nonce-based Encryption Scheme

Under the nonce-based encryption, nonce is chosen randomly. In addition, it is assumed
that nonce never repeats. Generally, three types of input are used in encryption mode
such as key, message, and nonce. In this domain, user has control on these three input.
However, adversary has access on these input also. Generally, nonce based encryption
is noted as F : K xU x X - Y. For security notion, real oracle and random oracle are
used for nonce-based encryption mode. Under the real oracle, K provides random key. A
message (m € X) directly used in the encryption mode. Moreover, nonce (N € i) is also
used as input of nonce-based encryption mode. Therefore, the output of the real world
is C' « (E/F)IZX (m). However, if m ¢ X and N ¢ U then real oracle returns invalid. In
the random oracle model, input m € X and N € U are used. In the respect of these two
input oracle computes C. In addition, random oracle commits null character if m ¢ X and
N ¢ U satisfies. Actually, the task of A is to distinguish the output of real oracle from
the output of random oracle. In addition, the advantage of adversary is formalized from
the success probability of distinguishing the two domain’s output. Hence, the advantage

is denoted as: .
Advi? (A) < Pr[APx) 5 1] - Pr[A%) - 1] (2.4)

The value of Advip? (A) directs the security margin. Generally, Advis® (A) should be nom-
inal. In addition, nonce-based encryption mode achieves marginal security if Advia? (A)
is small [19] [45].

2.2 Authenticity Modes

Message authentication code or tag generation is a special kind of procedure where
K (Key) and m (message) are used as input. In the respect K and m, the output is
T. Formally, MAC is defined as MAC (E/F): K x M — {0,1}"],

According to the syntax, one can claim that MAC is deterministic. However, MAC
can be probabilistic, stateful or nonce-based [19] [45]. Usually, a MAC has three steps
such as key generation algorithm that selects a key randomly, MAC generation algo-
rithm that outputs a tag under the given key and message, and verification of crated
tag including message [ref]. There are many cryptographic primitives to generate MAC
algorithms. Among them HMAC, block-cipher, OMAC, CBC-MAC, CMAC, and PMAC
are prominent [19, 45] (Figure 2.4). Moreover, UMAC and VMAC are constructed based
on universal hashing which are faster in operation [19, [45].

2.2.1 Security Notion of Authentication

Basic security notion for MAC depends on two phases. Moreover, it is simple and easy
to explain. Usually, MAC is noted as 7"« (E/F) (M). In addition, two types of oracle
are given to adversary A for making query. However, key K is chosen randomly from
the uniform distribution string set of K [19} 20, [45]. The core task for the adversary is
to make a query to the MAC verification oracle for getting output 1. However, M is
not the member of MAC generation algorithm under the MAC generation oracle. Under
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HMAC is a specific type of
message authentication code. It
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function and secret key. It is
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which was created by Phillip
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provable security underlying
the block-cipher. It operates in
parallel fashion.

Figure 2.4: Basic Authenticity Modes [19] 20}, 45], 47, [48]

Asksfor M,

/

B

<2 >»0xmMm<O >

If, T =T (E/f)(M))
then return 1else O

MAC(T:Tag)
Generation

eply: T, «

W(

R/(E/f)K(M.)

M, T)

MAC(T :Tag )
Verification

Figure 2.5: Basic Security of MAC [19] 20, 45, 147, 48]

16




Under this oracle, adversary
MAC (Tag) |sends arequest for generating
Generation |tag under the given message LetM e M

(M)). In response, the oracle Then, T <—(E/ |:) (M)
returns tag which is called as K
MAC.

This oracle take input as M,
MAC (Tag) |and T,. It returns 1 if tags are If T =T, «(E/ F)K (Mj)

ificati collide in respect of generated
Verification tag. then return 1 else 0

Figure 2.6: Scenario for MAC security [19, 20} 45], 47, 48]

these circumstances, (M,T) is called as pair of forgery. Generally, adversary is looking
to do forgery. In addition, adversary’s probability of finding a forgery is defined as the
advantage of adversary. Moreover, it is noted as Advpi (A). Furthermore, the total
IesOUrces are Ggen, Quer, and ¢t which are defined as respectively number of queries come
from the MAC generation oracle and number of queries come from the MAC verification
oracle, and execution time [19] 20} 211, 149, [50].

Authenticated Encryption with Associated Data. Authenticated encryption with associ-
ated data is formalized under this section. Usually, authenticated encryption (AFE) is
defined as:

E:KxNxAxX - X (2.5)

In addition, K, N, A, and X means respectively key set, nonce set, associated-data
set, and set of message space. Authenticated encryption invokes key, nonce, associated-
data, and message as input and returns cipher-text. For example, encryption function
is C « E%’A (M) where K € K, N e N, Ae A, M € X. On the contrary, decryption
function is noted as D = E-! : M « D%’A (C) where K e K, N e N, Ae A C e X.
However, DN (C) - M is valid if C' < EN* (M) satisfies for M € X. In addition,
DNA(C) - invalid when there is no M for C' < Ex" (M).

Security Notions of Authenticated Encryption with Associated Data.

PRF Security. An experiment Exp (v) is defined where v = 0 or 1. A function Fng
is defined as Fng : K x X - Y where key (K) is chosen randomly. On the contrary, a
random function is formalized as Rfn[X,Y] : the set of all functions from X to Y. For
example, under the experiment Exp (v) the function Fng will be executed where v = 0.
Moreover, the random function (Rfn) will be executed under the Exp (v) when v = 1.
Under these circumstances, there is an adversary A that tries to distinguish between Fng
and Rfn. Therefore, the advantage of adversary is quantified as:

Advpgr [A] = [Pr[Exp (0) — 1] - Pr[Exp (1) — 1]]is negligible (2.6)

Furthermore, Fng is PRF secure iff the condition of 2.6 is satisfied.

PRP Security. The block-cipher is defined as E. Moreover, inverse of block-cipher is
denoted as D = E-1. The block-cipher function is E/D : K x X - Y where K is selected as
randomly. Furthermore, there is an random permutation like Rnp. In addition, random
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CCM

Counter with CBC-MAC
(CCM) maode of operation
is the first generation
scheme. Usudlly, it is said
that CCM is a generic
authenticated  encryption
block-cipher mode. CCM
is defined for use with the
AES block cipher. In
addition, AES-CCM has
four inputs: an AES key, a
nonce, a plaintext, and
associated-data. AES
CCM returns the output of
cipher-text and MAC (tag).

A%

GCM

GCM is the combination
of counter mode and
Gdois MAC mode. The
Galois field multiplication
is used for authentication.
In addition, it operates in
paralel. It has additional
useful  properties.  For
example, it is capable of
acting as a stand-alone
MAC, authenticating
messages when there is no
data to encrypt, including
no modifications.

oCB

OCB is a block-cipher
based AE that provides
privacy and authenticity
for the data OCB is
notable because of faster
operation. OCB satisfies
on-line  property. In
addition, it is needed to
know the length of A or M
for encryption, and for
decryption length of A and
C are needed.

>

|-=

permutation depends on the random permutation properties of the key space. Under the
experiment Exp (v), the block-cipher will be executed when v = 0. Additionally, random
permutation will be run under the experiment when v = 1. However, there is an adversary
A that tries to distinguish between block-cipher and random permutation. Moreover, the
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Figure 2.7: Certain Basic Constructions of AEAD [19, 20, 21, 45]




PRP advantage of adversary is bounded as:
Advpgp [A] = [Pr[Exp (0) - 1] - Pr[Exp (1) - 1]]is negligible (2.7)

Privacy. Privacy security is based on encryption oracle. The advantage of adversary
is denoted as:

AdVE™ (A) < Pr[K<SK : ABKCo) 5 1] = Pr[A3C) - 1] (28)

Adversarial query to encryption oracle contains N, A, and M. In addition, it returns the
C. Usually, this oracle is defined as real world. On the contrary, adversary makes query
to random oracle gets uniformly distributed set of strings. Generally, this domain is called
as ideal world. However, the main challenge for the adversary is to distinguish the real
world from the ideal world. The basic assumptions are: adversary can not repeats query.
Moreover, it is based on unique nonce and associated-data.

Authenticity. For the authenticity security notion, adversary is able to access encryp-
tion and decryption oracle. Adversary forges if it makes a query of (N, AC') to the oracle
and the reply is D%A (C) # invalid. In addition, (N, A, M) — C is not member of
encryption oracle. Therefore, the advantage of adversary is quantified as:

AdVaEuth (A) S Pr I:K<_$K . AEK("'z')vDK('7"')forges] (29)

2.3 Building Modes of Compression Function

Basic Building Elementsor Primitivesfor
the Cryptographic Compression Function

Scratch

For example:
SHA, MD

,_____--

Block-cipher

For example:
AES, DES

Figure 2.8: Basic Primitives for building CCF [58, [59] 60} 61} [79]

According to the Figure 2.2, let the message is M. The size of message is [ < n,
where n means the size of F' in Step-1. The main task is to encrypt the message (M)
through cryptographic hash. Hence, M is partitioned as my, ms, ... m;, (where i <1).
Then MerkleDamgard construction is needed to organize the set of cryptographic com-
pression function (F'), where message is encrypted in serial fashion under the crypto-
graphic hash. Next the question is how to build the compression function (F') or what
the primitives are. Generally, this F' can be built by the primitives of block-cipher or
scratch (Figure 2.2, Step-2).

According to the Figure 2.9, block-cipher has two types such as single block-length
and double-block-length [25] 63], [64], [65]. Usually, single block-length block-cipher returns
the output which size is equal to block-length. On the contrary, the double block-length
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Blockcipher
[
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[ Single Block-length ] Double Block-length
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Drawback: Birthday attack

l

input |
y
n| (nk)

Lightweight-cipher
- (n, K): block and key

input

Blockcipher (n, k):
- Block length: n
- Key length: (k= n)

Blockcipher (n, k)
- Block length: n
- key length: (k= 2n)

length
- usualy, key length
small like 32, 48 bits

Figure 2.9: Types of Block-cipher [T}, 2, 3, 55, 56]

block-cipher generates the output that size is double of block-length. Because of birthday-
bound attack, single block-length block-cipher has no usage now [4, 25, [80]. However,
double block-length block-cipher is appropriate for building cryptographic compression
function. Interestingly, double block-length block-cipher has three classes. First one is
defined as block-cipher(n,n) where n directs the size of block-length (message) and k
means key-length [53], 64, [65]. Moreover, block-cipher(n,2n) is the second-one, where
key size is double of block-length. Usually, this (n,2n) block-cipher is good for making
cryptographic compression function in the aspect of security-margin because of greater
key size. The third and last one is lightweight-cipher. This concept becomes popular
under the resource constrained devices very recently. Generally, the lightweight-cipher
supports small size of block-length and key-length. Moreover, AES and DES are used in
the (n,n) and (n,2n) block-cipher in the perspective of implementation [25] [39] 55 [56].
On the contrary, lightweight-cipher is suitable for invoking PRESENT, XTEA, TWINE;,
KATAN, and KASUMI [62] 68|, 80, 81].

There is another way or primitive to build CCF (Figure 2.8). Usually, this is called as
scratch. The scratch is based on random function like universal function, SHA-series, and
MD-series. The main advantage of the scratch function is the size flexibility. Usually, it
supports greater size of message including long key. However, in the aspect of hardware
implementation block-cipher is more appropriate than the scratch because of direct im-
plementation of block-cipher [25, [49] 50} 55, 56].

Basic Properties of Cryptographic Compression Function. According to the Figure 2.10,
there are two broad aspects of properties for the cryptographic compression function.
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Efficiency Security
» Key scheduling » Collision resistance (CR)
key schedules per blockcipher find an output for different two input
> Number of blockciphers (#E) > Preimage resistance (PR)
no. of blockcipers are used in compression function find a collision for a predefined output
> Operational mode (OM)
multiple blockciphers run in serial/parallel » Padding oracle attack (PA)
> Effici ency-rate (r) length extension attack, when extra bit is added
r = message length/#E x blocklength

Figure 2.10: Classifications and Properties of CCF

First we notify here security and second one is efficiency. Under the security aspect there
are three parameters such as collision resistance, preimage resistance, and second preim-
age resistance [60), [61), 62]. Moreover, efficiency-rate, number of key scheduling, number of
calling block-ciphers or function, and padding-free are the parameters under the efficiency
[49, 50, 55, 56].

Collision resistance is an important security notions for any cryptographic compression
function. Usually, it is defined as a procedure where adversary tries to find M and M’
(M, M’ : message) such that F'(M) = F(M') when M # M’ [60] 61, 62]. In addition,
to find F (M) = F (M') is infeasible for adversary. Moreover, if adversary tries to find
F(M'") = C" for the given the value of C' such that (F'(M’) - C") = C [25, 39, 60,
61, 62]. Actually, this is also hard to find for the adversary [25] 39 [60]. Moreover, to
find M’ such that F'(M') = F (M) for the given M is difficult for the adversary under
the second preimage resistance [39, [61, [62]. Under the efficiency aspect, the efficiency
rate (r), number of block-cipher (# E), number of key scheduling (KS) are prominent
[25], 39, 53], 53], 56]. The efficiency rate is defined as (r = |m|/#E x n) where r means the
symbol of efficiency-rate, |m| : message length, #F : number of calling block-cipher per
message encryption [25], [39]. Moreover, Key scheduling comes from the required number
of key sets for single message encryption or compression [25] 39, 53, 55].

2.3.1 Security Notions of Compression Function

For cryptographic compression function, there are certain standard security notions such
as collision resistance, preimage resistance, and second preimage resistance. Generally,
two models are used for security proof of the CCF. The first one is based on block-cipher
and the second-one is random oracle (based on random function). The block-cipher based

model has two major variants such as ideal cipher model (ICM) and weak cipher model
(WCM).

Ideal cipher model (ICM)

Under the ideal cipher model, a block-cipher is defined as block (n, k) where n and k directs
respectively block-length and key-length. Let E : {0, 1}k x {0,1}" - {0,1}" be a block-
cipher of block (n, k). Moreover, E (k,-) is a permutation under the every K € {0,1}". Let
BL (n,k) is the set for all block-ciphers block (n,k). Generally, E is selected randomly
from BL (n,k). Furthermore, two types of operations are available under BL (n, k) such
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as encryption query and decryption query [25, B9, 61]. Usually, the input of encryption
query is message and key where output is cipher-text. In addition, cipher-text and key
are used as input of decryption query. On the contrary, the output of he decryption
operation is message. For example, £ : (m, k) — c¢ directs the encryption query where
m, k, and c¢ represents message, key, and cipher-text. However, D = E-! is denoted as
decryption query [ref]. Usually, a database is used to keep the query records. Moreover,
three elements are stored under a single transaction such as key, message, and cipher-
text. In addition, it is assumed that similar query has no chance to be executed for
the second time [25, B9, [61], 62]. For example, if [E : (m;, k;) — ¢; contains under the
encryption query then there is no chance to evaluate D = E-1 : (¢;,k;) =7 query. We
noted block-cipher as BlockF also.

Weak cipher model (ICM)

Weak cipher model is the fabrication of ideal cipher model [63]. It was first introduced
by Liskov in [54, [61], [63] as weak ideal compression function. After that Hirose and
Kuwakado re-formalized the concept of weak ideal compression function into weak cipher
model [62]. Let BL (n,k) be the block-cipher like ideal cipher model. Moreover, three
types of operations exist instead of two types of operation. The first-one is defined as
encryption query. In addition, the decryption query is the second-one. Moreover, key
disclosure query is available under the weak cipher model [61], 62, 63]. For example,
E : (m,k;) > ¢; and D = E7' : (¢j,k;) - m; are the encryption and decryption query.
Furthermore, key disclosure query is E* : (my,¢;) - k;. In principle, duplicate query can
not be queried under the weak cipher model also.

Security definition of compression function

There are some famous constructions standards under the PGV [60, [61], 62, [63]. Usually, it
is obvious to follow those standard constructions for creating a block-cipher based crypto-
graphic compression function (Figure 2.11). Generally, collision resistance and preimage
resistance are used for mentioning security notions for any cryptographic compression
function (Figure 2.12). Collision resistance is defined as to find two different input under
a single output [60, 611 62, 63]. However, the task is infeasible to the adversary in respect
of computational time and resources. Moreover, to find a message (m') for the given hash
value (H9%vem) such that H (m') = H9*" is called preimage resistance [25] 39, [61].

Collision Resistance of CCF. Assume there is an adversary 4 that is allowed to access
through the block-cipher (BL (n,k)). If the output of the compression function are ¢;
and ¢y under the fg(mi, k1) = ¢ and fg(ma, ka) = c2. Then there is an experiment
(expou (A)) that output iff the following criteria satisfies:

fe(my, ki c1,) = fo(ma, ko, ca,) A{(my, ki, c1,) # (Mma, k2, ca,) }

, where fg is a block-cipher compression function and m, ¢, and k are the elements
of message, cipher-text and key. The advantage of A is to find a collision under the fg.
Let Adv?f);” (A) = Prexpeou (A) = 1] (coll : collision). The advantage of adversary A is
evaluated by the number of queries that are allowed to ask block-cipher oracle. Hence,
Adv‘jfgl (q) = maxy {Adv?;u (A)} where the maximum is taken from all the adversaries
that ask at most ¢ oracle queries [60], 61], 62, [63].
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Figure 2.11: Famous 12 PGV Constructions out of 64 [60, [61, [62]

If If
Collision Resistance Preimage Resistance
Satisfies Satisfies
. ) . )
For a Cryptographic For a Cryptographic
Compression Function Compression Function
/’_~<—~S’_>’—\‘\ ,*"(“”"”—\ ~
{ Thenit satisfies N _ Thenit satisfies A
{  Collision resistance for [ \’ Preimage resistance for_ )
U~ CryptographicHash % -7 T CryptographicHash Y -7
\-_\~_—\ /L"/ \-_\~-—\ /‘-‘/

Figure 2.12: Basics of Security Standards [60], 611 62 [63]

Preimage Resistance of CCF. Adversary A is able to access the block-cipher. Fur-
thermore, A randomly selects a set of value: rd; and rdy. If 2" and y’ are the responses
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form the block-cipher oracle then an experiment exp,,. (A) is defined where pre stands
for preimage. In addition, the output of the defined experiment is 1 iff the following
condition satisfies:

fe (@', y',m) = (rdy,rdy)

, where fg is a block-cipher based compression function. The advantage of adversary
for finding a preimage under fp is defined by Adv'” (A) = Pr[expye (A) - 1]. Further-
more, the advantage of A is quantified in respect of the total number of queries. Hence,
Advi* (q) = maxy {Advfc;e (A)} where the maximum is taken from all the adversaries
that ask at most ¢ queries [60], 61], 62, [63].

2.4 Building modes of Small Domain Encryption

The scheme of small domain encryption can be built by block-cipher or scratch. Usually,
small domain encryption means {0,1}" x {0,1}* - {0,1}" where the length of n is small
like 16, 24 or 32 bits. One can use traditional block-cipher. However, it needs padding.
In addition, waste of resources because of using 128-bit AES for 32 bits message [31], 32]
33]. Therefore, bit by bit encryption is being used through certain well defined shuffling
algorithms [33, 34], 35] such as Knuth shuffle, Thorp shuffle [32], Swap-or-not shuffle, Mix-
and-cut shuffle [33], SRS shuffle [35]. On the contrary, Feistel network or general Feistel
network are used to build the scheme of small domain encryption [30, [36].

abc 123-45-678 908-121-567
cde 678-45-123 = X 809-651-345
efg 987-12-567 321-213-543

MN: My Number Enc. MN: Encrypted MN

. Properties of small domain
Key cryptographic challenge:

message encryption
» Construct efficient ‘x’ for: oy "y yp
. . ny small size
EA':&.My Tjumber’ SSN » Equal size of message and cipher-text
-- Credit car. > Padding free
-- Access point > Same Format

Figure 2.13: Basics SDE [30, B} 32} 33, 35, 36]

Moreover, a small keyed-function is defined as f : KxM — M where K means key space
and M directs message space. In addition, fi(-) = f(k,-) is a permutation over M for
every k € K It is assumed that there is an adversary A that can access an encryption (Enc)
oracle of the proposed scheme and an oracle of random function (RO). The advantage of
an adversary is defined to distinguish between the output of random-oracle and the output
of the proposed scheme. Moreover, the adversary has access on ideal permutation ($).

Hence, Adv§™(A) = Pr [Agnc(‘) = ] - Pr [AEO(') = 1]. We assume adversary A has non-
adaptive query feature. In addition, chosen plain-text attack by any adversary is defined
as each query runs under encryption query [31], 32} B3] 35]. Furthermore, we define PRNG
functions as f,,, and f,.,. The operation of PRNG functions is f,, ,—~%"{0,1}", where

w : uniform 7: random.
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2.4.1 Security Notions of SDE

random

permutation
7 using 7z (-)

random k
from K under F,

1st Game 2nd Game

» Imagine two games:
-- In 1% game, chooses arandom key k from K using an oracle Fy(-)
-- 2" game, chooses a random permutation 7 on using an oracle for z(-).

Target: To distinguish between the outputs of these two games are
negligible in respect of adversary

Figure 2.14: Security Model of SDE [30, 131}, 32}, 33, [35] [36]

The security notions (SN) is defined as SETM[f] = (SETM-E, SETM-D), where
SETM-E and SETM-D directs respectively encryption and decryption oracle. Encryption
oracle takes M and delivers C. Furthermore, decryption oracle receives cipher-text as in-
put and passes message through ideal permutation. In addition, adversary A has access to
random oracle that releases corresponding M or C by random permutation (Figure 2.14).
Therefore, the advantage of adversary is defined as:

AdvSN (A) =9 Py [AgETM—E(‘),SETM—D(-) N 1] _Pr [A?O(') R 1]

In addition, the first probability depends on key space and randomness of A. Moreover,
the second-one relies on random-bits oracle and A.
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Chapter 3

Existing Research Works

In this modern cryptography, message encryption and authentication are noted as ”Swiss
Army Knife of Cryptography” [2], 37, [44]. In each sector of information technology, mes-
sage encryption and authentication are essential. For example, the verify process of
integrity for files or messages, verification of the password, file/data identifier, pseudo-
random generation, key derivation, social card security, credit card security, and ATM
card security. In this chapter, we briefly discuss the motivations for our works through
three sections. In addition, these motivations are based on the existing works of authen-
ticated encryption, cryptographic compression function, and small domain encryption.

3.1 Previous Works in Cryptographic Compression
Function

According to the construction properties, block-cipher based cryptographic compression
function is broadly categorized into two groups such as (n,n) and (n,2n) block-cipher
based compression function [58, 59, [60) 611, [79]. According to the Table 3.1, the security
bound of Weimar-DM is the best. However, the key scheduling is twice. On the contrary,
Hirose-DM satisfies single key scheduling. In addition, all scheme’s mode are Davies
Meyer (DM). Moreover, the proof technique of these scheme is based on ideal cipher
model (ICM). Interestingly, the assumption of ICM is very rigid. Hence, it is not suitable
in respect of real world. There is another proof technique of weak cipher model which
has less strict assumption. Therefore, WCM is close to the real world. Under these
circumstances, there is a scope to provide a new scheme that can provide better security
bound. In addition, it can satisfy single key scheduling property. Moreover, there is
another possibility to introduce weak cipher model security proof technique. However,
the WCM has certain dis-advantage such as: under any single instance only single type
query is allowed. Hence, there is a fact to provide more realistic security proof.

The parameters of CR, PR, r, #FE, OM, and KS are vital for any satisfactory
scheme of block-cipher based compression function [39, 54, 55, [56]. Firstly, certain gaps
are identified from the current familiar schemes based on the above parameters. Thus, the
importance of the findings are shown in the field of efficient and secure communication.
For example, the key scheduling cost is analysed in respect of construction of compression
function. Usually, 176 bytes are needed for operating of single key scheduling [74]. Hence,
minimization of key scheduling is a common practice. Additionally, the operation mode is
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Table 3.1: Result Analysis of Different (n,2n) block-cipher based Compression Function
25, 39, 54, (55, 53, 64, [66]

CF CR || PR || KS| PT ||OM | r || #E
ICM | DM || 1/2
ICM | DM || 1/2
ICM | DM || 1/2
ICM | DM || 1/2
ICM | DM || 2/3
ICM | DM || 2/3

Weimar || 3n — 2n || 212623 || 2252.5
Hirose 3n — 2n || 212455 9251
Abreast || 3n — 2n || 212442 || 2246
Tandem || 3n — 2n || 212087 9246
ISA-09 || 4n - 2n || O(2") -
Nandi || 4n > 2n || O(2") -

W W NN =N
W W N NN

CF: Compression Function

CR: Collision Resistance

PR: Preimage Resistance

KS: Key Schedule

PT: Proof Technique

OM: Operation Mode

MM: Matyas Meyer Oseas

DM: Davies Meyer

r: Efficiency rate

#E: Number of calling block-ciphers/functions

very crucial for resource limited devices, where the parallel mode can provide maximum
support in respect of memory system [25, 39, 55, 56, 62]. Moreover, the efficiency-rate
needs to reach the landmark (r=1) [25, B9]. There are some well-known schemes of
block-cipher compression function such as Weimar, Hirose, Tandem, Abreast, Nandi,
and ISAQ9 (Table 3.1). For example, Weimar-DM provides tight security bound such as
q = 212623 [25]. Moreover, it follows double key scheduling including 1/2 efficiency-rate.
The scheme of Hirose delivers marginal security bound as ¢ = 212435 but it ensures a single
key scheduling. However, the CR and PR bound of the Tandem-DM and Abreast-DM
are not satisfactory as that of the Weimar, and Hirose [25, [39]. Moreover, the efficiency-
rate of Tandem-DM and Abreast-DM is 1/2 like Weimar, and Hirose [28, 29]. Though the
scheme of Nandi is bounded by ¢ = O (22*/3) but it provides higher efficiency-rate (r = 2/3)
[64]. Additionally, the construction of ISA09 provides better efficiency-rate (r =2/3)
[65]. According to the above discussions and Table 3.1, most of the existing schemes
have rigorous security margin. However, the efficiencies are low for the constructions of
Weimar, Hirose, Tandem and Abreast. On the other hand, the schemes of Nandi and
ISAQ9 satisfies higher efficiency-rate. Moreover, the constructions of Nandi and ISA09
satisfies K.S =3 and #F =3 [64, 65]. On the contrary, the OM is serial for Nandi and
ISAQ09 schemes. Thus, the overall efficiencies are not adequate for the ISA09 and Nandi
schemes. Under these circumstances, there is a scope to provide an efficient scheme of
compression function.

Under the (n,n) block-cipher compression function there are many constructions such
as MDC-2, MDC-4, MJH, Bart-12, and SKS-15 (Table 3.2). Generally, certain features
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Table 3.2: Comparison of the Existing Familiar Compression Function: Based on (n,n)
block-cipher [27], B8] 56, 57, 59] [70]

CF r | #E] KS CR PR OM PF RM
MDC-2 [3n—2n |[1/2][2 [2[0O(22) |O(2") |P |x |176x2
MDC-4 | 3n—>2n | 1/4 |4 |4 |0@%) | 0(2%) | P |x |176x4
MJH [3n*—>2n|1/2|2 |1 |0O(22) | O@2") |P |x |176x2
Bart-12 | 3n>2n | 1/3|3 |3 | 02" |O(2%) ]S |x |176x3
SKS 3n—>2n | 1/3|3 |1 |O@Y) |0@2™) |P |x |176x3

CF: Compression function, KS: Key Scheduling
CR: Collision resistance, PR: Preimage resistance
#E: Number of blockcipher calls

r: Efficiency rate

OM: Operational mode, P: Parallel, S: Serial

PF: Padding free, RM: Required memory in bytes

are used to identify the better (n,n) block-cipher compression function. We summarize
those features and make two groups of efficiency and security. The group of efficiency has
certain sub-branches such as key scheduling, number of block-ciphers call, operational
mode and efficiency-rate. On the contrary, the security group is focused for collision
resistance (CR), preimage resistance (PR), and padding oracle attack. Initially, we ad-
dress the point of efficiency (Table 3.2). Hence, there is a scope to reduce the storage
for key scheduling. Moreover, the less call of block-cipher utilizes less memory resources.
Additionally, the efficiency-rate should be close to 1. On the other hand, the parallel
mode scheme is suitable for faster operation. The current familiar schemes of MDC-2,
MDC-4, Bart, and MJH have lower efficiency-rate (Table 3.2). In certain cases, the num-
bers of block-cipher call are high. Moreover, the key scheduling is high also (Table 3.2).
Thereafter, we point out the issue of security. The current schemes of MDC-2, MDC-4,
MJH have lower collision and preimage security bound. Furthermore, the Bart-12 and
SKS-15 have higher security bound. However, the efficiency-rate of Bart-12 and SKS-15 is
not satisfactory. Interestingly, the current familiar schemes need padding mechanism for
variable size of message (n # m). Hence, the schemes of MDC-2, MDC-4, MJH, Bart-12
and SKS-15 are not risk free from padding oracle attack [41) [75, [76]. On the contrary,
supporting short and flexible message encryption under different platform are important
features for the resource constrained device, and ToT-end device [83, [84], [85, [86], 87, 188, [89].
Thus the block-cipher compression function should have capability to encrypt short mes-
sage. However, the current schemes can not deal variable message encryption without
padding because of internal constructions. Furthermore, the security bound of the exist-
ing schemes is based on block-length (fixed size, e. g.n-bits) rather than the flexible size
of message.

3.2 Previous Works in Authenticated Encryption

Authenticated encryption plays very vital role in encryption and authentication of mes-
sage [19, 20, 21, 22]. There are many schemes under the authenticated encryption
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11, 12, 19, 20, 21, 22]. We classified two types of AE. The first one is defined as
probabilistic-IV-based AE or IV-based AE in short as an authenticated encryption al-
gorithm that has a random IV without associated data whose security goal is indistin-
guishability with random bits with respect to an adaptive-chosen-plaintext-and-known-IV
attack, unlike the common security goal of AE with nonce and associated data, which is
indistinguishability with an adaptive-chosen-plaintext-and-IV attack. And the second one
is nonce based authenticated encryption. Moreover, nonce based authenticated encryp-
tion is classified into two group in respect of security notion such as nonce reuse and nonce
respect. Generally, [V-based authenticated encryption is efficient for encryption process
under the resource constrained device due to its weaker security model. Most recently,
majority of the works of authenticated encryption are based on nonce and associated data
such as McOE, COPA, COBRA, OTR, CLOC, PoE, and SILC [I1], 12, 43, 46}, 47, [77,, 92].
These schemes need extra overhead cost to withstand a strong adversary that can choose
nonce. Additionally, a finite field multiplication is used in the construction of the OCB
and OTR. Hence, the actual efficiency is decreased for the OTR schemes [47]. The privacy
security of the block-cipher based message authenticated encryption is O (2/2) for most
of the constructions [47]. Moreover, many constructions need padding mechanism for
encryption of arbitrary (variable) length of message. However, the padding mechanism
itself has certain drawbacks such as padding oracle attack, and length extension attack
[75, [76]. In addition, a bunch of sensors, actuators, and RFID-tags are active in the
domain of IoT. The existing familiar constructions use various kind of primitive such as
block-cipher, scratch, ideal permutation, hash for component function of encryption. For
example, McOE-X has two variants of McOE-D and McOE-G which are based on respec-
tively THC-CBC and HCBC-2 [I1]. Moreover, the OAE(1,2) and PoE used block-cipher
also [12} 42]. The construction of F.PRF used tweak-able block-cipher in the component
function and the APE used ideal permutations |21, [7§]. In addition, the schemes of CO-
BRA, and OTR used feistel block-cipher network [47, [77]. Therefore, there is a scope for
proposing a new variant of primitive in component function for the message authenticated
encryption where authenticated encryption runs under IV instead of nonce and associated
data. Moreover, it can satisfy low resources for authentication mode.

Under the category of nonce and associated data based authenticated encryption there
are bunch of schemes. Interestingly, many of recently proposed schemes claim security
in a nonce-reuse scenario [I1, 12]. The scheme of McOE brings a breakthrough in the
domain of nonce reuse AE [12]. Thereafter, a bunch of schemes have been proposed
based on the properties of the McOE such as COPA, PoE, APE, and ELmE (Table 3.3).
However, Hoang et. al. showed that the concept of nonce reusing is no more secure
for any online authentication scheme [12]. In addition, Hoang et. al. claimed that the
online characteristic is a parameter of efficiency. Therefore, a window is re-opened for
on-line and nonce respect AE. Furthermore, the McOE needs block-cipher inversion and
it’s privacy security is bounded by O (2%/2). Most recently, there are two more proposals
such as CLOC and SILC [43],46]. The constructions of CLOC and SILC are good for short
input. Additionally, these two schemes are free from block-cipher inversion. However, the
operation mode of CLOC and SILC is serial.

In addition, numbers of calling function or block-cipher is very important to evaluate
the efficiency of authenticated encryption. Usually, numbers of calling function or block-
cipher means the required numbers of function for encrypting a chunk of message and
cipher-text |45 [46]. For example, the scheme of OTR [47] needs a+m calls of block-cipher
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Table 3.3: Certain Existing Researches on Authenticated Encryption

’ S. N. ‘ O.M ‘ #Bc ‘ r ‘ N1 ‘ N2 ‘ M. Merits
COPA [77] Parallel a+2m+ 2 2 |- y | Parallel Supports
Non 1§8EC§elglllllselllﬁ;(?al
. . - ial,
PoE [12] Sequential (mx2HF) +m |- |- Y COA Secure
Parallel, inverse
COBRA [92] | Parallel (m+GF) +1+2 |- |- |Y | freeness of
block-cipher
Supports Nonce
McOE [11] Serial (m+1)" 1Y |Y | Reuse Security
Notion
Optimized Resources,
CLOC [43] Serial a+2m+1 21Y |- Suitable for Short
Input
Reduces Resources
SILC [46] Serial a+2m+3 21Y |- than CLOC like
Tweaking function
OTR [47] Parallel (a+m)” LlY |- Parallel, Rate 1
Permutation based,
: * Nonce Reuse
APE [78 Serial - Y ’
(78] e (a+m) Suitable for
gOﬁSt%aineﬁl ldevice
ElmE [03] | Parallel | a+2m+1 2 - |y | WY raralel
St ireme
. . impler, cien
EAX [94] Serial a+m+N 21Y than COM

o UL W N

. S. N.: Scheme Name, O.M: Operational Mode, r: Efficiency-rate,

. #Bc: Number of calling function (depends on number of associated data, message),
. N1: Nonce respect, N2: Nonce reuse, M. Merits: Main Merits,

. a, m, N: Number of Associated-data, Message, and Nonce

. HF: Universal hash function, GF': Finite Field Multiplication

*: May varies

or function. According to the construction of [47], each chunk of message (m) needs one

call of block-cipher or function. In addition, one call of block-cipher is required to encrypt
one chunk of associated-data (a). Therefore, the total number of required block-ciphers is
a +m. Generally, #Bc is evaluated through the above way. Moreover, the efficiency-rate

(r) is defined as r = message size/numbers of function x function-length. Most recently,

block-cipher inverse freeness becomes an important criteria for any authenticated encryp-

tion. It reduces the resource-cost for computing inversion of block-cipher/permutation.

Therefore, there are certain scopes to propose nonce-respect authenticated encryption
that can satisfy less call of block-cipher. In addition, it can satisfy inverse freeness of

block-cipher.
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3.3 Previous Works in Small Domain Encryption

Small domain encryption is one of the blazing issue in the arena of modern cryptography
[30, B1), 32, B3]. Usually, block-cipher is used to develop a scheme of small domain en-
cryption. There are certain traditional block-cipher such as AES/DES. Generally, these
are suitable as a primitive for big size of data encryption. However, the situation is quite
different for message encryption under the resource constrained devices in real life ap-
plication [35, 36, 51]. Usually, a small chunk of message needs to encrypt for example
8, 16, 24, 32 bits. Generally, the key size of AES/DES is 128, 192 or 256 bits. Even
for lightweight-cipher, the key size is 32, 48, 64, 96 bits [7, 80, 81]. Under this circum-
stance, key and storage management cost are increased. Therefore, the concept of SDE
is important for resource constrained devices. However, the security is low under the
SDE because of the small size of the key. On the contrary, the efficiency is higher. In
certain cases, the implementation of resource constrained devices depends on the speed,
memory-utilization, power consumption, and number of gate operation rather than the
rigorous security bound in certain cases.

In 2002, J.Black and P.Rogaway formally addressed the issue of small domain en-
cryption, including format preserving encryption for the first time in [31]. Following that
B. Morris, P.Rogaway, T.Stegers proposed a construction of [32]. The basic primitive
of this scheme is block-cipher e. g. AES/DES. The encryption time of this scheme is
O (log’N) [34]. In addition, it needs a certain number of calling AES block-ciphers.
Later, another construction was proposed by V.T.Hoang, B.Morris, and P.Rogaway
in [34]. This scheme satisfies small domain message encryption. In addition, it also
satisfies the format preserving encryption. It uses Swap-or-Not shuffle algorithm [33]
34]. However, the basic primitive is block-cipher as well. It also needs a large num-
ber of calling block-cipher (e. g. AES). The security margin of this scheme is ¢ =
(1-¢)2"(q:number of query, n: block-length) [33, 34, [35]. In the next year, T. Ristenpart
and S.Yilek proposed a scheme of Mix-and-Cut [33]. Interestingly, it is also based on a
card shuffling algorithm where the basic primitive is a block-cipher. Moreover, the en-
cryption time of this scheme is O(logzN ) [33, B34, B5]. Most recently, the scheme of
Sometimes-Recursive shuffle has been proposed by B.Morris, P. Rogaway [35]. Authors
of the SRS-construction re-conceptualized the scheme of Mix-and-Cut [33]. In addition,
the SRS is the best scheme in respect of low encryption time (O (logN')) and full security
margin [35]. However, it needs 1000 calls of AES block-ciphers. Authors of [35] claimed
that the resources are required to call 1000 of AES is 80K clock cycles, or 25 usec, on
a recent Intel processor. Hence, the SRS is also heavy for resource-constrained device
and IoT-end device. According to the above discussions, the mentioned constructions
are broadly classified into two groups such as partial security margin and full security
margin. The schemes of Thorp-shuffle, and Swap-or-Not are under the partial security
margin group. On the contrary, Knuth-shuffle, Mix-and-Cut, and SRS are the member
of the full security margin group. Most recently, two more proposals are available such
as FNR and BPS [30, 36]. In addition, the scheme of FNR is based on classical Feistel
structure where Galois Field GF(2") is used. Furthermore, the scheme of BPS is based on
tweak block-cipher and it uses general Feistel structure [30]. Under these circumstances,
there is an opportunity to propose a scheme of small domain encryption that can satisfy
less resource. In addition, it can provide better efficiency.
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Chapter 4

Some Probable Secure Constructions
of Compression Function (CF)

A cryptographic hash is an important tool in the area of a modern cryptography [25,
39, 53, 5I]. It comprises a compression function (CF), where the compression function
can be built by a scratch or block-cipher. There are some familiar schemes of block-
cipher compression function such as Weimar, Hirose, Tandem, Abreast, Nandi, ISA-09
[25], 28] 291 39} 64, [65]. Interestingly, the security proof of all the mentioned schemes are
based on the ideal cipher model (ICM), which depends on ideal environment [61], 67].
Therefore, it is desired to use such a proof technique model, which is closed to the real
world such as weak cipher model (WCM). Hence, we propose our first scheme that is
based on (n,2n) block-cipher compression function. In addition, it is secure under the
ideal cipher model, weak cipher model and extended weak cipher model (ext. WCM).
Additionally, the majority of the existing schemes need multiple key schedules, where
the proposed first scheme and the Hirose-DM follow single key scheduling property. The
efficiency-rate of our scheme is r = 1/2. Moreover, the number of block-cipher calls of the
first scheme is 2 and it runs in parallel mode.

A constrained device is an emerging technology that has enormous applications in
our daily life such as access control, inventory control, luggage tracking, bar-code reader,
and IoT [14], 37, 40, [71], [72, B0]. However, it has certain drawbacks of low memory and
less computing power [37, 53, B3, (6L 68, [74]. Thus, one of the cracking challenge is
to provide efficient and secure cryptographic solution for the constrained device in the
aspect of security issue. An (n,n) block-cipher based cryptographic compression function
is applicable to provide provable security to the constrained device. Though, there are
many constructions of (n,n) block-cipher such as MDC-2, MDC-4, MJH, Bart-12, and
SKS-15 29, 38, 59, [79]. However, most of the familiar schemes are not suitable for short
and variable message encryption without padding due to internal structures. Furthermore,
the security margin is provided based on block length rather than the flexible message
size. Therefore, we present two different (n,n) block-cipher compression function schemes.
The second scheme (SS) satisfies better efficiency such as less call of block-cipher, less
key scheduling, and higher efficiency-rate. On the contrary, the third scheme (TS) has
upper security bound. Moreover, both of the schemes are suitable for small and variable
message encryption (message size = tn, such that ¢ < 1,7n : block length), which is handy
for the constrained device.

Under the (n,n) block-cipher compression function, most of the schemes are secure
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under the ideal cipher model. In addition, the scheme of MJH and Bart-12 are secure
under the Finite-Field-Multiplicative model. Both of the models are based on strong
assumptions. Hence, we propose an (n,n) block-cipher based compression function which
is secure under the weak cipher model. In addition, we also show that the proposed fourth
scheme is secure under the ideal cipher model. Generally, weak cipher model has less strict
assumptions than that of the ideal cipher model. Therefore, WCM is more close to the
real world.

4.1 An Upper Bounded Secure Scheme of CF

Our proposed first scheme is secure under the three types of security model. Secondly,
it follows single key scheduling and it’s number of block-cipher call is 2. Additionally,
the efficiency rate of proposed scheme is 1/2. We compare our first scheme of (n,2n)
block-cipher based compression function with existing familiar schemes in Table 4.1.

Table 4.1: Comparison among the First Scheme and Existing Familiar Schemes [25, 28]
29, 139, (56, [64], 65]

Security Proof Technique
Scheme Name| CF KS |r ICM | WCM| ext. WCM
First Scheme n—2n |1 12 |V Vv Vi
Weimar 3n—->2n |2 12 |V N.Y. | NY.
Hirose an>2n |1 |12 |/ | NY. |NY.
Abreast 3n—-2n |2 12 |V N.Y. | NY.
Tandem 3n—-2n |2 12 |V N.Y. | NY.
Nandi dn—>2n |3 2/3 |/ N.Y. | NY.
ISA-09 in>2n |3 |23 |/ |NY. |NY.

CF = Compression function, N.Y. = Not yet

KS =Key scheduling, Efficiency rate = r

ICM, WCM, ext. WCM = Ideal, Weak, extended weak (cipher model)

4.1.1 Proposed First Scheme of Compression Function (FS)

KS=1, r=%, #E=2
- E=no. of blockcipher call
black-bold dash: key input

q=2%" (WCM)

A
=2 (IcM)
CR=

=2 (ext. WCM)

H"™ /= hash function
F=compression function
X, y = chianing values
m= message

Figure 4.1: Block Diagram of the First Proposed Scheme (FS)
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The proposed first scheme follows two calls of block-cipher call, where key scheduling
is single. It satisfies the class of (n, 2n) block-cipher because of key size is double of the
block-length. It runs under the Matyas Meyer Oseas mode (MMO). The definition and
block diagram of this scheme are notified in Definition 4.1 and Figure 4.1.

Definition 4.1. Let E € BlockF be a block-cipher, where k = key length and n =
block length. The HFS is a hash that is constructed by F. Let F = {0,1}" x {0,1}*" -
{0, 1}2” be a block-cipher based compression function. In this scheme, two independent
block-ciphers are used for a single iteration such as E,l‘fg “and E,l;:;”. Therefore, the final
output of HFS is:

HFS (21-1,y1-1,my) = 21, y; such that,
Ty =zl @my,y = 2E @y [Where, zl < E;Lfi’ﬁ‘;l_l (m),z? < ng"le‘%l_l (m)]

In addition, we proposed a new security proof model of ext. WCM. In this section,
we define this new security model. An Extended weak cipher model (ext.WCM) fol-
lows the basic properties of the ICM and WCM. It adds a new feature for making the
adversary powerful, where the adversary can ask any type of query for a single instance
(Table 4.2 and Figure 4.2). Additionally, the assumptions of the ext. WCM is weaker than
the ICM and WCM. Under the ext.WCM, the adversary gets a set of message and corre-
sponding encrypted message (ciphertext) based on a key. However, the query process is
based on non-adaptive. The block-cipher oracle is defined as €W CM*™¢ (-), where the
adversary can ask and gets a set of key (k), message (m) and cipher-text (c).

Table 4.2: Operation Characteristics of the Security Proof Model

A —allowed for Game.
Such that, Game (G): ICM WCM ext. WCM

Input: [z, 2’] Allow,
) All All
Where, r + 2 A H($) = A_O>VVE"f/E'b A — ET for G then, A_O)VVE’if/Eb//Ek
H (2" tor & A — EY for G then, for G
r A - EF for G !

Security Proof of Collision Resistance of the First Scheme (ICM Based)

An adversary A can make two types of query such as forward query (E/) and backward
query (E®) [39,161, 62, 63]. Under the ICM, a game is defined as Game$?!,, (Algorithm 1),
where adversary A tries to find (z,y,m) and («',y’,m’). Therefore, the adversary gets
success iff HS (z,y,m) = HFS (2/,y',m') where, (x,y,m) # (z',y’,m'). In addition, the
Gamesdll,, is categorized into three sub-games (Table 4.3). Adversary A runs through
these three subgames for getting success. However, the first subgame stands for dual
queries. Under the first subgame, adversary tries to find two different queries for a col-
lision. Secondly, the subgame of SubGameggéle’mM is responsible for finding a collision
within a single query. Finally, a collision through initial chaining values are occurred by
the third subgame.

Theorem 4.1. Let H"S be a two calls of 2n bit key block-cipher compression function.
The task of adversary A is to find collision under the compression function F (HF).
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such that: L AR ARATY - such that: E' g E' \
H (4 y)=H (%0 0) v H (40 ) = (%0, Yo) HOG)=H0N) X,y XY, XY
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Figure 4.2: Security Proof Model

Table 4.3: Branches of Game?‘gffM

Branch name ‘ Condition ‘

wy, Y1) # (T, Yo, M) A
subGamec! (2,
dual ICM |  [INEW (1, yi,my) = HNEW (20, 0 my)

x; =1, when
HNEW (11, y1-1,my) = (21, 41)

Zy, yl) = (ZZ'(], yO) 7When
subGame! (
pri, ICM HNEW (xl—layl—laml) = (xl’yl)

coll
subGamesoleJCM

Hence, the advantage of A is bounded after ¢ pairs of queries as:

co 2+ 2q
AdviCM U (q) < q- +q +

Proof. Let an adversary A can ask any relevant query and never makes any duplicate
query through E/ or Eb. It can ask upto [-th queries, where [ < gq.

subGame", ;. Adversary A uses the ICM oracle for Ef or E® query. At first,
the adversary checks whether the most recent query is collide with the previous any
queries or not. Let the current iteration is [, where the outputs are x;,1;. For example,
I'|(I' < 1 < q) is previously executed any iteration and the corresponding output are x;, y;.
If (21, 41) = (2w, yw) is satisfied then a trigger will be defined and the subGameS, |y, will
be over. Otherwise, the adversary A stores the value of z;, 1, into the query database (Q)

and goes for next iteration. Let the outcome of I’-th iteration are zy « E;‘f g fﬁyy,l (my)@my
and yy « EW@ver  (mp) @ myp. For an iteration of [|(I’ <1< gq), the output are z; «

Ty _qllGr -y
Egﬁ’ﬁ@lil (my) ®my and y; < Eé‘ﬁ”ﬁ%lil (my) @my. If (zp,yr) and (x;,1;) collides each other
then a trigger will be defined as trigffél rom- However, the x;,9, come from the set size

2"~ (21-2) and 2"~ (2l - 1). Hence, under the trigger of trif;", ;. the probability will be
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[-1/(2" = (20 -2)) x (2"~ (20 - 1)). More explicitly, under the subGameg!, ;. through

trigt; ;o the following states are responsible for collision:

{(i=m)n(m=y)} v{lw=y) A (g =2r)} (4.1)

where,
upper upper
x; = BT E

! 213171“2/171 lxz' Lt
= [lower = = = [lower o o
= By, () @ my ye = EXP, - (me) & my

(ml) D my, xp = (ml/) & my

Therefore, the probability of collision under the [-th query will be Pr [ngl‘;lfll ICM] =

coll coll
Pr [tr22 dual ICM > tmq’dml’mM], which implies that,

. a 2(1- 1) SR I
Pr[Tri¢l = 4.2
2 PTriaien) = & e Sy @ i) S oo < @z

subGameSSl o, The subGamel |, is responsible for finding a collision within [-
th iteration of query, where [ <gq. Assume that, the output are x; and y; at the point
of [-th iteration. Therefore, there is a chance for creating a collision when x; = ;.

If collision occurs, a trigger (tmggéle ICM) will be called. Therefore, the probability of

fad coll coll coll _
collision under the subgame (subGamesole’ ICM) through #rigy, ;o 18 Pr [Tmsole ICM] =

scoll yeoll reoll
Pr [tml’soleJCM,tr22780l67mM, . >t”q,soze,ICM]' After ¢ pairs of queries, it implies that,

L i q (4.3)

q
Pr[Trif
; [ l,sole,ICM Z (2"—2[-2) (2n_2l_ :1 2[) (2n_2q)2

subGame! . Usually, the initial vectors or chaining values need to provide at
the beginning of encryption process. Therefore, the generated output can be collide with
the initial or primary values at the any phase of [. For example, in the iteration of
1|/(I<q), the outcome are z; = E*PP7 (my) @ my and y; = B (my) @ 1my. If collision

Tyl Ty
occurs for xg,yo and x;, 1, a trigger will be defined as tm;ilf 1on and query process will
be terminated from the subGamegﬁlf ;o Hence, the probability of collision under [-th

; scoll coll coll scoll 3
query will be Pr [Tmpm.JCM] Pr [tml i 1OM T8 i 100 - ,trzWMJCM]. After ¢ pairs of
queries, it implies that,

2q
-2q)

Adding the value of 4.2, 4.3 and 4.4, Theorem 4.1 is satisfied.

q q
> Pr[Trifys: ren) Z 2[) 2 (4.4)

=1 l=1

Security Proof of Collision Resistance of the First Scheme (WCM Based)

An adversary A will make an additional query E* with Ef and E® under the WCM, where

E* is defined as a key-disclosure query [62]. According to the WCM, the adversary A is

able to make any relevant query with non-repetition. A Game$',,, (Algorithm 2) will

be defined for finding collision under the WCM. The target of the adversary A is to find

X,Y such that H (X) = H(Y), where XY =input, H = hash outout. Additionally, the
coll

Gameff't,, will be classified into three subgames (Table 4.4), where subGame(! | (EF) WOM
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Algorithm 1 (Game$d,

1: Initailization: [ =0, ¢ =2", Q: Empty query database
. 1l

2: procedure Gamejy,,,

3: Execution: Ef or E?

4: Answer: from ICM oracle
. b _ 1 _ upper
5 Ef/E - = (Zl ® ml) - Eiz—l“??lq (ml) ®my
, b (2 ) - -

o BB - (Fom)- B (m)om

7 switch (input) do

8: case 1

9: assert(subGame$ll, 1on/)

10: if [’ <[ <q then

11: searching for (x;,yy) from Q

12: if {(azl,yl) = (;El/,yy)} - Awins then

13: call: collision event tri%" L1cy and brealk: from subGames" LICM
14: end if

15: else

16: store: (zy,y;) - Q

17: end if

18: case 2

19: assert(subGame. /)

20: if {{<q)A(x=y)} > Awins then

21: call: collision event tmg‘;éle oM and break:from subGameggél& oM
22: else

23: store: (zy, ) - Q

24: end if

25: case 3

26: assert(subGame! /)

27: if {({1<q)A(z,y)=(20,90)} = Awins then

28: call: collision event tri;ﬁli{ o and break: from subGameg‘;ﬁ oM
29: else
30: store: (zy,y) - Q
31: end if

32: end procedure

Table 4.4: Branches of GameJlL,
’ Branch name \ Condition ‘
coll Ef - (x,y,m) # (ﬂfl,y',m’)
forw(EH,WCM ANHNEW (:C,y,m) = NEW (x’,y’,m’)
coll Eb - (xvya m) * (:U,7 y/>m/)
back(EP),WCM ANHNEW (2 y.m) = HNEW (3/ 4/ .m')

EF > (x,y,m) = («',y',m")
coll o N
subGames? oy e AHNEW (2 y m) = HNEW (2 ', m/)

subGame

subGame
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is defined for finding collision through cipher-text and subGamegglclk (%) WM is used for ex-

ploring plain-text. Additionally, the adversary A will execute the game of subGameZ‘;Z (ERY.WOM
for getting collision through the key-disclosure query.

Theorem 4.2. Let HFS be a two calls of 2n bit key block-cipher hash function.
It invokes the block-cipher based compression function F', where the advantage of the
adversary A is to find collision under H¥S (F'). Therefore, the adversarial advantage is

bounded after ¢ pairs of queries as:

3¢(q-1)

coll
AdVE/I“QSM (q) < 22n

Proof. Let A be the adversary that can make query upto I-th queries, where [ < q.
The collision probability of these three subgames will be evaluated under the adversary
A in the following way.

Algorithm 2 (GameSds,,

1: Initailization: [ =0, ¢ =27, @ : Empty query database

. coll
2: procedure Gameg) s,

. . coll coll coll
3: run: subGameformWCM, SubGamebackWCM and subGamekey’WCM

4 function subGame;‘:ﬁw(Ef%WCM

5 for (I<q) do

6: run an oracle (Ef) from WCM

7 reply:

_ (1 _ pupper
8 Bl - x; = (Zl ® ml) = E@H”%1 (my) ® my
(2. = Fl = =

9 Bf -y =(z @'ml) = B, (M) @y

10: Check for collision hit event:

11: if '’ <1< q then

12: searching for (xp,y;) from Q

13: if (z;,y) = (ar,yr) > Adversary wins then

14: introduce event triCEO}l,W ou and terminate from

Il
subGame;‘(’)rw(Ef)WCM

15: end if

16: else

17: keep: (x;,y1) - Q

18: end if

19: end for
20: end function

. : 11

21: function subGameggck(Eb)WCM
22: run an oracle (E®) from WCM
23: do same procedure as subGame;flew( B .WOM but use a different oracle
24: end function
25: function subGamez‘;Z(Ek%WCM
26: run an oracle (E*) from WCM
27: do same procedure as subGame;‘:lew( gy wey Put use a different oracle
28: end function

29: end procedure
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subGame;"lfw(Ef)WCM The adversary A will execute the subGame;O(fiw(Ef)’WCM,
where a forward query returns the query result and stores a couple of output into the
Q. There are three basic phases under the subGame;‘;ﬁw( BO).WOM such as making query,
checking and trigger/store. In the first phase, the adversary is allowed to make query
through Ef under the WCM. Then in second phase, A checks whether the last output
pair collides with the previous any query pair. The third phase depends on the second
phase where a trigger will be called if collision occurs. On the contrary, the output pair
will be stored into @ and the adversary will be allowed for next query. For example, the
adversary A gets a couple of outputs (zy,yr) at the I’-th iteration. Let there is an another

iteration of [| (I’ < 1), where output pair will be z;,y;. If (z,y;) = (xy,yy) then a collision

coll

will be occurred and a trigger (tm will be called. However, the sets of queries

EfWCM
are:
WCM (1 . — A1 upper lower - ~
El— ot (l < q) YTy =2y @lmy Ezl,u%ggr (ml,) S my, Yy = Zl’ @ my = ?xl’ L (ml,) d my
EIWEM ("<l <q)im =2 @my=E7  (mg) ®@my,y =2 &my = EXvr 1(ml)EBml

Hence, the conditions of collision are:

{(zﬁ@myzzll@ml)v}/\{(zl%eaml':Z?@ml)v} (4.5)

(zl%eaml/:zlleaml) (zﬁ@rﬁl/:zfeaml)

From 4.5, the collision probability is:

N coll _ L2(l-1) L 2(l_1) q(q—l)
;P [TT% Ef WC’M] = ; (2n - 2l) IZ; (2n < 2n (4.6)

subGamengfk( gy wey- et the adversary A will execute the subGamegzlclk( )W
where backward query will be provided an output pair. A trigger (trz%),flwc M) will be
defined, if collision occurs. According to this subgame and the previous explanation of

the subGame?‘ﬁiw( grywea the collision probability is:

N Lo2(1-1) 2(0-1) _4(qg-1)
Pr|Tri¢" < (4.7)
ZZZ: [ I,Eb WCM:| ZZ; (2n ) lZ; (2n) 22n

2"5( goywey-  Lhe explanation of probability of subGameZ(;lyl( grywey 1S 8s

that of the subGame;"l?fw (EF)WOM" Therefore, the probability of collision is:

subGame

q

coll < 2(1-1) 5 2(1—1) q(g-1)
;P [Tml s WCM:I_;(Qn_Ql) ZZ; () S om (4.8)

Adding the values of 4.6, 4.7and 4.8, Theorem 4.2 is proved.

Security Proof of Collision Resistance of the First Scheme (ext. WCM)

According to the definition of ext. WCM, the adversary A will make three types of query
under a single instance non-adaptively (Table 4.5), where the adversary has no chance for
repeated query. A Game‘(:‘g? b .EX) cat WCM (Algorithm 3) will be defined in this section
for providing the security proof of the proposed scheme and it is categorized into three

subgames with their task into Table 4.5.
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Table 4.5: Branches of Game‘(:‘]’élny%Ek)’mWCM

’ Branch name ‘ Condition ‘
E’f,b,k:_)ext.WC'Mk,m,c () —
outer coll (xlvyl7ml) # (ml'ayl’aml’)/\

t subGame(Ef/Eb/Ek)7€$t_WC'M HNEW (2,41, my)
= HNEW (551', Y, ml’)
Ef,b,kﬁext.WC’Mk,m,c () =
Ty =Y
when,
HNEW ($Z—1,yl—17ml) = (xz,yl)
v
(xz,yl) = (iﬁo,?/o)
when,
HNEW (56171,:%71,7”1) = (17l> yl)

and (zo,yo) = initial value

inner, IV coll
SUbGame(Ef |EY|ER) ext. WCM

Theorem 4.3. Let HFS be a two calls of 2n bit key block-cipher hash function,
where it consists of block-cipher compression function F'. The advantage of adversary 4
is to find collision through HFS (F) after ¢ pairs of queries. Therefore, the adversarial
advantage is bounded as:

AdviTEY M (g) = % - q2N?+3q/N

Proof. Let adversary A asks any relevant query and never makes any duplicate query
through Ef/E®/E*. Under the ext. WCM model, the query is being asked non-adaptively
at first. Therefore, adversary looks for collision based on those executed queries.

OUtersubGame‘(z%if/Eb/Ek)mt'WCM. The subgame of "umsubGamef%lf/Eb/Ek)’ext'WCM will
be assigned for finding collision under any iteration of the query process I| (I < g). For an
example, at the point of I’ (I’ < q)-th iteration, the resultant output are zy,y,. However,
in the iteration of I| (I’ < < q), the output are x;,y,. If the adversary A finds that there
is a collision between x,y; and x;,y; then a trigger will be called. Hence, the conditions

of collision are:
(A—makeauery (BT B E*)) A (for two iterations of queries (1,I)[(I'<l<q))  (4.9)
Furthermore, 4.9 can be derived as:

le (E”jpper (ml)) _ lel (E”jpper 1 (ml’)) or le (EyppeT (ml)) _ 212, (Elower7 (7 ml’))

Zi-1,91-1 Ty 1,y - Z1-1,91-1 ZTyr_1,Yp 1

o (B, (o) = 24 (B, () or 27 (Bgcy, () = 2 (B, (mr))
(4.10)
If, 4.10 occurs then outer¢yicoll will be called. Hence, the probability of

(Ef,EY E*),ext WCM
coll

Qi outer LN
collision under the subgame of SUbGame(Ef/Eb/Ek),ext.WC’M is:

outer -coll _ outer 4. coll ... outery, . coll
Pr [ T”(Ef,Eb,Ek),ezt.WCM] =Pr [ t”l,(Ef,Eb,Ek),ext.WCMv ) t”q,(Ef,Eb,Ek),ext.WCM]
(4.11)
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From 4.11,

" (1-1) _¢-q
outer coll
ZPY[ Tri (ES, Ebﬁk),ezt.WCM] Z (22n) .07 (4.12)
1=1
nner syubGamesol Let, there is an iteration [, where [ < ¢q. Under the

(Ef|EY|EF),ext. WC’M

I-th iteration, the output is z; = EZ"0 (my) = my @ 2} = z; and 2} = Elover  (my) =
m; ® Zl Y-
3 P ; inner coll
There is a chance to make collision between x; and ;. So, a trigger ( tri (B B0 R et WO M)

will be called when a collision occurs. Hence,

inner coll inner coll znner coll
Pr [ T”(Ef Eb,Ek),ext.WCM] Pr [ triy (Ef ,Eb E*)ext WCOM> "™ triy (Ef,Eb,Ek),ext.WCM]
(4.13)
From 4.13, the collision probability is:
q i q 1 q
ZP [ T'ri, (E!, Eb,Ek),ext.WCM] 227 on (4.14)
=1 =1
Algorithm 3 (Gamec‘gﬂc Eb,Ek),emt.WCM)
1: Initailization: [ =0, ¢ =2", Q: Empty query database
2: procedure (Game‘é%?Eb’Ek%m'WCM
3: for (I1<q) do
4: Ezecution: ET/E®/E¥ through e*-W CMkme (-)
5: Answer from ext. WCM oracle
6 BB = (L (o) @ m)
r BIBYE = (B () em)
8: Store into Q
9: end for
10: (*calling three subgamesx)
11: CALL - OutersubGamef%lf b B et WOM
12: searching for (z;,y;) and (xp,yr) from Q
13: if {(x,y) = (xr,yr)} - Awins then
14: call O“t”tmf%é .58y oty A0 terminate 0“t€7"3ubGame‘(3°E”f 55 .EF) eat WOM

15: end if

) coll
16: CALL —» ZnnerSUbGame(Ef Eb Ek)ext WCM

17: searching for (z;,v;)
18: if (2, =y;) > Awins then
. coll 1 } coll
19: call m”“‘tm(Ef Y B eat WOM and terminate m”e’"SUbGame(Ef,Eb,Ek),emt.WCM
20: end if

. v coll
21: CALL - ®Game (B B0 R et WOM

22: searching for (ml,yl)
23: if {(x,y1) = (z0,y0)} > Awins then
24: call wtrjeol and terminate @ subGamecl

(Ef,EY EF)ext WCM (Ef,Eb EF)ext WCM

25: end if
26: end procedure
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“’subGameE%ﬂc 1B ) entven - Under this subgame, there is a possibility for a collision

such as (x;,y;) = (20, y0). Therefore, the probability of collision is:

q9 q 2
w coll
ZZ;P [ Triy gy, Eb,Ek),ext.W(JM] 227

=1

| &

(4.15)

DN

Therefore, Theorem 4.3 is proved by taking the union bound of 4.12, 4.14 and 4.15.
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4.2 A Pair of Constructions of Compression Function

In this section, we propose two schemes of (n,n) block-cipher based compression function
for short message encryption. The second scheme is defined as SS and later one is noted as
TS. The proposed second scheme has higher efficiency rate, less call of block-ciphers and
less key scheduling (Table 4.6 and Table 4.7). It operates in parallel. On the contrary, the
third scheme is bounded for upper security margin (Table 4.7). Both of the schemes are
padding free construction for short and variable size of message. Moreover, the proposed
two schemes follow the Davies Meyer mode (DM) and satisfy the feature of double key
scheduling (KS).

Table 4.6: Comparison: FS, SS and other (n,n) based blockciphers scheme [27, 38, 50,
59, [69]

CF r | #E] KS CR PR OM PF| RM
MDC-2 [3n—>2n [1/2]2 |2 [O(22) |0O@2*) [P |x [176x2
MDC-4 | 3n>2n [1/4]4 |4 | 0@2¥)|0(2%) P | x |176x4
MJH |3n*>2n|1/2|2 |1 |O(2%) | O@2") |P |x |176x2
Bart |3n-2n |1/33 |3 |O(@) |0(2%)|S |x |176x3
SKS 3n-2n |1/3|3 |1 |0O@") |O0@*) |P |x |176x3

CF: Compression function

KS: Key Scheduling

CR: Collision resistance

PR: Preimage resistance

#FE: Number of blockcipher calls

r: Efficiency rate

OM: Operational mode, P: Parallel, S: Serial
PF: Padding free

RM: Required memory in bytes

Table 4.7: Characteristics of Second Scheme and Third Scheme
CF KS| CR PR #E | r oM PF | RM

SS | 2n+tn—2n |2 | O(2"2) | O2") |2 t Parallel | \/ | 176 x 2
TS | 2n+tn—>2n |2 | O(2") | O(2%") | 3 t/3 | Serial v | 176%x3

CF, KS, CR, PR, #E, r, OM, PF, RM (refer to Tabel 4.6)

4.2.1 Proposed Second Scheme of Compression Function (SS)

In this section, we define the construction of SS through diagram and definitions of Figure
4.3 and Definition 4.2, 4.3. We use two set of short message under a single compression
function of SS. The key scheduling is double but construction is based on (n,n) block-
cipher. It consists of two calls of block-cipher per compression function. Furthermore, the
SS follows the Davies Meyer (DM) mode. There are certain notations which are related
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to proposed second scheme such as F'SS: Compression function, N = 2": Domain size,
A: Adversary, Q): Query Triplet, ® XoR operation, coll: collision, cv; ;,cv; ;: Chaining
value, B: Adversary, Q: Query database, ADV: Advantage of Adversary, C;: coll. event,
and Pr[-]: Probability.

S ———

Figure 4.3: Second scheme (SS)

Definition 4.2. Let E € BlockkE be a block-cipher taking k-bit key and an n-bit block
size. The compression function of FS5:{0,1}" x {0,1}" ™ x {0,1}*" - {0,1}*" (t < 1) is
defined as:

F55 (cvl,cvg,ml,m2) = (Ecv2||m1 (cv1) ® cvr, Egpym2 (C1) €Bc_1)1)

Definition 4.3. Let F55 : {0,1}" x {0,1}"" x {0,1}*" - {0,1}*" be a compression

' 1 ,,2) - 1759 1,2 :
function where (cvy;, cvas,m;,m:) = F95 (cvy,, cva,mi,m?). The notations are cvy; €

{0,137, cvg; € {0,1}77 (m!,m?) € {0,1}t". Therefore, F¥5 consists of ((n+m) =k,n)
tdeal block cipher E as like,

F55 (cvyi-1, C'U2,i—1amzl) = E(cvy 1, CU?,@'—l”mil) @ v
F59 (€0y,-1,C09;-1,m?) = E(C01 ;_1,C02,1||m?) ® €01 ;1

Security Analysis of the Second Scheme (SS)

A computationally unbounded adversary A is given oracle access to a block-cipher E/E-1.
In block-cipher oracle, all block-cipher’s key (n-bit) and block-data (n-bit) are uniformly
distributed. The query history of A is the set of triples, where () consists z; : plaintext,
y; : ciphertext, and k; : key. The queries are stored in query database Q. Therefore,
adversary A gets success for finding a collision under any i-th iteration. For example, there
exist two distinct set of queries such as w < (cvy -1, cv9;-1,m}), © < (C014-1,C09;-1,Mm?),
Y < (C’l)17j,1,CU27j,1,m}) and 2z « (@Lj,l,@zj,l,m?). Hence, A gets success iff,

P55 (w) = F55 (y) , F55 (w) = F9(2) or F5%(z) = 5% (y) , 5% (z) = F% (2)
when, (w+z +y #+ 2)

Collision security of SS. An adversary A is allowed to make any relevant query to
E/E-! under the ideal cipher model (ICM). However, A is not allowed for duplicate
query. For example, adversary never makes a query of F (k,x) =y if y is already part of
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E-1(k,y) = x query. Adversary A is limited to make an arbitrary query upto q. Therefore,
A tries to find a collision under F (compresion function of the second scheme) through
the block-cipher oracle. The output (cvy;, cvq;) of compression function (F9%) depends
both on the plain-text and cipher-text including key for any i-th iteration. Thus, one
of these is fixed by an adversarial query. On the other hand, the rest of the values
are determined randomly from the block-cipher oracle. Usually, the adversary makes a
query through block-cipher oracle, where size of plain-text or cipher-text is n bit. Yet,
we use short message (tn such that ¢t <n) in the SS scheme. Hence, it is necessary to
accommodate the feature of short message in query response mechanism. Firstly, we try
to address the traditional query response mechanism. For example, the collision length is
n-bit when adversary finds a collision. If collision occurs under any n-bit, hence it is not
problem for adversary to find a collision under tn-bit. However, A doesn’t allow to get
success for finding collision through ¢n-bit message directly. Under this circumstance, we
invoke adversary B which works based on the query response of A.

Ga | G2

) G1 | G2
I) » B
/ O 0.2

oat [~ for single message, adversary

. ) ‘makes query to singleoracle |

iin each iteration of compression

" function (Stam's conjunction) |

Figure 4.4: SS Security Analysis (single message set)

The adversary A calls adversary B. Thereafter, B is allowed to access the query
response database of A. Furthermore, the adversary B is allowed to search the query,
where size is tn-bits instead of n-bits. Thus, the query database is being reduced 2"
to 2. Hence, B is more powerful than A due to less size of database. For example,
adversary A makes a query and get the output (cvy;, cvq;) € {0,1}". Therefore, the
adversary B takes that output and tries to prune tn-bit from n-bit. If it finds a collision
under tn-bit block size then the adversary B wins. Moreover, B sends true to adversary
A and adversary A stops the query process. On the contrary, adversary B sends false to
adversary A. In this way adversary B tries to find a collision for the size of tn bit instead
of n bit. Hence, it is clear that the adversary B gets more advantage and the result is
more tight.

Theorem 4.4. Let F¥% be a block length compression function specified in Definition
4.2, 4.3. Therefore, an adversary A is defined for finding a collision under F'%. Hence,
the advantage of adversary is upper bounded after ¢ queries such as:

col Q(q_l) q 2(]
ADVF.é‘lS (Q) <2 (22—tn + QTn + QTH)

Proof. There are three cases for defining the security issues of the SS scheme. We
define and explain these cases in the following ways.

Case 1(cl). For any iteration of i (j << q), we assume C' be the event of collision-
hit under the F'5. The conditions of collision-hit for different two types of query are as
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follows:
Y1, ® CV1, () = Y1, © CUL () A Y1, @ CUL (5) = Y25 © CUL ()
Y20 B CUL (5) = Y1,5 D CV1,(j) AN Y2, D CUL(5) = Y2,5 D CUL ()

Let Coll,; be the event that find a collision for different two sets of queries under the 55,
Thus, the probability of collision events are Pr[Coll., ]| = Pr[Cy v Cs v ..... v C,]. Hence,

PI“[OOllcli] < Z_Z: (2tn 2_(22_21_)1)2) < Z_Zq; 2 (212;1) = q (;]2;”1) (416)

Case 2(c2). This case is defined for single query for the iteration of i (7 < 1), where the
collision condition is cvy ;y = cvy ;). Let Coll. be the event that find a collision for single
set of query under F¥5. Therefore, the probability of collision events are Pr[Collz] =
Pr[Cy v Cyv.....v C,]. Hence,

q

1 q
) | 1 q 4.1
r[COllcgl] < ; (Qm —i) < otn ( 7)

. E,pper €Blockcipher ()
E e Blockcipher (')a::gsm cciprer()

W[ G |

o o, \adversary is allowed to ask
Gy: | %2| ! twoindependent oraclesfor |
| |apaired message per iteration
‘of the compression function 3

G| %o |
AR
q:],l 0.4 :

Figure 4.5: Collision security analysis of SS

Case 3(c3). For any iteration of 7, there is chance to occur a collision through initial
chaining values. The conditions are as follows:

{(cv1,i, cva,, ki) = y1i ), {(C014, 02, k'5) = Y2} = (cvo1, cvo2) V (cvg 2, Vo)

We assume that Coll.; be the event for finding a collision through initial vector values
under F'S5. Therefore, the probability of collision events are Pr[Colls] = Pr[C; v Cy v
..... v C,]. It implies that,

r[Coll i 2 A (4.18)
c3 - otn = 9tn .
Taking the union bound of 4.16, 4.17, and 4.18 we get,

-1 2
g(¢-1) , q , 2q

922tn otn otn (419>

The above result (Figure 4.4) comes from two block-ciphers response according to

single set of message. However, we use two set of different messages under two block-
ciphers. According to Stam’s principle, usually oracle response follows through single
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message [26]. Due to use of two set of messages, adversary can ask two different oracles
according to each message. Therefore, adversary calls two oracles for query under each
iteration of compression function. Thus, the collision-hit probability comes from the upper
and lower block based two independent oracles (Figure 4.5). The value of 4.19 is valid
for single oracle. Hence, the upper block and lower block probability are as follows:

v _qlg=-1) q 2

clojli = 22tn + 2% + % (420)
! -1 2

ppo2a-b) a2 (4.21)

coll; 92tn gtn " 9tn

Finally, adding the values of 4.20, and 4.21 Theorem 4.4 is proved.

Preimage Security of SS. Let A be an adversary that tries to find a preimage for
predetermine output (9). The preimage security proof of SS is followed by Armknecht
[58]. Adversary A asks a pair of queries through E/E-!. Thus, it is needed to bound the
probability for preimgae-hit under i-th query pair. The adversary wins iff the output of
compression function collides with the §. For example, the compression function output
are cvy 4, cva;. Therefore, the condition of preimage-hit is:

(cv1,,cv9;) =0 € {rsvy, rsvy}

where, rsvy,rsvs : randomly selected value by the adversary A.

Theorem 4.5. Let F'95 be a block length compression function. A is an adversary
for finding preimage-hit under the F'9. The advantage of A is bounded after ¢ queries
such as:

ADVYE (q) <2(16/2°")

Proof. The adversary A maintains a query database () in the form of cvy;, cvg;. If
the size of database reaches to N/2 (N :size of database (27)) then all remaining queries
under this key are given for free to the adversary. The first half of N/2 is called normal
query database and later one is defined as super query database [25, [58]. Thereafter, the
successful conditions (Figure 4.6) of preimage-hit for the adversary are:

{(Cvl,i—l QY1 = CUl,i) = T’S’Ul} A {(Cvl,i—l DY = C/UQ’i) = T’SUQ}

{(cv1,i-1 @Y1, = cva;) =1sva} A{(cv1,im1 ® Yo = cv1,) =TSV1}

The above conditions can be occurred under the following any event:
e Normal query win under the Normal query database
e Super query win under the super query database

Therefore, we need to find out the preimage-hit probability under the above events. More-
over, we need to take the union bound of the above two results such as:

Pr[Normal query win (Q)] + Pr [Super query win (Q)]
Case 1(c1). Adversary A makes forward or backward query such as:
ECU1,¢,1||m1 (CUQ,i—l )7 E_lcvl,i,1||m2 (CTUQ,i—l)

where, the goal is to find the Normal query win(@Q). According to definition of normal
query and adjacent query [58], the set size of fresh value is needed to evaluate. Under
this circumstances, two sub cases can be happened such as:
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arbitrary select
I'(rS/lv rsvz)

@y, =ov)= rwl} A
\Y
1@ Yo =V, ) 3 I‘SVZ}

Figure 4.6: Preimage Security Analysis of SS

e Sub-Case 1.1. For example, A makes a forward E.,,, |z (cvii1) query, where
at most (2!"/2—1) queries could be answered previously. Therefore, the query of
Eg, ,jm2 (¢v1,;) and corresponding answer comes from the set size (2%/2 - 1). If ad-
versary fails to find any preimage-hit under this scenario, it implies that super query
will be occurred. Hence, the value of y; ; and y2; come uniformly and independently
from the set size 2" /2. Thus, the probability is 2/2m /2:

e Sub-Case 1.2. If cvy ;-1 ® y1; = cvy; satisfies, then the probability for the free query
Bz, m? (CU1,i-1) comes from the set size (2"/2+1). Hence, the probability is

Yoo = 5.

Therefore,
Pr[Normal query win (Q)] = 8/2%" (4.22)

Case 2(cp). In this case, we try to find the probability of preimage-hit under the
super query database. For example, the value of E,,, jm1(-) and Ea,, m2() already
have been known on exactly 2/"/2 points. Therefore, EL,, ,_,|jm1(+) is the part of super and
the corresponding Ec‘vz,i_ll\m2(') query must be the member of the super query domain.
From the above discussions, the probability of Ee,,,  m (cvi:) = cvi; is either 0 or 2%
The probability is 0, if the cv; ; is not in the part of super query. It means cv; ; is the part
of normal query. On the contrary, the result comes from the set size 2!*/2 due to super
query. Therefore, the probability is 2% For simplicity, the conditions of preimage-hit
under case-2 are:

{(y1;® cvri1 € cvry) =rsvy A (Yo ®CUL -1 € CUL;) = TSULSV
{(y1:® cv1io1 € cva;) =TSV A (Y2, D TV i1 € CV2;) = T'SUL}

e Sub-Case 2.1. For the query of E,,, . |jm! (cv1,-1) ® cv1;-1 = cvi, the answer comes

from the set size 2!"/2. Hence, the probability is 2%” Moreover, the probability of

Eey i 1|im? (CU1,i-1) ®CUy 41 = vy 18 Q%L Hence, the total probability of this subcase

) 2
s ()"
e Sub-Case 2.2. According to subcase 2.2, the total probability of E,, , |t (cv1,i1)®
) 2
Cvl,i—l = C'UQ’i and EEQ,i—leQ (@171‘_1) @@171_1 = CUQJ' 1S (Qtin) .
Now, we analyse the probability of case-1 and case-2 with the cost of super query

occurrence. The colliding cost of super query is 2*/2. Hence, the probability of collision
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of super queries is at most q/(2m /2)- Thus,

2

Pr [Super query win (Q)] < ¢/(2"/2) x (2"/2) x 2 x (—) 8q

= 22tn

= (4.23)

Taking the union bound of 4.22 and 4.23 the adversarial advantage is 2126,5‘31. This is true

for single oracle. However, we use two set of message in our scheme. Hence, the adversary
gets chance to make query from two oracles for preimgae-hit. Therefore, the probability
of preimage-hit under F'55 is 2 x (352 ) (Theorem 4.5 is satisfied).

4.2.2 Proposed Third Scheme of Compression Function (TS)

In this section, we define third scheme (TS). It is based on three calls of (n,n) block-
cipher. By construction, the TS (Figure 4.7) invokes a single set of message per iteration
through three block-cipher. The message size is tn-bits, where ¢ < 1.

P01’ mefoy” nie{oy’

|

p <{0.1" re{0q"

Figure 4.7: Block Diagram of Proposed Third scheme (TS)

Definition 4.4. Let F € Block‘fl be a block cipher, where key size and block size are
respectively k-bit and n-bit. The compression function FTS:{0,1}" x {0,1}" x {0,1}" -
{0, 1}2” (t < 1) consists of three block-ciphers which are defined as follows:

TS _
E1,2,3 -
B ol ipi-y (ric1) ® 131 — T,

E27m||?”¢71 (xz) ® T —~ Piy
Es,mnm_l (pi—l) DO Pi-1 > Ty

where, (|p;_1] = n —tn (for Ey);|ri_1| = n —tn (for Ey, E3)). Therefore,

FT$ (pi—la ri—l;m)

:( B mliri+ (Bl y (Ti1)) @ (B miipey (1i-1)) 5 )

Es mjjri (ric1) ® (ri-1)
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Security Analysis of the Third Scheme (TS)

Collision security of T'S. Adversary A is a collision finding experiment based on ideal
cipher model oracle. It can make any query F or E~!. On the iteration of i, the scenario
looks Q; € (note that m;_q,k;_1,¢i-1) or Q; € (¢i—1,ki—1,m;—1) where m, k, ¢ respectively
stands for plain-text, key, cipher-text. The responses are stored in @ such that O ¢
(Q1,Q2,...Q;), where i < ¢q. Adversary A gets success iff, F75 (m, k,c) = FTS (m/ k', ).
According to definition of T'S, the above condition rewrite as FT% (p,r,m) = FT5 (p', ', m').

Theorem 4.6. Let FT5 be a compression function consists of triple block-cipher.
An adversary A is defined to find collisions under the FT5 after ¢ queries. Hence, the
advantage of A is bounded by:

3¢* - 5q q
JE_3g)? (27— 3q)
(2n tn _ 3(]) q

ADV?TI“IS q) <

Proof. Adversary A is allowed to make any relevant query to E/E-! under the
ideal cipher model. In addition, adversary A is computationally unbounded in respect of
memory and time. Furthermore, it is bounded in respect of time and memory. We use
three calls of block-cipher under the Ef§3 The output of three block-ciphers fed into
final output of E75 ;. Therefore, we will find out the probability of collision under three
calls of block-cipher. For example, the output (p,r) of F75 comes from EIT g 5. At first we
define the conditions of collision occurrence (Figure 4.8). There are two main conditions
for causing collision such as non-matching pair and matching query. The non-matching
conditions are defined as (a <b<1i<q):

{Pas1 = 1641) A Pas1 = Tixc1) } V{(Pos1 = Tix1) A (Por1 = Tas1) } Vv
{(Pis1 = 1041) A (Pis1 = Tas1) }

When,

[f (pcuraam) 7f (pbvrbam) ) f (piv,rivm) |St (pmraam) # (pbvrbvm) # (piarhm)]

That means three different set of queries are needed to occur collision. Moreover, matching
query means a couple of output makes collision for any single set of query. Hence,

Piv1 = Tit1 |(FTS (pi, T3, ™5 = (pi+1,7“i+1))

Additionally, a collision can be occurred through initial chaining values. Usually a set of
chaining values inject in compression function for initialization. Thus, an opportunity is
arisen for making collision through pg, ro under any iteration of i| (¢ > 1).

non-matching query. Let the collision event is C;. According to the definition of non-
matching collision, three calls of block-cipher are used under F7% (Ef *29 3). Hence, the
event (C;) is created for any i (a <b<i < q). Thereafter, the probability is:

2tn x 3(i - 3)
(27— 30)(2" - 3i)

Pr[C;] =

Let C' be the event that find a collision under non-matching query through F7° for ¢
queries. Thus, the probability of collision events are Pr[C] = Pr[C3 v Cy v ..... v .
Thereafter,

q ) ':q 2tn x 3 (i—3) 3¢(q-2)
;P [C:] Zzzd (27 - 31) (27 - 3i) . (271_\/% B 3q)2 (4.24)
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Figure 4.8: Collision Security Analysis of T'S

matching query. For matching query, we define collision an event C;. The probability of
C; will be 2t /(2" - 3i) according to the definition of matching query condition. Therefore,
C be the events of collision occur for ¢ queries such as:

Pr[C]=Pr[CivCyv....v (]
Hence, the probability is:

q 2tn q

2Pl L Gy e sy

M»@

(4.25)

collision with initial chaining value. Under this condition, the initial chaining values
are po,rg. Therefore, a collision can be occurred under any i-th iteration iff:

(pi = (poAT0) Vi =(poATo))

We define a collision event C;. Therefore, the probability of C; is 2 x 2" x 1/(2" — 3i) x
1/(2" - 3i). Let, C be the events for colliding pair for ¢ queries such as Pr[C] = Pr[C] v
Cov ... v C,]. Hence, the probability of collision events is:

q tn tn+1
Pr[ci]zz 2' X 2 < 2 X q
i1 (27 -3i) (27 - 3i) ~ (20 - 3¢)°
Adding the values of 4.24, 4.25, and 4.26 Theorem 4.6 is satisfied.

Preimage Security of TS. Let adversary A tries to find a preimage-hit for pre-define
output of p/, . Initially, A selects arbitrarily p’,r’. The adversary can ask query through
E and E-!'. In any point of i-th iteration, there is a chance to occur preimage-hit for
FTS (p,r,m) = (p',r") (Figure 4.9).

Theorem 4.7. Let F7S be a block length compression function (E € Block’;), where
adversary A is defined for finding a preimage-hit. The advantage of adversary is bounded
after ¢ queries such as:

M»Q

(4.26)

9(¢-2) = gq-2
(2n _ 3(])2 % 9—tn (2n—tn _ 3(])

ADVY7(q) <
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Figure 4.9: Preimage Security Analysis of TS

Proof. An adversary A selects randomly p’, 7" for preimage attack. Therefore, the
adversary needs to execute three calls of block-cipher according to the definition of our
proposed scheme. If Frg(p,r,m) = (p',r'), we can say that adversary get success for
preimage-hit. Our define conditions are:

(pa+1 = p/) ) (pa+1 = 7'/) A (Ta+1 = p,> ) (7’@+1 = 7",) \%
(Poe1=0") s o1 =7 ) A (Te1 =D"), (11 = 77) v
(Pi1=0"), i1 =7 ) A (T2 =p') , (i1 =17)

When,
[f (paaraam) ) f (pbarlnm) ) f (piar’i:m) ’St (pmrmm) # (pbarbam) # (pivriam)]

We assume that the preimage hit event is Pre;. According to the above conditions of FT¥,
Pre; can be occurred at any point of i-th iteration (a < b < i < q). Therefore, the events of
preimage-hit for ¢ queries are:

Pr[Pre] = Pr[Pres v Prey v ..... v Pre,]

Hence, the probability is:

[}

~_2mx3(-3) _ q(g=2)

> Pr[Pre;] = >

i3 (27 =30) (27 = 3i) ~ 2-tn x (27 - 3¢)”

(4.27)

After execution of three calls of block-cipher, there is chance to occur p’ = 7/. Let, Pre
be the event for occurring this scenario. Therefore, the probability of preimage-hit events
are:

Pr[Pre] = Pr[Pres v Pres v ..... v Pre,]
Hence, the probability is:

Y Pr[Pre;] = > (2n2_n3i) < (2nqtn__23q) (4.28)

=3 =3

Adding the values of 4.27and 4.28 Theorem 4.7 is satisfied.
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Table 4.8: Comparison of efficient rate for different schemes [27, 38, [56] 59] 69]

SS message size (2tn) | efficiency-rate
t=1/2 0.5
t=2/3 0.66
t=3/4 0.75
TS message size (tn) efficiency-rate
t=1/2 0.166
t=2/3 0.22
t=3/4 0.25
message size (m =n) | efficiency-rate
MDC-2 m m/2n = 0.5
MDC-4 m m/4n = 0.25
MJH m m/2n =0.5
Bart-12 m m/3n =0.33
SKS-15 m m/3n = 0.33

4.2.3 Efficiency Analysis Second and Third Scheme

In this section, we explain the efficiency analysis of different schemes. The efficiency-rate is
defined as r = (message size)/(blocklength) x (number of blockcipher call). The schemes
of MDC-2, MDC-4, MJH, Bart-12 are not fit for variable and short message. Therefore,
the message size is n-bit per compression function for the above mentioned schemes. On
the contrary, the proposed schemes of SS and TS are suitable for short and variable
message. According to the definition of SS and TS, the message size are respectively 2tn
and tn (t < 1). That’s why the efficiency of SS and T'S also varies (based on message size).
In Table 4.8, we mention the efficiency rate of various schemes.
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4.3 A Light Scheme of (n,n) block-cipher compres-
sion Function

In this section, we proposed fourth scheme (FrS) of (n,n) block-cipher hash that satisfies
a single key scheduling with better security bound (Table 4.9). We use three calls of
block-cipher through the Davies Meyer (DM) mode. The result of collision resistance and
preimage resistance are O(2") and O (22") under the ICM. Additionally, the proposed
scheme is bounded by CR = O(2") and PR = O (2") under the WCM. The efficiency rate
of proposed scheme is 1/3.

Table 4.9: Comparison study of existing schemes and new scheme

(Aspect: Security Proof) [27, 38| 56, [59, 69
Scheme ICM WCM FFM
Name CR PR CR PR CR PR
FrS o(2") o) | 02 | 02n) - -
MDC-2 | O(272) | O(2") - - - -
MDC-4 | O(25%/8) | O(257/4) - - - -
MJH - - - - O@22) | O(2")
Bart - - - - O(27) | O(23/?)
MSR O2m) | O(22%n) - - - -
CIDM o(2") 0(22) - - - -

4.3.1 Proposed Fourth Scheme of Compression Function

In this section, we proposed fourth scheme of (n,n) block-cipher cryptographic com-
pression function as FrS (Figure 4.10). It satisfies a single key scheduling (KS =1).
It is based on three calls of (n,n) block-cipher under the Davies Meyer mode (DM)
(message goes as key input). The efficiency rate of our scheme is 1/3.

~

%€ {O,l}" a e {0,1}n

ol g )" _UPPEr p<{0,1"

me{O,l}

lower yefon)” x €{0,1}"
B0y’

s (0] !

Figure 4.10: Proposed Fourth Scheme

Vi 6{0,1}"

Definition 4.5. Let, E € BlockF be the block-cipher, where (k,n) € {0,1}" means key
and block length. The compression function FE™°(HFS) : {0,1}" x {0,1}" x {0,1}" -
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{0, 1}% contains of three block-ciphers, defined as follows:

E, <« E; (mz’>$z‘—1) =Qy

Ey < Ey(mi,yic1) = 5

By < E3(my, ;) =

where,
T+ 0 ® 11 | { (| Bi) }
%«—@“’“’” {(aillB)} upper, lower € {0,1}"
Yi < Ui ®Yi1

Finally,
! H™S (2,29, Yi-1, M)
_ Ey (zio1,mi) || Ba (yic1,mi) >Cp @ 241 — T,
Es (vi,mi) > 1 ® Y1 = s

Security Analysis of the Proposed Fourth scheme

Usually, the ICM is widely used for the security proof of block-cipher hash [61], 62], [63].
The WCM is better than the ICM for its weaker assumption [61) 62, [63]. The target of
the adversary will be unique under the both security proof models. We assume that the

adversary A can get access to the block-cipher (Blockk) oracle. It tries to find a collision
under H™S (F EFrS) through the following conditions (Table 4.10).

Table 4.10: Conditions of collision occurrence
Conditions (z,y : chaining value, x¢, yo : initial value, m : message)

Lo (@ic1, Yic1,my) s (Tt Yro1, mar) |1 < i < g

HTS (Tio1, Yi1,my) = HES (%'—1, Yir-1, mi’)

|(i-1, Yim1, M) # (o1, Yiro1, M)
2. (@ic1, Yicr,ma) i < q s HYS (2520, Y5, mi) = (25 = i)
3. (@ic1, Yicr,mg) [i < q 3 HPS (230, 9im1,m5) = To, Yo

Collision Security Analysis (ICM based). Under the ICM, the adversary A is allowed
to make two types of query to the oracle of block-cipher (Block (n,k)) such as forward
and backward query. An adversary A can get cipher-text through forward query, where
a backward query provides plain-text. The query is noted as Q;|i < ¢q. After each iter-
ation, a query will be stored at Q|(Q € Q;, Qis1, --,Qy) A (1 <i<q), where query looks
Q € (z,y,m) [z,y,m = chaining value, message]. We will follow the certain conditions
from 5.10 for finding collision hit under the ICM.

Theorem 4.8. Let H™S be a block-cipher hash function consists of compression
function FE™ (Definition 4.5 and Figure 4.10). The task of the adversary A is to find
collision through H™S after g queries. Therefore, the adversarial advantage is bounded
as:

2.2
AdVCOHr < q q
w0 oy
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Proof. The adversary A will ask to the block-cipher oracle until it doesn’t get success.
As for example, after i’-th query the query set looks (Qi € (2',y’,m’)). For next any
iteration, there is a chance to find a query (Q; € (z,y,m))| (i’ <) that produces the same
output as the output of ¢’ iteration. There are two more conditions for collision hit, which
are available in the Table 4.10.

Condition-1. For the first condition, it needs two iterations of H™S. It means, the
adversary A tries to find a collision (Table 4.10) for two different set of query. We assume

that Evl . be the event for finding a collision under the H™S (F EFYS). Our scheme
needs three calls of block-cipher per iteration by construction. Therefore, the collision
probability for a event of Ev®ll .. |(i’ <) will be:

l

Pr{E v ngiion1] = (27— 30)(2" - 3i)

condition-1

If Byl . |(i’ <i) be the event of finding a collision under the F E™ then the prob-
ability of collision events after ¢ queries will be Pr[Evel . 1 = Pr[Evl . v
B Uz?cltljndition—l V... VvE v;i:léndition—l]‘
; o ! i (¢-2)(¢-3)
= z Pr[EUi,andition—l] = Z om —3;) (2" — 34 < B} (429)
i=3 = (20 = 30) (27 - 30) (27 -3q)

Condition-2. According to Table 4.10, there is a scope for collision hit within a single
query. Let, Fvl be the event for finding a collision under the H¥S (FEM)7 where

condition-2
three calls of block-cipher will be executed per iteration. Hence, the collision probability

for the event of Evel,. . will be Pr[Evel The probability of

_ 1
condition- condition—2] T (2n-30)(27-31) "
collision events are:

coll _ coll coll coll
Pr[Evcondition-Q] - PI[EUB,Condition-Z v EU4,Condition-2 Voo v EUq,condition-Z]

P B 1= ! =2 (4.30)
P ,condtion-2 & (2n _ 32)(2n _ 32) = (2n B 3q)2

Condition-3. We know for any block-cipher based hash (compression function), it

needs initialization value. Let, there is a possibility for the adversary to get a collision

under these initializing values at any stage of query process. We assume that Evel,.. .

be the event for finding a collision against the set of initialization value through HS
(FE™). The collision probability for the event of Evl! will be:

condition-3

2

Pr{E v niion-s] = (27— 30)(2" - 3i)

condition-3

Therefore, the probability of collision events are:

Pr[EvggEdition-S] = Pr[Evg?clg)ndition-S v Evi?clgmdition% VooV Evgf)cléndition-s] =
: . 2 2(q-2)
Pr[Eve! = < 4.31
; r[ U'L,condltlon— 3] 1;3 (271 _ 32)(271 _ 32) (2n _ 3q)2 ( )

Taking the values of 4.29, 4.30, and 4.31 Theorem 4.8 is satisfied.
Preimage Security Analysis(ICM based). The preimage resistance of the (n,n) block-
cipher hash usually is bounded by O (27) [61], 62, 63]. The probability of preimage hit
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comes from the set size of 1/(2" — ¢) where the parameters are defined as (2" = domain size)
and (g = number of query) [25, 89]. If the number of query goes to the equal value of 2",
the denominator will be 0 and result will be useless. The above problem is first addressed
by [68] in Asiacrypt 2011. Also authors of [58] provide a new technique for eliminating this
problem as well as better preimage security bound. We will follow the proof technique of
[58] for our scheme’s security proof and implement according to our scheme’s definition.
We assume that a A be the adversary that can ask a set of pair-query to the block-cipher
oracle. Initially, A picks the value of (2',y') randomly. The target of A is to find the
probability for any iteration (i < q), where H¥S(z,y,m) = {(2',y")}.

Theorem 4.9. Let H™S (FE™) be a double block length compression function and A
be an adversary to find a preimage hit under the HS after ¢ queries. Then the advantage
of adversary A is bounded as:

2 2
Advl (a) <802 Jgn _ggy2+ ;%

Proof. According to the [58], we will take the concept of query classification. The
query classification is classified as super query and normal query [25, 58]. The normal
query is based on adaptive query, where non-adaptive method is true for super query
[25, B8]. At first, adversary A will ask to the oracle adaptively until the size of database
reaches into N /2. Then the rest of the queries provide to the adversary as free [25
58], where database size will be N /2. In the later half, the query will be asked non-
adaptively. If the preimage hit occurs in the database of normal query, then it is defined
as NormalQueryWin otherwise it is called SuperQueryWin [25] [58]. Therefore, we need
to find out the probability of hitting for NormalQueryWin and SuperQueryWin.

Condition-1. For NormalQueryWin, the adversary A will ask to the oracle through
either forward or backward query. We assume that .4 makes a forward query. The result

will be come from the set size (N —3i)/2 (due to three calls of blockcipher). Therefore,
the probability of the output (z;,v;| (i < N/2)) will be 2 x 2/(N - 3i). Let Evf{fﬁ&fiﬁﬁrﬁ)
be the event of preimage hitting. Hence, the probability of preimage hitting events are

Pr[ EvPrelorvard)] - py pypre v Eul V...V E0® ].

condtion-1 3,condtion-1 4,condtion-1 * * q,condtion-1

4 4(¢-2)
re(forward
Pr[EUzP,CO(ndtion—l)] = Z omn _ 34 < on _
= (27-30) (27 -39)

M

I
w

(4.32)

7

For any forward query (encryption), there is a chance to occur a preimgae hit under the

pre(backward)
If Evcondition—l

backward query (decryption). be the event of preimage hit, then the

probability will be:

; L2 2(g-2)
re(backward
Z Pr[Evico(ndtion—l )] = Z < (433)

i=3 (27 -3i) (27 -39g)
From 4.32 and 4.33,
8(¢-2)*
(2" - 3¢)°
Condition-2. For SuperQueryWin [25] 58|, the adversary A will pick the value of

x;,y; non-adaptively from the super query database, where domain size is N/2. The sub
conditions of condition-2 are as follows for either forward or backward query:

H™ (251,yi-1) = (23,9:) = (' [y') (4.35)

Pr[Condition-1] = (4.34)
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HYS (221,yi41) = (x3,9:) = (' [2") (4.36)

pre(forward)
condition-2

We assume that Ev be the event of preimage hit. Then the probability of preim-

- re(forward re re re
age hlttlng events are Pr[EvfoflEit(;on?Z )] PI'[E'U:I; condtion- 2VEU4IL) condtion- 2\/ VEU(I;,CondtionQ]'
q q 2 q
)5 2 2 (437)
Z:?, dti 2 P 2n on
The result of 4.36 is (as same explanation of 4.37):
q q 2
re(backward q
Z Pr [E fco(ndtlon 2 ) 2_n 2_ (438)
i=3 =3
Therefore, from 4.37 and 4.38,
o 4q?
Pr[Condition-2] = Jon (4.39)

Finally, adding the values of 4.34 and 4.39, Theorem 4.9 is satisfied.

Collision Security Analysis (WCM based). The adversary A is allowed to make three
types of query under the WCM. These are defined as forward, backward and key-disclosure
query (E,E-' E¥). The query is noted as @i < ¢ and defined as Q € (z,y,m). The
91((QeQi,Qis1, .., Q) A(1<i<q)) be the query database, where after each iteration
query has been stored.

Theorem 4.10. Let H™S be a block-cipher based hash consists of a compression
function FP™ (Definition 4.5 and Figure 4.10) and A be an adversary to find a collision
hit under the HNEW  After ¢ queries, the advantage of adversary A is bounded as:

3¢ - 12¢q
(27 - 3q)°

Proof. The adversary A can make forward, backward and key-disclosure query under
the WCM. In forward query, the adversary can ask for cipher-text through plain-text and
key. A backward query returns the plain-text and key-disclosure query is responsible for
the key. Under any j-th iteration, a query will be Q; € {z;_1,y;_1,m;}. We assume there
is another iteration i|(j <i < ¢), where query looks Q; € {z;_1,y;-1,m;}. For finding a
collision under Q; € {z;-1,y;-1,m;} and Q; € {x;-1,y;-1,m;} the probable conditions are:

Adv(;)grs (Q) <

HYS (221, y5-1,m5) = HPS (@i-1, yio1, my) (4.40)
VHPS (251, y5-1,m5) = (o, Yo) [(2j-1, yj-1,m5) # (@i, Yim1, m0)

forward query. Under the forward query, we assume that Evfggvar 4 be the event for

finding a collision through HFS (F Em). Our scheme needs three calls of block-cipher
per iteration by construction. According to 4.40, the collision probability for the event of
Evfcé)rl\lzvard| (.7 < l) Is:

i 1

Pr{Evfmara] = (27— 3i)(2" - 3i) | (27— 3i)(2" - 3i)

forward
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If Bvell | (j <) be the event for finding a collision under the FE™ for ¢ pairs of queries.

forward
Then the probability of collision events are Pr[Evgol 1= Pr[Bv§i oaV BV Gwara V- -+ V
E,Ucoll ]
q,forward 1"
d d 1 @?-4q+3
= Y Pr[Evi + < 4.41
Z-:Zg r[ U@,forward ZZ: (2n 3Z) (2n 3i) (2n _ 31') (2n _ 31') (2n _ 3(])2 ( )

backward query. According to the 4.40 and including similar explanation of the forward
query, the probability of backward query is:

q q ; 1 2_4g+3
E coll G n < q
; Vibackwara] = 23 (27 =3i) (27 = 3i) (27 -3i) (27 - 3i) ~ (27 - 3q)?

(4.42)

key-disclosure query. According to the 4.40 and including similar explanation of the
forward query, the probability of key-disclosure is:

: d 1 2_4g+3
=S Pr[EvL + <4
Z;} 1"[ Uz,key—dlsclosure Z: 3Z) (2n 3i) (2n _ 3i) (2n ~ 3i) (2n ~ 3q)2

(4.43)

Adding the results of 4.41, 4.42 and 4.43, Theorem 4.10 is proved.

Preimage Security Analysis (WCM based). In preimage security analysis, adversary
A randomly selects (2/,3') at the beginning point of query process. Therefore, adversary
looks for the query-input of x,y,m that can produce the output of H™S (z,y,m) such
that H™S (z,y,m) = (2, y')

Theorem 4.11. Let H"S be a block-cipher based compression function and A be an
adversary to find a preimage hit under the H™S (F EFrS) after ¢ pairs of queries. Hence,
the advantage of A is bounded as:

4
AdvPT < —

Proof. Adversary A can make forward, backward or key-disclosure query for finding
the following condition:

H"S (2,y,m) = (¢, y") ,where (i < q) (4.44)

forward query. Under the forward query, we assume that Evp© . be the event for

finding a preimage hit through the HFS (F B ) According to the 4.44, the preimage hit

probability is:
2

(27— 31) (2" - 31)

If Ev™™ | (i<q) be the event for finding a preimage hit through FE™ for ¢ pairs of

Pr[Evp S ] =

forward

forward
queries. Then the probability of preimage hitting events are Pr[Evp (. ] =Pr[Evyg v
Evgrfeorward V...V Evtlj)rf?)rward]
d d 2 2q -4
[EV} forwaral = . < (4.45)
23 forward Zg (20 =30) (27 =3i) ~ (27 - 3¢)°
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backward query. As same explanation of the forward query, the probability of backward
query is:
‘ 2 2 -4

q
= Pr[ EvPre = - — < 4.46
7;:23 [ z,backward] Z: (2n _ 32) (2” _ 32) (2n _ 3q)2 ( )
key-disclosure query. The probability of the key-disclosure query is:
d d 2 2q -4
=Y Pr[EvPS = , — < 4.47
i:ZS [ z,key-dlsclosure] ;3 (211 _ 32) (2n _ 32) (2n _ 3q)2 ( )

Adding the results of 4.45, 4.46 and 4.47, Theorem 4.11 is satisfied.
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Chapter 5

A Pair of Constructions of
Authenticated Encryption

An authentication encryption (AE) scheme satisfies to transfer an authenticated data
between two parties or more [I], 2, B]. There are vast applications of the AE such as access
control, encryption, enhancing trust between multiple parties, and assure the originality of
a message [11, 12| 19, 20]. However, the main challenge of the AE is to maintain low-cost
features for it’s construction. Furthermore, there is another emerging issue of IoT in the
field of data and network communication [7), 82 [86], 87, 88]. The numbers of application of
the IoT are increasing expeditiously, where various kinds of device have been used such as
[oT-end device, constrained device, and RfID. Moreover, the main challenge of the [oT-
end devices, and resource constrained devices is to keep a certain level of security bound
including minimum cost. However, the loT-end devices, resource constrained devices, and
RfID have lack of resources such as memory, power, and processors. Interestingly, the AE
can play a vital role between data acquisition (sensors, actuators) and data aggregation of
usual platform of the [oT. Thus, the construction of the AE should satisfies the properties
of low-cost, least resources and less operating-time. Though, there are many familiar
constructions of AE such as OTR, McOE, POE, OAE, APE, COPE, CLOC, and SILK
but most of the schemes depend on the features of nonce and associate data. In the
aspect of security, the usage of nonce and associated data are adequate. However, these
two features increase the overhead cost. Therefore, we propose a simple construction of
probabilistic-IV based AE (First Scheme: FS) where block-cipher compression function
is used as encryption function.

Security, privacy and data integrity are the critical issues in Big Data application of
[oT-enable environment and cloud-based services. There are many upcoming challenges to
establish secure computations for Big Data applications. Authenticated encryption (AE)
plays one of the core roles for Big Data’s confidentiality, integrity, real-time security,
authenticity [7, 12, [05]. There are many proposals in the research area of authenticated
encryption. Among those schemes, one of the prominent issues is security notion of nonce-
reuse in AE. Interestingly E.Fleischmann et. al. claimed that the scheme of McOE satisfies
the properties of nonce-reuse AE. However, the concept of nonce-reuse online AE is recon-
ciled later by V.T.Hoanget.al. in Crypto2015. Therefore, we consider the issue of nonce
respect and probabilistic-IV in authenticated encryption and propose two simple construc-
tions, which are efficient in certain contexts and suitable for IoT applications. Our first
scheme is based on probabilistic-IV. This scheme operates in serial. Hence, we notify this
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scheme as Serial-AFE also. In addition, it is expected to be a light solution due its weaker
security model. The first scheme (Serial-AE) needs n +n x fP™e + 2 resources for encryp-
tion mode. Moreover, we provide three types (variant) of tag generation (authentication)
under the first scheme. The first variant needs (n—1) + 1 calling of block-cipher and it
operates in semi-parallel. On the contrary, the second variant of tag generation is based
on serial operation and it needs (n+ 1) + 3 calling of block-cipher to create tag. And
the third variant needs only two calls of block-cipher function. Our second scheme (SS)
is based on nonce respect AE and it operates in parallel mode. Therefore, we call this
scheme as Parallel-AE also. It only supports fixed size of associated data like n-bit in the
initialization phase. Under this context, it is suitable for IoT application. The second
scheme (Parallel-AE) needs of resources m + (m x GF') + 2 for encryption. Moreover, we
provide two types of tag generation under the second scheme (Parallel-AE). The first
variant runs in semi-parallel. It needs (n —1)+1 calling of function. The second variant is
based cryptographic compression function (3n — 2n)-bit where n+2 encryption functions
are needed.

5.1 Probabilistic-I1V based AE

The first scheme of AE is based on probabilistic-IV. It is secure under the weaker security
model. It runs in serial mode. Hence we call this scheme as Serial-AE also. In addition,
we provide three variants (types) of tag generation (authentication) under the scheme of
Serial-AE. These are named as Semi-Parallel Tag generation (Semi-Parallel-T.G), Serial
Tag generation (Serial-T.G), and Parallel Tag generation (Parallel-T.G). Hence, in com-
bine form these are Serial-AE: Semi-Parallel-T.G, Serial-AE: Serial-T.G, and Serial-AE:
Parallel-T.G. In principle, encryption mode is similar for all constructions. More clearly,
the scheme of Serial-AE consists the part of encryption and tag generation. And, we
provide three variants of tag generation under the scheme of Serial-AE, where encryption
part is fixed.

5.2 Preliminaries for Serial Authenticated Encryp-
tion

At first, we mention that we provide three variants of authentication or tag generation un-
der the scheme of Serial-AE where encryption part is unique. Under the scheme of Serial-
AE, M is defined as message set where m? € M such that (m!,m?) ., (mll, m%) , where j €
{1,2},i < 1. On the contrary, cipher-text (C') is noted as ¢/ € C such that (c!,c?), ., (cll, 012)
where j € {1,2},i <. Moreover, T is defined as final Tag. We also define certain operators
such as @: ex-or, and e: inverse. We define block-cipher (£) in the scheme of Serial-AE
as Erea (b) = c. In principle, our assumption is ¢ « Exgy (b) # ¢’ < Erep (a). Moreover, we
define a PRNG function (£P™8) in the encryption mode of the fist scheme. The operation
of FPm8 is to take n-bit string and return 2n-bit random string. In mathematically, we
can deduce like FP™& (1) — y;,yo where x,%1,y2 € {0,1}". In principle, the first scheme
operates in serial mode. Under the scheme of Serial-AE, n numbers of block-cipher plus
nx fPme functions plus 2 initialization block-ciphers are needed for encryption part. How-
ever, the cost of tag generation (authentication) under the scheme of Serial-AE is varied

62



because three types of authentication.

5.2.1 Proposed Scheme of Serial-AE: Semi-Parallel-T.G

The scheme of Serial-AE: Semi-Parallel-T.G is noted as AEYS,| where FS: First Scheme,
T tag, V'1: First variant (Fig. 5.1). This scheme has three phases. The first phase (PH-1)
is responsible for initialization. The second phase is based on an encryption module of
e—AE;SVl. The task of this phase is to generate cipher-text and tag. Moreover, third phase
(PH-3) represents a decryption module (d—AE;SVl) of Serial-AE: Semi-Parallel-T.G. In
addition, the scheme of Serial-AE: Semi-Parallel-T.G follows serial operation but the au-
thentication mode is based on semi-parallel. Algorithm 4 is called as initialization or
Phase 1 (PH1). Encryption and decryption module are defined by algorithm 5 and 6.
Explanation of authentication Procedure of Semi-Parallel T.G There are list of:
(Ti1s Ti2y Tis1 1, Tis12, -, T2, 1) € « that are generated in encryption module of the
Serial-AE: Semi-Parallel-T.G (Fig. 5.2, Algorithm 5, 6). Then, we re-index x like
(1,29, ...... . Ty, Tie1, Ty ) € x. For example, we take x as (211,212, %21, %22, ..., Ta1,Ta2) €
x. Then, we re-index z like (x1, 2, ......x7,23) € T.

Explanation of “For Each Level do: x; < Egu,, , (w2;) [for, i€ {1,2,..,]z[/2}]” com-
mand (Algorithm 5, 6: Line 13):

We encrypt (x1, 2, ...... ,T7,xg) € x pair by pair in each level (Fig. 5.1). In level 1, en-
crypt operation will perform like 1 < &gy, (22), T2 < Ekors (T4), T3 < Ekows (T6), Ta <
Ekor (x3). In level 2, operation is like x1 <« Erer, (2), T2 < Eraws (x4). Finally, the
encryption is z7 < Epes, (22) in level 3. This x; is the final input of creating Tag (7).
For this, we encrypt =1 and ¢ @ iv}, ¢ @ iv} as T « Erocoin? (r1@c o wll) Moreover, if
number of x is odd then the last x;_; is encrypted with x; of top level. In principle, our
assumption is like ¢ < Epgq (0) # ¢’ < Exap (a).

.
cC®iv}

— g
C?W_»_Xl level-4

£
X, X, |€V€|-3

£ £
X X, % X, level-2
£

£ £ £ level-1

Figure 5.1: Explanation of Semi-Parallel-T.G
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Figure 5.2: Proposed Scheme of Serial-AE: Semi-Parallel-T.G

Algorithm 4 Phase-1 (PH-1) for the Scheme of Serial-AE: Semi-Parallel-T.G

1: Initialization: 'y, iv"s

—2
. F0y12 ol
2t agq < Ekeﬁé (w 0) , Qg2 < Skem,é (w 0)
. il P i
3: 1y < Qg1 BV, 15 < ag2 W'
1.2
4: ¢y, ¢y < Fprg (a,071 @ 0/072)

Algorithm 5 Encryption module for the Scheme of Serial-AE: Semi-Parallel-T.G

1: Call PH-1

2: Encrypt M

3: Partitioning: m} e M's. t.(m!,m?),., (mll, m?) , whereje{1,2},i<1
4: fori=1 to | do

5: [ 0l @ c g, py iy @c

6: Q1 < 5%;11 (12), aig < Ekeaull (/%2)

T Tiq < G;1 D lej Tig < Q; 9D Mil

8: clezip@ml, <z 0m?

9: Z.Uil, 11)22 « f'pmeg (xi,l ® I,;’Q)
10: end for
11: C« (cl,2,c},3,....cl,c2), x < (x},22, ... 2}, 2?)

—
[\

. re-indexing of x like (x1, 29, ..., Ty, Typ1, Tpr)

: for Each Level do x; < Ereu,, , (72;) [for, i€ {1,2,..,|z|/2}]
: end for

T« Ekeacfeaivf (:)31 ® Cl1 ® M)ll)

: Return (C, T')

[ o S e S
S Ut = W
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Algorithm 6 Decryption module for the Scheme of Serial-AE: Semi-Parallel-T.G

1: Call PH-1

2: Decrypt C'

3: Partitioning: ¢/ € C's. t.(cl,¢?),., (cll,cl?) , wherej e {1,2},i<I
4: fori=1 to | do

B < v @y, i < ivi, &

6: a1 < Egir (17) 5 iz < Epgpt M?)

7 Tig < Qg ® i), Tio < Q0 ® [}

8 M <X ©C, ME T

9: i}, v <« FPe (1, ® 2;9)
10: end for
11: C « (c%,ci,c%,cg, ...,cll,le), T <~ (:z:%,x%, ..... w},x%)
12: re-indexing of = like (x1, %9, ...., Ty, Tiy1, Ty)
13: for Each Level do z; < &gy, , (w2;) [for, i € {1,2,..,|x|/2}]
14: end for
15: T < Epocen (11 @ ¢} @ iv])
16: If T is valid then return M or L
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5.2.2 Proposed Scheme of Serial-AE: Serial-T.G

Under the scheme of Serial-AE, we have three types of tag generation. In this section, we
propose the second variant of tag generation including encryption under the scheme of
Serial-AE. The second variant of tag generation is based on serial operation and named
as Serial-T.G. Hence, the scheme of Serial-AE: Serial-T.G is noted as AEY,, where FS:
First Scheme, T: tag, V2: Second variant (Fig. 5.3). This scheme has three phases.
The first phase is called from the algorithm 4. The two other phases are encryption and
decryption module. The encryption module of e—AE;SV2 generates cipher-text and tag.
Moreover, decryption module (d—AE??VQ) of the scheme of Serial-AE produces valid tag
or not. For the explanation of encryption and decryption module, algorithm 7 and 8 are
used. The variant of tag generation is based on 3n — 2n bit cryptographic block-cipher
compression function.

Under the encryption mode, our defined block-cipher & 5 are operated like g, (b) — c.
We assume that ¢ < Exeq (b) # ¢ « Erep(a). In addition, we use E block-cipher in
the authentication mode or tag generation. The operation of E is different from the
€. Actually, £ works as Fjy(b) — c¢. In final stage of tag generation, we use three
calls of block-cipher under W. We define the cryptographic compression function (1)
like 71 < Erop (VE), 72 < Erove (Zr), and 73 < Eroze (B). Then, t; « 71 ® 7o where
by < 72 @ 73.

LS N L %,L X iv! ‘*ml Xaf i, Y 6%\1 N
ivg K F = o v ¥ g NP4 | ¥ g AN f K & N Cll
n]l C' I'T]l C|+l
Sl F0] = - -
[F() )
iV 2 2 iv,
o iv; ® m 02 ° m qzl [ m C|2
2 1 +: [\"A @
K & ‘ ® St x| ® Efank $a K &Ry x. 2t
1 2
oY ¢ ¢ W
_ 4
Vg B Lall s l a; Cl‘z B K &
Ta brE FOPE T e ~OTHE,
K K K K
] T
T I Z -k &
dogece.qoces-v, 1 1|y
—l &

Figure 5.3: Proposed Scheme of Serial-AE: Serial-T.G

Phase-1 (PH-1) We run initialization and get 705 and iv’s. Then call two block-ciphers

. ,2 . ,2 . -1 . ,1 -9
and get ap; < Ek@m (w 0), a2 < Epgiv (w 0). Finally, we get tvy < ag1 ® iv'y, 0§ <

1
ap o @ 1y,
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Algorithm 7 Encryption module: Serial-AE: Serial-T.G

Call PH-1 (Page 66)
Encrypt M
Partitioning: m/ € M's. t.(m!,m?),., (m},m?), wherej € {1,2},i <1
for:=1 to [ do
i1 = &g (1074 5 ain < Eronl | (“)7;271)
Ti1 < a1 @ Z'UZ»l_l, Tio < Qi@ ivl-l_l
iU,L-l, ’LUZQ « f'pmeg (xi,l D :EZ"Q)
ez @ml, 2« Tiodm?
end for
C« (2, .. ct. )
: fori=1 to [ do
for j=1 to 2 do
iepod
[RACEY)
end for
. end for
Ve (clode - -odecdep)
 Zp < (ivf@ateale oo @a?ep)
: 1< Ereg (Vi) , Y2 < Erove (Zr), 73 < Ereoze (B)
1D, a2 D3
T <t dty
: Return C, T

DO N RN DN = e e e e e e
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Algorithm 8 Decryption module: Serial-AE: Serial-T.G

1: Call PH-1 (Page 66)
2: Decrypt C'
3: Partitioning: ¢/ € C's. t.(cl,¢?),., (cll,cl?) , wherej e {1,2},i<I
4: fori=1to [l do
o: Qi1 < gkeam (Z.Uz%l) y Aj2 < gk@ivil_l (“}?—1)
6: Ti1 < a1 @ Z'UZ»l_l, Tio < Qi@ iUl-l_l
7 iU}, ZUZQ « f'pmeg (xi,l D Ii72)
8: My < ;1 @ ¢y, M? < Tig®C?
9: end for
10: C < (cl,,c},c3,....cl,c2)
11: B« Ej (iv}
12: fort=1 to [ do
13: for j=1 to 2 do
14: o < pBec
15: B+ E,(Becd)
16: end for
17: end for
18 Vp< (oo --ococep)
19: Zr < (ivf@atl®@ale ool @a?ep)
20: M < Ek@ﬁ (VF) y V2 < Ek@VF (ZF) y V3 < EkGBZF (ﬁ)
2l 1 <1 @ Y2,l0 < 2@ 3
22: T« t; ®ty
23: If T is valid then return M or L
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5.2.3 Proposed Scheme of Serial-AE: Parallel-T.G

In this section, we define the third variant of tag generation including encryption mode
under the scheme of Serial-AE. Our define tag generation is based on parallel mode. We
notify this as Parallel-T.G. Therefore, in combine we can call as Serial-AE: Parallel-T.G
(Figure 5.4). It has three phases. The first phase (Phase-1) is called as initialization.
In addition, algorithm 9 represents the first phase. Moreover, 10 and 11 represent the
encryption and decryption mode. Our define block-cipher F is worked as Ejg, (b) — c.
In principle, our assumption is ¢ « Eyg, (b) # ¢ < Eggpy (a).

In the initialization phase, we use two calls of block-ciphers including a PRNG function.
The block-ciphers are used to build two secret values of cyp; and ¢p2. In addition, the
PRNG function is called to build two more secret values of ivg, vy using the values of ag;
and ag 2. In the encryption mode, we use cipher-text as feed forward in the next iteration.
Hence, every output of each iteration depends on the previously generated cipher-text.
In the tag generation, we xor the last output of v}, v} with ¢, ¢/.

Figure 5.4: Proposed Scheme of Serial-AE: Parallel-T.G

Algorithm 9 Phase-1 (PH-1) of Serial-AE: Parallel-T.G
1: Initialization: 'y, iv/2
.2 —2
2: ap,1 < EMBW}) ('“}’0) y 402 < Ekew'}) (W'O)
—1 .
3: ¢ < agy ®iv'y, 3+ ags @iV’
4: ivh, k< FP™e (agq @ ag )
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Algorithm 10 Encryption module under Serial-AE: Parallel-T.G

1: Call PH-1

2: Encrypt M

3: Partitioning: m/ € M's. t.(m!,m?),., (m},m?), wherej € {1,2},i <1
4: fori=1 to | do

5: pin < 0L ®cly, pio<— vl ®ct,

6: Qi1 < Ek@pTl (Pi,2) y @2 < Ek@ﬂi,l (Pi,z)

7 101, W9 < FP™8 (a;1 ®a;2)

8: ch—as@®ml, 2 <a0om?

9: end for
10: C'« (c%v C%? C%, C%? ) Cll’ Cl2)

11 py, < W] D¢, pr, < W0 S CF

12: 1) « Ek@ﬁ (ptz) s Lo < Ek@ptl (p_t2)
13: T« t; ®ts

14: Return (C, T")

Algorithm 11 Decryption module under Serial-AE: Parallel-T.G

1: Call PH-1

2: Encrypt M

3: Partitioning: m/ € M's. t.(m!,m?),., (mll,m?) , whereje{1,2},i<1
4: fori=1 to | do

B pia < B¢y, pip < iv], @c

6: i1 < Brepr (pi2), iz < Erep, (Piz)
T Z.Ui’l, Z'ULQ « f'pmeg (ai,l @ ai72)

8  ml«<a1®c, M a9 c

9: end for
10: C < (cl,2,c},c3,....cl,c2)
11 py, < W0 D¢, pr, < W0 B CF
12: 1 < Ek@ﬁ (ptz) s Lo < Ek@pﬂ (p_tz)
13: T« t1 &ty
14: If T is valid then return M or L
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5.3 Security Proof Sketch: The scheme of Serial-AE

Under this section, we provide the basic security proof sketch of the Serial-AE. At first,
we provide privacy security proof sketch. The privacy security proof sketch is similar for
both three variants of authentication under the Serial-AE. Later, we provide authenticity
security proof sketch. However, it varies because of three different types of authentication.
In summary, the first variant of tag generation (Semi-Parallel-T.G) under the scheme of
Serial-AE can achieve birthday bound security margin because 2n — n-bit compression
function. In addition, it is expected upper authenticity security under the second variant
of tag generation (Serial-T.G) due to the property of 3n — 2n-bit cryptographic com-
pression function. The third variant (Parallel-T.G) is most efficient under the scheme of
Serial-AE. We provide the authenticity security proof of Semi-Parallel-T.G, and Parallel-
T.G. However, authenticity security proof of second variant (Serial-T.G) under the scheme
of Serial-AE is informal in this work.

5.3.1 Privacy Security: The Scheme of Serial-AE

Privacy security proof sketch of the scheme of Serial-AE is similar under the authentication
mode of Semi-Parallel-T.G, Serial-T.G, and Parallel-T.G. Because, the encryption mode
is similar for these three variants of authentication. However, the privacy security depends
on the random behaviour of encryption mode. We encrypt message pair by pair in every
iteration under the two calls of block-cipher. Hence, it depends on the behaviour of
random output properties of block-cipher. If output is random then the scheme of Serial-
AE satisfies the privacy security bound. On the contrary, the input characteristics of
block-cipher is also important. It should be random also. Actually, our proposed scheme
of Serial-AE is based on serial operation. Hence, it is infeasible to change the order of
input in the encryption module in respect of the adversary. In addition, we use PRNG
function in every iteration of encryption mode for generating fresh and unique input of
next cycle.

5.3.2 Authenticity Security: The Scheme of Serial-AE

In this section, we mention the security proof sketch of authenticity. Basically, two prop-
erties ensure the authenticity of any authenticated encryption. First one is the random
characteristics of input of any cryptographic compression function which is used in authen-
tication of AE. Secondly, the standard security notions (collision resistance and preimage
resistance) of cryptographic compression function that is used in authentication.

Semi-Parallel-T.G (First Variant of Authentication: The scheme of Serial-AE)

According to the construction of the scheme of Serial-AE: Semi-Parallel-T.G, we use
(n - 1) encryption to generate input for cryptographic compression function. Our process
is based on semi-parallel mode. In every level, we encrypt pair by pair (see 5.2.1). In
principle, we assume that ¢ < ey (b) # ¢/ < Erap (a). Hence, it is infeasible to change the
order of values in respect of adversary. Hence, our assumption is input of cryptographic
compression function is random. Our compression function is based on 2n — n-bit. In
addition, our cryptographic compression function is secure in respect of collision resistance
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and preimage resistance. Therefore, it is expected to achieve birthday-bound authenticity
security margin for Semi-Parallel-T.G under the scheme of Serial-AE.

Serial-T.G (Second Variant of Authentication under the scheme of Serial-AE)

On the contrary, We use n + 1 block-cipher function under the second variant authenti-
cation (Serial-T.G) of the scheme of Serial-AE. In the aspect of adversary, it is infeasible
to change the order of input for cryptographic compression function because of serial op-
eration like CBC. Hence, the input of our define cryptographic compression is random.
Next, our cryptographic compression function is based on three calls of block-cipher and it
takes 3n-bit input. Under these circumstances, it produces 2n-bit output. If cryptographic
compression function satisfies the standard security notions like collision resistance, and
preimage resistance then it can be said that the scheme of authenticated encryption satis-
fies the authenticity security bound. In addition, it is expected to achieve upper integrity
margin because of 3n — 2n-bit compression function.

Parallel-T.G (Third Variant of Authentication under the scheme of Serial-AE)

We use only 2 calls of block-cipher function in third variant of authentication (Parallel-T.G)
under the scheme of Serial-AE. In the aspect of adversary, it is infeasible to change the
order of input for cryptographic compression function because of serial operation like
CBC. Actually, we use each cipher-text value as a feed forward in the next iteration of
encryption mode. In addition, the output of each iteration generates the value of pair
1w using FPme function. Hence, each new value of 7v depends on the value of previous
cipher-text. As a result, the input of our define cryptographic compression is random.
Next, our cryptographic compression function is based on two calls of block-cipher. If our
defined cryptographic compression function satisfies the standard security notions like
collision resistance, and preimage resistance then it can be said that the first scheme of
authenticated encryption satisfies the authenticity security bound.
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5.4 Security Analysis of the scheme of Serial-AE

Privacy Security Notion of the scheme of Serial-AE. We assume adversary A is unique IV
based game and gets the access from & .AE:FFS (Encryption procedure of proposed scheme ).
For example, adversary A asks to the real oracle (€ .AE?S) and random oracle ($). Under
the real oracle, i-th query consists of unique IV, and plain-text (M;). Furthermore, the
reply is (C,T) < £.AES® (IV,M). On the contrary, the adversarial query to random ora-

cle is IV, M, where the feedback is (C,T') <* {(O, M« (0, 1)|2n|}. Hence, the advantage
of the privacy security assumption for the adversary A is bounded as:

Advir];\;s (./4) - Pr I:AEAAE?S(.,A),ICM — 1] —Pr I:A$(.,.),7r,7r_1 — 1] ’
T

where the initial probability comes from randomness of the key of the proposed scheme.
In addition, the later-one comes from the random oracle. Furthermore, adversary is not
allowed for duplicate query.

Integrity Security Notion of the Scheme of Serial-AE. The authenticity of the proposed
authentication scheme AEY® is defined as successful generation of a valid tag (IV,C,T)
by the adversary A. However, A is allowed to ask query to the encryption £&.AEYS and
decryption oracles D.AEY’. We assume that the following equations of 5.1 and 5.2 are
encryption and decryption queries. These queries are executed by the adversary A.

(I‘/laMl)f’v(I‘/?nM?’)?" ”7(]‘/;187M‘ZS) (51)
IV'h,C"), -, IV, C"3) -, IV ), C'y ) (5.2)
Therefore, the query contents of A are qg, gp. Let, there is an experiment EXPX® which

outputs 1 iff the adversary successfully forges. Hence, the mathematical notion of the
authenticity for the adversary A is:

Advigis (A) = Pr[EXPRE™ (A) = 1] (5.3)
However, A forges and returns bit-string (IV';,C";,T";) for decryption query under the
certain condition of (IV’;,C";,T";) + (IV;,C;,T;)| 1< j < ¢p.

5.4.1 Privacy Security Analysis: The Scheme of Serial-AE

Privacy security of the AELS is defined as the probability of distinguish between cipher-
text and random string by adversary A4, where A is based on unique I'V and FS directs the
scheme of Serial-AE. We define certain simulators for finding the advantage of adversary
A. Initially, we find the probability of collision for each simulation based game. Then
we find the difference between two consecutive simulators. Finally, we take the union
bound of all the differentiate values. Generally, we follow the proof technique of [21]
47, [48]. In addition, we customized the privacy security proof technique according to
our construction’s definition, operation, and nature. Thereafter, we briefly presented the
privacy security proof of the proposed first construction in this subsection.

Theorem 5.1. Let AEYS be the proposed authenticated encryption (Serial-AE),
where n > 1 and £.AES™ be encryption algorithm. An adversary A is allowed to access

73



random oracle (w/7n~!). However, adversary A can query upto ¢. The advantage of A is
to distinguish £. AEE® from random oracle, that is noted as:

Advirng (A)=Pr [Ag'AEiFFS("')JCM = 1] - Pr [A$('7')’7r/“_1 =1] <o /2" + 0% 22" + g/2"
T

KEYPOINTS: ¢ is the maximum number of queries including ¢ and ideal permutation.

Proof. We use certain simulators for finding the advantage of adversary. In the
beginning, simulator S; simulates the £.AEY authenticated encryption under ideal ci-
pher model. Furthermore, the simulator Sg simulates the random oracle. The rest of the
simulators are Sy, Sz, 84, and S5. Adversary A tries to distinguish the consecutive sim-
ulators using COLL event. The advantage of distinguishing two consecutive simulators
is evaluated as the probability of the COLL event. Therefore, we get the advantage of
adversary A for finding the difference between AEYS and random oracle by adding the
probability of all the COLL events. Additionally, if collisions occur then new value will be
taken from uniform distribution of random oracle, Furthermore, K will be chosen in each
simulators from the block-cipher’s random key set. In addition, IV will be generated in
each iteration by FP™& for randomness.

First Simulator (S;). The proposed authenticated encryption scheme of & .AE?S is
simulated by &;. The queries of € .AE?S are executed under the ideal cipher oracle model
for each internal operation. Hence, the each output is random and unique, which is used
for next input. Therefore, the S; and AEYS seems to be identical. Hence,

PrA® = 1] = Pr[ Ay = 1] (5.4)

Second Simulator (Sz). Under the second simulator Sy, the output of ICM simulate
the random permutation based input and output. However, the output of FP™& is based
on random function, which can’t assure the uniqueness for each iteration. If any collision
occurs, then a collision event is defined. Therefore, the distinguish between these two
simulators is the probability of the COLL event.

if collison =% cOLL

ask: F

- set of strings
Second Simulator (S,) / new value |from uniform
Input: IV,M

uniformly distributed | istribution
Operation: £ AES™

Output:C, T create database (DB'™" )

Stores all the queries:
> excluding
colliding queries

> including unique
value after collision

Figure 5.5: Simulator S

Additionally, we define a database DB'M, which stores all the queries (Figure 5.5).
In addition, the queries are queried by o times under the & .AE;S. Therefore,

Pr[A% =1]-Pr[A% = 1] = Pr[COLL] < %fon (5.5)

Third Simulator (Ss) . The £ AEF? is being simulated by the simulator S and executes
query through random function. Moreover, S3 renew and synchronize the database of
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DBM from the last phase of oracle by deleting the collide values. Therefore, the S3 and
S, are indistinguishable in the perspective of the adversary A.

Pr[A% =1]=Pr[A% =1] (5.6)

Fourth Simulator (S4) . Under this simulator we check the randomness of internal iter-
ation of the AEY®. There are two issues such as cipher-text and IV. These two should be
random and unique for each iteration of authenticated encryption. According to our first
construction (8 .AE:FFS), the block-cipher output should be random and unique because
of PRP characteristic. The key is being chosen from the block-cipher BLOCK (N, K).
Therefore, the vital fact is message (m;). Though, the adversary can control the message
(m;), but it can not control the value of z;; and x; 5 because of the block-cipher output
characteristics. Hence, the XOR of z; 1, x; 5 and m}, m? produce the random cipher-text
(cl, ¢?). The rest of the issue is unique IV. According to our construction, IV is gener-
ated from the output of the block-ciphers. We generate unique and random IV from the
function of FP™&. However, collision can be occurred under the four scenarios such as:

e collision for output (internal) of block-cipher
e collision for output (external) of block-cipher
e collision for input of FPrg

e key attack

Generally, the recovery system of each scenario is similar and simple. If collision occurs
under a scenario then unique and random value will be inherited from the uniformly
distributed set.

> Internal collision of block-cipher: Under this state, x; 1 can be collide with x; » under
any iteration of 7. In that case, the event COLL™ ™ ig called. Therefore,

Pr{cOLL™ ™| = Pr[COLL; vCOLLy v ..COLL,]
<Pr[COLL])+Pr[COLLy]+...Pr[COLL,] (5.7)
<o-(1/2m)

> External collision of block-cipher: Under this state, x;1, ;2 and 1, x;2 can be
collide for different two iterations of ¢, j where ¢ < j. Therefore,

Pr [C(Qﬁﬁe“emal] =Pr[COLL,vCOLLyV ...vCOLL,]
<Pr[COLL,]+Pr[COLLy] + ...+ Pr[COLL,] (5.8)
<o(o-1)/(20-1)

> collision for input of FP™&: According to the construction of the proposed scheme,
the i-th iteration’s input of FP™& depends on the i — 1-th output of FP™&. Thus,
there is a chance to make a collision of ¢-th iteration’s input or ¢ — 1-th iteration’s
output. Hence,

Pr[COLLF"™ ] =Pr[COLL, vCOLLyV ...vCOLL,]
<Pr[COLL]+Pr[COLL ]+ ..+Pr[COLL,] (5.9)
<a/2n
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> Key attack: Under this state, the key can be attacked, where the probability is:

Pr[key-attack] < g/2" (5.10)

Therefore, we talke the union bound of 5.7, 5.8, 5.9, 5.10. In addition, we stores all the
queries into DB™™ except the colliding queries.

Pr[AS: = 1] - Pr[A% =1] =
Pr [C QL Linternal 4 CO L Lexternal 4 COL LU key—attack] <
Pr [COLLinternal] 4 Py [COLLEtermal] + Pr [C OLLh Uw] + Pr [key-attack]

<of2mt+o?[2Pm 4 1/2n (5.11)

Fifth Simulator (Ss). The £.AEF runs under the ideal cipher model. In addition, it
deletes the collide values under the last phase of oracle and takes the fresh and new value
from the set of strings of uniform distribution. Therefore, the simulator S5 and S, are
indistinguishable in the aspect of adversary A.

Pr[A% =1]=Pr[A% =1] (5.12)

Sizth Simulator (Sg). In this module, we synchronize the database of DB across
the last phase of oracle for &£ .AE?S. In addition, the simulator S¢ perfectly simulates the
random oracle. On the contrary, the simulator S; inherits the proposed scheme £ AEF
under the ideal cipher oracle model, where all current values are uniformly distributed.
Because, all the collide values are deleted already under the simulator 1 to 4. Thus, S
and Sy are indistinguishable in favour of adversary A. Hence,

Pr[A% = 1] = Pr[A% = 1] = Pr[ A5 _,] (5.13)

Finally, Theorem 5.1 is satisfied under the union bound of 5.5, and 5.11.

5.4.2 Authenticity Security Analysis: Serial-AE: Semi-Parallel-
T.G

The authenticity of AEF® scheme is defined to successful inject of false data (IV;,C%) in-
stead of valid data (IV;, C;) through an adversary and gets success for valid tag. The AES®
has encryption and decryption oracle respectively £ AES and D.AEY’. Additionally, it
has access to the random oracle (7/771). We assume that encryption and decryption
queries look IV, M and IV,C,T. Therefore, the adversarial query contents are gg, gp.
Let, there is an experiment EXP%“Sth, which outputs 1 iff the adversary successfully forges
when (IV',C",T") + (IV',C",T"). Hence, the mathematical notion of the authenticity for
the adversary A is:

Adviies (A) = Pr[EXPR" (4) = 1] (5.14)

Briefly, A forges and returns bit-string (IV’;,C';, T’;) using encryption and decryption
query under the certain condition of (IV,C,T) # (IV',C",T").

Theorem 5.2. Let AEY® be the proposed authenticated encryption, where £. AEL®
and D.AEQI;S be encryption and decryption algorithm respectively. The adversary A is
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allowed to access the oracle of AEYS (8 AEFS, D.AE?S) and random oracle. The advantage
of A is noted as the success probability of injecting false data instead of valid data through
the defined experiment EXP. Hence, the advantage is bounded as:
Pr [AdVaAlggS(E.AEg,S,D.AEgs),ICM (A) = 1] < Adviré%s + 02/22n+Q/2n

Proof. Let adversary A has access both the encryption and decryption oracle. Under
the decryption oracle, A is not allowed to make an encryption query if it is already
existed. The advantage of adversary is evaluated as the success probability of (IV,C,T') #
(IV',C",T"), when it gets valid 7. For simplicity, we assume two games of D.GAME-1
and D.GAME-2 for finding the authenticity advantage of adversary A. The first game
directs the collision of cipher-text and randomness of cipher-text (Fig. 5.6). The collision
of tag explains under the game of D.GAME-2.

;
@iV}
£
o @i b level-4
£
% X, level-3
£ £
X, X % X, level-2
£
£ € £ level-1

Figure 5.6: Tag Generation Process: Semi-Parallel-T.G under Serial-AE

D.GAME-1. At first, we explain the scenario of the authentication phase. The
tag T depends on the input that is generated in the top level of authentication pro-
cess (Fig. 5.5). If this input is random then the output 7" will be secure also. Un-
der these circumstances, we will explain form the bottom level of process of authen-
tication. The set of values (x;1,%;2, Tit11, Tis12, -y T12,T11) € T are generated in en-
cryption/decryption module of the first scheme (Fig. 5.2, Algorithm 8, 9). Then, we
re-indexing z like (1, o, ...... , Ty, Ty1, ) € x. For tag generation, we will use these val-
ues. These values are random because of the random properties of block-cipher. We
process these values from the bottom of authentication process. We re-encrypt pair by
pair like a « Eygy, (22), b < Ergy, (24), ¢ < Erges (x6), . -+ . . , L1 < Eyeu, , (x1).

The first point is weather the value of a, b, ¢, . . . , L1 are random or not. According
to the property of block-cipher these values are random and unique. The second point is
if order of re-encrypt changes then is there any chances to create similar final input for the
tag generation. In this stage, we explain it. At first, we take the bottom level for example.
In the bottom level, re-encryptions are a < Eigy, (22), b < Eew, (74), ¢ < Fraow, (26), -

.+ L1 < Eygu,, (). Interestingly, w < Eygy, (22) # W' < Ekgy, (1) is true under
the block-cipher property. Under these circumstances, our assumption is re-ordering is
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also infeasible in respect of adversary. Adversary can only randomly assume the output
of each re-encryption. Third point is even the order of cipher-text is changed then similar
output can not be generated. Because by definition the building principle of  depends
on the previous values of cipher-text like is xi “~a;; ® ,ug where 1 comes from the xor of
1v;_1 and last generated cipher-text ¢;_;.

So, we will find out the collision probability in every level under the first game. For ex-
ample, in the iteration of 7 and j: for each level, do x; < Eygs,. , (x2;) [for,i € {1,2,..,|x| /2}]
and for each level, do z; < Eyga,, , (725) [for,j € {1,2,..,]x|/2}] such that,

for each level, for each level,
do o; < Epewy,, (T2:); | = | do zj < Eyeay,, (725);
[for,i € (1,2, lal /2}] | | [for.j € {1,2,...|o]/2}]

We define an event COLL to find out the probability of making collision under the iteration
of 7 and j. Hence, the probability of collision under the event COLL is:
7 2(i-1) P o(oc-1)

Pr[cOLLP-camel] < <
r[ ] ;(Qn_i) (2n_0)2

(5.15)

D.GAME-2. The generated tag can be collide under any iteration of decryption. We
assume the generated tag is T' for the iteration i. Furthermore, 7" is under ¢’-th iteration.
Thus, the collision probability is as follows:

Pr[COLLP-Gme2] < ¢ f2n (5.16)

Finally, Theorem 5.2 is satisfied under the union bound of 5.15, 5.16 including privacy
security advantage.
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5.4.3 Authenticity Security Analysis: Serial-AE: Serial-T.G

In this section, we show the brief proof sketch of authenticity (Serial-T.G) under the
scheme of Serial-AE (Fig. 5.7). We make two sections here. In the first section, we re-
encrypt cipher-text for creating the input of tag generation. In the second section, we use
the last generated output as an input of cryptographic compression function and generates
the Tag. At first, we will show that the input of cryptographic compression function is
random. Furthermore, we will show that the cryptographic compression function of tag
generation satisfies the security notion of collision and preimage resistance.

G G ¢ W
v B J\all ,Bl o ,LOQZ B 1 &l [
TEl D7TE OTE l E SPg
K K K K — T
C Ve D Va Z. e 54—'
D
COCOC®.OFDL-V,. |- g

Figure 5.7: Second Variant Authentication under the First Scheme

Under the first section, there are input of § and Zr. These input are generated through
a series of re-encryption process. Let there are iteration of ¢, and s where (3, are Zr are

defined as:

1=1tol
j=1to 2

ey

5 B.(3od)

r=1tozr-1
y=1to2

ay < [ cy,

B« E,(B@ct)
Under this circumstance, the collision scenario for any two different i-th and j-th query
of § and Z are:

1=1tol r=1toi-1
j=1to 2 y=1to 2
a{eﬂ@c{f, - af < fech,
{ﬁe&(ﬁ@cﬁf)} {661316(5@(:%)}

We define an event COLL to find out the probability of making collision under the iteration
of i and x. Hence, the probability of collision under the event COLL is:

2(i—1) -4
r[COLL] < 2(2 —(2i-2)) (27 - (2i-1)) : (2"—2q)2
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In addition, the third input is the xor of all cipher-text and 8. Even adversary can change
the order of cipher-text but the value of § will be changed in that case. Hence, the third
input (V) is also random. So, the collision probability for the third input is 1/2". Under
2
CEn

In the next phase, we will show that W is the secure cryptographic compression func-

tion under collision and preimage resistance. It actually works as one way hash, where
component functions are three block-ciphers. It takes 3n-bit input and generates 2n-bit
output. Now we will show that the input of cryptographic compression function or tag
generation produces random output. In addition, the output of cryptographic compres-
sion function satisfies the preimage and collision resistance security notions. According
to the construction of the second variant authentication of the first scheme, the preimage
resistance scenario is:
Let adversary A is allowed to randomly choose a pair of value such as u; and uy. Hence, it
is needed to find out the collision probability of W (¢) < Ekes (VF) ., Erevy (ZF) , Exez, (5)
where ¢ 3 3, Vp, Zr and W is a cryptographic hash that is made by the component func-
tion of three calls of block-cipher.

Under these circumstances, uq, us be the two points where adversary tries to find
inversion. In addition, adversary is tried to find out 8, Ve, Zp such that F (8, Vg, Zr) =
(u1,u9). Under the ideal cipher model, adaptive query is allowed until the domain size of
N /2. Then, the rest of the queries are given as free to the adversary, where adversary can
make query in non-adaptive fashion. Furthermore, the adjacent query triplet is defined
as (ke B, Ve,m), (ke Ve, Zp,v),(k® Zr,5,73). Therefore, we need to find out the
probability of collision under the domain of adaptive query (NormalQueryWin) and non-
adaptive query (SuperQueryWin). Under the NormalQueryWin, the query of response of
(ke 8,VE,v) query can come from the set size at most N/2 - 2. Hence, the probability
of collision is approximately 2/N. Because of adjacent query triplet the total probability
is 3 x 2/N. Therefore, the total probability under the NormalQuerywin is 6/N2. For the
SuperQueryWin probability is 6/N?2. Hence, the total preimage security is bounded by
12/N2.

In the second section, we point out the collision resistance of the second variant
of authentication under the second scheme. Generally, collision resistance is defined
as to find = and 2’ is infeasible such that F(z) = F(2’) when x # 2’. According
to the construction of the second variant of the first scheme, adversary tries to find
(ko B, Vi), (ko Vi, Zp),(k® Zp,B) and (k@ B, V%), (ke VL, Z%) (ke Z, (') s. t.:

these circumstances, total collision probability under the first section is

_| E(kep Vi), E(ke Vi, Z%),

_[E(k:eaZ%,ﬁ’) ]

E(kep,Vr),E(k®Vr, Zr),
E(k’@ZF,B)

Under these conditions, the collision probability is Pr[COLL] < (232_;)‘;)2. Hence, the

cryptographic compression function is secure under collision resistance.
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5.4.4 Authenticity Security Analysis: Serial-AE: Parallel-T.G

We provide a brief proof sketch of authenticity of the scheme of Serial-AE: Parallel-T.G.
In our proof sketch, we make two categories. Under the first category, we show that the
input of tag generation process is random. In addition, we show that the module of tag
generation process satisfies collision and preimage resistance security bound.

Under the first category, at first we need to explain how the input of tag generation
is created. Actually, we use certain values that are generated in the encryption mode.
According to the Figure 5.4, we explain the following example. Let there are couple of
values iv] and iv? under iteration of i. Moreover, there are pair of created cipher-text like
¢} and ¢? under this iteration of i. Interestingly, the values of iv} and iv? depend on the
previously generated cipher-text ¢} | and ¢? ;. In this way, we can find that the pair of
values v} and iv? depend the previously generated cipher-text of ¢}, c?, ¢}, c3,....¢f , ¢,
due to block-cipher property and serial operation under encryption mode. Therefore, we
can claim that to change the order of cipher-text in respect of adversary is infeasible.
Hence, we use v and 07 values for creating tag.

Under the second category, we show how we create the tag generation module. We use
two calls of block-cipher. In addition, our tag generation module is based on block-cipher
cryptographic compression function. Hence, if our tag generation module is secure under
collision resistance and preimage resistance security bound then we can claim that our
proposed scheme (Serial-AE: Parallel-T.G) is secure for authentication also. Our define
block-cipher in the tag generation module is . The working principle of E is Eyg, (b) — c.
In addition, our basic assumption is ¢ < Eygq (b) # ¢/ < Eigp (a). In the worst case, the
adversary can change the order of ¢; and ¢]. Because, iv] and iv? depend on the values
upto ¢} ; and ¢ |. Interestingly, iv; and iv? do not depend on the values of ¢ and ¢7. To
overcome this problem, we xor ¢} @ iv} and ¢ @ iv?. These xor values are used as input
of our tag generation module. Moreover, our define block-cipher F satisfy the property
of ¢ « Epea (b) # ¢ « Ejgp(a). Under these circumstances, the final input of our tag
generation module are p;, < ¢ @ v} and py, < ¢ @ iv}. Hence, intermediate of tag ¢, and
ty are defined as t) < Erep (pr,) and ty < Eig,, (pr,). Therefore, adversary even change
the order of ¢/ and ¢} but it can not produce similar intermediate tag.
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5.5 Nonce Respect Authenticated Encryption

The second scheme is based on nonce respect and operates in parallel. Hence we call this
scheme as Parallel-AE. Under the scheme of Parallel-AE, we propose two different types of
tag generation (authentication) such as Semi-parallel tag generation (Semi-Parallel-T.G),
and Serial tag generation (Serial-T.G). Therefore, in combine these are as Parallel-AE:
Semi-Parallel-T.G, and Parallel-AE: Serial-T.G. It can support only fixed size of n-bit
associated data. Hence, it is suitable for IoT application in certain cases. The first type
of authentication or tag generation needs total (n—1) + 1 calling function. In addition,
second variant is based on 3n — 2n-bit compression function, where we use double keyed
function f and it needs total n + 2 encryption functions.

5.6 Preliminaries for the scheme of Parallel-AE

M is defined as message set where m! € M such that (m!,m?),., (mll., m%)7 where j €

{1,2},i < 1. In addition, C is defined as set of cipher-text where ¢/ € C' such that
(c{,c?)7.,(cll,c?), wherej € {1,2},7 < I. Moreover, T is defined as final Tag. In our
proposal, we use function Fj. The operation like Fy is F}, : ¢ < Fjg, (b). In addition, our
assumption is ¢ < Fig, (b) # ¢/ < Frap (a).

In our proposal, we use Galois field operation [19, 21} 47, [77]. An n-bit string X may
be viewed as an element of GF(2") by taking X as a coefficient vector of a polynomial
in GF(2"). Following [19, 21), 47], we write 2X to denote the multiplication of 2 and
X over GF(2"), where 2 denotes the generator of the field GF(2"), by seeing 2 as z
in the polynomial representation. This operation is called doubling. Similarly we write
3X (where the corresponding polynomial is z + 1) and 22X to denote as 2X & X. The
doubling can be efficiently computed by one-bit shift with conditional XOR of a constant,
and other constant multiplications can be done by combining doubling and XOR, as
shown above. Throughout the paper we assume n = 128 and the corresponding field
GF(27) is defined over the polynomial 228 + 27 + 22 + 2! + 1, which is lexicographically-
first primitive polynomial and is quite popular for doubling-based tweaks [19] 211, 147, [77].
For example, we create ¢ in the Algorithm 1 of initialization phase. Hence, we define
LSH;(0) =0, LSH;;1(6) =25, . . . . ,and LSH,(d) = 2=16. Moreover, LSH; (§") = 39,
LSH;;1(6")=2-30,. ... ,and LSH; (") =2\-1-36.

5.6.1 Proposed Scheme of Parallel-AE: Semi-Parallel-T.G

In this section, we propose the first variant of tag generation under the second scheme of
Parallel-AE. This variant is based on Semi-Parallel mode. Hence tag generation process
is called as Semi-Parallel-T.G. In combine, the scheme is called as Parallel-AE: Semi-
Parallel-T.G. We represent this scheme as AE3Y,,; where SS: Second Scheme, T tag, V1:
First variant of authentication (Fig. 5.8). In addition, there are three phases under the
scheme of Parallel-AE: Semi-Parallel-T.G. The first phase (PH-1) is responsible for ini-
tialization. The second phase simulates encryption module of e-AESY,, where cipher-text
and tag are generated. Furthermore, third phase (PH-3) represents a decryption module
(d—AE%SVl) of the scheme of Parallel-AE: Semi-Parallel-T.G. For the explanation of all
phases, algorithm 12, 13 and 14 are used. In addition, we define keyed function Fj. Our
defined function is operated as Fj, : Fye, (b) = ¢ under the encryption mode. In principle,
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our assumption is ¢ « Fye, (0) # ¢ < Frep (a).

Explanation of Authentication Procedure of Semi-Parallel-T.G. There are list
of (z%, 22, 25,25, 0y 2} zf) € z that are generated in encryption module of the scheme of
Parallel-AE (Fig. 5.9, algorithm 13, 14). Then, we re-index z like (21, 22, ...... 20, 2141, 210) €
z. For example, we take z like (2],2%2,23,22,....,2},22) € z. Then, we re-index z like
(21,22, ceenne 27,28) € 2.

Explanation of “For Each Level do: z; « Fye.,, , (22;) [for, i€ {1,2,../]z|/2}]” com-
mand (Algorithm 13, 14: Line 16):

We encrypt (21,22, ...... ,27,28) € z pair by pair in each level (Fig. 5.8). In level-1, en-
crypt operation is performed like 2y < Fig., (22), 22 < Fraoz (24), 23 < Fraoss (26), 24 <
Fro., (25). In level-2, operation is liked 21 < Fye., (22), 22 < Frez (24). In level-3, en-
cryption is z; < Fig., (22). This z; is the final input of creating Tag (7"). For this, we
encrypt z; and secret value of 0 @ 9 as Fe,, (0 @ 1) - T. In principle, our assumption is
c <« Frgq (b) + '« Flrep (a)

.
— F

son | level-4

I S
Fk

e A % e levd-3

Fk Fk
_________ i s s e level-2
F F F F
: : : ") level-1

Figure 5.8: Model of Semi-Parallel-T.G (authentication) under the scheme of Parallel-AE

Algorithm 12 Phase-1 (PH-1) of Parallel-AE: Semi-Parallel-T.G
1: Initialization: Ny and Ay
2: 0+ Flone (Ao) ® Ag
3 M« Fk:EBNo (A_()) (&) AO
4: Return: 4, n
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for(i=1tol)
for(j=1to 2)

{zij <7 @Cij}

152 5,1 52
2,,2,2,,25, 2,2, €1
Re—indexing of the above z like:

2,2, 2,22y gyeily € Z

l+100)

Figure 5.9: Proposed Second Scheme of Parallel-AE: Semi-Parallel-T.G

Algorithm 13 Phase-2 (PH-2) Encryption of Parallel-AE: Semi-Parallel-T.G

e S S S e S
© 0 N DT AW N

H
e

Encrypt M and call PH-1
Partitioning: m/ € M such that (m! m?),., (mll, m?) , wherej e {1,2},i<1
fori=1 to ! do
Ti1 < Fk@m (LSHi (5))
Tio < Frorsm, (s (LSHi (5))
Ti,l < T41 @ LS}[Z ((S) y Ti2 < T2 @ LS}[Z (5)
cl—zip@ml, < xi0m?
end for
fori=1 tol do
for =1 to 2 do
AT @d

end for
: end for
: 1 2 .1 2 1.2 1,2 1,2
: O« (61,01,62,02,...,Cl,cl), 2 <« (Zl,Zl, ..... , 2] ,zl)
. re-indexing of z like (21, 29, ..., 21, 2141, 21
. for Each Level do z; « Fye.,, , (22;) [for, 1€ {1,2,..,]2|/2}]
. end for

AR Fk@21 (5@77)
: Return (C, T')
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Algorithm 14 Phase-2 (PH-2) Decryption of Parallel-AE: Semi-Parallel-T.G

Decrypt C' and call PH-1
Partitioning: ¢/ € C'such that (cf,c?),., (cll, clz) , wherej e {1,2},i <1
for:=1 to [ do

iy < Fiotsmen (LSHi (0))

Tio < Frorsm, (s (LSHi (5))
Til < ZTi1® LSH, ((S) y Ti2 < Tia @ LSH; (6)
my < ;1 ®C, M2« Tig®c?
end for
fori=1 tol do
for j=1 to 2 do
o eT®cd
end for
: end for
: C<—(c},c%,cé,cg,...,c},clz), z<—(zl,z1, ..... 2}, 2
. re-indexing of z like (21,29, ..., 21, 2141, 217)
. for Each Level do z; « Fie.,, , (22;) [for, 1€ {1,2,..,]2|/2}]
. end for
AR eraz1 (5@77)
. If T is valid then return M or L

S e G e g o Y e S Sy ey
© 0 N DT AW O
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5.6.2 Proposed Scheme of Parallel-AE: Serial-T.G

We propose second variant of tag generation in this section including encryption mode.
This tag generation is based on serial operation. Hence we call this as Serial-T.G. In com-
bine, this scheme is called as Parallel-AE: Serial-T.G. We represent this scheme as AES
where SS: Second Scheme, T: tag, V2: Second variant (Fig. 5.11). The initialization
phase is called from the algorithm 12. The encryption module e-AE3Y,, and decryption
module (d—AE?FSVQ) are followed by 15 and 16. The second variant authentication under
the second scheme of Parallel-AE is based on 3n — 2n-bit cryptographic compression
function. In this second variant of tag generation, we define a function f. This function
f is different from the function Fjy. The property of f: It has double size of key like
2n-bit instead of n-bit. We actually, define this f as cryptographic compression function.
The operation of fis f: ({0,1}" x{0,1}") x {0,1}" - {0,1}". More clearly, it works as
fajp (¢) = d where k = al|b. And our basic assumption is d < fp (¢) # d’ < fyja ().

1
s G 7T
AY
_65_.4‘ R
1oy 2t )
@7 “r- !
o
5 o
) ’ N Th
\ U
.

Figure 5.10: Proposed Scheme of Parallel-AE: Serial-T.G
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Algorithm 15 Phase-2 (PH-2): Encryption mode of Parallel-AE: Serial-T.G

[ S e S
AR el

[ e S
N O Ut

Encrypt M and call PH-1 (Algorithm15)
Partitioning: m] € M such that (m],m?), ,(mll, m; ) , wherej e {1,2},i <1
for:=1 to [ do

iy < Fietsmey (LSH: (9))

Tio < Frorsm, (s (LSHi (5))

Til <~ Ti1® LSI{Z (5) , ’7'2-2 <~ Tio® LSH,; (5)
clexzip@ml, < xiodm?

end for

C < (c%,c%,c%,cg,...,c},cf)

1 2 1 -2 1 -2
7'(—(’7'1,7'1,7'2,7'2,...,7'l ,Tl)

:60<—5, o <1
:fori=1to !l do

0i < f(m 18¢; )l‘(ﬁ) (i1 @ K D) 1 f( _18c2 )H(T or2) (6i—1 ® Czl)

: end for _
Dty <+ me(M) (01), t2 < friioen) (51)
Tt oty

: Return (C, T)

Algorithm 16 Phase-3 (PH-3): Decryption mode of Parallel-AE: Serial-T.G

10:
11:
12:
13:
14:
15:

16:
17:

Decrypt C and call PH-1 (Algorithm15)
Partitioning: ¢/ € C'such that (c!,c?),., (cll, clz) , wherej € {1,2},i <1
fori=1 to ! do
Ti1 < eraLSH (6" (LSH;(5))
Ti2 < Fk@LSHZ-((S’ (LSHi (5))
7} < x;1® LSH; (0), 77 < x;9® LSH; (0)

my < ;1 ®cl, m? < T9®c?

end for

C < (c%,c?,c%,c%,...,cll,c%)
T (rh 2,72, T TE)
50 - 57 To <1

for:=1 to [ do
0i < f i sy (7Ta72) (01 ® i), mi < fred)i(-rer2) (5i—1 ® Czl)

end for _
tr < f771|\(50®170) ((5l) , b2 < fﬁ”(%@no) (55)
T+ttt

If T is valid then return M or L
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5.7 Security Proof Sketch: The Scheme of Parallel-
AE

Under this section, we provide basic security proof sketch of the second scheme of Parallel-
AE. At first, we provide privacy security proof sketch. Actually, we provide three types tag
generation under this second scheme of Parallel-AE. But, the privacy security proof sketch
is similar for three types of authentication (T.G: tag generation) under the scheme of
Parallel-AE. Later, we provide authenticity security proof sketch for different three types
of authentication (tag generation). However, it varies because of three design variations.
In summary, the first variation of authentication (Semi-Parallel-T.G) under the scheme of
Parallel-AE can achieve birthday bound security margin because 2n — n-bit compression
function. In addition, the second variant authentication (Parallel-T.G) has birthday
bound authenticity security margin. The third variant authentication (Serial-T.G) is
based on 3n — 2n-bit compression function. Hence, it is expected to achieve higher
authenticity security margin.

5.7.1 Privacy Security: The Scheme of Parallel-AE

Privacy security proof sketch of the scheme of Parallel-AE is similar under the first, second,
and third variant of authentication (Semi-Parallel-T.G, Parallel-T.G, and Serial-T.G).
Because, the encryption mode is unique for three variants authentication. However, the
privacy security depends on random behaviour of encryption mode. We encrypt message
pair by pair in every iteration under the two calls of keyed function. Hence, it depends
on the behaviour of random output properties of keyed function. If output is random
then the second scheme satisfies privacy security margin. On the contrary, the input
characteristics of PRF function is also important. It should be random also. Actually,
our proposed second scheme is based on parallel operation. We use GF operation in every
rotation of encryption for generating unique and fresh nonce values. Hence, it is difficult
to change the order of input in the encryption module in respect of the adversary. Under
these circumstances, it is expected to achieve birthday-bound privacy security margin
under the second scheme.

5.7.2 Authenticity Security: The Scheme of Parallel-AE

In this section, we mention the security proof sketch of authenticity. Basically, we assume
two properties ensure the authenticity of any authenticated encryption. First one is the
random characteristics of input of any cryptographic compression function for generat-
ing tag. And the second one is standard security notions of cryptographic compression
function such as collision resistance, and preimage resistance.

First Variation of Authentication: Semi-Parallel-T.G

According to the construction of the second scheme of Parallel-AE and the first variant
of tag generation (authentication), we use (n—1) encryption for generating input of
cryptographic compression function. Our process is based on semi-parallel. In every level,
we encrypt pair by pair (see 5.6.1). In addition, our basic assumption is ¢ < Fyg, (b) #
¢ < Fiep (a). Hence, it is infeasible to change the order in respect of adversary. Therefore,
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the input of cryptographic compression is random. Our compression function is based on
2n — n-bit. In addition, it satisfies collision and preimage resistance. Therefore, it is
expected to achieve birthday-bound authenticity security margin.

Second Variation of Authentication: Serial-T.G

According to the construction of the scheme of Parallel-AE and the second variant au-
thentication (Serial-T.G), we need total n+2 encryption call for generating tag. However,
the authentication process is serial. It is based on 3n — 2n-bit compression function. In
addition, the input of tag generation are satisfied random characteristic because of MD
fashion cryptographic compression function. Hence, it is expected to get better authen-
ticity security notion.
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5.8 Security Analysis of the Scheme of Parallel-AE

5.8.1 Privacy Security Analysis: The Scheme of Parallel-AE

Privacy security of the proposed second scheme of Parallel-AE is defined as to distinguish
between the output of encryption module and the output of random oracle RO in respect
of adversary A. In addition, the characteristics of A are unique nonce and associated
data. Our security proof is based on multiple games, where first game runs the proposed
scheme and last game directs the random oracle. For example, adversary A is allowed to
ask (thl) e (Nl,ml).

Theorem 5.3. Let AE? be the proposed second authenticated encryption scheme
(Parallel-AE) where n > 1. We assume there is an adversary A that is allowed to ask
proposed scheme oracle (based on ideal permutation). In addition, it is allowed to make
query on random oracle (RO). Furthermore, A can query at most ¢, where total number of
query is 0. Under these circumstances, the advantage of adversary is defined to distinguish
between €. AES® and RO. Therefore, the advantage is quantified as:

Advirg%rs (A) <o(o-1)[22"+o/2"+3/2"

Proof. Our mentioned security proof is based on multiple games. In addition, it is
very simple and easy to understand. The first game is noted as game,. The task of this
game is to implement the proposed scheme. In this way, we define certain games for
different issues. Moreover, the last game is noted as game,. The purpose of this game
is to inherit the random oracle. We actually show the transition of game; to game,.
Moreover, there are certain collision events of this transition process. The probability of
these collision events are defined as the advantage of an adversary. In addition, the fresh
values are selected from the set of uniform distribution (U, V, ) if any collision occurs.

game;. This game invokes the proposed scheme AE?FS. In addition, it receives input
as N, M | where the output are C,T" (under ideal permutation). Hence,

Pr [AT‘?E%S > 1] = PrA=m - 1] (5.17)

game,. This game is executed under random permutation. Hence, there are certain
chances to collide some values. Hence, the advantage of adversary is:

Pr[ A% —» 1] - Pr[A%™ > 1] <o/2" (5.18)

game,. According to our scheme’s construction, there is a chance to make collision
for different two iteration’s outputs. In addition, a pair of output is produced in each
iteration. Hence, there is another chance to collide within pair. Moreover, a collision
can be occurred under initialization values. Furthermore, a collision can be occurred
under tag generation. We assume an event HiT for making any collision. Hence, for
different two iterations the probability of collision is Pr[HiT] < o (¢ — 1)/2?". Next, the
collision probability under single iteration is Pr[HiT] < o/2". Furthermore, the collision
probability under initialization values is Pr[HiT] < 2/2". Additionally, Pr[HiT] < 1/2" is
the collision probability value under the tag generation. However, if any collision occurs
then fresh values will be randomly chosen from the set of uniformly distributed strings
(U, V,Y). The union bound of all the collision events are defined as to distinguish between
game, and games.
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game,. This game inherits the random oracle. Literally, the last game doesn’t contain
any collide events. In addition, all values are fresh and unique. Hence, the difference
between game; and game, is nominal. Fianally,

Pr[A%O - 1] = Pr4smes 1]

Therefore, Theorem 5.3 is satisfied by taking the union bound of the probability of
all collision events.

5.8.2 Authenticity Security Analysis: The Scheme of Parallel-
AE: Serial-T.G

In this section, we show an informal proof sketch of authenticity under the second scheme
of third variant authentication (Serial-T.G) (Fig. 5.12). We make two groups here. In
the first group, we process or re-encrypt cipher-text. In the second group, we use the
last encrypted value of the first group as input of tag generation. At first, we show that
the input of tag generation is random. Next, we show that the output of cryptographic
compression function or tag generation satisfies collision and preimage resistance.

-1
-
1
5, G Lo~ s c . ¢ . r - :
’ \ ) e \‘ 67 . Lo~
~p—{ f S f - My o RN
T1®2'12 Sr- 1 1oy 25 _g’ 02 1y 2N .9 ' /
7,®1, @7 Sr- 5,@n, 1 A I
o h Tt ES i
_
clz /.~ NTh 022 /‘. RN 2 /‘. BN n | e_ |
o f ’ f v T G ’ f /0 I . N 1
7 ’
" IS
[ |

Figure 5.11: Tag Generation: Serial-T.G of the scheme of Parallel-AE

At first, under the first group for any iteration output is d; < f (dic1®c}),

7i-18C; )||('r oT; )
N < f(m)ll(f o72) (6H ® czl) In addition, this operation mode of the first group is se-
rial. Hence, the last output of J; and 7, depend on the intermediate all state’s output
randomness. Due to the block-cipher property, all intermediate output are random also.
Under this circumstance, the collision scenario for any two different i-th and j-th query
of §; and n; are:

for (1 to I) for (1 to 1)
% Sree(rar) 1 @), || 4 f,ea)Ter) (9 @)
e Smaayer (5104) || m fammmien) (10 )

We define an event COLL to find out the probability of making collision under the
iteration of ¢ and j. Hence, the probability of collision under the event COLL is:

2(i-1) ¢~ 4
r[COLL] < 2(2 n—(2i-2)) (2" - (2i-1)) . (2n - 2¢)*
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Hence, we can claim that the last output or input of cryptographic compression func-

tion is random. Under this circumstance, next we will show that the input of cryptographic
compression function or tag generation produces random output. In addition, the output
of cryptographic compression function satisfies the preimage resistance security notions.
According to the construction of the third variant authentication of the second scheme,
the preimage resistance scenario is:
Let adversary A can arbitrary choose a pair of value such as z; and z3. Hence, it
is needed to find out the collision probability of F (p1,p2,p3) = 21,22. For example,
F(W) <« fm”(m) (01) , farll(so@no) (5;) where d;, 1, (5o ® 19) € W and F is a cryptographic
hash that is made by the component function of two calls of f. Under these circumstances,
21, z3 be the two points where inversion is needed. That means, adversary is tried to find
out &;,m;, (0o ® o) such that F (6;,m;, (do ®1m0)) = (21, 22). For simplification, we write as
F(0,nm,(0g®m0)) = (21,22). Under the ideal cipher model, at first query is allowed in
adaptive fashion. When, the query response size becomes N /2 then the rest of the queries
are given to free. The later half will be queried in non-adaptive fashion. In addition,
adjacent query pair looks including response: (m|| (50 ® 770) , 01, tl) , (EH (0o ®no) , 61, tg).
Moreover, adversary gets success if the following condition is true:

t17 tg =21 and tl, tg =29

Therefore, we need to find out the probability of collision under the domain of adaptive
query (NormalQueryWin) and non-adaptive query (SuperQueryWin). Under the Nor-
malQueryWin, the query of response of (771” (50 ® 770) ,(51) query can come from the set
size at most N/2-2. Hence, the probability of collision is approximately 2/N. Because of
adjacent query the total probability is 2x2/N. On the contrary, there is a chance to get a
collision between (t; = t5) = (21, 22). The probability of this event is 2/ N. Hence, the total
probability under the NormalQuerywin is 8/ N2. For the SuperQueryWin probability is
8/N? [25]. Hence, the total preimage security is bounded by 16/N2.

In this phase, we will show the security of collision resistance. Under the collision
resistance, it is hard to find = and ' such that F (x) = F'(2') when = # 2. According
to the construction of the third variant of the second scheme, adversary tries to find

(mll (3o ®m0) . 01), (Wl (6o ®10) . 01) and (me|| (85 @ m5) . o) , (7l (6o ® mor) , ) such that:
F(mll (Go@®mo),6), f (il (Go®@m0),61) = f (mwrl| (55 ®@mpy) . ), f (| (S0 ®my) , O17)

, when (nil| (Go @ m0),6:), (Tl (do ®@m0),61) # (|| (5 @mpy) . 0w ) , (]| (6o ® mor) , ). Un-

der these conditions, the collision probability is Pr[COLL] < ( 23:?_227;)2. Hence, the crypto-

graphic compression function is secure under collision resistance also.
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5.9 Contribution Analysis (Current Result)

A cryptographic hash (CH) is an algorithm that invokes an arbitrary domain of the
message and returns fixed size of an output. It has enormous applications in the field
of cryptography. The construction of the CH depends on a compression function, where
the compression function is constructed through a scratch or block-cipher. In principle,
we try to use compression function as a building tool of authenticated encryption. In
addition, we show that the result of the proposed schemes are almost similar to other
prominent existing schemes in certain cases (Table 5.1). Moreover, both of the proposed
schemes do not support associated data in principle. Hence, we compare our schemes
in respect of encryption mode, authenticity mode, privacy security where we exclude the
issue of associated data.

Table 5.1: Comparison Study

| S.N. | O.M | TCC | r | Privacy Sec. |

COPA [77] Parallel a+2m+2 2 O(272)
Non-
* - nf2

PoE [12] Sequential (mx2HF)" +m O(2n/?)
COBRA [92] Parallel (m+GF)" +1+2 - O(2"/?)
McOE [11] Serial (m+1)" 1 0(2"?)
CLOC [43] Serial a+2m+1 2 O(2"1?)
SILC [46] Serial a+2m+3 2 O(27?)
OTR [47] Parallel (a+m)” 1 O(27/?)
APE [7§] Serial (a+m)” - O(27/?)
ElmE [93] Parallel a+2m+1 2 O(2?)

| First Scheme” (V1) | Serial | (m x frm8) + 2m + 2+ fPme [ 24¢ | O(2/?) |

| Second Scheme™ (V1) | Parallel | m+(mxGF)+(m-1) |2 [0(2"?) |

1. S. N.: Scheme Name, O.M: Operational Mode, r: Efficiency-rate,

2. TTC'": Total Cost Counting, c¢: Stands for PRNG cost

3. a, m, N: Number of Associated-data, Message, and Nonce,

4. HF': Universal hash function, GF": Finite Field Multiplication, *: May varies,

5. First Scheme™ (V'1): Probabilistic-IV-based AE (Does not supprt Associated data)
6. Second Scheme™ (V'1): Primarily Nonce respect AE (AD is fixed (n-bit only))

Next, we show that we have certain advantages under some contexts (Fig. 5.12). We
proposed three different types of authentication (T.G: tag generation) under the first
scheme of Serial-AE such as Semi-Parallel-T.G, Serial-T.G, and Parallel-T.G. The first
variant of tag generation (Semi-Parallel-T.G) needs less resources (Fig. 5.13). However,
the second variant of tag generation (Serial-T.G) needs more resources and it is based on
3n — 2n-bit cryptographic compression function. Finally, the third variant (Parallel-T.G)
under the first scheme of Serial-AE needs two calls of block-cipher. The proposed second
construction of Parallel-AE has two variants of tag generation (authentication). The
first variant (Semi-Parallel-T.G) needs less resources and operates in semi-parallel. The
second variant of tag generation needs more resources and it (Serial-T.G) is based on
3n — 2n-bit compression function. This variant is our conceptual work where we expect
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higher authenticity security margin can be achieved.

Figure 5.12 is created by the tag generation (authentication) analysis of the different
types of authenticated encryption constructions. For example, the scheme of authen-
ticated encryption OTR: It needs one call of block-cipher function for tag generation
including certain pre-computation cost of GF. Another example is CLOC: It needs n + 1
call of block-cipher function for creating Tag (authentication).

Tag Generation (Authentication Mode)
CLOC Operational Mode Serial
Encryption Cost n+1
SILC Operational Mode Serial
Encryption Cost n+2
OTR Operational Mode Parallel
Encryption Cost 1 (may vary)
COBRA | Operational Mode Parallel
Encryption Cost n+2 (may vary)
COPA Operational Mode Parallel
Encryption Cost n+2

Tag Generation (Authentication Mode)
Cost for (T.G)

Encryption Mode

Semi-Parallel-T.G | Serial-T.G | Parallel-T.G

Serial-AE . .
n Encryption + | Operational Mode | Semi-Parallel Serial Parallel
(Proposed First (For T.G)
Scheme: FS) | Nx FP™ 42
Cost for Tag (n-1)+1 (n+1)+3 2
Generation
Tag Generation (Authentication Mode)
Cost for (T.G)
Encryption Mode _ Semi-Parallel-T.G Serial-T.G
Parallel-AE .
n Encryption + | operational Mode | - Semi-Parallel Serial
(Proposed | pre_computation (For7.G)
Second
Scheme: SS) | of GF + 2 Cost for Tag (n _1) +1 n+2"
Generation

n><: It is already computed in encryption mode, n + : Key Size of function is Double

Figure 5.12: Significance of the Proposed Schemes [43] [46, 47, [77, 02]: Note. Our
Proposed Schemes are not based on Associated-Data

We have two proposals of authenticated encryption such as Serial-AE (Based on
Probabilistic-1V) and Parallel-AE (Based on nonce-respect). The first scheme of Serial-
AE has three different types of tag generation (T.G) such as Semi-Parallel-T.G, Serial-
T.G, and Parallel-T.G. Moreover, the proposed second scheme of Parallel-AE places two
distinct types of tag generation or authentication. These are Semi-Parallel-T.G, and
Serial-T.G. We compare all these tag generation results with existing certain familiar
scheme’s tag generation outcomes. For example, the third variant of tag generation
(Parallel-T.G) of the first scheme (Serial-AE) need less resources for creating tag like
two calls of block-cipher. On the contrary, the proposal of the third variant of tag gen-
eration or authentication (Serial-T.G) of the second scheme (Parallel-AE) needs more
resources because of 3n - 2n-bit compression function. Interestingly, this proposal is an
important idea to get better authenticity security margin. However, we do not provide
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formal security proof under this variant. But we show that the cryptographic compres-

sion function of Serial-T.G variant satisfies the collision and preimage resistance security
bound.

Future Target. Our next target is to provide rigorous authenticity security proof
for the second and third variant (Serial-T.G, Parallel-T.G) of the scheme of Serial-AE.
In addition, We will provide rigorous security proof of the second variant authenticity
(Serial-T.G) of the second scheme. However, the current results are based on theoreti-
cal analysis. Hence, our next target is to simulate these schemes and compare with the
existing schemes in respect of time complexity and hardware efficiency.
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Chapter 6

Small and Variable Message
Encryption

In modern cryptography, message encryption is an important tool for providing data-
privacy and authenticity. In many applications, it is used such as password storage, data
integrity check, wireless network, automated teller machine card, and credit card. Usually,
the size of a message is arbitrary. In addition, many techniques and constructions are
available for the variable and fixed size of message encryption. Interestingly, we address
the issue of small domain message encryption (SDE). Generally, the existing constructions
are based on blockcipher such as AES/DES and scratch function. Hence, these solutions
are reasonable for the bigger size of data. However, these are heavy and expensive for the
small size of message encryption under the platform of Internet of Technology-end device
(IoT), and resource constrained devices. In addition, the size of plaintext and ciphertext
should be equal for satisfying the property of small domain encryption. Actually, J.Black
and P.Rogaway formally addressed the above issues for the first time. Following that
certain schemes have been launched under the SDE such as Mix-and-Cut shuffle, Swap-
or-Not, Thorp-Shuffle, and FNR. Moreover, Sometimes-Recursive shuffle (SRS) is the
pioneer construction yet in respect of low encryption time. However, it needs to execute
1000 calls of AES for achieving full security. Therefore, the construction of SRS is also
heavy and expensive for the IoT environment and resource constrained devices. Under
these circumstances, we propose a simple scheme that follows by Fiestel structure. The
internal format is based on small keyed-function. Our construction can encrypt small size
of a message. Furthermore, the size of plaintext and ciphertext are equal.

6.1 A Concept of Construction of Small Domain En-
cryption

Our proposed scheme is based on small keyed-function and noted as SETM where SETM
directs "simple encryption for tiny message”. In addition, SETM can encrypt a small
domain of message. It follows the Feistel structure. Furthermore, we inspired to build
the SETM from the constructions of [30} [31], [36]. In addition, our construction is member
of a partial security margin group. Our proposed construction satisfies the following
objectives:

e [t can encrypt small chunk of message
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e [t can encrypt arbitrary size message without padding
e [t preserves the equal length of plain-text and cipher-text
e [t is light due to use of small keyed-function

There are certain notations such as f: Small keyed function, tr: Truncation func-
tion, ||: Concatenation, ¢: query, M,C: Message, Cipher-text, B: XoR, A: Adversary,
k: Size of key, n: Size of message, ®: X-NoR operation, «: message size (|my| = «,a <n)
(arbitrary size message), and cCenq: cipher, Cena< (11 @ ¢12) (arbitrary size message).
Furthermore, we assume X is a finite set of strings where x is uniformly distributed
as X<3x. Moreover, ) satisfies Y<5y for . In our proposed scheme, two calls of keyed-
functions are used. Therefore, r = 2, where r directs the number of calling functions in each
iteration. However, the Feistel structure is not secure under r = 2 [96], 7]. Usually, it is
secure when it satisfies r > 2 [96, [97]. Under this circumstance, the value of r is variable in
our security proof for providing better security margin. We define a small keyed-function
as f: K x M - M where K means key space and M directs message space. In addition,
fr (-) = f (k,-) is a permutation over M for every k € K. We assume there is an adversary
A that can access an encryption (Enc) oracle of the proposed scheme and an oracle of ran-
dom function (RO). The advantage of an adversary is defined to distinguish between the
output of random-oracle and the output of the proposed scheme. Moreover, the adversary
has access on ideal permutation ($). Hence, Advy™ (A) = Pr [.Agnc(') = 1]—Pr [AEO(') = 1].
We assume adversary A4 has non-adaptive query feature. In addition, chosen plain-text
attack by any adversary is defined as each query runs under encryption query [ref]. Fur-
thermore, we define PRNG functions as f,,, and f,.,. The operation of PRNG functions
i8 fpr,~%{0,1}", where w: uniform 7 : random.

6.2 Definition of the Proposed Scheme of SETM

In this section, we define the proposed scheme through Figure 6.1 and Definition 1.
We assume the proposed scheme is based on a small keyed function such as flk 12’k2 :
{0,1}" - {0,1}" (e. g. n:8-bits). Our proposed scheme operates in Feistel structure
fashion through two calls of the function. We inspired to take the advantage of the Feistel
structure from [30} 311 [36]. Moreover, the proposed scheme encrypts small size of the mes-
sage without padding. In addition, the length of the input-message and output-ciphertext

are equal.

Definition 6.1. Let f: {0,1}" x {0,1}" — {0,1}" be a small keyed-function where k
indicates the key length and n directs the blocklength. We use Feistel structure. Hence,
we need two keyed-functions. These two functions are named as ffl and f2k2. These two
functions follow the function of f. Hence, ffg’” {0, l}k x {0,1}" - {0,1}". In addition,
we use two more PRNG functions (fy,, for,). Under these circumstances, the output

97



(cin, ¢i2) of the proposed scheme is defined as follows:

Ci1 < %1
where, z;1 < w;1 ® My 1, W <+ pri,l (Yin)
Yil < T BM2, L1 < ffi’l (kix,mi2),
Ci2 <= 232
where, 2,9 < w; 2 ® M, 2,
Wig < forio (Yi2), Yiz < T2 BT,
Tio < f?” (km, i), Ti < Zi1 By 1

Figure 6.1: Proposed Scheme of SETM

We describe the encryption process of the fixed-size message by algorithm 18. In
addition, algorithm 19 represents a decryption method of the fixed-size ciphertext. Fur-
thermore, algorithm 20 and 21 direct the encryption and decryption process for flexible
size of message/ciphertext respectively.

(ki ] [ ]
i

)
g4l red) {( - )\n\}

Encryption Process for Fixed Size of Message G, :>[ci,l®cr:j|n L {cmd}a LG =eylleall - cnllom e

end

Encryption Process for Arbitrary Size of Message

Figure 6.2: Encryption Process for the SETM
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Algorithm 17 Process of Encryption-1
1: Encrypt M
2: Partition :

M jy M1 jals oy M1, M1 € M [1 <1, 5 =1]

and Vm, ; satisfies the property of |m; ;| = |f{k§1lﬁ2

3: fori=1to [ do
4 Tig < ffll (ki1 mia), Yin < Tin B2
5: Wit < forin (Yi1)s Zin < Win @My
6: Cil < Zi1
ki2
7 Tio < fo ' (ki Ti) ,Ti < zin By g
8 Yiz < Tig BT, Wio < for,, (Yi2)
9 Zi2 < Wi2 ® My 2
10: Ci2 < %2
11: end for
12: Ci,1||ci,2|| ot ||Ci,l - (C
13: if |C| = |M| then
14: Return: C
15: else
16: Return: 1
17: end if

Algorithm 18 Process of Decryption-1
1: Decrypt C'
2: Partition :

Ci,jy Cit1,j+15 -+, Cl-1,5, Clj+1 € C [Z <l j= 1]
ki 1,k 2

and V¢, ; satisfies the property of |c; ;| = |f1,2

3: fori=1to [ do

4: Ti1 < ffi’l (Ki1,¢i2), Yin < ;1 BCig
S Wi < fp?‘i,l (Yin), 2ip < wi1 ®ciq
6: m;1 < 21

T Tio < f§22 (i, ), Ti < zi1Bcin
8: Yi2 < Ti2 Fi; wi,2 <« fpm‘,2 (yi,Q)
9: Zi2 < W;2 @ Cjo
10: M2 < Zi2
11: end for
12: mi,1||m2-,2|| e ||mi7l - M
13: if |M| = |C| then, Return: M
14: else
15: Return: 1
16: end if

6.3 Security Analysis of the SETM

We define a game (GE) that has two players such as Pl; and Ply. Moreover, there
is an adversary A under this game. In addition, Pl; simulates the proposed scheme
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Algorithm 19 Process of Encryption-2
1: Encrypt M
2: Partition :

M jy M1 jals oy M1, M1 € M [0 <1, 5 = 1]

ki 1,ki 2
|mi,j 1,2

> Condition-1: |M|>{|m; ;|| and [ is the
number of partition

> Satisy the following Condition-2:

Im; ;| = |f{l€l2lkl2 (where, i =1-1)
and |m; ;| < ‘flkglk” (where, 7 =1)
and Let, my; = { 1! (where, a < n)

4: fori=1to -1 do

5 Tl < ff“ (Kigsmi2), Yin < i B,
6: Wit < fpri, (Yin), 2Zig < Wi ® myq
7

8

9

Ci1 < %1

ki o
Tio < 15 (k’z’,Q,Ti) yTi < 231 By
Yip < Ti2 BT, Wi < fpri,g (yi,z)

10: Zi9 < Wi ® My o

11: Ci2 < Zi2

12: end for

13: for 1 =1 do

14: partition my ; : {mu}”a/z“ and {mm}la—la/QJl

15: let /2] =0,a~|a/2] =0
16 gl [y )"

k
17: xl,l <~ fll’l (kl,la {ml72}|6|||g\n—5|)

18y < 2 8 {mia}”, wig < o (1)
19: 1< w1 ® {ml,l}w'a Cl1 < 2,1

20: T2 < f;m (Ki2:m), 1< 211 {ml,l}w‘
21: Yi2 < T12 BT, Wi < for, (U12)

22: 2o < W2 ® {ml,z}w, Cl2 < 212

23: end for

21: Gy < ([ ® 1] {cona)
25: Go < ciqllcizll- - - lla-iallai-1.2|Cend

26: C' < Gy

27: if |C| = |M| then then return C' else 1
28: end if

lo

(SETM-E (-),D(-)) and gives feedback to A. On the contrary, Ply mimics random-
oracle (RO) and returns corresponding input-output to the adversary. The advantage
of an adversary is defined as the success probability for distinguishing of the output
of two players. In addition, we assume that N = 2" and ¢ € (1,..., N), where A can
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Algorithm 20 Process of Decryption-2
1: DecryptC'
2: Partition :

Cijs Cisl jls oo Cim1,j, Clj+1 € C [i<l,j=1]

ki 1,k 2
|ci gl = 1,2
> Condition-1:|C| > 1|c; ;|| and [ is the

number of partition

> Satisy the Condition-2 as followed:
lci il = |ff’21k’2 (where, i =1-1)
and |¢; | < |f1k121k12 (where, i =1)
and Let, ¢;; = { }'*! (where, o <n)
4: fori=1 tokl—l do
5 Tin < fi7 (Kin, Ci2), Yin < in BCig
6: Wil < fpri,l (yz',l), Zi1 < Wi1 ®Cjq
7
8
9

mi1 <= 21

ki o
Tio < 15 (ki,QaTi) T < 231 H Gy
Yip < Ti2g BT, Wi < fpri,g (yi,z)

10: Zi2 < Wi2 @ Cio
11: mio < 252
12: end for

13: for i =1 do

14: partition ¢ : {c,yl}”a”“ and {6172}|a—la/2J|
15 let |a/2]=0,a-|a/2] =0

16: g0l tr(inl~In-3)) {(mlﬂ)lm

k
17: xl,l <~ fll’l (kl,la {Cl,g}w”gm_‘ﬂ)

18y < 2 8 {2}’ win < for, (U)
19: 1< w1 ® {01,1}|0|, mp1 < 211

20: T2 < f;m (Ki2,m), T+ 211 {61,1}‘6|
21: Y2 < T2 BT, Wio < for, (Y2)

22: 2o < W2 ® {%2}'6‘, My < 212

23: end for

24 Gy < ([mug @ mia )" > {mena}')
25: G2 <~ mi,1||mi’2
26: M < Gy

27: if |[M| =|C| then then return M else 1
28: end if

C '||mz—1,1||mz—1,2||mend

ask at most ¢ queries. Therefore, the advantage of A is quantified as AdvggTM( n(A) =

Pr [ASETM'E(')’D(') - 1]—Pr [ARO - 1]. Furthermore, we generalize the value of r (rounds)

for satisfying higher security under fF', fos fr . ( fg’”r’“) (where, 2 <r <1).
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Theorem 6.1. Let N =27 g€ (1,...,N) and r > 2. Furthermore, adversary 4 has
access to SETM-E (-),D (-) and RO through $ and 7. Under these circumstances, the
advantage of A is to distinguish between SETM and RO. Hence, the advantage of A is
bounded as:

AdvggTM(f) (A)=Pr [ASETM'E(')’D(') - 1] -
Pr{ARO - 1] < i(ﬂ)r + %

r+1\ 2"

Proof. The security proof concept of the proposed construction is simple and easy. We
assume, adversary (A) has access to the proposed construction and random oracle. We
define a Stage-0 (ST0). Under this stage, player 1 (Pl;) simulates the proposed scheme.
In addition, there are two more stages such as Stage-1 (ST1) and Stage-2 (ST2), where
ST2 directs the random oracle. We will show the transition of STO to ST2. Furthermore,
there are certain collisions for transition of these stages. Actually, these collisions are
defined as cost to distinguish between the proposed scheme and random oracle. The
collision events will be removed from the query storage and new values will be injected
from the set of uniform distribution.

Stage-0 (ST0). There are two players of Pl; and Ply under the game GE. However,
Pl; is used for current stage only. Furthermore, Pl; simulates the proposed construction
in this stage. In addition, Pl; invokes the input of random key, message and the feedbacks
corresponding ciphertext and vice-versa to the adversary. The proposed construction’s
queries are based on random function. Therefore,

Pr[ AP EOPO ] = pr[ A5« 1] (6.1)

Stage-1 (ST1). Under this stage, queries are executed through random function.
Hence, the output should be unique. The output of ST1 and STO are identical until
certain collisions are occurred. These collisions are based on some conditions such as a
pair of distinct query (PDQ), single query (SQ), and initialization query (/Q).

e PDQ@. We assume that CPP? be the event of finding a collision under ST1. Let the
output of iteration under i and j (i < j) are (¢;1, ¢;2) and (¢j1, ¢j2) respectively.
If CPPQ he the event of finding a collision pair under the ST1. Therefore, the
probability of collision (coll) is Pr[coll], where Pr[coll] = (4i/2™) Moreover, after r
rounds, Pr [C’lPDQ] =Pr[collyveollsv . . . veoll,] =YL, (4if27)" = -1 (4q/2")".

e SQ. We assume that C°? be the event of finding a collision under this stage for
a single query. It is defined as there is a chance to collide between ¢;; and ¢; o for
any iteration of 7. Hence we assume that the output of i-th iteration are ¢;; and
¢io. If C59 be the event of finding a collision pair under the ST1. Therefore, the
probability of collision (coll) is Pr[coll], where Pr[coll] = (1/2") Furthermore, after
r rounds, Pr [C'ZSQ] =Pr[colly veollyv . . . veoll]=%%, (1/2")" = 7= ().

e /(). Generally, two chaining values are used in every iteration of the proposed
construction. For example, ¢y cp2 be initial values of the proposed scheme. Hence,
there is a chance of hitting a collision against these two values. The condition
of this collision occurrence is (¢;1 = (co1 Or co2) Vo= (co1 Or ¢o2)). We assume
that Cg be the event under this stage of the proposed scheme, where Pr[ClI Q] =

4q T
Prlcolly v colly v coll v .....v colly] = 3. (&) <2q/2" after r rounds.
=0

n
1=
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The collide queries are removed from the query storage. In addition, fresh and unique
output is invoked from the uniform distribution of the set. Therefore the difference
between the STO0 and ST1 is defined as the probability of collision events such as

3q
2n7’

Pr[AST! 1] - Pr[AST0 « 1] < 2 (ﬁ)r - (6.2)

r+1\2"

Stage-2 (ST2). Under this stage, player 2 (Ply) simulates the random oracle. Hence,
the output of ST2 and ST1 are identical in respect of the adversary. Therefore,

Pr[AS™ « 1] = Pr[AS™ « 1]

In addition, we call random oracle based simulation which is played by player 2 as well.
Therefore,
Pr[ARC « 1] =Pr[AS™ « 1]

Finally, Theorem 6.1 is satisfied by taking the union bound 6.1 and 6.2.
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Chapter 7

Conclusion and Future Works

In modern cryptography, Cryptographic compression function has enormous applications
such as password storage, data integrity check, and file identifier. Based on the exist-
ing schemes, we categorized cryptographic compression function into two fields such as
group of security bound and group of efficiency. Under the group of security bound, there
are bunch of schemes those are secure under ideal cipher model. However, ideal cipher
model needs strong assumption. Hence, it is far from the real world scenario. In addi-
tion, weak cipher model based proof technique satisfies less strict assumption. Therefore,
it is relatively close to the real world. Still, there are certain problems under the weak
cipher model. Hence, we proposed a new proof technique that needs less assumption than
that of the weak cipher model. Furthermore, we proposed an (n,2n) block-cipher based
compression function and proved that it is secure under respectively ideal cipher model,
weak cipher model, and extended weak cipher model. There is another tropical issue of
variable message encryption through cryptographic compression function. Most of the
existing schemes are based on block-cipher. Hence, the size of message also depends of
block-size. If message size does not fit with the block size then padding is necessary. How-
ever, padding itself has certain dis-advantages such as padding oracle attack. Therefore,
we proposed schemes of (n,n) block-cipher based compression function. Our proposed
schemes can encrypt variable size of message. Moreover, these proposed schemes satisfy
reasonable security bound. Under the (n,n) block-cipher compression function, there
are some prominent schemes such as MDC-2, MDC-4, MJH, and Bart-12. These exist-
ing schemes are secure under ideal cipher model and finite field multiplication model.
Therefore, we proposed an (n,n) block-cipher based compression function. This pro-
posed construction is secure under weak cipher model. Moreover, it satisfies upper bound
of collision and preimage security. Under the group of efficiency, the familiar schemes
have upper efficiency-rate. However, those schemes key scheduling are higher. Moreover,
number of calling block-ciphers are upper also. Therefore, we proposed an (n,2n) block-
cipher based cryptographic compression function for providing better efficiency-rate, less
key scheduling, and less call of block-ciphers.

In the next phase, we are focus for practical implementation of cryptographic com-
pression function. Cryptographic compression function can be a useful tool of creating
an application of authenticated encryption. Under the authenticated encryption, message
authentication and encryption are vital tool for assuring secure communication. Under
the authenticated encryption, many researches are running based on rigorous security
bound. On the contrary, to satisfy efficiency is one of the challenging tasks under the
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platform of resource constrained device and IoT. Moreover, there are lots of researches
have been done on the issue of none-reuse and nonce-respect security notions for AE.
However, little works have been done on probabilistic-1V based authenticated encryption
which are secure under weaker security model. Interestingly, IV-based authenticated en-
cryption is expected to suitable under the resource constrained device because of weaker
security model. In addition, it satisfies reasonable security bound. Briefly studying the
schemes of authenticated encryption, we classify two groups. First one is probabilistic
IV-based authenticated encryption and second-one is nonce based authenticated encryp-
tion. In addition, we focus for efficiency-rate of AE. Furthermore, we address the issue of
number of calling block-ciphers/function for encrypting message under the AE. Moreover,
pointing out that the construction of AE is inverse freeness of block-cipher or not. Un-
der the IV-based authenticated encryption, we proposed scheme that satisfies reasonable
privacy security bound. In addition, it satisfies inverse free of block-cipher. Moreover,
our proposed construction efficiency-rate is 2. Furthermore, we use block-cipher based
compression function as encryption primitive for our IV-based authenticated encryption
scheme. On the contrary, our proposed nonce based authenticated encryption depends
on nonce-respect. We show our scheme needs less call of block-cipher/function in au-
thentication mode in certain case. In addition, efficiency-rate is 1. Moreover, it satisfies
satisfiable privacy security bound.

Small domain encryption (SDE) is one of the hot cryptographic topics. It has large
number of usage in the field of commercial arena. Most of the existing familiar construc-
tions of small domain encryption are based on block-cipher. Hence, the size of message
depends on block-cipher. In addition, there are two branches of SDE such as partial
security based SDE and full security based SDE. Under the full security based SDE, the
best security bounded scheme needs 1000 calls of AES. However, this phenomena is not
satisfying in respect of efficiency. We proposed a construction that is based on small
function such as 8, 16, or 20 bits.

Future Perspective in respect of Application. The cryptographic compression
function plays very vital role directly in the application field of cryptography. Hence, it
is also interesting to prove that the existing constructions are secure and efficient enough
under the IoT environment and big data platform. The most recent and upcoming chal-
lenges for authenticated encryption are enormous. It is very interesting to understand how
the AE co-ops with the technology of loT. Moreover, it is quite interesting that AE ab-
sorbs under the big data application also. Moreover, our AE work in this domain is based
on theoretical approach. In addition, we provide informal security approach for achieving
upper authenticity security margin under certain variants of authentication. Under these
circumstances, we will provide formal rigorous security margin in the continuation of this
work. Furthermore, we will simulate the proposed AE schemes and compare with the
existing familiar schemes in respect of time complexity and hardware requirements. For
small domain encryption, our proposed scheme is based on small function. Hence, it needs
to implement in real life. In addition, to observe that the actual hardness of security and
efficiency.
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