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Provided by DHCP
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192.168.122.0/24 .232
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<NW-hostandGW >

<host_ip><GW_inip><GW_exip>
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% ̄ �¤²�ÁŁnīčc��²Á¥ 

user% ¹i�ũƫŁnīčc��²Á¥ 

GW% GWŁnīčc��²Á¥ 

moodle_VM% moodle_VMŁnīčc��²Á¥ 

 

;Ɔ�nĠħų�īčc�  

 

~~~;�²Á¥�īčahþÓcšǄŸqķƺuƑőamp� 

 

<ŹîƷƣĊÔĹ> 

 

<machine> % vi «��½ƭ 

;ňëęŏ_�h«��½sŮŉ or «��½sĔĈrč�śƉ 

 

 

<machine> % vi «��½ƭ 

<čƔď>. č�śƉ 

 

<machine> % vi «��½ƭ 

<čƔď>. «��½ƣĊŘsŮŉ 

↓ 

<čƔď>. «��½ƣĊĈsŮŉ 
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GW% sudo adduser --shell /bin/bash cyuser 
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~~~;ƊÆsª�Ài¥�Ŕŵc�dFull NamežtÏ|Ɖǂed Enternǁpd 

�
-C?=L< uª�Ài¥qan =?.V nv�~qrc�d�

GW% sudo visudo 

;Ĕİčr 

;cyuser ALL=NOPASSWD: ALL 

;�ŲìacƤŞamİǀd 

�
ÃĈc-C?=L< oamęø�čqd�

GW% su cyuser 

~~~; <Ŕŵah cyusersª�Ài¥> 

GW% cd ~/ 

�
�
8E t� 8E ĨŉwǇƋľnjª�Ài¥qank==O nv�~qrc�d�

GW% ssh-keygen 

~~~;�Á�i�i�ĚÙƉǂjřm£«�½¤syynǁpdk 

GW% ssh-copy-id localhost 

~~~;lyesm�Ɖǂac<Ŕŵah cyusersª�Ài¥>�Ɖǂ 

�
�
AX?P. ��Á�¤i½c�d�

GW% sudo apt update 

GW% sudo apt install -y squid 

�
AX?P. sŔŵ�čqd�

GW% sudo vim /etc/squid/squid.conf 

976. acl cyber_range src <NW-hostandGW> 

1188. http_access allow cyber_range 

; <NW-hostandGW>tc172.16.1.0/24s~qrcCIDRüĩnĺwzod 

�
AX?P. sēíƂ�čqd�

GW% sudo /etc/init.d/squid restart 

�
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?UaPW ��Á�¤i½c�d�
GW% sudo apt install -y unzip 

�
�
�

�(� ¯�¤²�Ás� ¢�Á��
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% sudo adduser --shell /bin/bash cyuser 

~~~;ƊÆsª�Ài¥�Ŕŵc�dFull NamežtÏ|Ɖǂed Enternǁpd 

�
-C?=L< uª�Ài¥qan =?.V nv�~qrc�d�

% sudo visudo 

;Ĕİčr 

;cyuser ALL=NOPASSWD: ALL 

;�ŲìacƤŞamİǀd 

�
ÃĈc-C?=L< oamęø�čqd�

% su cyuser 

~~~; <Ŕŵah cyusersª�Ài¥> 

% cd ~/ 

�
¯�¤²�Át�¯�¤²�ÁĨŉwǇƋľnjª�Ài¥qank==O nv�~qrc�d�

% ssh-keygen 

~~~;�Á�i�i�ĚÙƉǂjřm£«�½¤syynǁpdk 

% ssh-copy-id localhost 

~~~;<Ŕŵah cyusersª�Ài¥> 

;ÃÍsĨƠs IPršam| ssh-copy-id�amswdjssh-copy-idrlc�ƗƷqtk
hmoą���uc~�n|}�dk 

% ssh-copy-id 127.0.0.1 

~~~;lyesm�Ɖǂ 

% ssh-copy-id <host_ip> 

~~~;lyesm�Ɖǂ 

�
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% sudo vi /etc/apt/apt.conf 

Acquire::http::Proxy "http://<GWin_ip>:3128"; 

Acquire::https::Proxy "http://<GWin_ip>:3128"; 

% sudo vi /etc/wgetrc 

http_proxy=http://<GWin_ip>:3128/ 

https_proxy=http://<GWin_ip>:3128/ 

�
aPW��?UaPW ��Á�¤i½c�d�

% sudo apt update 

% sudo apt install -y zip unzip 

�
ĔĈrc8E t�¯�¤²�ÁwǇƋľnjª�Ài¥qank==O �nv�~qramswd�

GW% ssh-copy-id <host_ip> 

�

(� 4C#:A s�Á�¤i½�

NP>O?I ~� 4C#:A ���Á¿i¥c�d�

% cd ~/ 

% wget https://github.com/crond-jaist/cyris/archive/1.0.zip 

% unzip 1.0.zip 

% mv cyris-1.0 cyris 

% mv 1.0.zip cyris-1.0.zip 

�
4C#:A sīčrƗƷqª �i���Á�¤i½ac-C?=L< rçc�Ŕŵ�čqd�

% ./cyris/HOST-PREPARE.sh 

~~~;Ƶhqª �i���Á�¤i½c�t�ơt��snclYm�Ìaŝx�dwireshark

��Á�¤i½c�ėrĳ����i¥tlNomnǁpd 

% sudo usermod -aG libvirtd cyuser 

�
ēíƂ�čqd�

% sudo reboot 
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% mkdir images 

% cd ~/images 

% wget https://github.com/crond-

jaist/cyris/releases/download/1.0/basevm.tgz 

% md5sum basevm.tgz 

;Łì�²Á¥sþÓu 

;�be104ac392423412a9cfe4b7649d89b9  basevm.tgz 
;no�zo�ÝƋc�d 

% tar -zxvf basevm.tgz 

�
�

)� 4C�<A s�Á�¤i½�

NP>O?I ~� 4C�<A ���Á¿i¥c�d�

% cd ~/ 

% wget https://github.com/crond-jaist/cylms/archive/1.0.zip 

% unzip 1.0.zip 

% mv cylms-1.0 cylms 

% mv 1.0.zip cylms-1.0.zip 

�
<VV.SL �ƶÆc�d4#> 5 ~� <VV.SL u�Á�¤i½_�mp� D<jÃÍcTVV.SLGD<kuŶ
ô_�mp�h{c~����Á¿i¥c�d�

% cd images 

% wget https://github.com/crond-

jaist/cylms/releases/download/1.0/moodle.tgz 

% md5sum moodle.tgz 

;Łì�²Á¥sþÓu 

;�0819fbab1bdab488143d6921248e9273  moodle.tgz 
;no�zo�ÝƋc�d 



	
�	-�
�	-�

� -�

% tar -zxvf moodle.tgz 

�
��Á¿i¥ah D< �ƽjŁy�d�

% virsh define moodle.xml 

% virsh start moodle 

�
TVV.SLGD< r|ǇƋľnjª�Ài¥qank==O nv�~qrc�d�

% ssh-copy-id root@192.168.122.232 

~~~;lyesm�Ɖǂcª�Ài¥ftheroot 

�
4C�<A uĜƶc� A4>#< ¢Á­¾i¤�ęŏc�d�

% cd ~/ 

% wget https://github.com/crond-

jaist/cylms/releases/download/1.0/create_scorm_template.sh 

% chmod +x create_scorm_template.sh 

% ./create_scorm_template.sh /home/cyuser/cylms/ 

�
�
�


� <VV.SL wsœŝŎ�

� īėr�Á�¤i½unvhtsÝƋoamc4CB<> 6 nÊı�ęŏaØpmzhpopqƷñu
o�i�qd4CB<> 6 nęŏahÊı�Øwh{rt <VV.SL t�Êır����c�ƗƷuo�
ucĄĘt TVV.SLGD< rt¯�¤²�ÁsÛt�sœŝŎuqpdœŝŎ�Ĥhe�h{rtpwl
tsƧƨuČr���j¯�¤²�ÁŁn¼©i�­¿���Ƃę_e�cTVV.SL uœŝamp�Î
Ś  :4 r¯�¤²�ÁsƟƺ  :4 �œŝc�cqpkucƪ¥�¸µÁ¤nt ==O s±i¤«�Ài
£�Á�� êƎ�ĜqƧƨ�ŕƮc�d�
�
¯�¤²�Ás -�-	 w����c�ocTVV.SL s ))( wœŝ_e�d�

% ssh -fgL 0.0.0.0:8081:192.168.122.232:443 localhost -N 

qsczs¤Á¨¼Á��čq­¿��t© ��»�Á¥īč_�mp�h{cġ{�h{rtc�

% lsof -i:8081 

qpoamc":5 �ÝƋac�

% sudo kill <ssh_pid> 
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�
<VV.SL s ALI ®i�Łs¼Á�uǃrulO>>W=/��L_HTWSL�-VT�bbmrqkmp�oc~���¼ 
�ahėr¬»��u L_HTWSL�-VT/))( rœŝarčkmayqd~znc<VV.SL uƚħc� C#� s
ŖƁuŃrlO>>W=/��0OV=>GPW1/-�-	mrq�~qrŔŵ�čqd�

% ssh root@192.168.122.232 

moodle_VM% vi /var/www/html/moodle/config.php 

21. $CFG->wwwroot = 'https://localhost'; 

↓ 

21. $CFG->wwwroot = 'https://<host_ip>:8081'; 

moodle_VM% service httpd restart 

�
==O �ƒxmswd�

moodle_VM% exit 

�
�
�
�

�� 4CB<> 6 s�Á�¤i½�

NP>O?I ~� 4CB<> 6 ���Á¿i¥c�d�

% cd ~/ 

% wget https://github.com/crond-jaist/cytrone/archive/1.0.zip 

% unzip 1.0.zip 

% mv cytrone-1.0 cytrone 

% mv 1.0.zip cytrone-1.0.zip 

�
4CB<> 6 uĜq "C>OVU s»�¬»¼��Á�¤i½c�d�

% pip install pyyaml passlib --proxy=http://<GW_inip>:3128/ 

�
4CB<> 6 �ƹƶc�¹i�rçc�Ŕŵ�čqd�

% cd ~/cytrone/database/ 

% vi users.yml 

9.     host_mgmt_addr: 172.16.1.7 
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9.     host_mgmt_addr: <host_ip> 

�
�
8E r| 4CB<> 6 ���Á¿i¥c�dj~�ŐÝrtc4CB<> 6 �äƺc�h{s��¼­¤�
ĮƄc�h{rc4CB<> 6 ���Á¿i¥c�dk�

GW% cd ~/ 

GW% wget https://github.com/crond-jaist/cytrone/archive/1.0.zip 

GW% unzip 1.0.zip 

GW% mv cytrone-1.0 cytrone 

GW% mv 1.0.zip cytrone-1.0.zip 

�
�
4CB<> 6 uƂęc��i©sńƦ�Ŕŵc�d�

GW% cd ~/cytrone/scripts 

GW% vi start_cytrone.sh 

10. TRAINING_HOST = 172.16.1.7 

12. INSTANTIATION_HOST = 172.16.1.7 

14. CONTENT_HOST = 172.16.1.7 

↓ 

10. TRAINING_HOST = <host_ip> 

12. INSTANTIATION_HOST = <host_ip> 

14. CONTENT_HOST = <host_ip> 

 

GW% vi stop_cytrone.sh 

5. TRAINING_HOST=172.16.1.7 

7. INSTANTIATION_HOST=172.16.1.7 

8. CONTENT_HOST=172.16.1.7 

↓ 

5. TRAINING_HOST=<host_ip> 

7. INSTANTIATION_HOST=<host_ip> 

8. CONTENT_HOST=<host_ip> 

 

GW% vi get_sessions.sh 
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16. TRAINING_SERVER=cytrone_host_name_or_ip 

↓ 

16. TRAINING_SERVER=<GW_inip> 

 

GW% vi create_training.sh 

17. TRAINING_SERVER=cytrone_host_name_or_ip 

↓ 

17. TRAINING_SERVER=<GW_inip> 

 

GW% vi ./end_training.sh 

19. TRAINING_SERVER=cytrone_host_name_or_ip 

↓ 

19. TRAINING_SERVER=<GW_inip> 

�
4CB<> 6 �äƺc�h{s��¼­¤�Ƃę_e�h{rª �i��Ɖ��d�

GW% sudo apt install -y python-pip 

GW% pip install pyyaml 

�

,� 4CB<> 6�C:�E63 s�Á�¤i½�

8E r NP>O?I ~� 4CB<> 6�C:�E63 ���Á¿i¥c�d�

GW% cd ~/  

GW% wget https://github.com/crond-jaist/cytrone-ui-web/archive/v0.3.zip 

GW% unzip v0.3.zip 

GW% mv cytrone-ui-web-0.3 cytrone-ui-web 

GW% mv v0.3.zip cytrone-ui-web-0.3.zip 

�
4CB<> 6�C:�E63 uĜƶc�ª �i���Á�¤i½c�d�

GW% cd ~/cytrone-ui-web 

GW% sudo apt install -y libssl-dev 

GW% sudo cpan install Net::WebSocket::Server 

~~~;nv�ixĨƂn}�yctgoơt��snclyesmoſr�djcpan�īčahzou
o�q�cƚħ_�qpdk 

GW% sudo cpan install Digest::MD5 
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GW% sudo cpan install URI::Escape 

GW% sudo cpan install LWP::UserAgent 

GW% sudo cpan install JSON 

GW% sudo cpan install IO::Socket::SSL 

GW% sudo apt install -f -y libyaml-tiny-perl libdata-dump-perl 

 

;Ħr�Á�¤i½c�¶�¸i½tÂŵamƂęaqp~qqsnc��¢´r�Á�¤i½t
aqp~qramp�djmake install�aqpdk 

GW% wget http://search.cpan.org/CPAN/authors/id/M/MS/MSCHILLI/LWP-

Protocol-https-6.06.tar.gz 

GW% tar xvfz LWP-Protocol-https-6.06.tar.gz 

GW% cd LWP-Protocol-https-6.06 

GW% perl Makefile.PL 

GW% make 

�
Ŕŵ«��½�ęŏc�d�

GW% cd ~/cytrone-ui-web 

GW% vi door.conf 

httpd_addr <GW_exip> 

httpd_port 1180 

 

sweep_HTMLcontfiles . 

set_maincontfile np.html 

httpd_userpasswd john_doe john_passwd 

 

wsd_addr <GW_exip> 

wsd_port 9999 

 

trngsrv_proto https 

trngsrv_host <host_ip> 

trngsrv_port 8082 

trngsrv_lang en 

�
�
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GW% export PERL_LWP_SSL_VERIFY_HOSTNAME=0 

GW% vi ~/.bashrc 

PERL_LWP_SSL_VERIFY_HOSTNAME=0 

export PERL_LWP_SSL_VERIFY_HOSTNAME; 

�
�
�
�

-� ��©i¾Á�Łs D< o�Á�i¨ ¤sœŝŎ�

� ��©i¾Á�Łs D< rcƵhq�«¤�����Á�¤i½c�opqƷñuo�i�qdzz
nůÆuƗƷqstc��©i¾Á�Łs D< o�Á�i¨ ¤osært¯�¤²�Áo 8E u÷
ykmp�źno�d¯�¤²�ÁsƇÛsųņrçamtc��©i¾Á��ęŏc�ĔŮszÑƎ
no�j��©i¾Á�ċŭĈtÛƞosųņ�črqp~qqŔŵ� 4C#:A učqkdatac8E
�Űr�ųņ�čqh{rtƢżŔŵuƗƷno�dzsŔŵr|cpwltsŗŧĢuo�j8E r
5 A �· �¸�i©sƲà|ĤheƀÖû "<V_C rc�cIH=L@T opq�µi�ĨŠr "<V_C Ŕŵ
�amswkdƪ¥�¸µÁ¤ntc"<V_C Ŕŵ�čq��½��¼­¤�ęŏac��©i¾Á�ęŏ
ĥr D< Łn~s��½��¼­¤�īč_e�Ƨƨ�ŕƮc�d�
�
¯�¤²�ÁŁnc"<V_C Ŕŵ�čq��½��¼­¤�ęŏc�d�

% cd ~/ 

% mkdir vm_setting 

% cd vm_setting 

% vi set_proxy.sh 

#!/bin/bash 

sudo sh -c "echo 'http_proxy=http://<GW_inip>:3128' >> /etc/environment" 

sudo sh -c "echo 'https_proxy=http://<GW_inip>:3128' >> /etc/environment" 

�
��©i¾Á��ęŏc�ėrcD< nŁì��¼­¤�īč_e�~qrc�d�

% cd ~/cytrone/database 

% vi NIST-level1-range.yml 
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18.    - copy_content: 

19.      - src: /home/cyuser/vm_setting/set_proxy.sh 

20.        dst: /tmp/ 

21.    - execute_program: 

22.      - program: . 

23.        args: /tmp/set_proxy.sh 

24.        interpreter: bash 

;Łì«��½s�Á£Á¤uvj�oqkmpqpo CyTrONEtŐŃrƂęaqpd18čưt
l-msĒr�®i� 4lc19čưtl-msĒr�®i� 6lc20čưs dstt 19čưs
srcoǆkmp�zod 
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.� ¢�¤»Á�

4#> 5�4CIL<�AL-?<P>C�B<HPUPUN�AC=>LT uŐŃrƂęamp�t�ÝƋc�d�
�
Ø �¢ ­ 	�
8E ~� 4CB<> 6 �íƂc�d�
4CB<> 6 t¿��ƙĶĳǂc�d~kmc==O nœŝamp�q�c¹i�ũƫŁn|qÈlňaw
>L<TPUHS �Úpmc¯�¤²�Áw ==O aƪ�¢ ­sz�~s >L<TPUHS nīčc�zo�scc{c
�d�

GW% cd ~/cytrone/scripts 

GW% ./start_cytrone.sh 

�
�
Ø �¢ ­ 
�
ĄĘs� �ºÁŌjękh¤¾i§Á�Ōk�ÝƋc�d�

GW% cd ~/cytrone/scripts 

GW% ./get_sessions.sh 

yiękmpqpsncA6AA:> �: 7> t � stdno�d�
�
�
Ø �¢ ­ (�
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�Á­½oamŶô_�mp�¤¾i§Á�j :AB��L@LS�	k�őŏamz�d�

GW% ./create_training.sh 1 

īčĈcD< �ƽjŁyh�c�h{cau�wĥæutt�d�
jƘĬsłĐt 
 ƠŷŽnokhdk�
īčĈc�nùŒ��hl5LH<�?=L<�mt�Ğy�µ �i�uƚħ_��dz�t LU><C�WVPU> oću�
� 4# rœŝc�h{sœŝźrçc�ńƦnc==O ƶs :" �¥¾�c±i¤Ɣďc¹i�i¨i´c
ª�Ài¥uìĖ_�mp�dqszsńƦtc�

% less ~/cyris/cyber_range/<range_id>/range_notification-cr<range_id>.txt 

něĽnv�d�
�
�
Ø �¢ ­ )�
ĄĘęŏ_�mp�¤¾i§Á�� �ºÁrçc�ńƦ�ÝƋc�d�

GW% ./get_sessions.sh 

A6AA:> �: 7> u 	 rƣ�kmpmcŖxpęŏah¤¾i§Á�� �ºÁrçc�ńƦuƚħ_
�mp�tdd�
A6AA:> �/� sŮs P. �ÝƋamswdj¤¾i§Á��İǀ_e�ėrƗƷk�
�
�
Ø �¢ ­ 
�
īėrÊı�Øpmz�d�
<VV.SL ws����d�

;¹i�ũƫŁn Web¬»���íƂac 

;https://<host_ip>:8081 

;w����d 

;Moodles×ƯŁslCyTrONE Trainingmopq¼Á���¼ �ac¿��Ác�d 

; ���Á¤ÃÍsƈluƶÆ_�mp�d 

;äƺĬƶ 

; Username : admin 

; Password : The.admin01 

;őŻƶ 

; Username : trainee01 

; Password : The.trainee01 

;¿��ÁĈclTraining Session #1mopq¼Á���¼ �aclEnterm��¼ �c�
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ocƱŦuƚħ_��d 

;Êıãõws����t�¢ ­ 3nƚħ_�hńƦ�ƶp�d 

�
�
ĉvq~qrÊıãõ�Ņ�c<VV.SL sƱŦrſrmclA?ITP>�2U=AL<=m�ÌcoƉǂahØſuĕ
ź_��d�
�
�
Ø �¢ ­ ��
¤¾i§Á��İǀc�d�

GW% ./end_training.sh <�¢ ­ 4nÝƋah id> 

�
�
Ø �¢ ­ ,�
¤¾i§Á�uİǀamp�zo�ÝƋc�d�

GW% ./get_sessions.sh 

A6AA:> �: 7> u � rqkmp�tdd�
�
�
Ø �¢ ­ -�
4CB<> 6�C:�E63 �íƂc�d�

GW% cd ~/cytrone-ui-web/ 

GW% perl -I LWP-Protocol-https-6.06/lib door.pl -f door.conf -m 

�
�
Ø �¢ ­ .�
4CB<> 6�C:�E63 w����c�d�

;¹i�ũƫŁn Web¬»���íƂac 

;http://<GW_exip>:1180 

;w����d 

;¹i�ƭ : john_doe 

;ª�Ài¥ : john_passwd 

�
ŋ 
 s~qq×Ưuĳ�tdd�
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ŋ 
�/�4CB<> 6�C:�E63� s×Ư�
�
Ø �¢ ­ 	��
4CB<> 6�C:�E63 �Ĝkm¤¾i§Á��őŏc�d�

;lTraining DatabasemsŮslLevel 1(Easy)ms�� �° ��r�� ��Ɖ�c
lCreatems°�Á��¼ �c�d 

;± ­� ­uĳmw�snclOKm�Ìcd 

l2->P@L�AL==PVU=mrlb�4?=>�=>H<>PUN���moĳmw�sncauaŢld�
lb�4?=>�=>H<>PUN���mu� �L@LS�	��6H=C rƣ��oőŏáǀdl2->P@L�AL==PVU=msÈƔĒs :5 u
0<HUNLGP.1ršËc�djqtqtj�L@LS	 q� 
 ƠÃŁklb�4?=>�=>H<>PUN���mt�ƣ��qpłĐc
¬»��sēƆzđzêƎ�Ĝkmz�dk�
�
�
Ø �¢ ­ 		�
īėrÊı�Øpmz�djxo�p�¢ ­ 
 oƃbdk�
LU><C�WVPU> rçc�ńƦt�

% less ~/cyris/cyber_range/<range_id>/range_notification-cr<range_id>.txt 
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něĽszod�
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�
Ø �¢ ­ 	
�
4CB<> 6�C:�E63 �Ĝkm¤¾i§Á��İǀc�d�

;ŖxpęŏahlActive SessionsmsŮro�Êıs�� �° ��r�� ��Ɖ�c
lEndm��¼ �c�d 

jqtqtj�L@LS	 q� 	 ƠÃŁklb�4?=>�=>H<>PUN���mt�ƣ��qpłĐcl2->P@L�AL==PVU=msŮs
l#LM<L=Om��¼ �amz�dk�
�
�
Ø �¢ ­ 	(�
4CB<> 6 �İǀc�d�

% ./stop_cytrone.sh 

�
�
ÃŁn¢�¤»Átİ��d�
�
ÃŁn�Á�¤i½q�vr¢�¤»Átİ��d�
īėr 4CB<> 6 �ĜkmÊı�ę�ėtc~�g�s­¿�»´s C=L<=�8?P.L �ěĽ_�hpd�
�

	�� ƥŜ�

� ƪ¥�¸µÁ¤ntcl-C?=L<mopq���Á¤�ęŏams�czs���Á¤rlª�Ài¥q
an <VV> ÿĆn�²Á¥īčÑƎmopqƕŃrĎpÿĆ�ƴrmp�dzs���Á¤sª�Ài¥
tƆĬr~kmtj���Á¤ƭoƃbl-C?=L<ms~qqkƕŃråŨq|srŔŵ_��zouƳ
Ś_��d~�rÐrmc8E uÛƞ¨ ¤Ài�rýu��ÑƎŎuo�c~s >A Łnt ==O. u
Ƃęamp�zot�cƛŐ¿��ÁsèāŎuƕŃrĎy�d~kmcÃÍs~qramª�Ài¥
Ƌľn ==O ĳƸqp~qrc�zo�öwscc{c�dqsc¹i�ũƫt� ==O nęøamp�ł
ĐcŖr¹i�ũƫt�ǇƋľr~km ==O nv�~qrŔŵc�ƗƷuo�jzsƧƨtĈĵc�s
ncĦsęø�ĈÙaramcŖrĈĵ�ěĽ_�hpkd�
�
ÃÍsęø� 8E Łnčqj¯�¤²�Á|Ûƞ¨ ¤Ài�rűœœŝc�łĐc¯�¤²�Ár|
ƃƵsęø�čqkd�
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GW% vi /etc/ssh/sshd_config 

52. #PasswordAuthentication yes 

n 

52.PasswordAuthentication no 

GW% sudo service sshd restart 

�
�
�
¹i�ũƫt� 8E rǇƋľn ==O c�~qrŔŵc�ƧƨtcŁĵsęø�čqŘrÃÍsęø�č
qd�
�

user% cd ~/ 

user% ssh-keygen 

user% ssh-copy-id <GW_exip> 

user% vi ~/.ssh/config 

Host GW 

 HostName <GW_exip> 

 User cyuser 

 IdentityFile ~/.ssh/id_rsa 

;ÃĈc¹i�ũƫt� sshc�ėtcÃÍs~qrc�uǁpd 

user% ssh GW 

�
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