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CROND Cyber Security Training System v1.0

A VA=AV HTAF

ALEESCI R A BN R AR Y SR =
RELATIERE 2 48 /M A

1. KF¥F a2 XV hohiEMNT

A FF 2 2 b TiZ CROND Cyber Security Training System ® 4 ¥ 2 b =L D HRICIEE 63, Proxy
+— N DER 5, CROND Cyber Security Training System O iV /50 & < —# (& ) BRI 1L,
PARNR—L VY EDwr VST 2y b7y T HEOED %) Kb ERLTWS, L,
AKEF 2 AV P TRT Proxy ¥y — NORETTEIVLERER 2D OTHY, £F2 ) 74 HEL LT
DEERET 2 DOTII e W) ZEIcERI NG, £, TE 2721 (UNIX a=v FicHH
M, ssh THEEZ{To 22 Ldm v, 7Y, HILEICD DL IRT VLI ICHEL T3,

MNRAN—=T a2 Vvl TH 5,

L1, RFF 2 Xy b 2K
AF*arvicid2goyi~yy (T, d2bwvv) 203, 7. 15808 bvs v
|- CROND Cyber Security Training System 238i{E 9" 2§k % & 5, KiC, v ¥ 2 Y 74 HE L WD
Btk b, Y AN Ly PHNTEIEIEAR T 74 v 2B RNV AT 2 TEDBIET L LB E R
bid, LoT, TRy v A vE—Fy rOflich) 1HEDFRA I~y v (AT, GW) ZEKiE
Trolicky, B OfEEEEIT), AFNFa Xy P CHEECEZHBINEZK 1 ICRT,

& moodle_VM
{ Moodle
sshd
192.168.122.0/24 | 232 temmmooesesnnooeeea
i browser ssh kvm i browser
ssh sshd 1 issh ssh
""""""" squid { sshd
Ul WEB i CyLMS
""""""""""" | CYRIS ~
“terminal A, < @GW 1 & host 5 {CYTTONE ¢ 10~/ terminal B
<GW_exip> <GW_inip> <host_ip>
198.51.100.0/24 172.16.1.0/24
OSInternet Provided by DHCP <NW-hostandGW >

X1 FERIX
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1.2 KFF2 XAV DHHRTT
AMicRd A cErN TV b DR FETT T LW,

s AR bvL v ECEFTEa~v VP
users —HiFEK ECTETTE2a~<~F
GWws Gw ETHEITTEa~<wv F

moodle VM% moodle VM ETHEITFZa=v |

;A CHERE Y FEIT9 5

oy ARV FRFET LR, WEER U A L T B
<A H A >

<machine> % vi 7 74 1V4

FHTHUWER I N7 7 A VO or 77 A VORBICITRIFEA
<machine> % vi 7 74 1V4

<I7&H>. f1RfEA

<machine> % vi 7 74 1V4

<ITEES>. 77 ANVEHEFEIOFHY

l
<ITEES>. 77 ANKERO R

<>THEINZDDIIZNETNOBRBEICL > THEY Wi, SA P vYDIP T FLARYE, BRD
I LEEZIER V), MHFHAEATIZL Y, UTIKELRDDZZET S, SEORETIZEARIEIC
ADETER - AT L THLHERMED B L B,
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ARFFaXv FNTORT | Bk Fa—% CToOff
<GW_inip> GW D+ & = v IcHR

LTWwWif v Ex—7z—XA
D IPvd 7 FL A
<GW_exip> GW oD A v b7 —2
KL Cwd 4 vix—7
2 —ADIPv4 7 FL A

<host_ip> TRy GW I
LTW3f v —7x2—RA
DIPv4 7 FL R

<NW-hostandGW> GW &R Fwv VDD
NW (172.20.1.0/24 ® X 5
iIc CIDREKFRTHL &
L)

Zof, BrclEN TV WE Z A IFFHAEREWTDH B,

2. AT

2.1, HifE (D)

FAF=T v, GW @D OS : Ubuntu 16.04 LTS

server fiRD OS 4 v 2 b —AHFIZ OpenSSH #3& R L., 4 Y AP —AINT VBRI EEAHEE LT3
(desktop iRDE#r. % — I F AT Isudo apt install openssh-server | # RT3 20 ERH5), FA b

<y v, GW LS, 2—FoFLcHfE LT3 PC (LT, 2—¥hik) 235 %, 2 — ik LT

Terminal £ Y — L% fio T, TR~ VICssh 27> TEEZTI DD ET 3,

22. GWoOry T4 v 7

AFF*2XY FTiESquid &5 Y7 by =27 %ZHWT Proxy +—N%{FKT 5,

CROND Cyber Security Training System fiD 2 —4 & LT lcyuser| Z{E L. A7 — F%HET
%,

GW% sudo adduser --shell /bin/bash cyuser
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o EE DR — FEFRET S, Full Name FiIflH ASE T Enter TR,

cyuser 23XA7 — F7 L Tsudo T&¥ 3% X 9HICT %,

GW% sudo visudo
; BRAATIC
;cyuser ALL=NOPASSWD: ALL

;B L. RIFLTRT,

Pt%. cyuser & L TEEXRIT .

GWS$ su cyuser
~eny <EOGE L E cyuser Do 7 — >

GW% cd ~/

GW 25 GW HE ~EFC OSRA Y —F42LT) ssh TXBL5IcT 3,

GW$ ssh-keygen

nenp LY X —=F =% ZAAS] (BTT 7 AL FPOEETRY,)
GWS% ssh-copy-id localhost

~nn; [yes] AN L, <FIEL 7 cyuser DY 7 — F>% AT

Squid #4 v A b —=1F 3,

GWS$ sudo apt update

GW$ sudo apt install -y squid

Squid DFE TS .

GW$ sudo vim /etc/squid/squid.conf
976. acl cyber range src <NW-hostandGWw>
1188. http access allow cyber range

; <NW-hostandGw>l¥. 172.16.1.0/24 ® X 51, cIiDRIERTEL 2 &,

Squid O %175 .

GW$ sudo /etc/init.d/squid restart
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unzip ¥4 Y A b =133,

GW% sudo apt install -y unzip

23. FRAMRLVDRYT AV
CROND Cyber Security Training System fFi® 2 —4 & LT lcyuser| Z{E L. A7 — F%HET
%,

o)

% sudo adduser --shell /bin/bash cyuser

o AEE DR — FEFRET S, Full Name FiIflH AS1E T Enter TR,

cyuser 23XA7 — F7 L Tsudo T& 3% X9 ICT 5,

o)

% sudo visudo
; BRAATIC
;cyuser ALL=NOPASSWD: ALL

;B L. RIFLTRT,

Dt%. cyuser & L CTHEEXRIT .

o)

s SUu cyuser

~ny <EGE L E cyuser Do 7 — F>

% cd ~/

FTRAM= Vb ERA MY VHE~NEHET (XA —FALT) sshTx3X9I1CT 5,

o)

% ssh-keygen
e DY R —F =% ZRAS) (BRTCT 74V FOFETRY,)
% ssh-copy-id localhost

~nn s <BROE L 77 cyuser D8R T — B>

;UTOHDD 1P X L TH ssh-copy-id & L T, (ssh-copy-id il [T 54>
7] LEDNDEH, ENLTHRD,)

$ ssh-copy-id 127.0.0.1

~on~y [yes] & AT

% ssh-copy-id <host ip>

~nn; Tyes] AT
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Proxy — %5 2D DEIEZIT I

% sudo vi /etc/apt/apt.conf
Acquire::http::Proxy "http://<GWin ip>:3128";
Acquire::https::Proxy "http://<GWin ip>:3128";

% sudo vi /etc/wgetrc

http proxy=http://<GWin ip>:3128/

https proxy=http://<GWin ip>:3128/

zip, unzip # 4 Y A b =19 3,

o)

% sudo apt update

o)

% sudo apt install -y zip unzip

BRI, GW 2 bHR A P VAHEEEEC (R —F AL T) sshxTZx3ko5icLThL,

GW% ssh-copy-id <host ip>

3. CyRIS® A4 v 2} —

github X » CyRIS # XV v u—F3 3,

$ cd ~/
% wget https://github.com/crond-jaist/cyris/archive/1.0.zip
% unzip 1.0.zip

% mv cyris-1.0 cyris

$ mv 1.0.zip cyris-1.0.zip

CyRIS DEFFIc BNy r—P % 4 v A b —n L, cyuser ICBIT 2 RELFT I,

% ./cyris/HOST-PREPARE.sh
ann i KRR TN T =B A VAN AT B THEIrNEDT, Y] ZMLET S, wireshark
BAVAF=ALTEICHEE Y 4 F—Flit [No] TRW,

% sudo usermod -aG libvirtd cyuser

PR 21T,

o)

% sudo reboot
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Bl 77Ty rINBEDT, HEw 4 v ETH,

CROND @ GitHub = — Y Clfi g NT VB H A4 N—L v FIfEKT B VM A A=V 2 &F 7 v —F
35,

o)

% mkdir images
o)

$ cd ~/images
$ wget https://github.com/crond-
Jaist/cyris/releases/download/1.0/basevm.tgz

o)

% mdSsum basevm.tgz

; Fita~ v FofEgEss

; bel04ac392423412a9cfed4b7649d89p9 Dbasevm.tgz
;Ch DL HERT b,

o)

% tar -zxvf basevm.tgz

4. CyLMS ® 4 v A} — 1

github X » CYLMS # X v vu—F9 3,

$ cd ~/
% wget https://github.com/crond-jaist/cylms/archive/1.0.zip
% unzip 1.0.zip

% mv cylms-1.0 cylms

$ mv 1.0.zip cylms-1.0.zip

Moodle ZfiZ 4+ 3%, CROND X b Moodle 234 v A F —AEdNTw3 VM (BLF. moodle VM) 7542
HInTcnidzw, Thzfyre—F35,

o)

% cd images
% wget https://github.com/crond-
Jaist/cylms/releases/download/1.0/moodle.tgz

o)

% mdSsum moodle.tgz

; Bita< v FofiEs

; 0819fbablbdab488143d6921248e9273 moodle.tgz
;CHDL LRSS,




12/18/2018

o)

% tar -zxvf moodle.tgz

Zyva—FLEVM%Ziib B 5,

o)

% virsh define moodle.xml

o)

% virsh start moodle

moodle VM iZ & $#ZREFCT (YA —F74&RLT) sshT&x2Xk5i1cd 3%,

% ssh-copy-id root@192.168.122.232

~nn; Tyes] #AJI. 2XRA7 —F ! theroot

CyLMS 23#f9 % SCORM 7 v 7L — + ZEK$ 3,

% cd ~/

o)

$ wget https://github.com/crond-

jaist/cylms/releases/download/1.0/create scorm template.sh

o)

% chmod +x create scorm template.sh

o)

% ./create scorm template.sh /home/cyuser/cylms/

5. Moodle ~® ke

KA Y A b —ABTELDOMER L LT, CyTrONE THE Z FR LN THZZ L &0 5 5k
537255, CyTrONE CER L 7238 % fi# < 7291212 Moodle 2> HIBICT 7 £ 2§ 2 A H 5
23, BIfEIE moodle VM ICIZF A b~ v D4 h b O Rt e\, BERlEZ 22 2720103 D
BOFEREZLLNE (FA =y Y ETYN—X7 8% 28X 5, moodle 235 L Tl 5 {1
BNIC ICh R b= v OWBINIC 2T 5, L) . ARFa Xy b TldsshoF— k7457 —
T4 v KRR kR SHT 5,

FRAF=2 VD 8081 ~T7 7R T %L, moodle D 443 ~E&hi X ¢ %,

% ssh -fgL 0.0.0.0:8081:192.168.122.232:443 localhost -N

B, COM/AFV VYT RITDZT0RREIANY 7770 vV REFTINTWE720D, 1EDBE7-0I1C1F.

% lsof -1:8081

mEe LT, PID ZfERE L.

% sudo kill <ssh pid>
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ZFEITT 5,
Moodle ® web ~— ED UV v 7 23] 21X [https://example.com/~~] IC/>TWwb &, ZnE 7V v

7 L7zBRIC7 7 7 %5 example.com:443 ICHEKE L ICfToCL £ 9, % T T, Moodle 28%/"3 % URL
SHAYHIC [https://<host_ip>:8081] 1272 % X H ICEXEETT I,

% ssh root@192.168.122.232
moodle VM% vi /var/www/html/moodle/config.php

21. SCFG->wwwroot = 'https://localhost';

!
21. $CFG->wwwroot = 'https://<host ip>:8081';

moodle VM% service httpd restart

ssh ZiKIFTH L,

moodle VM% exit

6. CyTtONE 4 v & } — 1

github X » CyTrONE XY v u— 34 3,

$ cd ~/

% wget https://github.com/crond-jaist/cytrone/archive/1.0.zip
% unzip 1.0.zip

% mv cytrone-1.0 cytrone

$ mv 1.0.zip cytrone-1.0.zip

CyTrONE 235 Python D74 77 V%4 VA F—NT 5,

$ pip install pyyaml passlib --proxy=http://<GW inip>:3128/

CyTrONE #HH 3 2 2 —HICBAT 2 3%EZIT

% cd ~/cytrone/database/

°

o)

% vi users.yml

9. host mgmt addr: 172.16.1.7
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9. host mgmt addr: <host ip>

GWicdh CyTrONE 2 X7 vr—F9 2%, (XY iEfEicid, CyTrONE 2 &8 T 570D R 7 ) 7+ %
iS4 2701, CyTrONE % XY v u—F§3%,)

GW% cd ~/

GW$ wget https://github.com/crond-jaist/cytrone/archive/1.0.zip
GW% unzip 1.0.zip

GW% mv cytrone-1.0 cytrone

GW% mv 1.0.zip cytrone-1.0.zip

CyTrONE D8fF 3 2 ¥ — N DEREZHET b,

GW% cd ~/cytrone/scripts

GW% vi start cytrone.sh

10. TRAINING HOST = 172.16.1.7

12. INSTANTIATION HOST = 172.16.1.7
14. CONTENT HOST = 172.16.1.7

I

10. TRAINING HOST = <host ip>

12. INSTANTIATION HOST = <host ip>

14. CONTENT HOST = <host ip>

GW% vi stop cytrone.sh
5. TRAINING_HOST:172.16.1.7
7. INSTANTIATION_HOST:172.16.1.7

8. CONTENT HOST=172.16.1.7

5. TRAINING HOST=<host ip>
7. INSTANTIATION HOST=<host ip>

8. CONTENT HOST=<host ip>

GW% vi get sessions.sh

10
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16. TRAINING SERVER=cytrone host name or ip
!

16. TRAINING SERVER=<GW inip>

GW% vi create training.sh

17. TRAINING SERVER=cytrone host name or ip

17. TRAINING SERVER=<GW inip>

GW$ vi ./end training.sh

19. TRAINING SERVER=cytrone host name or ip

19. TRAINING SERVER=<GW inip>

CyTrONE # BT 2720 DR 27 ) T M 2@ 57201 Xy 7y —Y% AL b,

GW% sudo apt install -y python-pip

GW% pip install pyyaml

7. CyTrONEUIWEB D A4 v & b — v

GW ic github X b CyTrONEUIWEB # &% v u— K43,

GW% cd ~/

GW$ wget https://github.com/crond-jaist/cytrone-ui-web/archive/v0.3.zip
GW% unzip v0.3.zip

GW$ mv cytrone-ui-web-0.3 cytrone-ui-web

GW$ mv v0.3.zip cytrone-ui-web-0.3.zip

CyTrONEUIWEB 23 6 Xy r—Y % A VA b —1TF 5,

GW% cd ~/cytrone-ui-web

GWS$ sudo apt install -y libssl-dev

GW$ sudo cpan install Net::WebSocket::Server

~nn; TELEUHBI TR ET0? EE2NDEDT, [yes] EF 2%, (cpan ZEITLIZZ &R
Hokeb, RINE,)

GW% sudo cpan install Digest::MD5

11
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GW% sudo cpan install URI::Escape

GW% sudo cpan install LWP::UserAgent
GWS$ sudo cpan install JSON

GW% sudo cpan install IO::Socket::SSL

GW% sudo apt install -f -y libyaml-tiny-perl libdata-dump-perl

FRICA VAP =AVTB3EY 2 —VERELTIELARNWK I RDT, AT LICA VAL =1
LEWwX L TWw5, (make install % L7a\,)

GW$ wget http://search.cpan.org/CPAN/authors/id/M/MS/MSCHILLI/LWP-
Protocol-https-6.06.tar.gz

GW% tar xvfz LWP-Protocol-https-6.06.tar.gz

GW$ cd LWP-Protocol-https-6.06

GW$ perl Makefile.PL

GW% make

WIET 7 ANEERT B,

GW% cd ~/cytrone-ui-web
GW$ vi door.conf
httpd addr <GW exip>

httpd port 1180

sweep HTMLcontfiles
set maincontfile np.html

httpd userpasswd john doe john passwd

wsd addr <GW exip>

wsd port 9999

trngsrv_proto https
trngsrv_host <host ip>

trngsrv_port 8082

trngsrv_lang en

12
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BRI 2 ET

GW$ export PERL_LWP SSL VERIFY HOSTNAME=0
GW% vi ~/.bashrc

PERL_LWP_ SSL_VERIFY HOSTNAME=0

export PERL LWP SSL VERIFY HOSTNAME;

8 HAN—L VI EFEDVM LA v E—F v F O

FAN—L VY EDOVMIC, BARY 7 0 2T %A VAP =ALT 220 ERNRH LA, 2C
THELSSLELRDIZ, ¥4 N—L VI EOVM e[ v 2 —3 v b EDOMICIZFR M= v e GW 258
FoTWEHTHL, FA P VYORNHNDBEFEICEL TiEZ, 4 N—L v I ERT 2 i+ O AAEE
Thd (FA =L v ORBERIIINRE OBEXTTA R VL I REE CYyRIS 28/T75), LA L, GW
REBA DBEEIT ) 2O ICIEREVLETH D, COREICH, W22 0ERE2H 2 (GW i
DNS F v v ¥ 2% — SOBE| § 72 ¢ @@ Proxy 129 %, basevm &\ ) 4 X — 2 HIKIZ Proxy i%iE
ELTEL)e RFEFa XAV Tl Proxy REEITI =AM A2Z7 ) T FEERL, 4 5—1L v IR
RFIC VM E T2 Dy 2 V227 ) 7 M2 F T3¢ 5 7B %0HT %,

FRA =YV BT, Proxy XEZITI ¥ = VA7 )7+ %EKT 5,

$ cd ~/

% mkdir vm setting
% cd vm_setting

% vi set proxy.sh
#!/bin/bash

sudo sh -c "echo 'http proxy=http://<GW inip>:3128' >> /etc/environment"

sudo sh -c "echo 'https proxy=http://<GW _inip>:3128' >> /etc/environment"

FAAN—L Y I HERT B, VM T LR 2 Y 7P RT3 45 X5 10F 5.

o

> cd ~/cytrone/database

o)

% vi NIST-levell-range.yml

13
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18. - copy_content:

19. - src: /home/cyuser/vm_ setting/set proxy.sh

20. dst: /tmp/

21. - execute program:

22. - program:

23. args: /tmp/set proxy.sh

24. interpreter: bash

s EET7 7 ANDA VTV RBEB AL o TR\ & CyTrONE ZIEFICEIEL 7w, 18 {THIZ
[-] OFICA_=R 4D, 191THIX [-] DEICAR—R 6D, 20fTHD dst 1 19fTHD
src &filioTndZ L,

9. 7 ATV

CROND Cyber Security Training System 23 IEH ICEIfE L T\ 2 2 %R T 5,

> A7 v 71

GW X Y CyTrONE %3 %,

CyTrONE & v 7 Z#EHEH 152, Lo T, ssh TEfEL T2 b, =¥k ETd 5 —2#HL <
terminal ZF\WT, FA b= v ~ssh LRRT v 7DA% Z D terminal TEITT 22 L i BT TOF
%,

GW% cd ~/cytrone/scripts

GW$ ./start cytrone.sh

> AT v 72
Ry a vl ozt —=v 278 %iERT 5,

GW% cd ~/cytrone/scripts

GW$ ./get sessions.sh

F72Eo Cwvo©, SESSIONINFO 120 D33 Th 5,

> AT v 73

14
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I L CiEtan s L —=v2 (NIST Level 1) #4KLCH 3,

GW$ ./create training.sh 1

FiTth. VM %326 B0 3257290, LIEo KRB0 %,

(EHOLEIL 2 HEETH o T,)

FfTth. -CXUIH 7z [Dearuser,| 2bIaE 2 X v — Y BERRI NS, T entry point & FEIEL
% CRICHENET 5 7 OBt Ic BT 2158 T, ssh IO IP 7 FL 2, F— b S, 2—%F— % — 4,
N2 = PRI N TS, Ak ORI,

o)

% less ~/cyris/cyber range/<range id>/range notification-cr<range id>.txt

Tz TE %,

> AT v 74
BHIEERENTWE PL—=v P ey a vicBT 215 E2 RT3,

GW$ ./get sessions.sh

SESSION INFO 23 1 IcZ5b 5T W T, B3 EMER L L —= v 7 ey v a VICET 2 IHMBER X
nTwsizd,
SESSION: otho id %R L TH<L, (FL—= v 7&K 7T 38 3 BRICHHE)

> AT v 75
FEEICHEE Z T H D,
Moodle ~D 7T 7 & &,

; =Vl RK ETweb 77 v EIEH) L.
;https://<host ip>:8081

;T 7k A,

;Moodle DA ED [CyTrONE Training] ¢WH Vv 2227V v 7L, vnr4fvr$3,
; ThHy Y PUTOZOopHEINTHY S,
;EHEM

; Username : admin

; Password : The.adminOl

; EREM

; Username : trainee0l

; Password : The.traineeOl

;0274 v, [Training Session #1] &WH Vv 2% 27V v 27 L, [Enter] 227V v 2735

15
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&, MERERRIND,
JHEBREA~DT 72 R IR T v 7 3 CRRNENEREH NS,

WXL S ICESREEZMY . Moodle DREICE 2 T, [Submit Answers | Z#i4 & AN L 7= B 236
HaIns,

> AT v76
]\ 1/“—:—:/&\%%5{(??50

GW$ ./end training.sh <X 7 74 THEZH L 7~ id>

> RATv 77
FL—= VBT LTWAZ L #iERT 5,

GW$ ./get sessions.sh

SESSION INFO 23 0 I 72 > T % 135,

> AT v 78
CyTrONE Ul WEB % i#3 %,

GW% cd ~/cytrone-ui-web/

GW% perl -I LWP-Protocol-https-6.06/1lib door.pl -f door.conf -m

> AT v 79
CyTrONE UIWEB ~7 7 & X3 5%,

;=YK L Tweb 77 v HEH L,
;http://<GW _exip>:1180

i NT kR,

;—H%4 : john doe

;2¥A7 —1F : john passwd

B2 @ X5 A 2 133,

16
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CYTI'ONE Door jaist cronp

Vertical Layout Horizontal Layout

Active Sessions

End Refresh

ID Description Instances Creation Time

Training Database

Create Refresh

Name

Scenario-Based Training

Information Security Testing and Assessment
Level 1 (Easy)

Level 2 (Medium) [N/A]

Level 3 (Hard) [N/A]

Incident Detection and Response [N/A]

Level 1 (Detection) [N/A]
Level 2 (Forensics) [N/A]
Level 3 (Response) [N/A]

Last refreshed on Sat Sep 29 2018 15:37:34 GMT+0900 (JST)

2: CyTrONE Ul WEB o [di[fi

> A7 v 710

CyTtONEUIWEB %#ffioC b L —=Vv 7% KT 5,

; [Training Database] DH D [Level 1 (Easy)] DF v 7Ry 7 RICF = v 7% AN,
[Create] OFREX V&7 ) v 735,

Ry TTy Il s30T, (o] %3,

[Active Sessions] Z [~ juststarting...] &HTL 20T, LIFLEFD,

[~ just starting...| 2% Level 1 (Easy)icZ&b % L AEK5E T, [Active Sessions| ®—FKLED ID A
<range_id>ICN)GT %, (I 7ad (Levell 725 543 E) [~ juststarting...] 2> 5E D 5 R0 A,
770 DOHGRAIADEREER o TH D)

> RAR7v 711
EEICHB 2R NTH B, (13EALERTY 75 EEL,)
entry point IZB3 2 1EH

o)

o

5 less ~/cyris/cyber range/<range id>/range notification-cr<range id>.txt

17
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T k&,

> A7 v 712
CyTrONEUIWEB Z{fioC L —=v 7 %#&TT 5,

;IR EER L 72 [Active Sessions] DHICHBZEEDOF v 7Ky 7 RIF = v 7% A,
[End] 227V v 27953,

(Z=d 77 (Levell 725 14384 L) [~juststarting...| 2> 52 5 7 \W5Er, [Active Sessions] D H D
[Refresh] 27V v 27 LTHh%.)

> A7y 713
CyTrONE #7173 %,

o)

% ./stop _cytrone.sh

UETTFAF I ViKbb by,

LETA YA =ABbTICT A7V IEHEDY,
FEERIC CyTrONE Zfifi o CTHE 2 EF 2 BRIZ. 2nZho 7 v 75 LD Users Guide S X 72\,

10. i 2

AKFFaAv T, leyuser] E WS T7HY VY FEERLTED, ZOT ATV MIT [NRRT7—Fi
L Croot MR Ca <y FEITARE] LW IR ICEVIERZ 52 Tnwb, TOTAT Y FDSNRT—F
IR EICE> T (THAY Y PZEREL leyuser] DX 5 7)) FEFHICHHERD DICHEINDE Z &DT
Iz, 2Rz <, GW 2B A v b7 =2 ICEXRN 5 0[gEM2H V. 2D OS _ETlE sshd 23
BELTnd 2 edb, AIER A vORBREGIEFICEE S, LoT, LTOXHICLTRAY—F
FORET ssh ik X 2 IC T2 2@ BT TOT 5, b, T—FiHAk» b ssh TIEEL T 58
B I =PI Re DHFEAEIC X > CTssh TE 2 X S WRET 2 XE LD 5 (Z o7k %ibkT 20
T, ROEERFHRILICL T, BicEbBEzSHI N W),

DT oL GW ETfT) (hRA = v 48ty b7 — 27 IciEEER T 256, FA v vicd
FIRRDIEEZTT D).
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GW% vi /etc/ssh/sshd config

52. #PasswordAuthentication yes
l

52 .PasswordAuthentication no

GW% sudo service sshd restart

Z— WK D 5 GW ICHEFEEET ssh 32 X 5 ICERET 3 fHikld,. LiRoE¥E%

S = .

1T 9 Hil

WL F DE¥E%E AT

user% cd ~/
user% ssh-keygen
user% ssh-copy-id <GW_ exip>
user% vi ~/.ssh/config
Host GW
HostName <GW exip>
User cyuser

IdentityFile ~/.ssh/id rsa

MU, 2 —HiikD 5 ssh T5E. UTo X e iR v

user% ssh GW

o
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