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Abstract

In recent years, all kinds of information have been digitized, collected, analyzed,
and used. In such cyber-physical space, a system to ensure the authenticity of in-
formation is required for appropriate information utilization. In particular, audio
zero-watermarking technology has been proposed as a mechanism to ensure the
authenticity of audio signals. Audio zero-watermark technique creates a detec-
tion key from watermark and binary pattern generated from features of the audio
signal instead of embedding watermark directly into the signal. This technique
apparently embeds the watermark into the signal and uses this key to detect the
watermark from the audio signal.

However, this technique has the problem of incorrectly detecting the watermark
when the audio signal is subjected to sound information processing such as infor-
mation compression and speech coding. These sound information processing are
unavoidable in the process of communication and storage of digital audio signals.
Therefore, a high robustness against these processing is essential. In information
compression and speech coding, information is thinned out to the extent that it
does not affect human hearing. Therefore, the digital signal itself will be very
different, even though the human ear does not notice the change. Audio zero-
watermarking generates a binary pattern from the features of the audio signal to
create a detection key. This is then used to detect the watermark from the audio
signal. If audio zero-watermarking method can generate a binary pattern from
an audio signal that has undergone sound information processing using the same
signal features, it is expected to be robust to various types of sound information
processing. In order to be unaffected by changes in the signal due to sound in-
formation processing, it is desirable to use as signal features only those essential
elements of the signal that are not subject to information compression (important
for human hearing).

Conventional methods extract features unique to a signal from the time and
frequency information of an audio signal and generate a binary pattern using
these features. However, these methods still have issues, especially in terms of
robustness against speech coding. Therefore, this paper decided to use Spikegram,
an auditory spectral representation, for feature representation of audio signals.
Spikegram represents information on human auditory nerve firings and is derived
by sparse coding. Spikegram is a sparse representation of audio signals with a
small number of firing points (spikes). The horizontal axis of each spike represents
the timing of firing, the vertical axis represents the location of firing, and the
shading represents the intensity of the firing. The small number of spikes in the
Spikegram are not only important for the signal, but are also essential for human
hearing. In particular, this paper investigated the derivation process of each Spike



in the computation of Spikegram with iterative processing, and found that the
Spikes are derived in the order of the Spikes with the highest intensity. Therefore,
this paper decided to use the Spikegram consisting of Spikes in the initial iteration
(up to 100 iterations) as the signal feature. Spikes obtained in the early iterations
are the most important of all the spikes and are the essential elements of the
signal. Therefore, these spikes are considered to be robust features that cannot be
subtracted by information compression or other processes.

The proposed method in this study generates a binary pattern using a Spikegram
(consisting of 100 Spikes) derived from an audio signal. The conversion from
Spikegram to binary pattern is realized by a binarization process. If the binary
pattern has the same size as the watermark, the element is set to 1 if there is even
a single Spike in the Spikegram corresponding to the element, and is set to 0 if
there is no Spike. The watermark embedding process creates a detection key by
calculating the exclusive or of the binary pattern generated by the binarization
process and the watermark. In the process of detecting watermark, the exclusive
or of the binary pattern generated from the signal to be detected in the same way
as in the embedding process and the detection key.

Simulations were conducted to investigate the robustness against the proposed
method to sound information processing. In the simulation, a detection key is
created from the watermark (1¥') and the audio signal (original signal) and, and
the watermark (WW') is detected using the detection key from the audio signal
(target signal) in which sound information processing is applied to the original
signal. BER (Bit Error Rate) is calculated from the embedded watermark (1)
and the detected watermark (W'), and robustness is evaluated using BER as an
indicator. First, this simulation used 1-10 seconds of Japanese speech as the audio
signal. The watermark information is a random binary matrix of various sizes.
Low-pass filtering, re-quantization, re-sampling, information compression (MP3
and AAC), and speech coding (G.711 and G.729) were used for sound informa-
tion processing. Simulation results showed that the proposed method can detect
watermark information without error in the absence of sound information process-
ing. The proposed method also achieves high robustness with BER less than 1%
for all sound information processing except for some speech coding. In general,
the proposed method achieves the same high robustness against sound informa-
tion processing as the conventional method, and also achieves sufficient robustness
against re-quantization and speech coding, which the conventional method is not
good at. In addition, the relationship between the payload and the robustness of
the proposed method was investigated. The results showed that the robustness
of the proposed method tended to decrease slightly as the payload was increased,
but the increase was small, indicating that the method remained robust enough



even when the payload was increased. In addition, to confirm the effectiveness of
the proposed method for audio signals other than speech signals, simulations were
conducted using music signals. The results showed a similar trend to the results
for speech signals, suggesting that the proposed method can be used for all audio
signals, both speech and music.

Finally, an application of the audio zero watermarking method based on auditory
spectral representation is examined for detection of speech tampering. The deter-
mination of tampering will be based on BER calculated by the proposed method.
If there is a sufficient difference between BER of the audio information processing
and BER of the tampering attack, a binary decision (tampered/no tampered) can
be made using a certain BER as a threshold value. First, this paper investigated
BER of the proposed method when a tampering attack was applied. The result
showed that BER for tampering attacks such as adding noise that drowns out the
original speech signal, silencing of the speech signal, or changing the pitch of the
speech signal was approximately 2.4%. The BER for sound information process-
ing was about 1.6% for G.729 speech coding, which is the highest BER, indicating
that there is a sufficient difference between BER with tampering attacks and BER
with sound information processing.

Next, to find the appropriate threshold (BER), this paper investigated the ROC
curve and relationship between FRR (False Rejected Rate) and FAR (False Ac-
ceptance Rate) when the threshold BER was varied from 1.0% to 5.0% in 0.1%
increments for the noise addition, zero interpolation (silence), and pitch shift tam-
pering attacks. The ROC curve showed that the appropriate threshold was 1.2%,
while the FRR/FAR relationship showed that the appropriate threshold was 1.1%.
Therefore, in this paper, the threshold BER was set at 1.15%, and areas exceeding
this threshold were judged to be tampered areas, while areas below this threshold
were judged to be non-tampered areas.

The evaluation of speech tampering detection methods against tampering at-
tacks showed that the method has a certain detection capability for zero inter-
polation, pitch shift, and sample replacement. On the other hand, when sound
information processing was applied at the same time as the tampering attack, the
detection capability was found to deteriorate.

As a result, it is showed that the audio zero-watermarking method based on
auditory spectral representation proposed in this study can be used as a mechanism
to guarantee the authenticity of audio signals. It is also suggested that this method
can be applied to detect tampering with speech signals.
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D HED UIERERE T 272012, HDIAALHEFERE, X UDIES 54
FURR—Y BEAERT . DX, HOIAAMMHTERL-HBHRY &, X—
7y MEBLOLERINEZANAL F VAKX -2 BDXOR ZFEL, &2 LIEHRD
M EITS.

MHIAAB L UCMHELHER L0 25 L9512, BEELYETFELLTIEE» LIE
WMEEEZDODDIIHDIATRW., Lo T, AL Z 2 TEENELT S
DR 72 L, FIHARJEEN 2 E R T 20BN, ZD7-0, HEYXYoETED
LB 2 MEHERECEENE 2 M X823 TR, HEEFED LICHREN
HHETITO A TE 3., BEYnETEL LORKRNLGECZ, EEES
DRIEHR D S 5N 2 EEREENH T2 Hke, BEEER» GO 51E
SR ERMEAT 2 5EDRD 5.
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(a)

Original signal Watermark
x(n) Wik, m)

J

Binary pattern
generation

Binary pattern
Bk, m)

Embedding |,
(XOR)

Key
Y(k, m)

(b)
Target signal Key
x(n) Y(k, m)

J

Binary pattern
generation

Binary pattern
Bk, m)

Detection
(XOR)

Watermark
Wk, m)

21: HEYOE TENLOT QY I XA T 75 53D LERD (a) HOAA

JUFE e (b) A5 ALTE,

11



2.2.1 BEESOERBBHRICEBLEAE

EEORIEHROFHAEAAT 2 EEL 0B TB» LIKE LT, Ali 5 24 D5
EEToNG. Al HIF, BHET 2V > ILOIREMEICER L7z, ZOE
T, 5OV IV ZFLDTIDODEITA P L BB X VA
ol 3HFH) OREMEEZEEDMEE L, BHELZAE 22 (GH40) DIRIEHE
MHAEEZ A 25831, FEIZEEIX02 T2 22T, 5 DOV > S ud
H54EY bDOANLFVRR=VEERT . ZNEEEOETOREY > I
WAL, N FVRR—VEERL, B LIERE D XOR ZFHET 2 2 & THRHE
BEERL, ZO#EEP2ED LIEROMHICHWS.

ZoftoFHEe LT, EBEov— (RIEZHEHE) ZESFEE LTHHET
% Tsai DJTIE 25 BT b 5. ZOHETIE, EUDIEBRRBEATIC M
o7 —4H (X)) WXHF5. ZLTEIL—LDRY— FE®PRT
AT 5.

m-+L

FEm)=> m=1,...,M (2.1)

ZDrEx(n)IXMER, LEZF 7L —200H U IAETHD. OFIC, EELEKD
R =% DI RCEHRET 5.

B = [z(n)]? (2.2)
TIMmB, JL—LDNRT—FERD 3.
B
Eope = AV (2.3)

ZIZT, URD X312, ERDEENSRDI-T L —2D 7 —FHEr KT71L—
LD =GR LN F VU RR—Y BEAERT 5.

1 if FE(m) > Egpe,

B(m) = { 0 otherwise, (24)
RRIZ, TONAF YRR = i LERD XOR Z51HE T2 2 212 & D i

ZIERL, ThZE@ED LIFROBHICHW2.

2.2.2 BEESORKBBRICEBLIEGE

JRREIERD> 5/ o N2 EEORMEFHALAEE LTI, &FE7—) 1%
BN G N R Z RS 27715 (26,27 RREY = — 7L vy P EHOH
T B o2 RHERAT 2 5L 28,29 BB o3, £z, Higay
A YWD WINTEE L7 [30] REIERE 2 Y 1 Y BRI INcE-H LA
ERREDDHE. INODHFIETE, FEl 7L — 42 OFFRBMARY M Ld
LESEEO (HEfER) Rz ROl L, 22iEke 372 A8FRCHIEE DR/
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B, =7 AGHREEST, XM FURR=VZ2ARUMBHEZIERT S, Z
LTCZof#EZEE» LIBEROMEEITS.

ZOMDFGELY LT, BT = — 7Ly FEBISINZ B a3 4~ EE H
W3 Z T, BAREEARY MV EOIRERESRED 64 F VK=V BERK
UMHSE 2B S 2 575 [32) 3T o b, ZOHETIE, Lo, F5ER
RIAFE MEDO 7L —24 (X2 b)) ZHET5. DXL, £71L—20DES
WXL TCHERNY = — 7Ly AR TW, ZOH T 2R LURB O BER Y 4
VEWERATS Ik TEWBMREI 2RO 2. REFE R LESN S N7 —ERD
FEER S 7L —LDORFMEL L, 271 —2D0REBMELSHEFEINLZ 7L — A4
DEENEE RN ZITS 28T, N FURR—VEERT .

HEE Y OEFEL LEME, BERERYEREDATRVWI LT, M
RA[REEOMEZBHELTWS., Zhuc kb, BEPYoEFEDL LICIE, EdEdt
ZA L2 TRB LTV, MEBREZICROSTEETENLL LD HREL
FTEHZENTELZLWVWIX Yy v DB, 22T, AMFETCREELYDETEDL,
LEMiZRH L7z, &2 UEROEDIAAE MO A EZHE T 5. £/, B&
Y rEFED> LB 2HEENE e BEFEREOBEBRMEICOERL, AEZITS.

13



E3F AFHARDGE

3.1 MEEE

BEEYnE AL LTI, BEESELE, LERZEDARDDIC, F
Bl in s 2R ER L, ZO#EHWS Z & TED LIEROMH 2 HHF
5. 207D, EE5eMERBE—NOBERTHD, EEROZMCEHHRULEIZ
X BEEOERCICHEEZITIP TV, B, HHEH SHETEbD X5 7%,
7 4 ¥ ZEEBIRIRE K LT 2 BHEILHE NS 2, REHE
INTW3. Lal, BEBYeEFEL» LEMEFALC, B2EE50HENEE
HRT 21213, FEROEECRFOBETHIN L EEUH O EZZIT 5 K
IBITEFEE LRV, Lo T, BELuETFELLOHFETH S, Hilt
FEfE SRS L&, How s HHMUE FRENLESLHE) 1Tl T,
EWVEIEMEASR D 5. —RICTEREN, BEEFSLD X 5 2B EHRILE T,
b OBEEORE (BNTBES~ 23 2R 2EEL, BERICIIETH S
BwAHEE 202 [33]. ZOZeh s, b FOBEKICE o TARENRESDER
BRI OEELZ I WeEZONLD, ZOWMEEERME LTE
FAUANAFVRR=VZ2ERT 2 L5 RBFELXYOETEDI LIETHNUE, HoW
5 B BB L CEWEEE 2/ 25 2 LG TE 5.

ARETIE, AR—Ra—F 4 ko THLABBEEN AR FLVERICHE
HL, t FOBERKICE s TARENRESERZEHALAEEYnETFEr LiEE
RET 5.

3.2 Spikegram ICK SR ANRY ~JLKRIRA

Spikegram I¥, AJIMEBZEMOREEDHAEOETRHT 2 A —2a—-74
VIR EoTHREONZEERBDO—DTH S [34]. Spikegram DEHIZH W 2 KL
JEIZIX, & OMAITBT 2 EREFEREIO A > VR IBE 2RI L BER 7 4 L
& [35-37) Z FHWT W5 72, MR EOBIESRKD X 4 I 2 7 LG, 7%
5 NTHREDIFRZ R 8= 218 (REZRBUTH LABDIFL v ERT) RIALT
W3, ZD7, Spikegram (FIRFfH - JEARBEEEIC BT 2RI R Y P LRB
T Z 5.

14



3.1, HFE(ES /kon-banwa/DIFFEDO—HE, ZIUTH)IET % Spikegram T
H%. Spikegram DHWHZEIILTEXETHD, W OPDEL Fuy b IR
DIEL R (Spike, FEKm) TH 3. Spikegram DM (FFE) 1XFKD X A
IV, fEh (RIED 3ROSR ZRIA L TWa. %7, Spikegram DRl
fRREL, B OREDREE — L TWa 729, B0V 7V v FREBEEICHK
£3 5. Spikegram D JEFE I RAELE, JABEE T EBUIT—H L TW 5720, HER
B R BURIBIEICHE S 5. 2 2 TlE, Gammatone 7 4 /L& [35,38] % H KR
e L Tna0, BB, Yo7V v 7R 2 OFEIE ERBy I
FoTREZF v INEBIHKIFT .
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3.3 Spikegram OFEHHE

Spikegram (%, 3.1 D X512, EIERE g, (t) ZFH L THEBES o (t) Z R 8—
AA—=FT 4 Y7 EDRLEDBDTH S [39].

[e.e]

o(0) = 3 (Ba(t), gult) gult) (5.)
k=0
ZOLE, g FFHED KT - (BE) TH5. £/, FRE() I,
BIE gi (1) NDZEIMER Rra(t) DR TH D, T4 Spikegram TH 5. HJK gi.(¢)
%, ERBy OFriHlE % £> Gammatone 7 4 VX TEFESINS. 1rilE ERBy (Hz)
&, DB f, (Hz) KXo TEX 5.

ERBN(ﬂ)::ZL7<ﬁgg§:+1> (3.2)

HUDJEREL f. 72 +8D Gammatone 7 4 V&1, DIFDOK 3.3 TR I 5.
g(t) = at'™! exp(—2mbERBN( f,)t) cos(2m fot + ¢) (3.3)

ZDrE, t(t>0)3MH, o JMRIETH 2. £/, 1137 4 VEKE, bI3AEiE
B8, o ZNIMHTH 5.

¥ 7z, Spikegram (X 3.2 1T RTEHELHE 70 —F v — FZ2FH L TEEE N 5.
BERE (B INE) &N, ¥ 7V U TRERE Fs 35, &E D E2MRT
BEENE, FUDEBE D Rz 5 HiEiiE ERBy 2% - 72 Kl Gammatone 7 4 )L
RE&$5. ZDk %, Spikegram (IR NS N ¥ > v, EEEOTANC K F %
VAN FES, RETOERIINUTHIEO 2H>. £3, AIES (FUDIFH
§8) 56— Spike ZEH T 272012, &FF D OFLEBEUE REf#Ic > 7 b
L, mRRKDFEKBE (Spike value) T HT (maxk) ¥ X4 > (mazn)
RO B. ZOHFE XA I xBTS B Spikegram _E D FIZ Spike 58 E &
&L, Spikegram ZHEH 3 5.

S(maxk, mazxn) < S(maxk, mazn) + Spike value (3.4)

DXEIZ, BH XNz Spike ZEFUEZZERL, THEHAREEITNEST 22
T, HABEBEENT 5. &I, BAREELIREE» 2N EERIET
%. RIEIMEZ MG 2581%, ZOEDEEIROKBNHICB T2 ANEE5E
720, B Spike ZEH T 2. RKENHOK THEICZ, FTEESOREBNEHE
FHiETH 2 PEMO-Q [40) ZHWS. 22T, HAERESOHEEMA 0.9 L ET
HAUX Spike DEMZH T L, 0.9 %2 NEI2H5E1E, FE Spike DEH & Spikegram
DEFEITS.
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Main

Initialize

(  Initialize )

Input original signal
x(n), ] <n<N

Calculate residual signal
r=x-x’

K < the number of channels

Calculate cross-correlation
A(k, n) = cross_corr(r, d)

Find max of 4
(maxk, maxn, Spike value) = find max(4)

Prepare gammatone dictionary
D(k, k-th_basis), | <k <K

Update Spikegram
S(maxk, maxn) += Spike value

Declare resynthesized signal

x’(n)

Synthesize partial signal
p = value X maxk-th basis

Declare Spikegram ()
S(k, n)

!

Update resynthesized signal
X' +=p

A 4

End

A 4

End

3.2: Spikegram DFIHUE 7 1 —F x — b.
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3.4 RENIEBOD[LIEE Spikegram DREEHR

Spikegram % F1HE 3 2 RO KIGFETIX, —EIOUEEZ ¥ 12— 5.0 Spike H3E H
XNb. ZDr ZORIEMAE Y Spike HMEDERE K 3.3 12773, Hll% KIE[EHL,
HEdh % Spike SE Y 35 &, X 3.3 6, Spike AL, RIEEIEIHE ST LICHE
BEAENTNE BB e b d. ZOMELS, REMIICEH X3 Spike
BESICL > TEERERTH Y, EENEFRILHE SR ELO LS LEER
W% 32372356 ThH, 6D Spike DR A I ¥ Z7RIGANIZL L (HEET
H3) ZenHRFTE 3.

% 2T, Spikegram DFFEIZHBWT, Spike B (IBULH[EE) 22Xz &
% Spike DX A I ¥ IRGFTOMHEMNE (—BER) BESET E20ZHEL L.
APMOEFRESZFEES L L, FESICMPIEMAFSLER LI ESEX—5 v
MEB LT3, BEBILERINEIANAL F Y K= (50x50) &, R—7v
MEBDPLERINENL F VR =2 (50 x 50) DA—HEREFANL. F—
# (MisMatch Rate, MMR) &, BFEEDNNAL F VX —>D 1 DALE (Spike D
NE) X =%y MEBEDAL F VU RR—2D 1 DMBEIZBWT, R—EOAEE
HDHo/2Ey NOFTEBIIA—HTHo72y hOBOEEGLERL, UT
TitE T 5.

the number of mismatch bits

MMR = 100 35
2 x the number of Spikes x (3.5)

EICAR—HTHo72Ey PRI, —2oDAL F UK =D XORMERD 1D
BMTH2. T, RIEEDONLFURE—VD1DOEER—F Y MEEDANAL F
YR2—>D1 DL, S Spike EH—LTVWELDFELWL. 2IhH, f—
BT ZHEMNEDS D 2 By b OFUE Spike B fETRIE X4 5. Spike B &
fh, FN—BEREHE Lz XOMREX 3417 T. ZOMED» S, Spike %
HOTIEY, P—BREIREL 22 ehbh b, UL, KIEREIEZ 21Z
Y, BHXN? Spike MENNILRE I LBRLTVWE 2 EZ S0, FEEDIVN
X\ Spike (X E TEHRILHICHT UMESTTH D, Spike DNLE (XA I ¥ 7 LgFD B
Z LT L, WITHED K =W Spike 1JBICHEETH D, Spike DAIE DAL
LI WZ 2 ERBLTWS.
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0 Il Il Il
0 200 400 600 800
The number of spikes

3.4: Spike B & N —ER DEIA.
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3.5 BHELXOBEFEHILADFHHA

Spikegram M4 T ®D Spike DHT H —FH D Spike 1%, EEZMKT 5 LT, FrC
HERERTH 5. KIEEEE Spike 7 DR, Spike DEL & Spike i EDA—
BEEOMGRD 5, Spike SREEAA &\ Spike DNE (XA I ¥ 7 LG 1%, HE
D/INE W Spike DN BN AR IERUIICH U CHEETH 2 Z e hbhrotz. 22
Mo, RIEHIHEAICIS 545 Spike 13, FHCEEESICL > TEERERTH Y, B
BRRDPFTIEDTERVWARENRERTHL VWA S, LEehoT, TOEW
RBDPONA FVRR=VEENRT 2 LR FEZEEL0ETFEDL> LIEHEHT
AR MDA B 5 & E X, ARIFSE T Spike DEZ 1006 (RIEMEIE D LR %
100[8) 1D, TN EZEBSOFEE L UEHT2 58X uE 7Eh LiEE
889 5. ZL T, Spikegram 2> HNA F VR — U ADEHUL, Spike DEEIZ
X 3 (EZEHIETHEIE T 5.

Spikegram DEFEIZHW B2 HKIX, Tran & DOHFSE [39] Tl Gammachirp 7 1 /L
& [35,38] Z FH\WT %23, R OAER Gammatone 7 4 L X ZFIH L7523,
BEY OB FED LIEOHEBMEIIERICE P27, £ 2 TAMIETIE Gammatone
TANREHWS. 51T, Tran HIEITAF V7 OMERZEEL, b FOHEIC
FRCEZE Y THEINS Spike ZEHT 2 X5 BAELZIRELTWS. ZhZHAHL
LEEYOEFEDL LRI OWTHHEMA 21T o7, ZORR, ~AF 7%
BERLBROVAECHE LI 25, HEMRICEERETIRO B2 o7, SEOD
JITETIZ Spike DIEH ZHTHAD 100 [FICHIR L TW 2728, ZOHPANTIIRF
V7D ER 2 % Spike DBB VN EN—ODERE LTEZOLND. L
AL, FPEEICELTIE, ~RXAF2 7 %2EE L7 Spikegram OFtEEZBRHALH
BYOBETEILIER, YAF U 7E2ERLLVTECHANZIEZPICKEP ST,
BRI DB S S, AR TIE~Y A ¥ > 7% EE LW Spikegram DFHHE % R H
T 5.
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FaE HEERNINRY MNILRKEICESD
WBELYOEF S LE

4.1 REEDLFIEK

B 41 ICHERAIRA R PARFICEDS W HEB LY BT EDL LIEOMKZ RT.
M 4.1(a) (3% VIEIRO M DABLIE | X 4.1(b) 13#ED LTEIROMLUHETH 5.
ZZTE, n(1<n<N)ZEEDOHYTIME, k(1<k<K)ZRBEBOF ¥~
INVHES, m(1<m<M)zREIETE2EI7XA L r0FSLT 5.

HOAAMHETIX, 1ZTDIZ, JFIES 2(n) 25 Spikegram S(k,n) ZEHT 5.
Rz, “EZHALE (Binalization) 12 X D Spikegram S(k,n) 226584 F 1Y o8& —
¥ B(k,m) 24T 5. &EIC, HOAALE (XOR) ZAAHLT, #EH LIHEH
W (k,m) & N4 F VR —2 B(k,m) » S8IEHR Y (k,m) ZIERKT 5. Lo
T, MHBEOY A4 ZEANAL FVRE=V DA Xk xm EFLLRS.

—7, MHUEETIX, %—7 v MEE D Spikegram S(k,n) & X4 F VKX —
B(k,m) ZRHIEH L, K 4(a) TERSNZHRIER Y (k,m) ZHWT, #E»L
TEHR W (k,m) ZRHT 5.
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(a) (b)

Original signal Watermark Target signal Key
x(n) Wk, m) x(n) Y(k, m)
Deriving Deriving
Spikegram Spikegram
Spikegram Spikegram
S(k, n) S(k, n)
Binarization Binarization
Binary pattern Binary pattern
B(k, m) B(k, m)
Embedding |, Detection
(XOR) (XOR)
Key Watermark
Y(k, m) Wk, m)

4.1 IBRED TRy 7 XA T 75 L @D LIFRD (a) HDIAAILIE L (b) 5
AP,
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4.2 BHLIBHDIEIA L& H
4.2.1 EHLIBHRDIEA
B UIEHRoEDAAE, UTROFIEH > Tiibh3.

Step. 1 z(n) 25 S(k,n) ZEHT 2. ZDr %, Spikegram ZEH T 3 [EDKE
[EIENZ 100 B 2 5.

Step. 2 S(k,n) ZRHEATANC MEDE 7 XY FTHEIT S, 7 X2 MAIC—5
T® Spike GEERER) DL, O/ X b2l L, RIFAUL
053, ZOMEEHIIHIC X > T, K4.212R-3 &5, Spikegram
S(k,n) DB FVRE— B(k,m) ~NOEHEETTS.

Step. 3 B(k,m) & W(k,m) DHHAYEHEEA (XOR) ZEIHEL, Y(k,m) Z2155.
DX, W HNAFVITHITD 5.

4.2.2 BhLIBEHROEH
B UEROMANE, MTFoFIEICH > Tiibh 3.

Step. 1 &2 LIEMEMRH LW R L2 X =5y MESZ z(n), HDALL
BICIE S N Z Y (k,m) &5 5.

Step. 2 HDABLIHEIZEIF 5 Step. 1 L FIBRIZ, S(k,n) ZEMNT 5.
Step. 3 HDAAMIIZEIT S Step. 2 RIS, S(k,n) % B(k,m) \CEHT 3.

Step. 4 B(k,m) LM Y (k,m) ® XOR ZFtH L, &) LER W (k,m) 2
2.
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N
o
S

Spike value : 0.7, (maxk, maxn) : (1, 2)

_ o]0zl 0o]o0]o2 0][0 01 0/0/0]0
ié’oooooo.(soo 0.3/05/ 0| 0
2
o
g
<
=
@)

0/ o/04 0]l0/0/0]0 0/0[0]o0
Time sample
(b)
. 1
S 0 1 1
g ;
=
(e
o)
(e
o
<
5
1 0 0

Time sample

1.2: “AEZSSULFE ¢ (a) Spikegram & EHHSEHND (b) N4 F U AR — .
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4.3 ENEDIREE

REEZHNTED LIEROMDIAA L HEIT-7120%, K4.31RT. BE
FIZEY V7V O TP 16 kHz, EER2HOBMHERZHW:. BHER
DFFENEE S ICEARKEDFE S TWBIDEALI ] Thotz. T/, B
D UIEHRICIE, K43 D4 F VBB (50 x 50) W=, &5 LEREED
AL 712, JFAEE D 6 Spikegram ZEH L, Tz fEEHT 5 Z L TKI4.31
IRTNA FURE—Y BPEREINZ. W e BDOXORZEIETZ 2T, K
BEMMER XN, BBAEICHWS X =57y MEE%, BIE5I1C MP3 EMETS1t
PHRELIER L7z, R—7%7 v MEEH 5 Spikegram DEH, —(E{LZEHLULE 21T
B' AER XNz, HOIAAITIER L 7= Y B D XOR W2k D, &2 UG
WW' PR XN, WOIAAZED, UFERW I NEL LIERW 205,
MP3 JEFETF S X 2 EEEIEEIRTIZ, ELLIBE» LIFRERE T/
Zenbhs.
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|
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=
23
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)
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4.3: fRRIEZ OO MDA A L HH DB
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FrE HEERNIANRY MNILRKEICED
W=BELrOEF S LED
=2 fi

5.1 HH

AEITIX, RBEOEME MR T 272012, KITHIAT 2 51ET, EErtEs X
OMEFREOMMZ1T 5. EEEOFETIE, FERUEIHEINEEI,
B LIERE CNETELLRHETE 20 WO BE T Z1TS. Cor &, &
BRI O E L 2 TEEICED LIEREZMETEX 2 e EE LY. MENE
WEOFMMTIX, FEESICENZITOEL UIEHREHEDIAD L), £/-F0L
XOHEBMELTEZER LM EZ1TS. MEBREIIRZIFIUIRZIVIZY, ARG
WrErEHHICHDAL Z B TEL-0EHEICED. LarL, MEBREEZ KX
QL7 2IEETENME R T 2 X2 BRAEFLEE LRV, Lid-T, RBEE
DOMEIEREDFHETIX, FOREXDATKR AL OBBREDERT 24
b 5.

5.2 Hik

M43D7 0y 7 XA 7275 A>Ty I ab— 2TV, £REZIHET 3.
HOAAIHTIX, FEBERIGEESIO/BONIANL FVRE=VE &)
LB TH 254 FVEIRD XOR ZEHE L, MH#E#EZIERST 5. MHELETI,
£ 5.1 DEFEMUHEIHEEINTR =7y MEaELr LA F U=V AR, H#
DIABIEECTIERR L 7= MiHig & D XOR Z3FHE L, N4 FVEREMRET 5. o
THHINZE Yy FoRUE, DAL FVEGW &, Iz AF Y
Ef W O XORFERD 1 DR TH 2. ZOMEEM - T, N FIRREHEE
B LTEREMH T E 02 IS 2. £7-, MEBHREE, 1PHOEEES
Wy b DIEMEIEDADEZ0EFHEL, T ZomEf@tte » IS 5.
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5.2.1 ¢

TEEME DRI H W 2 BB O—E %2R 5.11F. £, EIFHRUHE D
SNTREEVLZDEEX—F v MEB L RDZMTIHMEEZITS. DFIL, K
P EBEHRLEE L Ta— A7 4 V2B e vy 7)) > 7, BE N 2
FHMEZATS. B— 28R T 4 VR DS v b A TEFEBIZS kHz 2T 5. VP>
YL, T U IREEEE 16 kHz 525 8 kHz 12 RIF 16 kHz (2R § UL
¢, 41 kHz 2 B TH 56 16 kHz SR TUHO M TH 5. HEHLD, &1
k¥ MR 16 bit 225 8 bit I RIF 16 bit IR TUF Y, 24 bit 1IZ EIFTH 5 16
bit IR IO —FEHTH 5. wiRiC, BT EHEFE N3 27z 1T
5. THEREMEICIE, ¥y bL— FA332 kbps, 128 kbps ® MP3 & AAC [41] %
w3, FRFSIE, S PCM ZFH L= S5 LT H 2 G.711 [42,43]
¥, CELP FRIcES< G.729 [42,43] Z W 5.

MEEREZ AT 272012, UIROH A4 X T EIE) 2FOF V ZF 4N
4 F VAT Gr 1288 2&E» LIEHRE LTHHT 2. 7 X34 FVTHIE,
0L 1MT UV RLCEEINATIITH . Tz, THBIFRRBECBISF v %
WK, 037 X MM ISHRIB S 5.

o 118 (5% >80 : 10, 20, 50
o FIEL (27X > MO 1 10, 20, 50, 80

REBEOHFMEEHEER T 272012, FEO Y —IFHICEH LA (FEI) [25)]
Y, BEY = — 7Ly PEME B Y A VA 515 5 0 5 A EIERICE H
L7z DWT-DCT %) [32], A ~F ¥ —F 7 4 LRV [35] 12 & 25
RARY S ARBNCED L FE (GCFBE, XAHRSR) & oSy UTHA
95.
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# 5.1: REEOHEEME A H T 2 FIH RO o

Label Signal processing

NOP No processing

LPF Low-pass filtering (cutoff frequency : 8 kHz)
RSMp  Resampling (16 kHz — 8 kHz — 16 kHz)
RSMy  Resampling (16 kHz — 44.1 kHz — 16 kHz)
RQZp Requantization (16 bit — 8 bit — 16 bit)
RQZy  Requantization (16 bit — 24 bit — 16 bit)

MP33, MP3 (bitrate : 32 kbps) [44]
MP3;25 MP3 (bitrate : 128 kbps)
AAC;, AAC (bitrate : 32 kbps) [41]
AAC 5 AAC (bitrate : 128 kbps)
G711 G.711 (Fs : 8 kHz, log-PCM, p-law) [42]
G729 G.729 (Fs : 8 kHz, CELP) [42]
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5.2.2 FHEIStE

FEEVE DFHIFEENCIX, AR (Bit Error Rate, BER) Z W 2%. BER(%)
X, MHXNWZEDL LEROETOE Y MZBWT, #HoTHiianizEy M D
HEERL, LRONX 5.1 TitEaIN 3.

the number of error bits

BER = x 100 (5.1)

the number of channels x the number of segments
F7e, MM hi-vy FoBE, B2 LERW & W O XOR Z3tHE LKD %
CEMTES. HDIAARE Yy R0 THRHEHEAZEY D1 DL &, T3
DIAATZE Yy T TR SN Yy 0D E 212, XOR OFHEMRIZ1 &2
5. LIkhoT, @ity AW e W OXOR %2FEL, ThE Er35Y,
ED1oty FAEHE y bk 2.

E = XOR(W, W) (5.2)
72, BEDLUEROMDASL RHBOMER) MWFIIUTTERE 3.
K = XOR(B, W) (5.3)

ZorE, KM BREEBEEE»LERINZIANL FYRE—2THS. XOR
DB S (5.3) 1IZLTFOK (5.4) LAMEE WZ 5.

W = XOR(B, K) (5.4)
X5, & UEROMBUIIL, U TERES.
W’ = XOR(B', K) (5.5)

WS S N B UIER, BIZZ—7y MEBD BAERESNE A4 F U A% —
VTHE. (54) & (55) 25, UTFORPE»NS.

XOR(W, W') = XOR(B, B') (5.6)
(5.2), (5.5) D>HLURHIE D LD,
E =XOR(B, B (5.7)

L7z3oT, EZ@ED»LERW, WEHWSEZ R, "M FUYKX—-V B, B
POBEARICHETZIENTES. 2O ehs, B LEROBEKEZ, &
D UBERONRIMIFET 5 Z e %L, BEPLERINEZANAL FVRZ=2ITXo
TRZZZeDbhs.

MEEHRE (Payload) X, 5 1570 DHDIAA bt TH B0, LR

DA TIHET 3.
the number of total bits

signal length
PAETEHRE DHALX bps (bit per second) TH D, 55E (signal length) DHAL
BHTHS. LizhoT, 5HDESICHDIAETNIED LIEHRD 50 x 50 DA
X Fio%E, WMEFREE, 500 bps 72 5.

Payload = (5.8)
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5.2.3 T—2tvh

WMRE B ZEFREZICE, FHEGEERALTER 2 — X [45] 226, BLHK 50
%430 GH1004) OFFESEAHTS. BFEEREEIN1~10/, 7Y
> REIEH 16 kHz, B LYy P16 bit DE INMEFSTH 5.

5.3 ER

5.3.1 TEEMEICEAT 3FEMDER

50 x 50 DY A R = FO0FED UFHE HWIGE0OREE5.2ITRT. Zhzh
@ BER OfflZ, 100D EFFESIIHT 2 BERAROEETH 5. KR 5,
JLERSEE USRS B W TIRRIED BERIZ 0% TH b, iR E» LIEREMHTE
3 Zenbhroiz. Fz, EBRIIERFICHN, 2 ToHFBERUHICT L BER ©
EEPMED o7z, FETHHRUHEZ 212, REEOMRE L IEREDRERICERREZHN
HBDPEHFANRDT=DIZ, 5HOEEKELZHNTYY KA v b =—D UREZIT-
7o, BUEDHR, RBEEIR2ToOFHHRUWHIIHN LT, FEEBLXEDWT-DCT i
WHARNEEIZBER MEWZ e 3bhotz. T2, #BREITI GCFBIEICHR, n—
PRRAT 4 VAR, )Y > > (16kHz — 44.1 kHz — 16 kHz) , AAC (128
kpbs, 256 bps) %[ < £ TOEHFHEMUI K L THEIZ BER 2MED - 7-.

DEI, REFEOY A X eFo2ToED LEREHVW: 20fEERE, £5.3
WRT. ZREND BER OfEIE, 100 HOEFESIINT 2R, +4 X035
72 % 12 FEDED UFHHRISN T 2R 2 MEK L TWa 729, 1200 #D BER OF
Y TH 5. NFELSLMFICBWTBERIZONTH D, #8545 EH» LS B
SNz, MOMESEHTIE, G729 BREFFSLER TXRTOMBIZ LT, BER
DN 1% % NEl - 7223, FricHEEFIb (16 bit — 8 bit — 16 bit) , KL v k
L — FEMED MP3 - AAC (BT , G.711 - G.729 (HFEFTE{L) &M
FEERIE, MO MIRSAICEER BER O 03E 0 - 7.

PERTE & PHEE U CHRRIR, BT % R < £ TOZEHRLHE I L BER D
SEEDREI-TED, FHZ, [ERIETIIEZFIC BER B Ed o -BHE L (16 bit —
8 bit — 16 bit) , G.711 HEFELTE(L, G.729 HEEFFE{LICH LT, BER O KIiEx
KRBESN. AT, V3> 7Y (16kHz — 8 kHz — 16 kHz) (B L
T3, BEROKERE BRSNS T2, vV KA v b =—D UMREDFHER,
REEZO— R 74 VKN, V3> 7Y v 7, HEHL, SEASeL
T, FEZEB XU DWT-DCT {EIEARNEEIZ BER BMEWZ e 23bhof. 56
12, RBIEZ FEEICHAN, MP3 (32 kbps) &0 L THEIC BER 2MEWZ 2 B
Doz,

BUT, ETOREIPOLRDZ Ebh ol IHELLGEOREELS, S1E
WLEDEX N2 W WGE, IBRBGRELRLSE» LEREMETE 3. £z,
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0— A7 4 VRS, V3> FY v 7 Ba A LoFFIcBWT, BRED
BER Z7E2KRIED BER % NEl-TH D, EEREFIECRIE L Ao oS E#RL
iz UEWEBEEE T2 2 e hbhrolz. X5, G711 HEATE(L, G.729
BB 25805, (ERENEF L T2 ERFEICH L THEERE
EEWEELEE T 5 Z b ho T,
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7 5.2: HIERUEEIEL - EH 550 M S =D LIEERD BER (%). 50% 50
DY A4 X%FoBEH» LSRR W & X ORGR.
Label FE [25] DWT-DCT [32] GCFB Proposed

NOP 0.000 0.000 0.000 0.000

LPF 0.012 0.011 0.003 0.002
RSMp  0.895 0.393 0.302 0.014
RSMy  0.024 0.009 0.002 0.002
RQZp 2.402 2.443 1.093 0.213
RQZy 0.000 0.000 0.000 0.000
MP33,  0.965 0.908 0.873 0.480
MP3gs  0.187 0.210 0.221 0.144
MP3125  0.064 0.040 0.035 0.026
MP3s56  0.065 0.039 0.034 0.028
AACs,  0.700 0.699 0.778 0.385
AAGCg  0.174 0.164 0.158 0.125
AACs  0.126 0.126 0.104 0.095
AACy6  0.126 0.126 0.104 0.095
GT11 13.885 13.834 0.429 0.411
G729  22.690 22.414 4.942 1.074
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R 5.3 BBz L =B F 55 oMt XN iED LTERD BER (%). 12
DRI 5 Y 4 XefioBEh LERE W & & DRGR.
Label FE [25] DWT-DCT [32] GCFB Proposed

NOP 0.000 0.000 0.000 0.000

LPF 0.005 0.006 0.002 0.002
RSMp  0.886 0.279 0.547 0.023
RSMy  0.022 0.003 0.002 0.001
RQZp 1.208 1.228 1.336 0.281
RQZy 0.000 0.000 0.000 0.000
MP33,  0.703 0.659 0.954 0.609
MP3g¢,  0.145 0.129 0.232 0.189
MP3155  0.038 0.022 0.039 0.040
MP3s5  0.039 0.022 0.038 0.040
AACs,  0.486 0.485 0.913 0.523
AAGCq  0.127 0.124 0.178 0.154
AACs  0.084 0.084 0.132 0.119
AACys  0.084 0.084 0.132 0.119
G711 2.094 2.225 0.638 0.496
G729 10.584 10.281 5.309 1.640
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5.3.2 MERBREICEAT BHMEDER

5.11%, & LEHROY A X (MEFERRE) 2238 2D BER OfE%E
Try bLERKTHS. ZhzhoFurey bR, 1 D0EFES, 1005
D UEHRICN T %, 2 TOEBERIEZEATO BER O FIETH 5. FRRIEDH
R, MEBRELZHEPLT L BERD LR T 2HAZRL, MEHHREL RKD
= BER bERADEE 72072, ZORER2PS, RBEEIMEHFRENIAKEL LB
ONFEBEENME R T2 Z e RB XN, BERIZBRATSD 0.5%% REl->TH
D, MEBHREIKEZVWHETH T REEEZR-TVWE Z bbb o,

PEREDRER L IR THREL, SFETEDBERDIIESODENDL, DEL
TBERDMEWZ &b h 5. ZOL X, JERED BER DK Z K HEBELHINT
W3 EIICRZBZERIK, BEEAFE (G711, G.729) I3 2RO E L &
Z6N3. Ms1o7ay b, 2 TOEERIEDOEREDFIEETH 3729,
PERIEIZEBWT, OB HEHRUHIZ EENFRCEH HRFSLicnT 3 % BER OFHRDE
MolzZ EHMERL TS,
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BER (%)

® FE
e DWT-DCT
T . GCFB
® Proposed
3 B . [
. s .
°
2.5 B . . .
° ‘. 1
PY : ‘ [ )
2k ® H s o0 8% o °o
Y ' [} [ )
e° [ % ™ °
o o% 4 [} s % o ° ° s
15+ s 58 LTI o8 .
$2% w0 o s . ©
. : 1 ... e () : ‘ L]
1 [ ‘ . [ .
o o°® ¢
05® C o
o © “. ® o o o
° o ¢%%
|0 moowbvadhan, @ o0f TS S
400 600 800 1000 1200 1400 1600 1800 2000 2200

Payload (bps)

5.1: MEIE#E L BER OR%.
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5.4 BRESADEHE

RREDPGHEEESR I TR EBESICHAHTE 0 2HET 372012, RWC
R ERET — X X=X [46,47) DBEIESTHWT, BHES  RkOEEN
FHiiEfT o7z, O E, BERESEZ I Iy, V¥ X, HERGERY SR, Gk
Ry TADEY v VLpb 4D, G116 DXEAEEIRL, HHo—% (EX108) %
FA L. BERESOY 7Y ¥ ZJEERIE 44.1 kHz, EFbE v FEUII 16 bit
ThHY, FYrALBITDORATLANLSE FNMCEBR LB L. &2 LIER
W2iE, 50 x 50 DY A4 X%2KFD T U X L4 FVITHIE AW,

FHMIDFE R Z R 5.4 1T, fERI S, BEREIT G729 EHEFELZERL T
FIERUIIC LT 1% % REZ Z e bbb ofz. X 51T, 50 x 50 DY A X%
OB LEREH W ZOFFEEICNT 2R EEMIC, £ ToFHERIL
o LT, $28R7%0 BER IIMEKIED BER # RHlo 7. 2o DfER2 S, 12
RIFERBFESEI TR, EREBRXHTCEHATLZIENTE LI IR
Y (A
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K 5.4 BIERLHZ ML 2 E5RES5h 0B SN @E0 LIERD BER (%).
Label FE [25] DWT-DCT [32] GCFB Proposed

NOP 0.000 0.000 0.000 0.000

LPF 0.408 0.225 0.013 0.000
RSMp 1.320 1.065 0.413 0.000
RQZp 2.655 2.675 1.453 0.020
RQZy 0.000 0.000 0.000 0.000
MP33,  2.503 2.483 1.523 0.303
MP3gs  1.320 1.293 0.863 0.200
MP3195s  0.268 0.238 0.293 0.043
MP3s56  0.040 0.035 0.045 0.005
AACs,  3.598 3.525 2.615 0.515
AACg  1.658 1.693 1.365 0.223
AACs  0.520 0.513 0.480 0.080
AACy6  0.320 0.290 0.288 0.035
G711 21.703 21.823 0.573 0.165
G729  23.783 23.920 7.470 1.110
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55 &%

REEOHEBMEFHMH ORISR, &, ZHEBEZITS. 7, BREVFREM &
RIS U TEWIEETE 2 R L BRI 2 EE T 5. (ECRIETKERFETH-
72 G729 ERFFERICA 3 % BER OFERIX, FEREICBVT1.64%TH D, TH%
kM2 BRWRERZE 572, G729 BREFFES{LEH L TWw5 CELP fF51ki%, A-b-S
(Analysis-by-Synthesis) {EIC X D EEZHER LKA T 255 LTH 270, fF
SEESRRES KX B2 L3, LrL, FFEESFRESX Spikegram |
TIHELWEREE 2D, ChAPRREOBVHEEBECHFS L TWSEEZILNS.
X BT, BEEERIRICLER, 2 OFFHHRUEIN L TEWiEEE2 R L &2
FTHNE, N FUIRR—=VDERFETHIEZOLNS. ERIETIX, N4 F
YRR =V RAERT 572012, BB ESOREZES2RORH L iR L —fE{t
T3, ZOrE, BEMUHICX2EET, ThZhoHEEORMIZT TR
{, MELLB2EE52EKOREDBENLTLES D, N[ F VK- ITHEE
P Z NS B, — 7, IRRETIE, HEE5HND Spike DEHET _(E{LT
57, WP X 2B RZ1FTd, Spike DHE X ZZ(L LRI IUIME R L B
PUEREMHTE 2. CAPRBEOEHVEBMEICKELFE5LTVWEEEX
Hbb.

DXL, MBEFEDOLHEIZOWTEREZITY. BEFEIZ TR TOEHEIRULEI N
LEWEEEZ R L—AT, o023 EHEWULEICNT % BER 22T 0%I12X
TETVRY., REREOHEEMNZ X H5I2MLXE272DDF030 DI, Spikegram
MHNA F YRR =R T 5 EEHNHICH 2 EZ 505, SHORESE
ETIEE XY FAIZ Spike BZ—HTH HAUX L, RIFNI0 & Lizizd, 7R
> FND Spike 1= Spike BMEEEE L TRV, L USHTMEUIE T, Spike
MELIZWERZZI TR, FELTHHEINNZI WK S RIGATTHIUITERD
152240 2 AIREMEDYE V. L72A35 T, Spike DE (BEESR) mEEZEREL /-
TEESIE R RS 5 Z 8 T, Spike PFEL TWTHIERTEMONRE 725 X
SRBEREFHR L, X VHEEBREEYOBETFE) LEOEBRIHPEFETES. £
7z, Spikegram % HRIEH E AT Z T, HifE L TOREERMHALNA FV
RE—VEERT 2 X5 HEBNHE S e T 208D 5. Bk GEE
LT, ERERCNT2E0EFED LIE 48] #BFIC, HIRD T2 AF ¥4y
Mz THWsRE2 R —h L NAf F U REZ—2%FIH L, Spikegram 72684 F-
VR — VBN T 5 (HEHNEE R YN EZ O5N5. B—hLNA F Y o8&Z—
YT, AEOE Yy b2 OKNEEZRD S, BERORFTPLREERETE 5729,
JelZaR Tz Spike DELEECHERE D ER T H N TX 3.

RZIZ, B UBEHRICOWTER TS, SHENIE» LIERYE LToNA F Y HfR
ZHAWTWS 23, XORDMWHE L, FREBSPOLERINEZ AN, F Y RR—V X—
7y MEEPLERINEZNAL F YRR —URFE LTI, B LEBRIXIRZ R
SHHETES., Lo T, 2O EDOAAL FVEBRE, £T0H25WE1 DER
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THHEBEEIIIEELRWEEZONS. £, B LUBEROIGTEII AL F
RE =Y DRICEE —F L TOAUIRRE R S HDIA A B A[RETH 5 Z L
5, HW3#&ED LEBRIEEBGEDINCS, XFa— FEFHLXFIERES{E LT
=IOy MY THREITRN. 9%, BEFEICBVWTIE, By MR
DIFTRETEZHERTHIUL, HOWAREREHEDIAL LN TES.
RZRICBT 2 WEFRE & EE o RN 2 570 U 724558, REEITMEER
EHEPHEPTE BERD LR TAMHEAIDND 2 Z e bhotz. LA L, IBRED BER
FERIE, ZELT (X502 ) 1EREL D BRI o7, FERIED BER
RiIFoo02nKEL, TRREEBESZDHDDRHE (BEEESRHFORHE) 12
HEXNPLTVWILEZRBLTWS., —HTRELOED/NIWVRREER, 5E8E
SORMEICHEERZITII W bbb,
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F6E BENSABREADIGH

RRELLEEL0E B LIEDOSHE LT, BFRSAREZHAAS. AiE
WCBWTRRIER, HWEME/ SEEF5 L0 XS hE5FHRlEzZ &, HeRE
THHRLENN L TEWEEEZ AT 5 2 LRI . REBEEIBWTEHEERE
SO AMBER TG, & LIEROBHERD 3T 203, HETAKRET
VR ES A GHIFERILE) (20 2R RS TwWa o, Z
DR D BRI EERLIHETIZR S WS ABBITER T 2 D02 25D T
WBEHEZDLILNTES. DFD, BRRIC LMD H#fD, HSAKE
DEESPUSANMNBELRE 2R T 27-0DEE LV M Eirb.

6.1 HEENIRI MNILRBICESWVW:-FELOEF&EH
LiEDOHRIAKE|ICH T 3 EEERAE

REFEO S HERUEIN T 2L ATE CAMM L7z, 2 2T, #REREON
XAWEBICT T AEfdEtE (st ZiET 5. IBREEHVT, BIEHRLE %
HL7-EBES»OMHEN 25D LEHRO BER &, RIAREZ L - 521EF
S I N5ED LIERO BER ICHHIERZN D 2555, H 2 BER OfEERH
He TARIAHENARETH . WXARBEZHLI-2—7 v MaB»HETE
XN 5 Spikegram &, FEESDOFHA I3 Spikegram I KX B b0, £
MENDZANL FURR—VIZHRKERENELD. ZOME, WXAWEREL
7= =D BERIZ, HIEBUHEZEL-2 2D BERICHARKEL E Z 2T
IND. 22T, AXAKRBEZLI-EHES (=7 v MEB) ot n
%iEH UIEHD & BER Z RomEf@t: (Wagstt) fHiiziTo72. Zor %, HH(E
B2, FIEHRUEN S 2 mE@ I W e F Rl e A L TSR R W .
72, LFOBXAKEENRY L.

o MEFAHIN (SN EtAs 15 dB, 0dB, —15 dB)
° @Dﬁf’aﬁ
e v F 7k (=20%, —20 %)

MEETINCIX, SNEEAI15dB, 0dB, —15dB 723 Ko icHah Y 2 EE =R
FRIms 5. EamiEcl, BEESORIEZESTOICTS. ¥vyFT 7 T
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¥, WORLD [49] (D4C edition [50]) ZFHL, JRESD 0 %2 & (0.8f%) , L&
" Q2% x¢¥5.

FERERGCLITRT. HER2S, SN 15dB & 0 dB OS2 RE,
REBEOR I AKEIIN T 5 BER ITEHHRUHIZN T 2 BER Z K& < L[A[- 7.
TDZ X, IRBEEISERLHICH L TCIEETH D, WXAKBE I LT
MigsTdsr e BZmMBLTWS. FICE Yy F ¥ 7 MXf LTI, Kasorn & [23] D
FERICITEP R ND DD, 35N TR AR o, —FT, SNEAI15dB D
MBI 2128750 BER O#ERIX 0.5%% REID, Kasorn & [23] DRI
HARKELS RES/. 2205, MMXNZHEENEBIHL TREL WIS,
HEZINZ THRBETITHBICE) LFRZMHTETLE S Zebho 7.
L L, ME2EEREBEORIAICHWIES, 3R EDHTENEDNBEICH
BEAML, HENEZER (B2 VIEEHMTREIC) X85 X 5 RIREIEE X
N5, Zorx, —FKIN, [TNT2HFIITOEEID DB TAREVDDICT
2rEZLNG. £6.1DFERNS, SNEEZETIFTWS MErKkE{T3) &
BERIZ ER L, F:Z-15 dB LTI BER 3 35% 2B A 2R e ko TW\WB 72
B, TOEEZHPEHT LI BRMEETTHORS AR LT, BEEE 57
RIS EE TS Z e b b.
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% 6.1: WXAWEBZM L G HE50 oMt %D LEIRO BER(%).
Tampering attack BER

Additive white Gaussian noise (SNR:15 dB)  0.34
Additive white Gaussian noise (SNR:0 dB)  0.83
Additive white Gaussian noise (SNR:—15 dB) 3.82

Zero interpolation 2.39
Pitch shift (—20%) 3.77
Pitch shift (+20%) 4.01
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6.2 WETADHEICAVZRHEDHREE

WX AREBITT S ZEE MR T U 72ASE, i ABERICN LR RIEITMESST
HBZehbhrolz. IBEBEEHOEWIAMBICIE, BHIRZED» LERD
BER OfEZHW5. »% BER OfaZfE L L, #tHE N7 BER 23EEZ L[F] -
TVIIHZ AR TH 2 HEL, FE> TWIUIIFRSAEEHET . Z
D EDOWMUIZEMEEZFHEST 3. ZUDIZ, BER 22L X ¥ 7/- & =D ROC hfF
oY BEZ RS-, MY 723 BER %2, 0%5 5 5% % T 0.1%% A TZ1L
XE D ROCHIENAKG61THS., o s, i LoSEE (0,1) @
FEEEDSRIEICI: 5 2D BER 23Rk, CheRELMEE 5. ZOE, ROC
D 53K ¥ 2 iz BE (BER) &, 1.2%& & o7.

DEIZ, BERZZtLXE/r ORI ARMI L% (FRR:False Rejected Rate)
Y, WX ABMHEE (FAR:False Acceptance Rate) 2» HiiELEEZ KDz, X
TARBI LRI, EBRICIXRSARERTH 2580 %, IFUASAEFTCHEL -
HETHD, AXAEBMERIZ, EBRICIZIIERIAETTH 280 %, WX ALME
FiCh s HEL-EEGTHSE. Biir7? BER %, 0% 5 5% % T 0.1%% A
TELE B EOMRIPKG62TH2. 2D E, {xFEEDE (BER) B
% FRR & FAR OZE%ZK®D, Zhdm/he 742 BER ZaialaMHEE 55, #R,
REZEME (BER) X 1.1% &7z,

TODOHETHRELRBEE RDIER, BERIZ1.2%E 1L.I%BEHSTHS
PRENTZ. 2206, RXAHEICHWAEMED BER X, 1.15%E 5 5.
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6.2: BfE (BER) Z2Z&{tX ¥ EDRIARBI LE (FRR) X AEMK
H#* (FAR) .
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6.3 BERIIARLEDBRK

RRFEZHNHLEFUS AR, UTFOFIETITONS. £, WXSAH
EREFRES1IHIEITS. 2ot E, -7y MaSRBBI A S NAlHEMt
DBHZEFESTHY, & LFEHRW BN 35,

Step. 1 MHEEZHAWTEL LUIERW ZHHT 5.

Step. 2 W & W' ® XOR %3 HE T 3.

Step. 3 Step. 2 DFERN S, 1#H7-b D BER i HT 5.
Step. 4 BER 2’ 1.15% & B -0 2 W A BT L HIET 5.

6.4 5T
6.4.1 HH

BRWIAMETIE, HXAREMZRAZ S WSAEFRCHETES Z e
FLW. =T, WASABAMEHE LD, ZDHEDRD TH o TIEERDA
V. ZIT, BREZHHALEEFRS ARBEOBIHNAE 2, E B X K IERM
MoBlR D SFHES 5.

6.4.2 HE

AL EDOEFEES (FEE) ©0F v X LSGERIN: 1 REZNRICLLRO®
XAREBERL, ZhEX—7ry MeEr 3 5. RESLEILUERW »SIEK
L7 EZAWT, 2—7 v MEELLELLUIERW 2B 5%, HOAAR
BIrLUERW &, HXINEZW OXOR ZFHETS. 2ok %, XOR OFERD
1Oy bBHED Y b THZ. W e W DXORER,2S, 1T LD BER
ZEIE L, BIME1L.15%IC X D XX AR IERSABFIO =2 7 RITHET 5.

WX AREBIZIZ, UFEHAWS.

o HMEETAN
£ v A

PyF>7h

B SIVE
IR Q)
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MEMINMC X 2KEL LT, SN -15dB %22 X5 IcHal Y 2SR E
ABEFMAING 5. Lo Tld, KXABROIRIELZE£T0IT 5. EvFoo
kT, WORLD [49] (D4C edition [50]) ZRIH L, XX AEFO {0 % R (0.8
i), A (1265 €5, ¥ IVERTIE, EFEMY 7 b VOICEVOX (©
2021 Hiroshiba Kazuyuki) ZFH L, &R EH CRE A2 > I VBT 5.
ZDrE, XHOEELFAYBARBETHOERZIANCEE LD, STROKRH
EEZDLIETHENEREXICT S X5k, HENELELT 29> T ILEK
Zi795. YIhW DY Tld, WXAERZYIDED, US> Iredlhishi
DTN 5 7.

FHIFERENCIE, MR (Recall) &% (Precision) , FH (F-measure) %* H
W5, MR, ASAEFREZEL S XSAERE PRILAEIEGTH S0, &
XAMHEREEDHEH D HFHMETE 2. MHRIILIRTHEINS.

TP
Recaﬂ = m (6].)

WXAERGEE T8, TP (True positive) ZZEFRICHXAERTH H XX AE
FreflE S N7z, FP (False positive) I FFEFRITIFIFRXAERTH 212D
OIWIAE X728, FN (False negative) 1 IEFRIIIH X AFETDH
BZIHEOLTIFNXAEFRE HIE SN -ERT. T2, HERIE, AIAE
i HIE LG D EEBRICH S ABERTH 2ENETH 27D, ENZFIEL &K
TAHIENTZ S0 (F§E) 2RITHEETH 2. HERIUTTEIHEINS.

TP
TP + FP

FEIIMEREBEERPHEINLZETHY, FL—FF 70OBRTH M=K
CHEEROME R FRICEHMET A Z 2B TX 3,

Precision =

(6.2)

Precision x Recall
F- =2 .
fueasure x Precision + Recall (6.3)

B UIEBRIZIE, 50 x50 DY A ZZ2HF0 T ¥ X LA FVITHI WS, F7z,
BREEBICE, RREROFMEICHWHEGA LTEROF 25, 4B E (B
#2040 OFFEEHWS. X512, FERUHEIHXNZ5EORE AMBE
RENOIAET 272010, WIAWEBICINZ, MP3JEMEFFSE (32 kbps) BX U
G EBEHME b L-EHEEr»D, AXAMEEITS.

6.5 FER

EHERLEEINZ S, AXAREBOAZRLT-40 DEFREE»H, WX AMH
PiTo7- EOMEERE2EK 6.2, HEEXREEK63, FEZFEG64ITRT. MHEZ,
SN, yFoo b, UUDWOIIHLT0IB Lotz e, U VE

20



U 2HERDP R BIKL 0.75 THh o 72, HWAERE, MEEMME IO ED XL
T04%Z FEBFER ol £, Yy FLEfui 0.7 EofER e
“h, EvFII7bDA0ILUETH 7. FHEIIZ, EvFo7 MIHLTERS
FHZ2MHT 09 2BI 2BNI-ERE 2o/, OF X ofllB LU Y I LE
PO 2 FERNE L, 0.7 2@ 2. HEEMNe U)LY ofERIKEL, Ficy)
DELD XS % FAEIX 0.4 % A - 7=,

DEIZ, 32kpbs DE v b L — b D MP3 LTS5, WX AKEZ T L 7= 40
DEFEEND, AXAMHEITo/- EOMHEEREF65, BEXREK6.6, FIHE
BR6TIORT. MHERIL, AXAKRBOADGEDHEE (£6.2) LIZIZFEDS
3, ¥vFo 7 PRI 2EROADTNICER L. BEERZ, YyFr 7
MLTDA07%2 EE->TED, ZDENC052BA-HEIYomEry >
VB o7z %72, WXABBOADGEDEHAR (6.3) L, YIHED
ZERAETOREBIIHN U GHARME RN L. FEE, €uf, EyF> 7,
B VEBIIH LT 05 2B 28R, FRC¥y F> 7 ML TIX0.8
ZEElo7 GIDED xS 3 FAEE, HHERLEIENGS (R6.4) 1Ittxb
T ER LD, ZOMORBISH L TIEETERLE. FiZ, KROEAD
KE)oT=0FY ez - 7.

BRIZ, GTRIBEFFTELE I ARBELZR L7240 DEFEEHI S, WITAM
HZETol TOMHEEELER6S, HEERELE69, FHEEZEKG6.10I1TRT. MHEHE
X, WEAKBOADEGE (£6.2) 1IN, #HEMIMIHT2EROAKTRL,
ZOMOREIH T 2RI L, TR ERLE HERE HXARED
ADEGE (F£6.3) I, YD T 2HRIEDITPICERALZDOD, %
DMMDKEITH LTI MP3 2L 7258 DR EID DI SHIE R T AR o
7o. FEEZ, HEROKTIIHZEL, UUDED ZREETORIAREIINL T,
WEAREBDOADHR (F86.4) ZRELTE- .
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£ 6.2 WXAKEBDOAZRHL - &DMRHR,

Tampering attack Recall
Additive white Gaussian noise  0.900
Zero interpolation 0.800

Pitch shift (—20%) 0.900
Pitch shift (+20%) 0.900
Sample replacement 0.750
Cropping 1.000

£ 6.3 WXAKEBODAZRLI-L ZDESHE.

Tampering attack Precision

Additive white Gaussian noise 0.371

Zero interpolation 0.762
Pitch shift (—20%) 0.923
Pitch shift (+20%) 0.923
Sample replacement 0.790

Cropping 0.226

£ 6.4 WXAKEBDODAZHLIZL D F {H.

Tampering attack F-score

Additive white Gaussian noise  0.526

Zero interpolation 0.781
Pitch shift (—20%) 0.911
Pitch shift (+20%) 0.911
Sample replacement 0.769

Cropping 0.369
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7 6.5: MP3 JEMEF S b WX AR Z L 72 & = DM,

Tampering attack Recall
Additive white Gaussian noise  0.900
Zero interpolation 0.800

Pitch shift (—20%) 0.925
Pitch shift (+20%) 0.925
Sample replacement 0.750
Cropping 1.000

£ 6.6: MP3 JEMERF (L e WS AWBEZHL 2L = DFEEE.

Tampering attack Precision

Additive white Gaussian noise 0.343

Zero interpolation 0.508
Pitch shift (—20%) 0.787
Pitch shift (+20%) 0.787
Sample replacement 0.625

Cropping 0.229

% 6.7 MP3 JEMEF b A AKREBZH L /- =D F {H4.

Tampering attack F-score

Additive white Gaussian noise  0.497

Zero interpolation 0.621
Pitch shift (—20%) 0.851
Pitch shift (+20%) 0.851
Sample replacement 0.682

Cropping 0.372
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# 6.8 C.T29BERA L e AXAREREL /-2 = DM,

Tampering attack Recall
Additive white Gaussian noise  0.800
Zero interpolation 0.800

Pitch shift (—20%) 0.950
Pitch shift (+20%) 0.925
Sample replacement 0.775
Cropping 1.000

£ 6.9: GRIEFFNHLENIARBEM L7 ZOBEE,

Tampering attack Precision

Additive white Gaussian noise 0.471

Zero interpolation 0.368
Pitch shift (—20%) 0.535
Pitch shift (+20%) 0.536
Sample replacement 0.443

Cropping 0.229

7 6.10: G729 HHRTFE L NI ARB R L -2 2D F 4.

Tampering attack F-score

Additive white Gaussian noise  0.593

Zero interpolation 0.504
Pitch shift (—20%) 0.685
Pitch shift (+20%) 0.679
Sample replacement 0.564

Cropping 0.372
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6.6 ZI

FIERUEPENEF TR AR R L7258, BB XX ARE
CELLMLGAOREN S, EEWMUE (SENXMP3 & G.729) 1T X 3%
SHEERICHGZ2HEDPRKREVWZ b o7z, AN OKE 2R ITHH R
3, HFERLHEOEHETEZE Lo, BHEOKEZEXTHARIIKE K
L, ZOMRFELEFNT2EAPIE LN, HERIEIK 6.2 THHEINS
B, TR O FICHAEAET S TP (X AEMERZ AENEHE) O&LLD
b, FP JERXAE 2 S AR e HIE) OEMPEEROEKTOKRERER
5. BELEEEXYOETEL LIECBVWT, WXAREBEREL TV T
b, HERUEERTS I CTHREBROPELCZZ, T OREEL 2 0030H
BETHLNICLE. 2% b, WXARBITNZFIERUEZ L 7-3581%, XZA
BRI T 2R D 721 T, BERUEIC X 2MHERD AT 5. Fi,
RREZHW WS AR TIX, BER OEZFUEIC 1.15% 2B AUTRE A
HHEHELTWS., 2078, HIEFHUHEOFEETBEREMT 2 22T, &
XADD LHETZEMAEZ (R Zepl), BREZRIBERIZ(LE
F, BB THIAHELEETH 2 FPIIEINT 2720, BWERMERLE
rEZLNS.

DEL, MEEMIMIN S 23 FEMORE AR HEABEWERIZOWTER
2175, BHRERICHEL T, MoRXARBOERIZHEN, /N 0bIF Tz,
—H T, HAERIMORXAKEDORERICHEARNKELS FE->TWS. OB,
MINT 2B HEBICHRPZ D KEVWI LAER L EZHNS. SHOWXA
MH OFHMETIX, SN —15dB e R 2MEZESO—HIMMLTWwS. Zh
WED, HEEZMMUERD X ARERT) 1ISHIGS %57 D Spike £003 KiF I HY
Z, RbODIHEZMML TR WESy GERX AT @ Spike BT 5.
FERINS, 2—F Y MEBEDHXAFEFITNIIET 284 F U KX — 1, Spike $
DI LD 1 OEDIEML BERD ERT 2. FRFERIC, 2—7 v MEEDIE
WX AEFNCHIST 2854 F UK — 1%, Spike OB MIZE D 1 DEHRD L,
BERDME TR T 5. L7ehoT, HTAFERZ I TRL, IFRXAEFRDBER b L
BLTLES> 70, HEEMPMKRL, TN FHEOERNCEE--EZILND.

WXARBOFTHM—FHEEEDY > TARMBENT 280 BUh WEZ,
HERIZET10THo2EEENMEL, BRE LTFEBEL RoTz., BMHEN
1.0 27257201, WXAKEIZE TS BER OENMAERLEZHNS. YIHEH
DIEIZBWTIX, YD B - =EATEDOES ERICEHED 2728, X AEFTL
BOERESRETHITDEB L BRAEBICR-oTLES. X512, EEENLDLS
CETAALFYURR—UEBRTIEIAY FORIBEBT S0, RN
FE2KD BER2HEMT 5. ZhuckD, E50H5WAEMIZE VT BER D
BEZEINSAREI N7 TP AL, MHERI10EZERLZEZ N
%. L2L, FRFICFP 3K T 3720, BERIFHERUHEOEEZ D3 0.3
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ZPREloTHED, #RELTFELERWVEE RoTWS.
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EBTE Ee

71 FXCH

ARG T, BWEME EEAE e ad, oW 5 H BRI HEE R HE8Y
0EED LIEOHE 2 H Y L, b b OBEMIFREKDIEREILTH % Spikegram
PRV, BEERARY PARBRICESLS SEBY0ET B LEZER L. £
RIFEOFHHDHRER, DITD Z 2 L2 - 7.

o BRZEZ, HIFWLAIHX WL WGE, AR EP LIERERIETE 5.

o BRKZ, HRWLIAIHEX NG, DI LRRAENEL 2 H D DHEIC
B LIEREMHETE 5.

o IR, BEES (GFES, BRES) X LAMHATRETH 2.
o BRIKIZX, MEMRREZEPT CHEESET T 223, ZogBEI/ v,

ZIh5, RBREZ, E» LERCEEEEREZFMHTS 22T, BEESOE
FHERICERTE 3 Z e mRan. X618, EEZAHLE-SERIS AR
HIEDOFHl DA RIE, o REELCFEOEIEELZ 2y F 7 b, HIEH
WX BEER T L —EDRHBEN 2R L, RRENE S AM BTG
FARETH 2 Z L R X N T-.

7.2 BHRIENIHRE

REEIZ, Ho03FHEHRUH IS U CHEHEBEDREWZ 2 23bho20 DD, &
TOMHITH U THRICRER S EDP LEREMHTZ 20 TIERV. 251
BEET 2 72D121%, N4 FURR—VOEBICHAT 22558 E, X bisEze
BT Z e R YTHIEEZOLNDD, FEERELTERGE, E50H
TAXINTHHMHE D PHIRICED TECLE S Z e A FHINS. BRIEEXH
W EABHTIE, #2 LEROBHBRDEREZL Y P LTHWS D, H
ZHEOMEIE RO EAEE L. ZOFERMIE IS 2@, XA
WECH S BT D NS v 2B R o2 BT, BRI ZRY PLER oK E
EDEIITHWENZ, FIXHEMETTI2LELRD S,
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SHOREEEZFH LB ARKHEOFMOMER» S, BEOY Y T
BHOZNT YD D KES, TOBFFRZPZHT LOBRREIVWHEST 2T 2
WEZH LT, MHEHEENMENZ DS S e o 72, FE S 2 B % FiE Tl
NP, ZHSHT 2R LT, M % Spike BT, H2WVIIMES DR
(REZIPEIARY) WLHLTAZEMNCHEZIREST 2 TENENTH S EZT
W3, AREFFETIE, Spike % KEMEAD 100 EICHIBR L TW3 728, YIDED %
MEZRHINC X o TAKZE 212 H - 7= Spike DMEHL - 2T 2 Z 2 T, HHDOIEEERD
WCE CTHHIRENMEI LTz, T4 D Spike B2 T HUZX, T D Spike DILEY - £
W2 X AMHERREDEIOEERMZ 51 5. L L, SpikeBZHR3T Z 21X, H
i (ifi5972) Spike BZHER T Z L IZBA D 1R WVWED, TOFL—FF 7
DEFREERL, MaTZITODLENDH 5.
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FE8 GammachirpZ 1 JILEZN>D
ZRAWEEREHNARY MILRIRICED
WBEEOEFEHILE

Gammachirp 7 4 V21X, bt bOBEROIFREMELZZERBLIER 7 4 V2 TDH
b, Ut XTiEINS.

g(t) = at'" exp(—2nbERBy(f.)t) cos(2m fot + cInt + @) (7.1)

ZOEE, t(t>0)FME, o JHRIETHZ. Fz, ET7 4 VEKEL, b
BB BB BZECDRE, o3 THZ. Hr< b —DA VL RANEE
DEWZ, clnt DAT, Fllc=0D ZFLIRS.

Gammachirp 7 4 VANV 7 2 Wi B8 a0 B %D LiE (GCFB) Oi#ED L
BIROEDIAAIX, LIRDOFIETITS.

Step. 1 z(n) 226 G(k,n) 2B T 2. ZOL X GIE, kEDEZR 2 F0EEE
B X OHEIE ERBy (Hz) %22 Gammachirp 7 4 L&Y 7 OHJIT
H5.

Step. 2 G(k,n) ZRMAHENC M DX XY FTHETZ. £ 72 DS
7 — (RIE_3RME) O3 x(n) RIKD 7 —FE% EEFUE 1, THE
R0 T3. ZOMEEICE T, 742NV 211Gk, n) B
ENAFVRE—=Y B(k,m) NOEHEITS.

Step. 3 B(k,m) & W(k, m) OHHBHERMEM (XOR) ZEIHEL, Y(k,m) 218 5.
ZDEE, W_EANALFVITHITH 5.

GCFBIRIZE Y 2380 LIFRORING, U FOFITITS.

Step. 1 BED LEREZMB LW REREE -7y MaEZ 2(n), HDIAAML
HTER SN #EZ Y (k,m) £ 5.

Step. 2 HIDAAMIED Step. 1 L [ARRIC, G(k,n) ZEHT 3.

Step. 3 HDALIMMD Step. 2 L FAMRIZ, G(k,n) % B(k,m) ITZHT 5.

Step. 4 B(k,m) L MH## Y (k,m) ® XOR 25IH L, &2 LIER W (k,m) 2
3 3.
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