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gboogbuogbodbboooubuoobboobbodgbboobobobooboon
gbobboooobbbooodobbon

3.1.2 000000O0O00OO0O0O0O00

ooooooSTOOoOoOoOoOOooOOoobOOobOOobOobobooUooOOooOOooDOoooSTOoO
OOoobooboooobooopPPOOUOODOOODOOODOOOOOODOOSTOODO
goobbogbogbuoobobuogooobooobooobooooboooboon
gbobobodgo

oooooSThO STOOODODOOOOObDOobOOOobODOoOooOOobOOoboOooDOoDboobO
gbbbooogobbbuoooobbbooooobbbuoooobbbbooooon
gboogobuodgbbouogbobuodboooboobboobobobobooboon
gbogobobugbbobbogboooboobbuoobbobooboobood
gboboogoooboooobon

3.2 UMLOOOOOOO
3.2.1 UMLOOOOOOOODOOO

gobogbbuogbboouobbuoobboobboobobooobbbbobd
gboogobuodgbbogbooobuoobbobooboobobbobobooboon
OO0 ML(OOOHOL)OOODODOOOOODODODOOODODODOOOOOoooooooo
oooMLOOOOOOOOODOObOObDOoOobOoboobOoobobobDooboboo
gbogbobodgboboobbuoobboobuoobboobobodgbobuoobood
ooooboooouMLOObDOOobDooobooon

oboobouMLOOOOODOODOOOOoDOOoOOobOooOoboooboo goLooonoog
obobooooboobooooboboobobobooboboboobobooobo uMLObDO
gboboobuoogooboo

3.22 00O0OO0OOOO0OO0OOO

uMLO 900OO0OO0O0OO0O0OOooO0obOobooboooooobobobooobooobooon
oboboooboboouMLODOOOODOOObDOoOobOoDbOobDoobuobDobooDg
gbhbooboobobbobooboboobbuoobboobboobobbobooboon
O(@COoO0)0000oo0o0o0000 (DoDoooooU0O0)oooooooOoOoooo
gobooobodbbooouooobooobbooobboobboobobooobon
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gbobobogbbogboboboobbooubbooobbooboobboobobon
gbbbooogobbboooobbboooobobbboooobbbboooonon
gboboboobogbaobobboobogboobooboboobuogboboobob
HOLOOOOOOOOOODOOOOOOoOoooOOooobooooboobooooobobooo
gboobobuogbbogbuogbbuoboboouoboboooboooboooooboon
oooboobobobobobooboooboboboboboboobbobobo
gbboboooobbboooobbobuoooobboood

3.23 0O00000000oOoOoOoooouMLUOOOd

uMLOOOOODOOooOOOobOooboboobobooboboobobbobon
OOOMLOOOHOLODODODODODOOOOOODOOOODODODOoODOooOOobObobOoo
gbbbbooogobbboooobbboooobbbbuoooobbbbooooon
obobobooooobooooMLOObDOODbOOobDbOOobOOoOobDooDoon

ggbliobbodgboboobboodobbooobbodobbuoooboobbod
gogooobobbobobbbbobbbddddduoooooooooooooon
gbogbogobuogbbuoobboboobobuoobboobboobbbbodood
gboogobuogbbogboobogboobobuoboobooooooobboon
gbogbobodboobbooboobbuodoboobbuoobboboobbooood
OOo0oobobOoboobooooobooooboHOLObODObOObOobOooboOobooogo
gbobobodo

3.3 Uuouboouood

000 @B3|0000000000000000000000000000O0000O00O0
0000000000000 00000000000000000O000000 HOLJ2|
OOoooboOoHOLOODOODOOobOOoOoOoooOoouobooboboboobooooogoo
goobogbbodbooobuogbobuoobboobooobooboooboon
gbgbboobbodgbooobuoobbuoobbooboboboooboobooon
OO00000O0obo0ob0obo0oOooDOobooHOLOODOODOODOOODOODOODbOOD
gbobobuoooobboooobon

gobogbobdoobdboodbboobbooboooboobboouobobo
OO uMLOODOOOODOOOODOOoOOo0obOobOoooobobooboboboobog
gobobobobobobooboobbbbbbbooooououuodddooouooooooon
Ooboooobooboobobooobooboobooboobooooooo HOLOOD
00000 Moscow ML 2|0 000000000000 O0ODOOOOOOOOOOOO
OobooobooboboboobooboHOLOOoOOoOoboobooooboooboobooo
OO0O00OHOLOODODOOODODODOODOODOODODbOOobOOoOOooooooooooogoo

15



OMLOODODODOODOODOOOO Definitional Extention 00000000 O0O0OOO
OoooooHOLODODOODOOOOODOOODOOOOOOOOoOoobooOOoOoooOoOoo
Oobooobooboobooboobooobo HOLODOOOODOOobOOoboDOobooboOgo
OooooobooobooooooooooboooboOooHOLOODOOObDOOOO
gbogbogoboobbobboobooobobobuoobbuoobboobbooboon
obooboboobon

3.3.1 000000

gobuogbobubuodbbuodbbodboooooboooobboouoboa
DbOobooboobobbobuooboboobd TypeOODOUOODTypeO 0O OO
HOLOOOOOOODOODOOobOOooooooooo

ggbbobuogoobbosbugoobbooodn

CM = (C, A, Musir, Minher, T))
o My : C — Pow(A)

o Mipper : C'— Pow(C)

e T:C xA— Type

cCOADODOODO0ODOO0ODODO0OO0O0ODODODO0OOU0ODbOODODODO My,
Doboboboboboooobobobobobo0OMme00000b0o0obonbDg
gboogobuogbbodbboogobuoobobbooboobuoobbooboon
ooorogooboooooooooobooboobooboooboooooCccTo
goboboooobbboooobboooooobooon

gobouogbbuogobbuobobboobobbodobboooobboooobobo
OO000DbO0bO0oO00O0oo0ooobobobo HOLOOMLOODODODODOODOOOO
OooobooboboboooooHoLOooboooooobobobooooooogo
OO0000o00O0o00bOoobooboobooobooboobDHOLODODOODOO
gbbobuoobobbboogbbbuooobobbboooobbboo

class (1)
attr (2) holtype : (3) | (4) mltype : (5) | (6)

o (1):OODOO
e (2):000O

e (3):00D0HOLOODODO
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e ()00 HOLODOODOODO
e (5):000OMLODODOO

e (6):DIOMLODODODOO

gbobobo20000b0b0bobioibdperson0000O00O0OOU position
Do0b00D00mt00x00000 x0int00 yOUOOOOyOUODOxOyODOOoOO
gbobooulobboooobbobuoooobobuoooobbboooooobooon
oboobog

class person

attr x holtype : num | O mltype : int | O
attr y  holtype : num | 1 mltype : int | 1

MLOODO HOLOOODOODOOODOODOOHOLOO mtOO0D0OOO0OOnum OO0
O000000000000000mt00000 MLOOODO int *int OHOLO OO
O num #num DO0O000O0OboolOOOOO MLODOOO true false 000 O O HOL
o000 TFDOODOO

3.3.2 UUOOOOOoooooon

0000000000 Obool numOstring0 list 00 ODHOLOODOOODOOOOO
gooooobobobobobboobobobobbdddoodooooooooooooon
oo

oodoud steored 0o bstored g storeempd 0000000
gooboooobbboooobobboooobbboooobbon

O0O0OceC (COODDDDDODOOOOOOOOOOD)0DOD0OOUOOOOOOOOC
O00db0 cOb000b0bUO enulO0DO0O0DOOOODOO0ODOO NULLODOODOO
goooNULLOOOOOobobboooooboboood

3.3.3 UOOQOog
ggboboboooggbbobtuedbbboooobbbuooogbboboo

new D O0O0O0OO0OOO0O0OO0OODODOOOOOODOOO

isO00 ODO0oO000ooooOob0oboboooboooooobobooboooboog

exUDOUO ODOOOOOODOODOOOOODODOOOOOODOD

castU0 0 DOOOOOOODODOOOoooO

17



getUUDO ODOODOOOOOOOOODOOOOO
setU00 DOOOOOOOOOOOOOOOO0
gbgbobobbooboobodobodanod

e cnew : store — cx store (c € C)

e cis.d:c— store — bool (c,d e C,c<1*d)

e cex:c— store — bool (c€ )

ccast_a: c— store - d (c,d € C,e <t d or d<*¢)
e cgeta:c— store —T(c,a) (c€ C,a€ Mattr(c))

e cseta:c— T(c,a) — store — store (c € C,a € Mattr(c))

O0000«0< 0<*000000000000000000Oe<d00cOdOOO
00000000000000000d € Minher(c)DOOOOODOOOOOOc<tdOO
c0d0D00000D0O0000OD0Oex d00c=d000 cOdO0O00ODOOOOODOO
gooood

3.34 U0U0OO0OOOOOOOODOOO
gd

DoobobooboboobdbooboboboobOobg persondgognog
go0o0Do0o0bodd personU0int 0000000 xOO0 xOyODDODyOOOoOo4oon
0000 personJ U0 personmove I OO OO Omove D Ux OO0y O0ddogn
&xOdyODOUODODOOODODOOOD0OO000x0yODOOO getd O O0Osetd0DO0OOOML
oooobobobooobooo+voooooMLOODODOoDOobOOoooooDg

person_move : person —> int -> int -> store -> store
fun person_move p dx dy store =
let

val x = person_get_x p store

val y = person_get_y p store
val sO = person_set_x p (x+dx) store
val sl = person_set_y p (y+dy) sO
in
sl
end; ;
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DoodboooboobobooboboboobOobUbUpersonmove U OO OxO
U0 100000 person_incXUOUOOOOOOOOOOO

person_incX : person —> store -> store

fun person_incX p store = person_move p 1 O store;;

gbobooogoood

Dboogbbobooboobooboobooboobooboobooboobod
oogbboboooboooboboboboooboboboobobbobooboboog
gbobboobooboobooboob

DoOoobobooboboobbooboobboobboODnistoryd do0ogonog
OhistoryD OO OO00O0O0000O00O0O0ODOO (int*int) list 00O OO record
00000000 historyUU U O addRecordJ U0 O U OO OOOOOrecordl 000
obobboobooobbobobooboobd

history_addRecord : history -> int -> int -> store -> store
fun history_addRecord h x y store =
let
val record = history_get_record h store
val sO = history_set_record h ((x,y)::record) store
in
s0

end; ;

UO00OOperson 000000 OO0O0O0OOUOOO0OODOOOO0OOOOO
moveAndAddHistory U U O DO OOOOODODOOOOO

moveAndAddHistory : person -> history -> int -> int -> store -> store
fun moveAndAddHistory p h dx dy store =
let
val sO = person_move p dx dy store
val x = person_get_x p sO
val y = person_get_y p sO
val sl = history_addRecord h (x,y) sO
in
sl
end; ;
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3.3.5 0UU

gbboudgbuobbooboobboobuoobbooboobbooboobobo
gbbodgbogosegbbogboobbuogobobooboooobbuooobooon
gbobbooboobooboobuoobooboobobbobb200000

e YVos. cexros = (cgetao (csetaoxs)=umx)
oooododuonnoooibiind e 2000000
0oooooooooooooooouoo 0000

e Yoi 0y 5. (01 =09) = (c_get.a oy (c_set_a 0y x s) = c_get_a o S)
O0doddoeddd«cd000doodooooonooonoong opd
O0oo0dooooooooooooooooooooooooooon
oodoo20000000000000000000

ggbobobuoogobbooooboboooobbboooobboooobo
1. 0goboboooooboobod
2.000000b0oboooobobuoooobobbuoooobobooo

. 0buoogoooooboooad

0000000000000 00O0O000000oooooooOoOOooooOoO (O
O000)0000ooooooog

3.4 MLUOOOHOLOOODOO

HOLO MLOODOODOOOOOOOOOODOODOOobOOobobooboobooooo
OO0 HOLOOODODOOOOOOODOOOHOLOOOOODOOODOOoOooOoooDooo
OOobooobooooHoOLOOoOoooooooooooboooobooobOooboUuML
OO00O0O0HOLOOODODODODOOOOODOOODODOobOOoooOobooboooboobgo
gbbobuoooobbbuooobbboooon

gobodbobogobboobooboboobboobobobboobooboba
OOoooboooooHOLODOOOoDOobOoboboboobooooobooooooooo
OO000b0obO0obOOoboooboobOOooHOLODODODODODOObDOobOOoOobOOoboobDOoo
gbobbuoooobbbuooobboboooooboo

goo0ooO0obooOoooboooMLOODODOODODOOODOODOO HOLOO
gboogao
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3.4.1 MLOOOOOOOOO

oboboooboooboooMLOODOOOOODOODODOODOODOODOOODbOODOO
gbobobboooooboboboooobbobooooobobuooogbobbooooon
OoboooobooboooobooooboobooouMLObDOOooooOoobooooDoooon
gobobbuoooogboboobboobobboooooboboobbobbuooooonn
section 3.3.4 00000000

gobogobodgbbodgbuobboooobbuoobbbooboooboobog
obobobooooboboooobobobobobobobooboboobobo
gboobogboobobogboobobuoobbuobobobuooboboobbooboon
gbobobobobobbobooboboboobobooboboboobobo
goboboboboboddperson 00 xUyd 0o oooooooooooon
oogd

info_person : person -> store -> (int*int)
fun info_person p store =

let
val x = person_get_x p store
val y = person_get_y p store
in
(x,y)
end; ;

O000Odinfopersond U UUOUpersonmove U OOOOOOOOOOOOOONO
00000000000 stored person 00 pO0O0O0O (1,1)0O0O0O0O0OO

- info_person p store;;

- - >wval it = (1, 1) : int * int

- val newStore = person_move p 1 2 store;;
- — > val newStore = store : store

- info_person p newStore;;

- - >wval it = (2, 3) : int * int

- info_person p store;;

- ->wval it = (1, 1) : int * int

DO00boobboboboooobddstoredd 000 prerson 0000000 pUO
OO0 @, DOODO0OO00DOO00pOxOOO0O0 10yODODOO 200000 person_move
p 1 2 storellpersonmove I U UUOOOOOOOOOOOOOOOOOOOONO
gobobobbooooooobobbbbooooobbbbibdddUnewstored 00
OpO00 (2, 30000000
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bodboboboobouoooobobobbDstorel0bdopon (1, 1O
gbbogobobooboboboboobbuoobbbboobbodgbboobood
gooo

3.5 OO

goboooboooobuooobbooob bbb oo buoooboboo
S(speS)ooooooooooooooooo f:S—SO000 FOOODDOODDOOO
gdd
System = (S, F)

OO0 HOLODOOOODOOOMLOODOOODODOOHOLODODOODODO

3.5.1 HOLOOO

MLOODOOOOD HOLOOOOOOOOMLOOO HOLODOOODOOODOOOO
OO0o0ooOOobOooMLOODODOOOOOODHOLODODODODOOOODODOODOODOOD
OO000+0-Detc.0DO00D0O0O0DOOODOOOHOLOODOOODOOOOODOOOODO
OO00D0D0OO0OHOLOODOODOODOOOODOOODOODOOoDOO

goon

filter fst snd hd ("stringA"""stringB")
oboooobooo
FILTER FST SND HD (STRCAT "stringA" "stringB")

OoobooboobooooMLOOOODOOO HOLOOODODOOOOoDOoooooDbo
gboooMLOOOODODOOODOOobDOoOoboobooobo

MLODOODOOOOHOLOODODOOOODOODOOMLOODQO personmove 000N
gboooooooood

fun person_move p dx dy store =
let

val x = person_get_x p store

val y = person_get_y p store
val sO = person_set_x p (x+dx) store
val sl = person_set_y p (y+dy) sO
in
sl
end; ;
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HOLOOOOOODOOOODOODODOO

val person_move =
[ Define ‘person_move p dx dy store =
let x = person_get_x p store in
let y = person_get_y p store in
let sO = person_set_x p (x+dx) store in
let sl = person_set_y p (y+dy) sO in

sl %53
gbobbooboobodaboooboobd

Definition has been stored under "person_move_def".
> val person_move =
|- !'x y store.person_move p dx dy store =
(let x = person_get_x p store in
let y = person_get_y p store in
let s0 = person_set_x p (x+dx) store in
let sl1 = person_set_y p (y+dy) sO in
s1) :thm

ODoo0oooooMLOODOOOOOOHOLODOOOODOD

3.5.2 00000

OO00000oooboo0oboooooHoLObOOOooboooooooooooonoon
goboooddooooooobooodoooooooooooooooooooooo
0000000 person00000000000(1,1)000000000 P_personOn_1_1
Ooooodoooooood

val P_personOn_1_1=
U Define ¢ P_personOn_1_1 p store =
let x = person_get_x p store in
let y = person_get_y p store in

(E=D/\G=1));;
gbbobooodgbbbooaoobbodan

1.000s1000p0DO00O0O (1,1)0000O
PpersonOn_1.1 p s1 UOUOUOO0OOO
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2. 000 s2000p0000 (1,H00O0DOODOOOO (0,1)0O(1,2)ete.00
PpersonOn_1.1 p s2 O0OOOOO

goboobbouodgddddstore0 0 pOOOUOOO0O00O0ODO P_exPerson [
obooboboobon

val P_exPerson =
Define‘ P_exPerson p store = person_ex p store‘;;

gboobooodgboboboooobbobuooobbbboooobbobuoooobobod

! p store . (P_personOn_1_1 p store)/\
(P_exPerson p store) ==>
let newStore = person_move p 0 O store in

(P_personOn_1_1 p newStore)

oooo
0000 pstore 0000p0O store000000p0 (1,1)0000000x0000

oOOydOoOoOooOoOoOoOOoOoOpOOOO (1,1))0000
gboobooogn

3.5.3 0OO0OOO

gbobooggboboboooobbbuooooboood
O0D0GoalODOOODODO

g ‘! p store . (P_personOn_1_1 p store)/\
(P_exPerson p store) ==>
let newStore = person_move p O O store 1in

[

(P_personOn_1_1 p newStore) °;;

- - >val it =
Proof manager status: 1 proof.
1. Incomplete:
Initial goal:
Ip store.
P_personOn_1_1 p store /\ P_exPerson p store ==>
(let newStore = person_move p O O store in
P_personOn_1_1 p newStore)

: proofs
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O0O00D00000 TactiesD OO DO OODOU TactiesD O OO0
OO000Db0b00b0Od Tacties OO OOOOO DIODOOOOODOO

(REPEAT GEN_TAC);;

(LET_TAC) ;;

(REWRITE_TAC [person_move]);;
(LET_TAC) ;;

(REWRITE_TAC [P_personOn_1_1]1);;
(LET_TAC) ;;

(REWRITE_TAC [P_exPerson]);;
(ROT_SLICE_TAC);;
(0OBJ_SIMP_TAC);;

(RW_TAC arith_ss [1);;

®o ®o o ® ® ® ® ® O O

gbobobobboooobbobodgo

> val it =
Initial goal proved.
|- !p store.
P_personOn_1_1 p store /\ P_exPerson p store ==>
(let newStore = person_move p 0 O store in

P_personOn_1_1 p newStore) : goalstack

OO00000GealDODODOODODODODODODODODODUODODODOD
DOO0b0000000 lemmasample OO OOO0OOO

val lemma_sample = top_thm();;
dropQ;;

25



Jooboogdboddilproved 00U OO0O0OUOOOOOOOO0OOOO0OOOOO0
gbobbodo

val lemma_sample = prove
(““! p store . (P_personOn_1_1 p store)/\
(P_exPerson p store) ==>
let newStore = person_move p 0 O store 1in
(P_personOn_1_1 p newStore) ¢,
EVERY
[REPEAT GEN_TAC,
LET_TAC,
REWRITE_TAC [person_move],
LET_TAC,
REWRITE_TAC [P_personOn_1_1],
LET_TAC,
REWRITE_TAC [P_exPerson],
ROT_SLICE_TAC,
0BJ_SIMP_TAC,
RW_TAC arith_ss [11);;

gbbobuoooobbboooobbobuoooobbbuoobobobooooboo
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40 OQooodood

ooobooooooooOoOoooOoooobDboOoOoHOLOODOOODbOOOOODDOO
oobbooboooboboboboboboobobobobooboooooooonog
(FW)0OOOOOOoOoOooooooooooooooooSTooooooooooOOo
obobboobooobooboobuooboobon

gbooboobooboobbobbobobobbooboobuooboobooo
O0O000000O0O00DO AODOOOODOO

4.1 Fwgoododoog

rwoOooobooooobobooobobogoobbob4b00obobooboboonbo
gbbobooogbbboooobob

e OUUOUOODLDLDLOUOODLDLDDDOODO
e JOUOUOOOLODLODLDOOOO

e DU OUUOOLODLDOUOOODLDDOODO
e JUUUOOLODODODOO

goobooobooboorwWOooooooooooooooooooUOTOED target
of evaluationD D 0D 0 OO 0ODOOODODOOTOEODOODOODODODODOOODOODODO
obobobooboobooborwibhoobobbo2000000

4.1.1 O0O0O0O0O0OOOOOLOODO0O0OO0OOOObOO0

00o0dooooooooooooooooooood

TOE O O packet processing rule 00 00000000 0O0ODOO0OO0OOOOOOOO
000000000000 0000000O0DO0ONAT:network adress translationd 00 0
OO00DO0D0O0o00
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4.1.2 O00O0O0O0OO0OOOOOOOOO0

ggbbbuoooobbbouoodobobbooodbbooboo

e TOEOOTOEODODOOOODOOOODOODODODODOODOOOFKFWOOODODOOO
gbobobooogobobod

TOEOOOODODODOODOOobOOoOoooooTOoEODDOODUObOObOOobOOoDoo
gobooo

rwooooooooooobooooo Ibobobobooooooobooboo

TOEOOOOOOOOODOOoOoOooOoOoooooooDoOoooooboooooobooo

TOEOOOODOOOOD 1000000D000O0000oDOoObobo0oooDoboOoo

4.1.3 O000O0O0OO0OO0OODOOOOOO0OOOOOO0

goooboobOoboUoooboobobOO0boOo TOEODODODOoOobODOobboobooboo
gooo

e TOEODDDDOOOODD FWOOOUODODDODOOOOOTOEODDODDODOOODODODOO
ODO000000O0D0000do0odoDoooDoDoooooDooooooooon
oooooad
— packet processing rules
— Joodoooooood
— 0oodoooooo
— JooOoooobooo

e TOEODDOODOOODOOODOODOODODODLOOODOOOFWOOODOO
0o

e TOEODDDDO TOEODDODODOODODOOD FWODLOODOOODODOOO

414 O0O0OOOOOOOOOO

ggbobbuoooobbboooobbboooobobboo
TOEOOOODODOOODODOOoOooOOoooobbooooooooTOEDODDDOOODO
gbbboogobbbuoooobbodao
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4.2 OOOOOOO

FWOOOOOOOOOOUMLOOOOOOOO0O0O0000000000000000
FWOOOOODOOOOOOOOODOO0AODDOOOOOO

000000000000000000000000000000000000000
00040000000000000000000000000000000C0O0O00
0000000000000000000000000000000000000000
000000000000000000000000000000000000000
000000000000000000000000000O0 RBAC(Role Based Access
Contorl)[5, 6|0 000000000

000000000000000000000000000000000000000
0000000000000000000000000000000000000000
000000000000000000000000000000

UMLOOOOOOOOOBOOOOOOOOOOBOOOOOOOOOOOOOODO
0000000000000000000000000000000000000000
0000000000000000

4.2.1 0O00O0O0OOOOOOOO

ggbobobooogbboboooobbbuoooobbobuoooobobobuoooobo

e pcket
OO000D0O0000o0o0ooooooooooooon

e pfManager
OO0O00o0oooobooobooobooobon

filterRule
000000000000 ouooooooooooo™

dstnatRule
0000000 oooooooooooo

srcnatRule
0000000000 oUuouououo

4.2.2 00O0O0OO

gogbobobooogobbbooogbobuoooobobooooboo
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e loginManager
OO0b00000O0bOO000O0O00b0o0obO0obO0oo0oDO0ooOOobOoobDODOoDO
ooogo

e admin
Oo0o0oooouoooooooo

ooooobooboboobooooboooo rWoOooobooobtoooooobo
O000ROOTODODOODOOOOloginManager0 0000000 OOOOIDO "root”d
OO000ROOTOOODODODODOOODOODOOODODOODOODOODOOODOROOTO
0000000000000 D00DO0000Dooooooooooog

4.2.3 00O

ggbbobuoooobbbuoooobbbuooobbooodn

e auditManager
OO000D000O000000oooDoDoDOooooooogon

e auditRecord
Ooogoooooo

e auditFile
O000ooUoouoouoooooooo

e auditStrage
gboduououotdotdotoouoooouooa

0000000 b00b0o0ob00b0ob0DbO0oDbO0ObDDUODauditManager 0 0000
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01: ACMANAGER_OperationA ... =

02: let permission = isAccessibleToTheFunction ... operationA’ID ... in
03: if permission then

04: PFMANAGER_operationA ... (0O0OOOOCDO)

05: else

06: ooobooobooo)...
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val LOGINMANAGER_login =
Define ‘LOGINMANAGER_login 1lm id pw store =
if "((loginManager_get_loginAdmin 1lm store) = admin_null) then
("other user has already been login.",store)
else
let
ad = LOGINMANAGER_getAdmin 1m id store
in
if (ad = admin_null) then
("The ID doesn’t exist",store)
else
if (LOGINMANAGER_isAdminLockout ad store) then
("The ID is lockout", store)
else
if (LOGINMANAGER_isCorrectPW ad pw store) then
let sO = admin_set_loginState ad T store 1in
let s1 = admin_set_failNum ad 0 sO in

34



let s2 = loginManager_set_loginAdmin 1m ad sl in
("login success",s2)
else
if ((admin_get_role ad store) = ROOT) then
("wrong password. login fail.(root)",store)
else
let
80 = incFailNum ad store
in
if (overLimitUnsuccess 1lm ad sO) then
let
sl = admin_set_lockState ad T s0
in
("login fail. And the ID is lockout",sl)
else
("wrong password. login fail.",s0)‘;;
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val Inv_rootIsUnlock = Define
‘Inv_rootIsUnlock fsm store = fwSystemManager_ex fsm store ==>
Odddidl admin_isUnlock
U000 (LOGINMANAGER_getAdmin
(fwSystemManager_get_loginM fsm stor "root" store)
store‘;;

00000000 fwSystemManager U OO0 O OO0 tsmO 000 storeD 0000000
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00000000000 000000000000000 POSOOOOOOOOCOO

o [JUODU

o [JUODU

P(s) = P(f(s)) (f€F)

000000000 DOO000OO000DOoO00D0bOOo0ooOoOoooOfOODOO0OO0OOO0
doobodooooobboboooooboodoooooob0ooooooboooooo
0oodooooooooobooon

O0O0000o00do InvrootIsUnlockUOOUOOOOOOO

5.3.1 UO0OOOOOO

gobobdoobbodbobobuoobboobboobboobooooobooa
gbbuogbibuoodbibUOInvrootIsUnlockUUUDDOUOOOODDUOOOODOOON
gooboog3gubon

e LOGINMANAGER login

- FwWloooobooboooooobooboo Iboboobobooobooo
g

- FwWioodooogoobo Ibgobooboobbooboobooobooo
gooobooooboIbooobooboooboobon

— D000 ROOTO IDODOOOODOODOODOOOODOOODOOODIDOOO
gbobobooggbbobogd

e ACMANAGER_FwAdminLockoutConfig

- ooobooboobooborwobobuooboboboboooobog

— DO0000DbOooOOooooooRrOOTO FWWOODOODODODOOODODO
gobobooon

e ACMANAGER_AuditorLockoutConfig

— Dodogboboboooobobboooobbboooooboobog

37
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U0b00d0bbOodbdl LOGINMANAGER login OO UODDOOOOOOODOO
gooo

01: g ‘!fsm store ID pw.

02: (Inv_rootIsUnlock fsm store) ==>

03: let 1Im = fwSystemManager_get_loginM fsm store U in
04: let newS = SND(LOGINMANAGER_login 1m ID pw store) in
05: (Inv_rootIsUnlock fsm newS)‘;;

00000000000 fsm(:fwSytemManeger)O sotre(:store) 0 ID(:string) 0 pw(:string)
gbbuogbogobbuooobbuoobo20bbboobboobbooobbood
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01: g “!fsm store ID pw.
02: (Inv_rootIsUnlock fsm store) /\ (Inv_rootIsROOT fsm store) ==>

03: let Im = fwSystemManager_get_loginM fsm store U in
04: let newS = SND(LOGINMANAGER\_login 1m ID pw store) in
05: ((Inv_rootIsUnlock fsm newS) /\ (Inv_rootIsROOT fsm newS))‘;;
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5.3.2 UUOOOOO

Oobdoboboooboobooboobdoboooobooboboboon
newFwSystemManager U U U U DOUO0OUOOOOOOOOOOOO00OO0O

01: g ‘!store.
02: let (fsm,s) = newFwSystemManager store in
03: ((Inv_rootIsUnlock fsm s) /\ (Inv_rootIsROOT fsm s))‘;;
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5.4.2 UO0OOOOOOO

gogbbbooodgbbboooobbboooobbboooobbbuoooobn
1. P_pfFunRun

2. —P_isSentToFw
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3. —P_isSentFromFw

4. e —P_isNewConnection
e P_isNewConnection

(a) P_pfRuleDefined
(b) P_matchWithPfRule

gobobogoobboooobbobuoogobobuoon
e P_isNATed

gooo
gbbooodgbobboodoopibprP2000000

e P1 fsm packet store =
let pfm = fwSystemManager_get_pfM fsm store [l in
(P_pfFunRun pfm store)
/\ (P_isSentToFw pfm packet store)
/\ (P_isSentFromFw pfm packet store)
/\ ("P_isNewConnection pfm packet store)

e P2 pfm packet store =
let pfm = fwSystemManager_get_pfM fsm store [l in

(P_pfFunRun pfm store)

/\ (P_isSentToFw pfm packet store)

/\ (P_isSentFromFw pfm packet store)

/\ (P_isNewConnection pfm packet store)

/\ (P_pfRuleDefined pfm store)

/\ (let s = PFMANGER_dstNAT pfm packet store in
P_matchWithPfRule packet s)

gbobooobobobuoogbobbuooobobboepstgbbboooobboogd
gooo

]

goobooooboood

01: g ‘!fsm store packet.

02: let pfm = fwSystemManager_get_pfM fsm store [ in
03: ((P1 pfm packet store) \/ (P2 pfm packet store))
04: /\ (P3 fsm packet store) ==>

05: let (returnPacket,newS) =
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06: SND (PFMANAGER _packetFiltering pfm packet store) in
07: P_isNATedPacket pfm packet returnPacket store‘;;

gbobobooogoboobod

01: g ‘!fsm store packet.

02: let pfm = fwSystemManager_get_pfM fsm store [ in

03: “(((P1 pfm packet store) \/ (P2 pfm packet store))

04: /\ (P3 fsm packet store)) ==>

05: let (newPacket,newS) =

06: SND (PFMANAGER _packetFiltering pfm packet store) in
07: returnPacket = packet_null‘;;
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5.5.2 UUOOOOOOOOOOOOO

gbodgbdoboobobooboobobodbobboboobobbooboboo

01: ACMANAGER_OperationA ... =

02: let permission = isAccessibleToTheFunction ... operationA’ID ... in
03: if permission then

04: PFMANAGER_operationA ... (0O0OOOOCDO)

05: else

06: (ooobooobooo)...
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O000000D00000000 isAccessibleToTheFunction OO O OOOOOOO
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isAccessibleToTheFunction fsm operations’ID store -> bool
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B.1 0O00OO

loginManager

audithanager

fwSystemManager

- laginhd : loginMananer
- gudith ; auditManager pianager
- pitd - pianager

-accesCh : accessContralManager
- timeh : timeManager

timeManager

accessControlManager
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loginManadger

- MIB_PWY_LEMGTH : int admin

- WP LERIGTH ;- int D Stri

- LIMIT_UNSUCCESS ;- int L ””gd_gt.

- adrminList : admin list - f;::??:;’”r -=tnng

- laginAdrmin : adrmin ) :

d - failMurn © int

+ logingid : String, e String) © woid - loginState © boolean

+ logout(id : String) : woid - lockState  boolean

+ unlockirole :int, targetlD : String) : void

+ changePasswoaord{id : String, p : int) ;- woid

+ getddmindd : String) : admin

+ isWalidPWipw : String) : boalean

+ makeMewAdmind ;woid

+ delddming :waid

+ setlockStated ; void

O B2 000000000 OooOoO
auditManager

- strage : auditStrage

- recardinEventlist ;int list

- strageLimitSize ; int

- fileLimitSize : int

+ readAuditRecordd ; void

+ addAuditRecarddpid - int, d - int, e int, uid Cint, roint, mc String ; void auditRecord
- processiD : String
- datesndTime ;- int
- BEventType :int

auditStrage auditFile - userlD - String

- EventResult :int

- auditFilelist : auditFile list - auditRecordlist : auditRecord list - messsage ; String

O B3: 000000O0DOO
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pianager

packet

+ sroAddr o int
+ dstAddr it
+ srcPortum ©int
+ dstPorturm :int
+ protocolType ©int

- ipAdress Cint

- connectionlist : (intrint=(int¥int)) list

- packetProcessingRules : packetProcessingRules
- fRule : filterRule

- shRule : srenatRule

- dnRule : dstnatRule

- sreDropCounterlist: {int*int) list

- dstDropCounterList: {int*int) list

- pfRunState : hoolean

dstnatRule

+ dstnatRuleTahle : {int=int) list

srchatRule

+ srenatRuleTable @ {int*inf) list

+ packetFilteringip : packet) : packet
+ piFunStarlpd - void

+ piFunStopd : void

+ defineSrchatRuled waid

+ defineDstH M atRuled : void

+ defineFilterRule) : void

+ setSrchatRuled) :void

+ setDstMatRuled : void

+ getFilterRuled : void

fitterRule

+ srcAddiTable :int list

+ dstAaddrTable :int list
+inputtletiDTable :int list
+ outputkletiDTahle @ intlist
+ srcPotMumTahble ©int list
+ dstPotMumTahle : int list
+ protocolTypelist ; int list

timeManager
-timeAndDate ©int
- timer : int

- LOGOUTDLURATION : int

+ dailvRenew ; vaid
+ timeLogoutd ; waid

O BbS:O00OD0OODOODODOODOODO

accessControlManager

- accessControlRuleTable : ({intfinty*{intFint list
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B.2 0O00O0OO0OO

user . loginManager

17 logindid, mad

2: loginAdmin = getloginAdming

3 lloginAdminl=null] ad:=getadmindid)

4: [adl=null] lockState =getLockStatedad)

a: [lockState=falze] correctPw=getPassword(ad)

6 [pw=correctPu] setloginStatedtrue)

7. resetFailMurniad)

;
;
!
!

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|::|4 2 return()
[

U B7 0000000000000
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py
(o
)
—

CloginManager ad : admin

12 logindid, pw) ’m

27 loginAdmin = getLoginAdming

3t loginAdmini=null] ad:=getadminid)

4: [adi=null] lockState =getlockState(ad)

A [lockState=false] correctPw=netPasswordiad)

B [pwl=caorrectPw] incFailbumo

- 4 " "

T
Thl=averLimitUnsuccess{ad)
3: [b1] setLockStatefad ture)
-
9: returnd)

0 B8 O0000DLOOOOOOOODbOOO0bOODOOODOn
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invoker | | sauditMananer | | auditStrage | | - auditFile list | | cauditRecord

[ [
1: addAud[tRecord(eType date, st ,h’nessage)

TJ

2. b0 = isRecordingEType(eType

- — —

y

[

|

|

|

|

|

|

|

|

[ |
3 [b0] newAuditR::new(el'l'ype,date,usrID,message) I
|

|

|

|

|

|

|

|

|
|
|
|
|
TheadAuditF =getHeadFilad :
|
|
I

N [ﬂIeLimitSize=<size(headAuditb] auditF:=new()

"

|

| | |
|
6 addRecordToFile(newAuditR) |

[
|
| addFiIeToStrage(newAuditF‘tI
|
|
|
[
|

& returmn( T

)

O BY9: ODO0O0OODOOOOODOODOO
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irrcoker piim : piManacer |
I

1: packefFiltering(p:packet)

2 h0=getPfRunStatad
0] b1 :=1sSentToFW i

] 4: [nat b1] h2:=lsSentfromFip)

5 [not b2] b3 =lsMewonnectiondp)

TJ

G [b3] ba=izDstnatRuleDefinedd)

] 7 [hd] o= dsthAT ()
] 2. bh = isFilterRuleDefinedd)
]9: [b5] hE=matchwithAnyFilterRuledm

:| 10: [hE] b7=isSrcnatRuleDefined(
11 7] po= p=sreNAT

12 returnip) l

|
ﬂ‘
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| invoker | | caccessControlanager | bfn - pianader

| T
I ACMANAGER_PIFunStartUP (s |

|
|
|
|
b= isAccessibIeToTheFunclion(fwsm,PrF\.{nStarUP'ID)
|
|
|
|
31 [0] pfm = get_pfmifsm) |
|
|
1

4: pfFunStartlIP) -

I i

P A returni)

L

0 Bll: 0o0oOoO0obOO0bOOoobOooboOobooboobooboboobobobooonog

g
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C.1

Joogoo

system dfwSystem

class loginManager

attr
attr
attr
attr
attr
attr

MIN_PW_LENGTH holtype : num | 5 mltype
MAX_PW_LENGTH holtype : num | 10 mltype
DURATION holtype : num | 200 mltype
LIMIT_UNSUCCESS holtype : num | 3 mltype
adminList holtype : admin list | [] mltype
loginAdmin

holtype : admin

class admin

attr
attr
attr
attr
attr
attr

ID holtype
password holtype
role holtype
failNum holtype

loginState holtype
lockState  holtype

class auditManager

admin_null mltype : admin |

string | " mltype : string
string | " mltype : string
! num | O mltype : int | O
! num | O mltype : int | O
: bool | F mltype : bool |
: bool | F mltype : bool |

attr strage

holtype : auditStrage | auditStrage_null

mltype : auditStrage | auditStrage_null
attr recordingEventList holtype : num list |[] mltype
attr strageLimitSize holtype : num | O mltype
attr fileLimitSize holtype : num | 0 mltype

class auditStrage

attr

auditFileList

holtype : auditFile lis | [] mltype : auditFile list

class auditFile

67

int
int
int
int

admin list

I

| 10
| 200
|

|

(]

admin_null

false
false

nn

nn

int list |0

int
int

| 0
| 0

[]



attr auditRecordList

holtype : auditRecord list | [] mltype : auditRecord list | ]
class auditRecord
attr eventType holtype : num | O mltype : int | O
attr dateAndTime holtype : num | O mltype : int | O
attr userID holtype : string [ " mltype : string [ "
attr message holtype : string [ " mltype : string | "
class pfManager
attr ipAddres holtype : num | O mltype : int | O
attr connectionList

holtype : ((num # num)#(num # num)) list | []

mltype ((int * int)*(int * int))list | []
attr fRule

holtype : filterRule | filterRule_null

mltype : filterRule | filterRule_null
attr snRule

holtype : srcnatRule | srcnatRule_null

mltype srcnatRule |srcnatRule_null
attr dnRule

holtype : dstnatRule | dstnatRule_null

mltype : dstnatRule |dstnatRule_null
attr srcDropCounterList

holtype : (num # num)list | [J mltype : (int * int)list | []
attr dstDropCounterlList

holtype : (num # num)list | [ mltype : (int * int)list | []
attr dosCounterLimitNum

holtype : num | 3 mltype : int | 3
attr pfRunState holtype : bool | F  mltype : bool | false
class packet
attr srcAddr holtype : num | O mltype : int | O
attr dstAddr holtype : num | 0 mltype : int | 0
attr srcPortNum holtype : num | 0 mltype : int | 0
attr dstPortNum holtype : num | 0 mltype : int | 0
attr inputNetID holtype : num | 0 mltype : int | O
attr outputNetID holtype : num | O mltype : int | O
attr protocolType holtype : num | O mltype : int | O
class filterRule
attr srcAddrTable holtype : num list | [ mltype : int list [ [
attr dstAddrTable holtype : num list | [] mltype : int list | []
attr srcPortNumTable holtype : num list | [ mltype : int list | []
attr dstPortNumTable holtype : num list | [] mltype : int list | []

68



attr inputNetIDTable holtype : num list | [ mltype : int list
attr outputNetIDTable holtype : num list | [] mltype : int list
attr protocolTypeTable

holtype : num list | [] mltype : int list | []

class dstnatRule

attr dstnatRuleTable
holtype : ((num # num)#(num # num)) list | []
mltype : ((int * int)*(int * int))list | []

class srcnatRule

attr srcnatRuleTable
holtype : ((num # num)#(num # num)) list | []
mltype : ((int * int)*(int * int))list [ [

class accessControlManager

attr accessControlRuleTable
holtype : (num # num list) list | []
mltype : (int * int list)list | []

class timeManager

attr timeAndDate holtype : num | O mltype : int | O
attr timer holtype : num | O mltype : int | O
attr LOGOUTDURATION holtype : num | 5 mltype : int | 5
class fwSystemManager
attr loginM
holtype : loginManager | loginManager_null
mltype : loginManager | loginManager_null
attr auditM
holtype : auditManager | auditManager_null
mltype : auditManager | auditManager_null
attr pfM
holtype :  pfManager | pfManager_null
mltype : pfManager | pfManager_null
attr accessCM
holtype : accessControlManager | accessControlManager_null
mltype : accessControlManager | accessControlManager_null
attr timeM
holtype : timeManager | timeManager_null
mltype : timeManager | timeManager_null
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C2 0JU0bObuooooood

DoorwiooooobobobobooooooboboMLoooobobobogonbg
goiwsodogoobogoobboooooobooooboooan

’?’arm = fn : ’’a -> ’’a list -> ’’a list
LOGINMANAGER_isValidPW = fn : loginManager -> string -> store -> bool
LOGINMANAGER _exIDinAdminList = fn :

loginManager -> string -> store -> bool
LOGINMANAGER_addAdminToList = fn :

loginManager -> admin -> store -> store
LOGINMANAGER _newAdmin = fn :

loginManager -> string -> string -> int -> store -> store
LOGINMANAGER _makeNewAdmin = fn :

loginManager -> string -> string -> string -> int -> store ->

string * bool * store
LOGINMANAGER_delAdmin = fn :

loginManager -> string -> store -> string * store
newLoginManager = fn : store -> loginManager * store
LOGINMANAGER_getAdmin = fn : loginManager -> string -> store -> admin
LOGINMANAGER_isAdminLockout = fn : admin -> store -> bool
LOGINMANAGER_isAdminlogin = fn : admin -> store -> bool
LOGINMANAGER_isCorrectPW = fn : admin -> string -> store -> bool
LOGINMANAGER_incFailNum = fn : admin -> store -> store
LOGINMANAGER _overLimitUnsuccess = fn : loginManager -> admin -> store -> bool
LOGINMANAGER_setLoginState = fn :

loginManager -> string -> bool -> store -> store
LOGINMANAGER _setLockState = fn :

loginManager -> string -> bool -> store -> store
LOGINMANAGER _setFailNum = fn :

loginManager -> string -> int -> store -> store
LOGINMANAGER_logout = fn :

loginManager -> string -> store -> string * store
LOGINMANAGER _unlock = fn :

loginManager -> string -> store -> string * store
LOGINMANAGER _login = fn :

loginManager -> string -> string -> store -> string * store
LOGINMANAGER_changePassword = fn :

loginManager -> string -> string -> string -> string -> store ->

string * store

AUDITMANAGER_setNewAFList = fn : auditStrage -> store -> store
AUDITMANAGER_setNewStrage = fn :

auditManager -> int -> int -> store -> store
AUDITMANAGER_setStragelimitSize = fn :

auditManager -> int -> store -> store
AUDITMANAGER _setFileLimitSize = fn :

auditManager -> int -> store —-> store
newAuditManager = fn : store -> auditManager * store
AUDITMANAGER_setRecEvent = fn :

auditManager -> int list -> store -> store
AUDITMANAGER_addRecEvent = fn : auditManager -> int -> store -> store
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AUDITMANAGER_rmRecEvent = fn : auditManager -> int -> store -> store
AUDITMANAGER _makeNewAuditRecord = fn :

int -> int -> string -> string -> store -> auditRecord * store
AUDITMANAGER _addRecordToFile = fn :

auditRecord -> auditFile -> store -> store
AUDITMANAGER_addAuditRecord = fn :

auditManager -> int -> int -> string -> string -> store -> string * store
AUDITMANAGER_dailyRenewal = fn : auditManager -> store -> string * store

newPfManager = fn : int -> store -> pfManager * store
PFMANAGER _pfFunStartUP = fn : pfManager -> store -> string * store
PFMANAGER_pfFunStop = fn : pfManager -> store -> string * store
PFMANAGER_setConnectionList = fn :

pfManager -> ((int * int) * (int * int)) list -> store -> store
PFMANAGER _addConnectionToList = fn :

pfManager -> (int * int) * (int * int) -> store -> store
PFMANAGER_rmConnectionFromList = fn :

pfManager -> (int * int) * (int * int) -> store -> store
PFMANAGER_addPacketConnectionToList = fn :

pfManager -> packet -> store -> store
PFMANAGER_rmPacketConnectionInlList = fn :

pfManager -> packet -> store -> store
PFMANAGER_defineFilterRule = fn :

pfManager -> int list -> int list -> int list -> int list -> int list ->

int list -> int list -> store -> store
PFMANAGER _setSrcAddrTable = fn : pfManager -> int list -> store -> store
PFMANAGER _setDstAddrTable = fn : pfManager -> int list -> store -> store
PFMANAGER_setSrcPortNumTable = fn :

pfManager -> int list -> store -> store
PFMANAGER_setDstPortNumTable = fn :

pfManager -> int list -> store -> store
PFMANAGER _setInputNetIDTable = fn :

pfManager -> int list -> store -> store
PFMANAGER_setOutputNetIDTable = fn :

pfManager -> int list -> store -> store
PFMANAGER_setProtocolTypeTable = fn :

pfManager -> int list -> store -> store
PFMANAGER_addSrcAddrToTable = fn : pfManager -> int -> store -> store
PFMANAGER _addDstAddrToTable = fn : pfManager -> int -> store -> store
PFMANAGER_addSrcPortNumToTable = fn : pfManager -> int -> store -> store
PFMANAGER_addDstPortNumToTable = fn : pfManager -> int -> store -> store
PFMANAGER_addInputNetIDToTable fn : pfManager -> int -> store -> store
PFMANAGER _addOutputNetIDToTable = fn : pfManager -> int -> store -> store
PFMANAGER_addProtocolTypeToTable = fn :

pfManager -> int -> store -> store
PFMANAGER_rmSrcAddrFromTable = fn : pfManager -> int -> store -> store
PFMANAGER_rmDstAddrFromTable = fn : pfManager -> int -> store -> store
PFMANAGER _rmSrcPortNumFromTable = fn : pfManager -> int -> store -> store
PFMANAGER_rmDstPortNumFromTable = fn : pfManager -> int -> store -> store
PFMANAGER_rmInputNetIDFromTable = fn : pfManager -> int -> store -> store
PFMANAGER_rmOutputNetIDFromTable = fn :

pfManager -> int -> store -> store
PFMANAGER _rmProtocolTypeFromTable = fn :
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pfManager -> int -> store -> store
PFMANAGER_isFilterRuleDefined = fn : pfManager -> store -> bool
PFMANAGER _matchWithAnyFilterRule = fn :

pfManager -> packet -> store -> bool
PFMANAGER_defineSrcnatRule = fn :

pfManager -> ((int * int) * (int * int)) list -> store -> store
PFMANAGER_isSrcnatRuleDefined = fn : pfManager -> store -> bool
PFMANAGER_setSrcnatRule = fn :

pfManager -> ((int * int) * (int * int)) list -> store -> string * store
PFMANAGER _addSrcnatRule = fn :

pfManager -> (int * int) * (int * int) -> store -> string * store
PFMANAGER_rmSrcnatRule = fn :

pfManager -> (int * int) * (int * int) -> store -> string * store
PFMANAGER_defineDstnatRule = fn :

pfManager -> ((int * int) * (int * int)) list -> store -> store
PFMANAGER_isDstnatRuleDefined = fn : pfManager -> store -> bool
PFMANAGER_setDstnatRule = fn :

pfManager -> ((int * int) * (int * int)) list -> store -> string * store
PFMANAGER_addDstnatRule = fn :

pfManager -> (int * int) * (int * int) -> store -> string * store
PFMANAGER_rmDstnatRule = fn :

pfManager -> (int * int) * (int * int) -> store -> string * store
newPacket = fn :

int -> int -> int -> int -> int -> int -> int -> store -> packet * store
PFMANAGER_isSentToFW = fn : pfManager -> packet -> store -> bool
PFMANAGER_isSentFromFW = fn : pfManager -> packet -> store -> bool
PFMANAGER_isNewConnection = fn : pfManager -> packet -> store -> bool
PFMANAGER_isDstnatRuleDefined = fn : pfManager -> store -> bool
PFMANAGER _matchWithAnyDstNatRule = fn :

pfManager -> packet -> store -> bool
PFMANAGER_dstNAT = fn : pfManager -> packet -> store -> store
PFMANAGER_isSrcnatRuleDefined = fn : pfManager -> store -> bool
PFMANAGER _matchWithAnySrcNatRule = fn :

pfManager -> packet -> store -> bool
PFMANAGER_srcNAT = fn : pfManager -> packet -> store -> store
(’a, ’b) alert = fn : ’a -> ’b -> ’b
PFMANAGER_clearCounterList = fn : pfManager -> store -> store
’?a PFMANAGER_incCountL = fn :

’’a => (’’a * int) list -> (’’a * int) list
PFMANAGER_addDropCounter = fn : pfManager -> packet -> store -> store
PFMANAGER_isOverDstDoropCounterList = fn : pfManager -> store -> bool
PFMANAGER_isOverSrcDoropCounterList = fn : pfManager -> store -> bool
PFMANAGER _packetFiltering = fn :

pfManager -> packet -> store -> string * packet * store

newTimeManager = fn : store -> timeManager * store
TIMEMANAGER_timeLogout = fn :

timeManager -> loginManager -> store -> string * store
TIMEMANAGER_incTime = fn :

timeManager -> loginManager -> store -> string * store
TIMEMANAGER_resetTimer = fn : timeManager -> store -> store
TIMEMANAGER_dailyRenew = fn : auditManager -> store -> string * store
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newACManager = fn : store -> accessControlManager * store
ACMANAGER_isAccessibleToTheFunction = fn :
fwSystemManager -> string -> int -> store -> string * bool
ACMANAGER _auditRecord = fn :
fwSystemManager -> string -> int -> string -> store -> string * store
ACMANAGER_PfFunStartUP = fn :
fwSystemManager -> string -> store -> string * store
ACMANAGER_PfFunStop = fn :
fwSystemManager -> string -> store -> string * store
ACMANAGER _FwAdminAdd = fn :
fwSystemManager -> string -> string -> string -> string -> store ->
string * bool * store
ACMANAGER_FwAdminDel = fn :
fwSystemManager -> string -> string -> store -> string * store
ACMANAGER_AuditorAdd = fn :
fwSystemManager -> string -> string -> string -> string -> store ->
string * bool * store
ACMANAGER_AuditorDel = fn :
fwSystemManager -> string -> string -> store -> string * store
ACMANAGER _UnlockFwAdmin = fn :
fwSystemManager -> string -> string -> store -> string * store
ACMANAGER_UnlockAuditor = fn :
fwSystemManager -> string -> string -> store -> string * store
ACMANAGER_PwChange = fn :
fwSystemManager -> string -> string -> string -> string -> store ->
string * store
ACMANAGER_ReadAuditRecords = fn :
fwSystemManager -> string -> store -> string * store
ACMANAGER_AuditFileSizeConfig = fn :
fwSystemManager -> string -> int -> store -> string * store
ACMANAGER_AuditStrageSizeConfig = fn :
fwSystemManager -> string -> int -> store -> string * store
ACMANAGER_SelectAuditableEvents = fn :
fwSystemManager -> string -> int list -> store -> string * store
ACMANAGER _DefineSrcNatRule = fn :
fwSystemManager -> string -> ((int * int) * (int * int)) list -> store —>
string * store
ACMANAGER_SetSrcNatRule = fn :
fwSystemManager -> string -> ((int * int) * (int * int)) list -> store ->
string * store
ACMANAGER_AddSrcNatRule = fn :
fwSystemManager -> string -> (int * int) * (int * int) -> store ->
string * store
ACMANAGER_RmSrcNatRule = fn :
fwSystemManager -> string -> (int * int) * (int * int) -> store ->
string * store
ACMANAGER _DefineDstNatRule = fn :
fwSystemManager -> string -> ((int * int) * (int * int)) list -> store ->
string * store
ACMANAGER_SetDstNatRule = fn :
fwSystemManager -> string -> ((int * int) * (int * int)) list -> store ->
string * store
ACMANAGER_AddDstNatRule = fn :
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fwSystemManager -> string -> (int * int) * (int * int) -> store ->

string * store
ACMANAGER_RmDstNatRule = fn :

fwSystemManager -> string -> (int * int) * (int * int) -> store ->

string * store
ACMANAGER_DefinePFRule = fn :

fwSystemManager -> string -> int list -> int list -> int list -> int list ->

int list -> int list -> int list -> store -> string * store
ACMANAGER_SetSrcAddrTable = fn :

fwSystemManager -> string -> int list -> store -> string * store
ACMANAGER_SetDstAddrTable = fn :

fwSystemManager -> string -> int list -> store -> string * store
ACMANAGER_SetSrcPortNumTable = fn :

fwSystemManager -> string -> int list -> store -> string * store
ACMANAGER_SetDstPortNumTable = fn :

fwSystemManager -> string -> int list -> store -> string * store
ACMANAGER_SetInputNetIDTable = fn :

fwSystemManager -> string -> int list -> store -> string * store
ACMANAGER_SetOutputNetIDTable = fn :

fwSystemManager -> string -> int list -> store -> string * store
ACMANAGER _SetProtocolTypeTable = fn :

fwSystemManager -> string -> int list -> store -> string * store
ACMANAGER_AddSrcAddrToTable = fn :

fwSystemManager -> string -> int -> store -> string * store
ACMANAGER_AddDstAddrToTable = fn :

fwSystemManager -> string -> int -> store -> string * store
ACMANAGER_AddSrcPortNumToTable = fn :

fwSystemManager -> string -> int -> store -> string * store
ACMANAGER_AddDstPortNumToTable = fn :

fwSystemManager -> string -> int -> store -> string * store
ACMANAGER_AddInputNetIDToTable = fn :

fwSystemManager -> string -> int -> store -> string * store
ACMANAGER_AddOutputNetIDToTable = fn :

fwSystemManager -> string -> int -> store -> string * store
ACMANAGER_AddProtocolTypeToTable = fn :

fwSystemManager -> string -> int -> store -> string * store
ACMANAGER_RmSrcAddrFromTable = fn :

fwSystemManager -> string -> int -> store -> string * store
ACMANAGER_RmDstAddrFromTable = fn :

fwSystemManager -> string -> int -> store -> string * store
ACMANAGER_RmSrcPortNumFromTable = fn :

fwSystemManager -> string -> int -> store -> string * store
ACMANAGER_RmDstPortNumFromTable = fn :

fwSystemManager -> string -> int -> store -> string * store
ACMANAGER_RmInputNetIDFromTable = fn :

fwSystemManager -> string -> int -> store -> string * store
ACMANAGER_RmOutputNetIDFromTable = fn :

fwSystemManager -> string -> int -> store -> string * store
ACMANAGER _RmProtocolTypeFromTable = fn :

fwSystemManager -> string -> int -> store -> string * store

newFwSystemManager = fn : store -> string * fwSystemManager * store
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0 OD HOLOUOOOOMO

D.1 section3.5.30 00001

e GoalOUDODOODO

g ‘! p store . (P_personOn_1_1 p store)/\
(P_exPerson p store) ==>

let newStore = person_move p 0 0 store
..

(P_personOn_1_1 p newStore) °;;

in

- - >val it =
Proof manager status: 1 proof.

1. Incomplete:
Initial goal:

Ip store.
P_personOn_1_1 p store /\ P_exPerson p store ==>

(let newStore = person_move p O O store in

P_personOn_1_1 p newStore)

: proofs

e LU OOOOO

e (REPEAT GEN_TAC);;

- - OK..
1 subgoal:

> val it =
P_personOn_1_1 p store /\ P_exPerson p store ==>
(let newStore = person_move p O O store in P_personOn_1_1 p newStore)

: goalstack

5



e letJUJUOON

e LET_TAC;;

- - OK..
1 subgoal:
> val it =
P_personOn_1_1 p store /\ P_exPerson p store ==>

P_personOn_1_1 p (person_move p O O store)

: goalstack

e personmove U OO OOOOOOOON

e (REWRITE_TAC [person_movel);;

- - OK..
1 subgoal:
> val it =

P_personOn_1_1 p store /\ P_exPerson p store ==>

P_personOn_1_1 p

(let x = person_get_x p store in
let y = person_get_y p store in
let sO = person_set_x p (x + 0) store in
let s1 = person_set_y p (y + 0) sO in s1)

: goalstack

e letJJUOON

e LET_TAC;;

- - OK..
1 subgoal:
> val it =
P_personOn_1_1 p store /\ P_exPerson p store ==>
P_personOn_1_1 p
(person_set_y p (person_get_y p store + 0)
(person_set_x p (person_get_x p store + 0) store))

: goalstack
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vV =

\A

e PpersonOn 1 100000000000 DOOONO

(REWRITE_TAC [P_personOn_1_11);;

- OK..
subgoal:
val it =
(let x = person_get_x p store in
let y = person_get_y p store in (x = 1) /\ (y = 1)) /\
P_exPerson p store ==>
(let
X =
person_get_x p
(person_set_y p (person_get_y p store + 0)
(person_set_x p (person_get_x p store + 0) store)) in
let
y =
person_get_y p
(person_set_y p (person_get_y p store + 0)
(person_set_x p (person_get_x p store + 0) store)) in

=10 /\ y=1)

: goalstack
o letJUOUDON

LET_TAC;;

- OK..
subgoal:
val it =
((person_get_x p store = 1) /\ (person_get_y p store = 1)) /\
P_exPerson p store ==>
(person_get_x p
(person_set_y p (person_get_y p store + 0)

(person_set_x p (person_get_x p store + 0) store))
IDRVAN
(person_get_y p
(person_set_y p (person_get_y p store + 0)

(person_set_x p (person_get_x p store + 0) store))
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0]

vV =

vV =

1)

: goalstack
e PexPerson OO0 0OOOOOOOOODO

(REWRITE_TAC [P_exPerson]);;

- OK..
subgoal:
val it =
((person_get_x p store = 1) /\ (person_get_y p store = 1)) /\
person_ex p store ==>
(person_get_x p
(person_set_y p (person_get_y p store + 0)

(person_set_x p (person_get_x p store + 0) store))
IDRVAN
(person_get_y p
(person_set_y p (person_get_y p store + 0)

(person_set_x p (person_get_x p store + 0) store))
D

: goalstack

o UUUODODOUOUOUODLDLDDUUOUOUODDDOROTSLICETACODDDOOOO
gbooooao

ROT_SLICE_TAC;;

- OK..

subgoal:

val it =
((person_get_x p store = 1) /\ (person_get_y p store = 1)) /\
person_ex p store ==>

(person_get_x p (person_set_x p (person_get_x p store + 0) store)
1 /\
(person_get_y p (person_set_y p (person_get_y p store + 0) store)

1)

: goalstack
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e OBJ SIMP.TACUUD DD UOOOODDODOU

e OBJ_SIMP_TAC;;

- - OK..
1 subgoal:
> val it =
((person_get_x p store = 1) /\ (person_get_y p store = 1)) /\
person_ex p store ==>
1+0=1)
: goalstack

e OO +0=10000

e (RW_TAC arith_ss [1);;
- - OK..

Goal proved.

|- ((person_get_x p store = 1) /\ (person_get_y p store = 1)) /\
person_ex p store ==>
1+0=1)

Goal proved.

|- ((person_get_x p store = 1) /\ (person_get_y p store = 1)) /\

person_ex p store ==>

(person_get_x p (person_set_x p (person_get_x p store + 0) store)
1 /\

(person_get_y p (person_set_y p (person_get_y p store + 0) store)
1)

Goal proved.
|- ((person_get_x p store = 1) /\ (person_get_y p store = 1)) /\

person_ex p store ==>

(person_get_x p

(person_set_y p (person_get_y p store + 0)
(person_set_x p (person_get_x p store + 0) store)) =
1 /\
(person_get_y p
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(person_set_y p (person_get_y p store + 0)
(person_set_x p (person_get_x p store + 0) store)) =

1)

Goal proved.
|- ((person_get_x p store = 1) /\ (person_get_y p store = 1)) /\
P_exPerson p store ==>
(person_get_x p
(person_set_y p (person_get_y p store + 0)

(person_set_x p (person_get_x p store + 0) store))
IDRVAN
(person_get_y p
(person_set_y p (person_get_y p store + 0)

(person_set_x p (person_get_x p store + 0) store))

1)

Goal proved.

|- (let x = person_get_x p store in

let y = person_get_y p store in (x = 1) /\ (y = 1)) /\
P_exPerson p store ==>
(let
x =
person_get_x p
(person_set_y p (person_get_y p store + 0)
(person_set_x p (person_get_x p store + 0) store)) in
let
y =
person_get_y p
(person_set_y p (person_get_y p store + 0)
(person_set_x p (person_get_x p store + 0) store)) in

=10 /\ (y =1)

Goal proved.
|- P_personOn_1_1 p store /\ P_exPerson p store ==>
P_personOn_1_1 p
(person_set_y p (person_get_y p store + 0)

(person_set_x p (person_get_x p store + 0) store))
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Goal proved.
|- P_personOn_1_1 p store /\ P_exPerson p store ==>
P_personOn_1_1 p
(let x = person_get_x p store in
let y = person_get_y p store in
let sO = person_set_x p (x + 0) store in
let s1 = person_set_y p (y + 0) sO in sl1)

Goal proved.
|- P_personOn_1_1 p store /\ P_exPerson p store ==>
P_personOn_1_1 p (person_move p 0 O store)

Goal proved.
|- P_personOn_1_1 p store /\ P_exPerson p store ==>
(let newStore = person_move p O O store in P_personOn_1_1 p newStore)
> val it =
Initial goal proved.
|- !p store.
P_personOn_1_1 p store /\ P_exPerson p store ==>
(let newStore = person_move p O O store in
P_personOn_1_1 p newStore) : goalstack

OO00000GealDODODOODODODOODODODODODODODODODOD
gooobod

val lemma_sample = top_thm();;
dropQ);;

gbbobuoooobbbuoobobbooogbooboboood

val lemma_sample = prove
(““! p store . (P_personOn_1_1 p store)/\

(P_exPerson p store) ==>
let newStore = person_move p 0 O store in
(P_personOn_1_1 p newStore) ‘¢,
EVERY
[REPEAT GEN_TAC,
LET_TAC,

REWRITE_TAC [person_move],
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LET_TAC,

REWRITE_TAC [P_personOn_1_1],
LET_TAC,

REWRITE_TAC [P_exPerson],
ROT_SLICE_TAC,

0BJ_SIMP_TAC,

RW_TAC arith_ss [11);;

gbobobuoooobbbooogbobuoooobbbuoobbobooooboo

D.2 sectionb.3.100 0001

gooooggd
LOGINMANAGER login
gooogoooog

Inv_rootIsUnlock fsm store /\ Inv_rootIsROOT fsm store

OO00o00o0O00oboO0oobooo0oobHOLOOOODOOOoOobOOooobbOOoobooo

D.21 0O00O0O0O0OOO

val admin_isUnlock =
Define ¢ admin_isUnlock admin store =
~ admin_get_lockState admin store‘;;
val Inv_rootIsUnlock = Define
‘Inv_rootIsUnlock fsm store =
fwSystemManager_ex fsm store ==>
admin_isUnlock
(LOGINMANAGER_getAdmin (fwSystemManager_get_loginM fsm store) "root" store)
store‘;;
val Inv_rootIsROOT = Define
‘Inv_rootIsROOT fsm store =
fwSystemManager_ex fsm store ==>
((admin_get_role
(LOGINMANAGER_getAdmin (fwSystemManager_get_loginM fsm store)
"root" store)store)
= ROOT) ¢;;
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D.2.2 0OJO0O0O0OO0O0OO0

g ‘!fsm store pw.
Inv_rootIsUnlock fsm store /\ Inv_rootIsROOT fsm store ==>
let 1m = fwSystemManager_get_loginM fsm store in

Inv_rootIsUnlock fsm (SND(LOGINMANAGER_login 1lm "root" pw store))
/\Inv_rootIsUnlock fsm (SND(LOGINMANAGER_ login lm "root" pw store))‘;;

(REPEAT GEN_TAC);;

LET_TAC;;

(REWRITE_TAC [LOGINMANAGER_login]);;

LET_TAC;;

(RW_TAC bool_ss[]1);;

(RW_TAC list_ssl[1);;

(RW_TAC list_ss[1);;

(RW_TAC list_ss[]1);;

(RW_TAC list_ss[1);;

(REWRITE_TAC [LOGINMANAGER_getAdmin]);;

(RW_TAC bool_ss [1);;

(REWRITE_TAC [admin_isUnlock]);;

(REWRITE_TAC [Inv_rootIsROQT]);;

ROT_SLICE_TAC;;

(REWRITE_TAC [LOGINMANAGER_getAdmin]);;

ROT_SLICE_TAC;;

(REWRITE_TAC [LOGINMANAGER_exIDinAdminList]);;

ROT_SLICE_TAC;;

(REWRITE_TAC [EQ_SYM_RULE LOGINMANAGER_exIDinAdminList]);;

(RW_TAC bool_ss [1);;

(ASSUM_LIST (fn thl => THM_UNDISCH_TAC (el 5 thl)));;

(R_TAC [Inv_rootIsUnlock]);;

(REWRITE_TAC [LOGINMANAGER_getAdmin]);;

(R_TAC [admin_isUnlock]);;

ROT_SLICE_TAC;;

(RW_TAC bool_ss [1);;

(ASSUM_LIST (fn thl => THM_UNDISCH_TAC (el 7 thl)));;

(R_TAC [LOGINMANAGER_getAdmin]);;

(RW_TAC bool_ss [1);;

(RW_TAC list_ss [1);;

(RW_TAC list_ss [1);;

(R_TAC [Inv_rootIsUnlock]);;

(R_TAC [admin_isUnlock]);;

(R_TAC [incFailNum]);;

ROT_SLICE_TAC;;

(RW_TAC bool_ss [1);;

(ASSUM_LIST (fn thl => THM_UNDISCH_TAC (el 6 thl)));;

(ASSUM_LIST (fn thl => THM_UNDISCH_TAC (el 3 thl)));;

(R_TAC [Inv_rootIsRO0T]);;

(RW_TAC bool_ss [1);;
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(RW_TAC list_ss [1);;

(R_TAC [Inv_rootIsUnlock]);;

(REWRITE_TAC [Inv_rootIsRO0T]);;

(R_TAC [incFailNum]);;

ROT_SLICE_TAC;;

(RW_TAC bool_ss [1);;

(ASSUM_LIST (fn thl => THM_UNDISCH_TAC (el 6 thl)));;
(ASSUM_LIST (fn thl => THM_UNDISCH_TAC (el 3 thl)));;
(R_TAC [Inv_rootIsRO0T]);;

e (RW_TAC bool_ss [1);;

val lemma_rootIsUnlockAndROOT_inductStepl = top_thm();;
dropQ;;
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val lemma3 = prove
(‘ “!store.FST(newManagers store) =
FST (fwSystemManager_new store) ‘¢,
EVERY
[R_TAC [newManagers],
LET_TAC,
LET_PAIR_TAC]);;

val initState = prove
(““tstore. (let (fsm,lm,s) = newManagers store in
(Inv_rootIsROOT fsm s) /\ (Inv_rootIsUnlock fsm s)) ‘¢,
EVERY [(REPEAT GEN_TAC),

LET_TUPLE3_TAC,
(REWRITE_TAC [lemma3]),
REWRITE_TAC [Inv_rootIsUnlock],
REWRITE_TAC [admin_isUnlock],
(REWRITE_TAC [Inv_rootIsR0O0T]),
(REWRITE_TAC [LOGINMANAGER_getAdmin]),
(REWRITE_TAC [LOGINMANAGER_exIDinAdminList]),
EVERY [REPEAT GEN_TAC,

R_TAC [newManagers],

LET_TAC,

LET_PAIR_TAC,

ROT_SLICE_TAC,

R_TAC [newTimeManager],

R_TAC [newACManager],

LET_TAC,

LET_PAIR_TAC,

ROT_SLICE_TAC,

R_TAC [newPfManager],

LET_TAC,
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LET_PAIR_TAC,
ROT_SLICE_TAC,
R_TAC [newAuditManager],
LET_TAC,
LET_PAIR_TAC,
R_TAC[AUDITMANAGER_setNewStrage],
LET_PAIR_TAC,
R_TAC[AUDITMANAGER_setNewAFList],
LET_PAIR_TAC,
ROT_SLICE_TAC,
R_TAC [newLoginManager],
LET_TAC,
LET_PAIR_TAC,
R_TAC [LOGINMANAGER_newAdmin],
LET_TAC,
LET_PAIR_TAC,
R_TAC [LOGINMANAGER_addAdminToList],
LET_TAC,
LET_PAIR_TAC,
ROT_SLICE_TAC,
OBJ_SIMP_TAC],
(R_TAC [rich_listTheory.SOME_EL,FILTER]),
(SIMP_TAC list_ss[]),
(0BJ_SIMP_TAC)1);;

85



