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11..  IInnttrroodduuccttiioonn  

In the realm of research integrity and security, each nation has established frameworks aligned 
with national priorities and governance structures. Policymakers and leaders at the national level 
have collectively developed a consensus on research integrity and security. To adhere to this 
international consensus, institutional leaders such as university presidents, provosts, and research 
vice presidents are expected to address the harmonization of international standards. This 
involves moving beyond policy statements to practical coordination mechanisms that encompass 
both traditional research integrity principles and emerging security threats, thereby maintaining 
the credibility of research communities. 

University presidents, provosts, and research vice presidents encounter complex strategic 
challenges that require integrating openness and security. These leaders must reconcile the 
aspirations of open science with security measures such as export restrictions, partner due 
diligence requirements, and disclosure obligations. Effective responses require the development of 
new competencies across diverse stakeholder groups. Institutional leaders must possess strategic 
risk management skills, cross-departmental coordination capabilities, and crisis management 
expertise. 

In this study, I investigate the convergence of integrity and security challenges, highlighting how 
universities balance academic openness and protection requirements while navigating evolving 
policy landscapes. The primary objective is to provide academic policymakers, university 
administrators, and researchers with insights into the integration of ongoing research integrity 
initiatives and forthcoming research security endeavors. This information will serve as a guiding 
framework for policy implementation at the institutional level. I also seek to identify the roles 
universities have adopted and the knowledge and skills university leaders need to facilitate the 
integration of research integrity and security, with emphasis on research security. 
 
22..  HHiissttoorriiccaall  BBaacckkggrroouunndd  

National policymakers and leaders at the national and international levels have initiated cross-
border efforts to transform the research policy framework. This transformation entails moving 
from compliance-based models to governance systems that integrate research security with 
traditional research integrity challenges. Implementation of these changes progressed between 
2019 and 2025. Notably, concerns raised in a 2018 letter by Dr. Francis Collins, director of the 
National Institutes of Health, regarding unexpected foreign influences on government and 
federally funded research in the United States, garnered attention from both the domestic and 
international research communities [1]. 

Following Dr. Collins’s letter, institutions faced an unprecedented convergence of challenges and 
were compelled to safeguard against misconduct, foreign interference, and cyber threats while 
preserving the openness indispensable for scientific advancement. Regulatory inconsistencies 
across jurisdictions created challenges for policymakers, necessitating cooperation and compliance. 
They engaged in discussions and negotiations to address research policy gaps and establish a 
common consensus on definitions of research integrity and security, grounded in diverse national 
and legal frameworks [2, 3, 4]. 

The G7 Security and Integrity Working Group, established in 2021, published Common Values 
and Principles on Research Security and Research Integrity (2022) and Best Practices for Secure 
and Open Research (2023) [5, 6]. These publications emphasized that openness and security are 
mutually reinforcing rather than contradictory; however, this approach sometimes undermined the 
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stability of international research collaboration. In addition to international consensus, 
policymakers and national leaders developed and implemented research security policies tailored 
to national interests. The following sections present national approaches by the United States, 
Canada, and Japan. 

The United States led with National Security Presidential Memorandum 33 (NSPM-33) in 
January 2021. This memorandum established mandatory requirements for institutions receiving 
more than $50 million in federal research funding. Its four core elements are cybersecurity, foreign 
travel security, insider threat awareness and identification, and export control training [7]. 
Institutions created centralized structures requiring the appointment of research security officers, 
directly accountable to senior leadership, typically the chief research officer or the vice provost for 
research. The primary responsibility of these positions was to coordinate multidisciplinary 
workgroups that included representatives from sponsored projects, IT security, legal affairs, and 
compliance. For example, in anticipation of these requirements, Northwestern University and the 
University of Maryland launched detailed research security training programs in 2025. These 
programs include scenario-based learning on foreign travel precautions, data protection, and 
insider threat awareness [8, 9]. 

Canada established the Tri-Agency Framework in May 2024 through coordinated policies from 
the Canadian Institutes of Health Research, Natural Sciences and Engineering Research Council, 
and Social Sciences and Humanities Research Council. The Policy on Sensitive Technology 
Research and Affiliations of Concern prohibited funding when researchers maintained affiliations 
with organizations connected to foreign military entities [10]. This policy was based on Canada’s 
2021 National Security Guidelines for Research Partnerships, which required funded projects with 
private partners to undergo national security risk assessments [11]. Canadian universities 
operated under coordinated tri-agency frameworks, integrating research security functions 
through existing vice presidents’ research offices rather than by creating separate positions. In 
addition, the U15 group of research-intensive universities collaborated with the federal 
government to address research security and published Safeguarding Research in Canada: A 
Guide for University Policies and Practices, a national framework harmonizing open science with 
security [12]. 

Japan’s Economic Security Promotion Act of 2022 supported private sector economic security 
management through the development of critical technologies. The act identified 25 critical 
technology fields requiring enhanced due diligence and outlined 50 key technology areas across 
maritime, space, aviation, cyberspace, and biotechnology sectors [13]. Approximately $3.5 billion 
was allocated for research and development in these areas. Although primarily targeting the 
private sector, the act indirectly influenced academic policy development in these areas. 
Additionally, the University Research Security and Integrity Consortium, “Team Japan,” formed 
by university leaders in Japan [14], made progress in knowledge sharing among the member 
institutions. Drawing on insights and lessons from policymakers and university leaders in Canada 
and the United States, Japanese leaders advanced research security and promoted research 
integrity.  

The convergence of national frameworks through initiatives such as the G7 Virtual Academy and 
toolkit systems exemplifies recognition that research security challenges transcend borders. 
Universities must develop integrated competency frameworks addressing both compliance 
requirements and collaborative research needs. Institutional leaders, researchers, and support 
professionals should use resources from the G7 Virtual Academy and toolkit systems to understand 
ongoing and emerging concerns at their institutions [15].  
  
33..  CChhaalllleennggeess  aanndd  PPoolliiccyy  GGaappss  oonn  RReesseeaarrcchh  IInntteeggrriittyy  

Beyond traditional research integrity challenges aimed at preventing misconduct and 
questionable practices, institutions have faced growing risks from foreign interference and 
cybersecurity threats, particularly state-sponsored activity and unauthorized information transfer 
since 2018. The absence of standardized due diligence protocols and risk screening created 
vulnerabilities that eroded trust among collaborators at individual, institutional, sectoral, and 
national levels. 

Data protection and export control regulations posed compliance challenges for researchers and 

― 343―



stakeholders [16]. High-profile retractions underscored the need for greater oversight and 
transparency in research publishing [17]. Simultaneously, weak conflict-of-interest management 
systems and limited information sharing between institutions and government agencies hindered 
effective management of research integrity challenges. 
 
44..  CChhaalllleennggeess  aanndd  PPoolliiccyy  GGaappss  oonn  RReesseeaarrcchh  SSeeccuurriittyy  

Growing awareness of foreign interference in academic research has elevated research security 
to a critical concern. The OECD’s 2022 report, Integrity and Security in the Global Research 
Ecosystem, identified fragmented coordination frameworks as major obstacles to research security. 
The field involves stakeholders across civil security, cybersecurity, defense, education, and 
international affairs. These groups highlighted institutional gaps, especially weak due diligence for 
assessing foreign interference risks and poor risk identification for critical assets and 
vulnerabilities. Universities often lacked monitoring systems for international collaborations, 
limiting their ability to detect evolving risks. Smaller teaching-focused institutions faced resource 
challenges, resulting in insufficient personnel and funding for comprehensive security programs. 
 
55..  EEsssseennttiiaall  KKnnoowwlleeddggee  aanndd  SSkkiillllss  ffoorr  RReesseeaarrcchh  IInntteeggrriittyy  

Institutional leaders recognized the need for personnel to understand research integrity 
principles, national regulations, and institutional policies to address inconsistencies across 
organizations—such as conflict-of-interest management, definitions of misconduct, and due 
diligence processes [18]. The most successful institutions created research integrity officer 
positions with leadership responsibilities for oversight, policy implementation, and misconduct 
investigations. These officers also address broader concerns, including authorship disputes, 
questionable research practices, and misconduct allegations. Scholars increasingly view 
integrating research integrity and research security as an institutional responsibility essential for 
collaborative research across institutions and nations [19]. 

A comprehensive understanding of regulatory and policy frameworks is critical. Personnel must 
define misconduct, understand national and international codes of conduct, and navigate 
requirements such as conflict-of-interest regulations and data management mandates. For 
example, familiarity with the U.S. Office of Research Integrity guidelines and the European Code 
of Conduct is a vital asset for researchers, research support professionals, and institutional leaders 
globally [20, 21]. 
 
66..  EEsssseennttiiaall  KKnnoowwlleeddggee  aanndd  SSkkiillllss  ffoorr  RReesseeaarrcchh  SSeeccuurriittyy  

In this section, I will outline the required knowledge and skills for academic leaders at higher 
education institutions. These elements are essential for institutional leaders and research security 
professionals in academia [2, 15, 19]. 

EEnnggaaggeedd  LLeeaaddeerrsshhiipp  aanndd  GGoovveerrnnaannccee  WWiitthhiinn  aanndd  BBeeyyoonndd  tthhee  AAccaaddeemmiicc  SSpphheerree 
Executive-level coordination, cross-departmental integration, and the ability to establish 

security-conscious cultures while preserving institutional autonomy will be crucial. 
Individuals capable of developing institutional policies; integrating security into governance; 
and leading cultural change, grounded in strategic thinking, are essential. They should 
understand research security, research integrity, compliance, and academic freedom. 
RRiisskk  AAsssseessssmmeenntt  aanndd  DDuuee  DDiilliiggeennccee  TThhrroouugghh  aa  GGlloobbaall  PPeerrssppeeccttiivvee 

Systematic evaluation of international and domestic partners and projects is paramount 
for promoting research security. Individuals with knowledge of research support services, due 
diligence procedures, intelligence gathering, and identification of potential threats across 
nations are indispensable. 
CCyybbeerrsseeccuurriittyy  aanndd  DDaattaa  PPrrootteeccttiioonn 

Personnel should have the technical expertise to implement advanced cybersecurity 
measures and ensure compliance with data and information protection regulations, including 
data governance requirements, cross-border transfer rules, secure data-sharing platforms, 
and international privacy laws. Advanced procedures such as multifactor authentication, 
real-time threat detection, and incident response planning should be implemented at all 
universities [16]. 
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LLeeggaall  aanndd  RReegguullaattoorryy  CCoommpplliiaannccee  AAccrroossss  MMuullttiippllee  JJuurriissddiiccttiioonnss 
Individuals should understand relevant laws and regulations, including export control 

regimes, sanctions lists, and sponsor requirements. This knowledge is crucial for managing 
conflict-of-interest disclosure and ensuring institutional compliance across jurisdictions. 
Leaders in research security must be proficient in disclosure management, conflict-of-
interest identification, and transparent reporting mechanisms based on research integrity 
principles. 

 
77..  CCoonncclluussiioonn  

To maintain institutional credibility and cultivate trust within global research communities, 
engaged leadership and governance commitment within and beyond academia are essential. This 
commitment requires broad perspectives on risk assessment and due diligence, a strong 
understanding of cybersecurity and data protection, and knowledge of legal and regulatory 
compliance across jurisdictions. 
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