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Abstract

Information communication via the Internet has evolved into critical social in-
frastructure underpinning daily life and economic activities. Under such an en-
vironment, physical network partitioning caused by large-scale natural disasters
signifies a complete separation from information sources. This results in significant
disadvantages for users, such as delays in ensuring safety during emergencies and
the inability to access vital evacuation instructions. The ” Guidebook for Introduc-
ing Disaster-Resilient Information and Communication Networks 2024,” published
by the Ministry of Internal Affairs and Communications, explicitly points out that
the loss of communication infrastructure hinders the initial transmission of cri-
sis information, safety confirmation, and the collection of evacuation center data.
A critical issue often overlooked in disaster countermeasures is the logical depen-
dency of services. Even if data physically exists within a partitioned local network,
acquiring such content becomes difficult due to "Hidden Dependency Services.”
These are protocols and their interrelations required for information communica-
tion that users are typically unaware of, such as the Domain Name System (DNS).
When these underlying services become unreachable due to backbone fragmen-
tation, the entire service layer fails, rendering local connectivity useless. This
study defines this phenomenon as the ”Hidden Dependency” problem and posi-
tions it as a core challenge for realizing true disaster resilience. Various studies
have proposed methods to secure communication during disasters. Mobile Ad-Hoc
Networks (MANET) and Delay Tolerant Networks (DTN) have been widely dis-
cussed to secure communication paths without fixed infrastructure. Additionally,
practical initiatives by three major mobile carriers in Japan (KDDI, Softbank, and
NTT Docomo) include the rapid deployment of vehicle-mounted base stations and
satellite communication services like Starlink. These efforts primarily focus on
securing physical communication paths to improve accessibility. However, they do
not sufficiently consider the impact of Hidden Dependency Services, often assum-
ing that once connectivity is restored, services will function normally. Regarding
Edge Computing, commercial services such as Cloudflare Workers and AWS Wave-
length leverage edge locations to reduce network latency and improve efficiency
under normal operating conditions. However, these architectures generally assume
a healthy backbone network. Their behavior and autonomous operation during
disasters, particularly when the connection to the core cloud is severed, have not
been sufficiently examined. Consequently, there is a lack of established strate-
gies for maintaining service continuity in a completely isolated local environment.
This study proposes a disaster-resilient network architecture by utilizing Edge
Computing and applying a novel data and service placement strategy. The pri-
mary objective is to construct a system immune to the influence of hidden depen-



dency services, ensuring that essential services and data remain accessible within
a local network even when physically isolated from the global Internet. Hidden
dependency services and associated challenges were analyzed by examining past
large-scale communication failures and protocol stack behavior. Furthermore, de-
pendencies were analyzed from the perspective of network topology. Consequently,
three major challenges were defined: (1) Complexity of Communication Estab-
lishment via Protocol Stack: If protocols used for communication establishment,
centering on DNS, stop functioning, content acquisition becomes impossible even
if the server holding the content exists. (2) Congestion of Communication Band-
width: Even if a communication path is established, traffic surges during disasters
can cause severe congestion, compressing bandwidth and causing timeouts that
make data acquisition impossible. (3) Centralized Topology: The current Inter-
net arranges servers hierarchically. If upper-tier servers cannot be reached due to
network partitioning, resolving domain names becomes impossible. To validate
these analyses, a confirmation experiment simulated a network partition. Results
confirmed that when separated from the backbone, communication to the global
network fails, but local network communication is maintained. Therefore, service
availability is significantly enhanced by placing content locally, provided logical
dependencies are resolved locally. In the proposed placement strategy, data re-
quired during disasters was classified into three types: Type A (Data necessary for
immediate evacuation, sent from Municipality to General Public), Type B (Infor-
mation shared between municipalities), and Type C (Safety confirmation among
citizens). Priorities were defined for these data types across three disaster phases:
Initial, Emergency, and Recovery. Services were classified into ”Push-type” and
"Pull-type.” While Pull-type services are prioritized in normal times, Push-type
services should take precedence immediately after a disaster to forcibly deliver
critical alerts. Based on these classifications, four system requirements were de-
fined: (R1) Autonomous Operation, the ability to function independently without
external upstream systems; (R2) Physical Proximity, placing resources within the
physical reach of users; (R3) Dynamic Resource Optimization, dynamically pri-
oritizing essential traffic (Type A) and blocking non-essential traffic to conserve
bandwidth; and (R4) Information Reliability, ensuring disseminated information
is trustworthy. To satisfy these requirements, this study proposes an autonomous
decentralized architecture using an Edge Gateway. The core mechanism automat-
ically switches between ”Normal Mode” and ” Disaster Mode.” The Edge Gateway
constantly monitors external network liveness. Upon detecting a disconnection
from the backbone, the system autonomously transitions to Disaster Mode. In
this mode, the gateway executes DNS Hijacking via Destination NAT. It inter-
cepts all DNS lookup queries from client devices and forcibly forwards them to



the local Edge Server. This mechanism allows the user’s device to resolve domain
names to the local server’s IP address without manual configuration changes, such
as setting static IP addresses or proxies. Consequently, users can acquire disaster
information replicated in advance on the local server, transparently and immedi-
ately. The effectiveness of the proposed method was evaluated through a Proof
of Concept (PoC) implementation. The experimental environment used VyOS as
the gateway router and Ubuntu as the edge server and client within a virtual en-
vironment. The experiment simulated a backbone network failure using Blackhole
Routing. The monitoring script successfully detected the communication loss and
triggered the transition to Disaster Mode. Client terminals, which lost access to
external websites, were automatically redirected to the local edge server and suc-
cessfully downloaded map data. This demonstrated that the architecture satisfies
the requirement for autonomous operation and transparent user guidance. Based
on the findings, several future challenges have been identified. First, the eval-
uation revealed security challenges related to HTTPS and HSTS (HTTP Strict
Transport Security). Since the proposed redirection mechanism behaves similarly
to a Man-in-the-Middle approach, browsers with HSTS enabled block connections
due to certificate mismatches. Addressing this requires utilizing Captive Portal
functions to legitimately display disaster information pages or establishing a local
trust model. Second, since the current evaluation was conducted in a virtual envi-
ronment, implementing the system on power-saving hardware such as Raspberry
Pi is necessary to ensure operation during power outages. Finally, performance
verification in actual wireless LAN environments is required, considering poten-
tial radio interference and bandwidth saturation when a large number of evacuees
connect simultaneously. In conclusion, this research demonstrates that by strategi-
cally placing data and services at the edge and employing an autonomous switching
mechanism, it is possible to build a disaster-resilient network that overcomes the
vulnerabilities of hidden dependency services. This approach offers a practical
solution for maintaining essential information flow during the critical initial phase
of a disaster.
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Ty IV —NEIy I TN REFbETT Y ViR 5,
Lius 9 ic&d, Todarlta—74 VI ATLEKEL 3D
HT%2, ZOREELFITRT,

e 779 K 6D Push
ZDFEHTIE, 77V R TaN, X=D Y —EL R Ea—T 4V
JEEEEN) ETy DIy a$ 5T, RAMEEERL, IBE
R REHE T 52720, 22— KBz X85,
o [0T 74 X5 D Pull
0T 7 7V 7 —a Tl IoT TN ADERT W RBEDT —
RN FT 27012, BELEENTWE 7 79 F6iEl Dy Y —
PARayYa—74 VI EEET S,
e NAT7VUw [
79 Ry POREEMET ST, BROGERY - X
TV = a iZBWT, O — U RGBSR L /O B R R
LT 5,

ITyyaryta—74 7% KT — XU L EGED F —N—A v
RZHIR L, EANAL LT =R OB GHHEEZR LXETWS, i
DIFTWVW3B,



2. Mobile Edge Computing

Abbas 5 [10] {Z X4UX. Mobile Edge Computing 1&E N A JLHEHMF % 7H
HLTIZ 79 Farva—T4 Y —CRA2ITy JIHRTS7—F 77
FrDILTHb, M. Mobile EC 2 FEFFF %, Mobile EC i, VY —2
FRIDHEZRA— T4V BREDENL LT AL 22, wBERANY TV —
DFm, A ML —Y T s RRO Ty DT e U TRIBEED D % Lk
LNTWVWS, FHZHG v bV —=2I12BWT, EiFEiE & @EGEEZ 1 5 &
BENUE R 2ERT 27TV —>a L, *v b7 —27 ORGT
FHICV Y -2 T s 2 HIEL TV 5,

3. Multi-access Edge Computing

Taleb & [11] 12 & % &, Multi-access Edge Computing (3@EV —E R &
ITH—LRZHMEL. BT 7 X2y PTV—TDIZ IR TVRDTS
TR A—LERMETEORAT LD TH D, Ty VaAYPa—T 4V
TOMFRICBVTHINIEANA LAY P T =T TDYY R L TITyI%
EHT2 2 e MG IR T\, Wii ik ¥ Ok 7 7 Az wUE LT
& & LT Multi-access Edge Computing 232IB X NTWwW 3, DX MEC
YRS 5, MEC T, Ty JICA ML=V LitHEREEET % Z & T,
IV RZ—FDLA TV —Z2RML. ENA NNy ZR—)La7 %y b
T — 2% XOERNCTEHT 2 Z e AEETH 5, MECOZL—RF—R ¥
LT, A 7a— X yy a2 HORDHa Y T VYV EREREET
HNTW5,

a2 > 7 Y ELE Tk CDN(Contents Delivery Network) Z{HH LT
%, CDN &l¥, =¥ F2—F i THIFANC OB L ey —~Fhica v 7
YV XXy adTbHIRIET (12, THUTKD, 2—FD QoE Z[h L&
B3 ZEHARETDH %,

2.2.2 Fei{THUHE
BEFLEATWE Ty Y ay Pa—TF 4 ¥ 29— 20OREHF LIRISR T,

1. Cloudflare
Cloudflare l&, 125 #EDL Lo HICEMIATWS 7B —oULty b7 —
AL, TyYarv¥¥a—T 4 Y777y M7 x—sREL TV [13),
I—PIIEVWT— RV R —, oI TIOTIL2FETTEILTELDE
HAxy N —=Z@EZEHL TV,
2. AWS Wavelength

AWS Wavelength I3, BIEFEHEDT — XtV RXR—TAWSDA 75 ¢
HB—bCRZHEHL T AV r—2ar2ETT2I T, BIEBER Y )



r—2aVEEERERT LYY ATHS (14, 2—AFr—ATH, V7L
RA LT TV —a VAT DIRELEDEHHR L v & T OB R 2
WEINAT 5 FhIDZETF STV 3,

2.3 AFHARDOMUERT

KERRDIATHZERLATEGH TR, B ERROMERZ FRE LTED, HlA
D77 AN EEGDTVWS, LrL, Hick7Ta baldrsdisE@Eni-HEy—
Y ADEBIZ O W TIETITEE T WVR W,

TyYarta—7 4 YT ORTHERTKITIRITIE, =y DRIEH LKE
LRy P 7 — 2 O E FRE LTW3S, MEEEADOHKRDITHOATY
B [13], SKERICB T 2EEICOVTERTITHRET XA TVR Y,

AKFFNE, Ty Para—T4 YIZ2HWTT—F77F v 2R L7 LT,
T — X DELETIER I K BRENTAREY — R DB 22 72 WIS i g
52T, MEEEODZ XY VT —TEBRRT 5,



E3FE BENitKEFEY—EXDRE
T

AETIE, R L TBRBAKREST - 2] IZOWTHIhT 5. BEFEORY b
U —JEBEICBWT, @EETO ETREX LS T a b alikoBE Mg I
FHLOH T2, 02751 HizoT, =718l nn— R = 7HfEE Wo
7= VIPRR 72 BRI BRIV 5 %

LIS, BHEREOERBEIRZ 3720, OSIBEEFNMIHE DI W-HEE 7
0—ZOWTEHT 2, K312 RNIRT,

%S4 (Sender) F{EMil (Reciever)
R
Layer 7 : Application (F 7Ur—3 3 vE) |« » Layer 7 : Application (7 77U o —3 3 »[E)
Layer 6 : Presentation (7L ¥ 57— 3 VE) Layer 6 : Presentation (7 L¥>»F—2 3 VE)
Layer 5 : Session  (t v 23 ) Layer 5 : Session  (tw i35
ll ¢ R T |
Layer 4 : Transport.{ b 7 & Z2/— b [&) < > Layer 4 : Transport.{ b 7 > A H— - &)
| ¢ R T |
Layer 3 : Network {&v kT —7[&) =+ - Layer 3 : Network (v k27 —27 &)
| ¢ EREE T |
Layer 2 : Data Link (T —% U > 7 &) = = Layer 2 : Data Link (T —4 U > 7 &)
YRR 70—
Layer 1 : Physical ($1H2/®) s = Layer 1 : Physical ($1H2/§)

X 3.1: OSIZHBEF L E@EE70—

K3.1&b, HEDA Y Z—%v b EHAOWEBEREFEICBWT, OSIZRETIL
DRED»S LEAN, H20VEEE» S FEAL, [BEHEEICHER 77 b a)LFE
THEHFICHEEI L TWB Z bbb, 2070 —IZBWT, WIhDORED
70 b a LRI SEBER 2ICHE S Z 2 T, OB D EE R RIF L., RKI
CEHEEDO 7 v —BHERI@EELTLE 5,



3.1 BEEFEFEFHL SO

AR U 7= D, RBRA-KIFEY — 3, EERIORERE L > TRELT %,
AHEHTIX, BEOBEEHREEOHEH[EZZEF. ZNODRRESH TS Z & T, Bh
7REY — P RO AEIEZ B,

1. 2021 4 10 H 05 H® Meta(Facebook) O4H — b {21} [15]

o MZE

EHAX ¥ T F Y AT B — NNy 7R — 2 ORI 2 FHi T 5 7
DIFHLIza~y P2, BERKEIT ANy Z7R—=V2y MU — 27 NOERE
ZRTYIW L. Meta(Facebook) D7 — Xt > & — O 25
Wil E 7z, 2T K o T BGP(Border Gateway Protocol) (2 & 2 #%
EHRETHRL, 2 —ERARMEILLL, ZOX5%IREN DD
Bty — LN E D a~vy REEIEIEE BN TERPoZE
HRETH 5,

o 71T

Z DFFEFIZIZ BGP ofttliz  DNS(Domain Name System) 12 % JE K3
Holet TNTWVWDS, DNSIZ KX A % (] google. com) ZKEED IP
7 R L RICEHT %, i@HI1EDNS 7 2 U MR DNS H— NI X o T
HEEINd, ZOIRBREIoTHELGNLIP 7 FLRIEBGP IZL > TA
YR =2y bRIRENEN S, EHEEOEVEAZIHR T 572912,
DNSH— 37 =Xty X —LBETERWEEIC, vy bV -7
BICERED D % &K L, BGP advertisement Z #3132, Z DfEE
WWBOVWTIE, Ny 7 R=V2RPMEIELTLE 5775, DNS #—n
Dty b= IR EDRD D L HI L. BGP I X 2R Z 2 THIFRL
Too THUTE D, DNSH—ANEHE L TVl bb63, 77k
AT B2 EDBPAFEIZR o T2,

Z DIFEFED S DNS & BGP DHAMRFEARICE > THEEL 72 Ko
el bh b, BGPIZ & 2 EHIHATTA 2 L o722 &7 5 DNS
Y= NIZEETE T, DNSIZ X 2RI BEIC R o 720 ARID
IP7 FLRAZEBHEZ 2 ZL3NETHD, 7 BIEEDOY 7V Nz
CWRIP 7 FLATOEZENZBENITAR V. D BGP 225 DNS A3
REL 20 2 B I3REN MR — A TH D W R 5,
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2. 2022 £ 07 A 02 H® KDDI 0@ {Z [ [16]

o HIEL
X YT F Y AMEEITB VTV — X DI OAFEIC X 2 @EW 5.,
MEEGRERESOHENRKBEICHE L2, ZHITL D, VoLTE X
BRI A#E DB(Data Base) O, B XUOMMAE DB D7 —&XA~—HK
HIEHPHANIC A L, #E LD 6 WIKERIZH - 72,
o T
Z OFEEDFERIZ, VOLTE RIEICH 5, X7 F v A EEFDL—
R DFFFRFAFLENT K o TIHEBEERERDPEEINTL V. ZhUcfio
7R ESR DFEE S LIEBENRAE LUz, £/, iR VoLTE 3
b 2EPHEE N L TOBUILE 21T > TW0Wb 720, RBENREEL
72o TONEBEERERDEREZ LITMAE DB ANDEIEETS f=, #
SHAIC N A DB 3 iHElEH4 U 7=,
COEENS, WERBBIEE THo> THIEIC X > UREBAFEEE
TLEW, BET2ZerREICEZehbh b,

3. 2021 4F 06 A 08 H D Fastly DF&EE [17]

o MEEE
KHEZRDY 7 b7 2 7N HPRFEDHEHRE DY — U RAREELE T =i
IEINTL RV, HFHEROREENFEA L 72,

o T
Fastly (& Managed CDN(mCDN) Z Wy P27 59 F 75 v b
7 A —LERME LTV (18], Fastly O — & RGN ITBE £ h
ZAUCKRBEL TSN TV 2D, HIBRORELHEIZL>THy b
T — 7 DREBFEENRELTze TOZEBH Y Y —RIFHFIH
TWBZehbhrd, VY —AREFINTVSE Z EHFETIERL,
FRED) Y =R EEDR D o7 5E W ZO ARG HAEINTLES
ZEeHHETH 5,

4. 2020 4E 12 A 14 H D Google Cloud DF#EE [19]

o W

Google OAuth 7 7 2 A %2 E ¥ F % Google % — B ADFIHT &7
{ 72 BREENFEA L=, Google User ID Service l&, £ TH7H W ¥ b
WEAR OB F 2 AL L. OAuth b —2 > & Cookie DFZRETEHR % UL
LTW2, 2OH—ERZHLWVWEID TS RT LITATS 21E6D—
ROUBRY —ECRAZBRT 2 L5 REERIT ol 25, #HEDHD
HTYRT LAD—HDPE-THED, ZRUT Ko TARNE LRl LIEE
WAL L 72,
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o T

ZOEENS, BIEDA VR —3 v M —ERXATRELI—VE2RET S
F=DIEREE R T IR o TWB Z e b b, iallil k> TEFa VT4 %
HELTWB1ED, Cookie ZHMHL/7za—FourZZ2iEH LY —
ZDRMEDTONT WS, L L, ZOHEFITIE, FRAEDAATREL IR
Ko 723538 a >y 7Y OBUS R EDMT A7 725 & W\ 5 SED R
fELTW3, ar7 oY —"PEFICEE L T TR EEEEN X
ﬁybfmh&%®m£%M%2?éﬁ ERITHE R KIZT VI,
an ﬁﬁio)qﬂ%’é*@lﬁ’)tﬁﬁ%ﬁ@éw\#%é

I DBEREOEH»S, RBNMIFY —ERIZOWTRD X 5 Bk,
HBHEEZOHND,

1. BERER DIHKR
BGP 2 ¥ L RN HEL LGS, 1 X —2 v VE2FHT 2 L
TREEZBZDNSBREDY—NIT7 72 RTEHIENTET, Y- A%
HMEAT 2 Z BRI 5,

2. W{SHTEO £l
BERENIEERZ 72 LTH, BRI X o TEEWEAEESNT
Lo, 2—HFO@EIIN U TR o BT KIX T,

3. HHY Yy —2EH
HEDZ 77 FH—LX0HIZiE, £FY Y — X Z2mBiicoE L Tao—
PFIHRHEL T2 DH 5, NI EI L TWize LT, WHEIcH
FEINTONEIZ I —dbHEINTLESIBRIODLDH 5,

4. WULEEME) T FERE R
RAEIC X 2 EF 2V 7 4 OEMRPLL—FITH L2V — XD ZITS
EMABEIZE o TW5, LA L, A ThI U 24U IS 53—
PRI LTT7 72 AT 23 ENAAREICKE->TLE D,
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3.2 OSIEZBETFIL®RY M7= MROSH SO

AT TR 72BN AT — E ADFHFREICOWT, OSIZRET NV EEE L /-
ETHNT 2. £, BEDA Y X —F v PEBTOMEEERE L VwoZk R
0y OBED» LSS 5,

3.2.1 FORJILREZYIICLZIENKEFET—EXDDH

K31IRLIZEDIC, £ VR —% v P TOFRBEREZITOBICIEZEDO 0 b
AR EPS R, T EACEEHLTWS, £/ 77V 75— a @ty
FY—ZBD XS, EEMZEMLARERICEEO 7o barzZHWwTnW3 3
DbDHbL, —MRT 7T OENE7 v —%2K 3.21TR-F [20], 77 VHOHEEY
0 —{3RD X5 ITEREZEATITOA TS [20].

1. DNS #%&

DNS HZTlX, Web R—=INEDH —NIHEETI0EMRT I %
7> TW5, 21X, https://wuw.example.com\7 7t A3 355, IP
7 R ZAA3123.123.123.123 DY —NIR—IDBHFEELTWVWDE T B, &
DEE, 77 RV A M—E NI Z e i o 7285512 DNS MR
WEY b, T7I7UFDBDNSHEEZY 7T XML, DNSH—NHIP 7 K
LA%RT, ZOVIZTAMRIFZ, IPT7 FLARAEF vy a3Nb,

2. {5 DWENL
DNSHZRIZC X o TIP 7 F L RADHHAL 724213, TCP three-way handshake
WEoTT U e — N DEEZMLT %, TCP three-way handshake
TR, 77 UH eI —NEDBTIEDRX vt —IEZEZRITS L THEHE
DL LT Z e 2l LT3,

3. TLS x> —>ay
HTTPS ZHW/@{ETIX TLS 22> — a yafTbhTWwa, TLS %
AT —a TR, GBEOHESICHEH T AR SOMERZIEL, +—
ZERAE L. EBRO T — X EEDOBBRNC R 2 REEFEDEFEIT R > T\,

4. &
Web % — Y OBENHEILIZINDZ L. 77 9FIZ2—FDORbD D IZHEY]
DHITTP GET V7 T A MEEET S, VIZIZAMERELY—NE, #
MBL ARV ANy X —r HTML Oa > 5>V a%EET 3,
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User / Browser Web Server

www.example.com

(1) DNSHIFR DNS
123.123.123.123

¥

£

SYN

Y

Y

2 g oM SYN - ACK

Y

ACK

Client Hello

Y

A

Server Hello & Certificate

Y

ATLS: TV I—Y 3w Client Key

A

Finished

Finished

HTTP GET U7 T

Y

4 hE

A

Lo A Zony &'— & HTML

X 3.2: 79UV OHEHET7 O —

DI —FRT I EHHET I, O a barrfush
TWBZ bbb,

SENE T I FDOHEFER LD, X—LEZFHTIEHET SV r—>ay
JECRIHENS 7 a b alhnEb 3721 T, DNSERLHEEDOHIIZ T 7 vH e
FIRRIATDORT WS, L7zdio T, BAMKEFEY — RO EIX, DNS MR
BoWIITHWSERTWA T a Fa)Lo—oEEL R 3 Z e Tho 7o +
VIS HEHHINCEE 2 52| BlEEZITS Ze PRI 2 TH 5, FHS
DNS ORERER 2N K ELFEIC R e EXONS, 77U VFDOENEZ7 v —T/RL
72E2012. BFEDY —NAT 7L R T 57-DIZFIP 7 FLRAZHZDENRD B,
HIEiCTHIRRZ LS, IP 7 FLRAZ AR HEZ 2 Z L3R CTH 2720, AM
WES>THRDRTWVWEXAL VEBHWSLNTWS, DNS BHEEE L T U, #
DAL VEZERHLTH —AAT7 7R TEFT a7 Y ORENMTAR L, 2
Db, DNSEHLE L=70 Falziy 7 pER - Eyr — ¥ A0 HE
k5,
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3.2.2 FROSOENT-EKEFEDDH

REDA VX =2y NIV —"ZREEINCEE L T\, Hizh L7z DNSHZRIZ
DWTH, DNSHERY — NI 2 B DY — SANDNSHEDV F TR %
EEL, TORRE LY EFEDODNS Fryat—NCFrya L TELZ
& T DNSMRORREMEZM > TWwd, £/, CDNbITLAAY T VY DH B F
YD H— NS = FIEFEDF — AN T YR Fry P a LTW3 [12],

INHDZ e, bREIDLLIENIMEF — L ROHEIZ20H 5,

1. Efiy—oNE Do
AR L7z@D, 2> 7Y RT3 ) 722 ME, EioH— A
LA XN, IEEERE MDY — AN X vy T a2 %275, FD=OH, H
LW 7 TR MRELBIC MY — e arEhTtniud, fitvarsy
VERST 32 EBARAREIC T B,

2. F vy ¥ aDHMAR
FH—NEFENTOTHF vy P aDDHIUX, ZOF vy > 21K
G L7ea >y Ty EBIE T 5 2 e A[RETH 5, LI L, Frv P alZidfd
SRR (TTL(Time to Live)) BEELTE D, TTLAUIMIEF vy > 2 %
T2 ZEDRAA[REICE 5, Lz o Ty Fyy ¥ allB0nTbREYIN
WEDATHENME R T2 25X 5,

3.3 BENhfkEFEY—EXDBFEICOVWTOFED
ENMKFY — 2D KERFEICOWT, AFHITELDZITI,

1. 7 FralR &y 72X 35BS OEMEM
DNS ZHL ¥ L7Z@BEHEL D2 D 71 b 2 L KEEER 21 - 72355
TR REEELAVT VDD EZY—A"PFEL T2 LTdhary sy
VEUS B AATREIC 2 %o

2. SEEHRO 8
TS OHET L7z v LT, RIS X 2 BEHEOEMc & > TF— &
B £ T OFFEIEASEN, SREOBA T — X IE AR 5,

3. RN bR Y
BHEDA VX =%y MBI 23— "OREBIZEENTH S, EMNDOY—
PINCERETERITINEH LT —XZHG 3 5 Z D AAIRETH %,
T/, WAL ER XN S P — B 2 LT, SREEMT AR I U —E R
BEZTLIENAAEETH B,
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3.4 Ry bI—0%pDMT ZHEREE

FHR L@ D, BhEY - R e harziy 7 bRa DIER T
5HDNZV, Ll RERICBWTIANY V7 R—V%y b7 =7 DM X
5 ity v T =00 L — NADREDREEICIR B Z & R D KX RIS
2% T 5,

AR TIE, WENZR Y b7 =28 Z2{TO3IC, ry v 74 R ) VT
Z AW TN N Y 7 R — > [BIRR O Wiifh % FI 5 2 ERRIRE 2 MR L7z, 1R

L7-EBEREZ X 3.3 1R 3,

150.65.117.102/25

shinoda-cloud

192.168.10.0/24 192.168.30.0/24

192.168.20.0/24

Client1

DNS server Web server

emulator

X 3.3: TER L 7= FEERERR
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3.41 Ry bI7—2UWK
LAy b — 27 O ER 3.1 ITRT,
3% 3.1: WEERSEERRIC BT 2 HEERIRE DR

FALRH]0S ) Y7 27 |[IPT7FLR

AMAL : 150.65.117.102
Client1 ] : 192.168.10.1

Router Vy0S DNS il : 192.168.20.1
Web ff] : 192.168.30.1

Client1 Ubuntu 24.04 server, | 192.168.10.2

UFW
DNS server | Ubuntu, BIND9 192.168.20.2
Web server | Ubuntu, Nginx 192.168.30.2

3.4.2 NwOIR—2EaOBIRFE

Ny ZR—=VFy hT—27 v Otz FBI T 2729, Clientl (2T UFW %W\
Ry N T 4NERY VT EITHRoT2, BARINCIZ, v—Hh 4y F U —2 (192.168.0.0/16)
ETOBEDAEFTAIL, ZhNOET7 LR TCOBEEWET 2RV 4 b
VAMHFREBERHA L. BHALEZZ740Z) I A—0 %IRRT,

# Clientl TO UFW &E

# 1. 77 4 P TIRTOHEANDMBEZIES
sudo ufw default deny outgoing

#2. O—Hty b7 —2 (192.168.0.0/16) ~DEE7/ZITIEFFA]
sudo ufw allow out to 192.168.0.0/16

# 3. REDEIML

sudo ufw enable

CDFKEIIC LD, Clientl &, VMR EFEN LI N TWVT S, A >
2 —3 v b oiREEEX N TIRRBIC R B,

3.4.3 347> MESseONIILEIE

AR b= (Mac) D Android Studio L TEIfET 2L I 21— & —% Client1 {Z
X LT sshuttle TS 2 Z & T, FBANCERBRBEMNICA~— M 75 Y ZHE L
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720 2B, FEEBZTBWTT7 7 UH TH % Google Chrome 23MHEH$ % QUIC 25 TCP
oA YT EANLRALUTEZEN A Y b7 = AR T 2BRDMER SN
e, 77 UPREICT QUIC 2L, £ To HTTP/HTTPS #@{E% TCP
BHETITS XOHIR Lz, F72. IPV6 I L 2EEREER <725, Mac D4 v b
7 — 7 ARy 7% [Pvd DAIZHIR U7 IREE TRREEZ 1T - 7=,

3.4.4 HMESEERERDER

MERLARBEICBVT, 23210 —&Z—LOWeb 779 BLN curl a~< >
Nz HWTs %%%@%ﬁ%%%ﬁoto

X T DI WIHIDOEBOMRE 21T o 70 K341, A%y b7 —2
(https://www.jaist.ac.jp/areas/) D7 7L AT IBOEENTH %, =
T2l —&Rcurl a~v Y FOMNFERD S, IEFICEEIMTOIR TV S Z L 2#
FIMT % 5

3:10 ol ¥ @

) % jaistac.jp/areas/ + @

BIASEA =
. JERESTIRTN PR M AR RS N 9

ToEZ EHER

HRgER) - B
F—L> FARE - S

| srzens - 3¢

Graduate School of

|
ST RTRRR B

|

|

ﬁiﬁﬂ?&ﬂﬁl&
D ¥ Sciences

[ ] B guts — -zsh — 78x24

guts@de54-149 ~ % curl https://www.jaist.ac.jp/areas/

% <!DOCTYPE html>

Iiﬁ,“ﬁﬁﬁ <html class="no-js" prefix="og: http://ogp.me/ns#" lang="ja">
<head>
<meta charset="UTF-8">

2026FAB ICHIRBIHOEHEO—HEEBLET, & <title>BF X B - $i | JAIST b BE 56 8 B 5 B 47 K 22 Bt K % </title>

BROMKES - FEKE—5i3 -5 5 2vB] EE <meta name="viewport" content="width=device-width,minimum-scale=1,maximum-scal
- e=1">
5TECIET W, <meta http-equ "X—UA—Cumpatible" content="IE=edge">

<meta name="description" content="JAIST® T B R—YTT. EEHOD
RUCBBEAREABOBEECRVWLLFT XTI .
<meta name="keywords" content="JAL “E!ai ISIE FrUZXE BEXE"

A~
(O) sisra sy wmzm 0D CEEPRY
b X . [ 13437
=7 Creative Society Design i (e LS
<meta property: THREH - HE R—-YTT, &
RBOKHEH E = e T ">
—. _ N <meta property: (] /www.jaist.ac.jp/areas/">
@%)bvzx?z—7747ﬂﬁﬁﬁmﬁﬁﬁ O (RS ite_name® content="JAIST it B % B B4 5 5 4 X 5 Bt K % ">
=27 Transformative Knowledge Management <meta property="og:image" content="https://www.jaist.ac.jp/common/images/commo
n/logo.ipg">
<link rel="shortcut icon" href="https://www.jaist.ac.jp/common/images/favicon.
ico">
R T R T I RS, T <1-- StyleSheet —->
Q @ - =
-
13 English HERER MENU
=~ ~ S
(a) TI 2l —&K— (b) curl 2= >~ K

X 3.4: A% b — 27 LIBIET B EEFEOZE)
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B350 fERLZBREN (B — ALy b T =) \DT 7 R %Z2{TRoBED
ZEHTH 3, Aty V7 — 27 L ARBICIEFICGBEENMTODATWEEE X5, X
3.5(a) IZHBWT, https HARWVEHRTIH I LTV 2 HHIE, Web server 13 H CB %G
HEZHONTWE D TH S, 7. K3.512H VT, 301 Moved Permanently &
HAOXHhTWwaDE, HTITP T7 27 ALTWA72HTH 5, HTTP 55 HTTPS
WKUEALZ hEhTwbotihhani,

3:10 all = @

0O © hitpsi//192.168.30.2 +

Local Web Server Node ID: WEB-

Online 01

System Status

192.168.30.2

Local IP Address

Normal
Operating Mode

Nginx

Open Source

Local Services
ZoHY—NFO—AI)ILWebtr—/N& LT
BELTWETY,

» Access Only
e Read Only

© Made by Nakamura Kazuki
(a) TIal—&K— (b) curl 2= > F
M 3.5: v—Jry bV —7 LEET 5 K OZED)

RICHHR U Tz v 7 4 &) ¥ 7 R CORE 2R L7z, K3.61Ny 2
A=Ay b =7 imHINC W LR 2R, aWEi e B U Yy b7 —
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INDT 7R EATo TR E N T WS 729, X 3.6(a) TIXERR_TIMED OUT. X
3.6(b) TlX (28) SSL connection timeout &I NTWVWD, ZDZh 6, 4t
Ay PU—2enEhTED U 7 X N ORMEREYINDERT 2 72,

3:16 ull = @

) 95 jaist.ac.jp/areas/ +

This site can't be reached

www.jaist.ac.jp took too long to respond.

Try:
Checking the connection

ERR_TIMED_OUT

Details

(a) TIal—&K— (b) curl a2~ F
X 3.6: 7 WIRFDANEEAND 7 7 & 2 25H))
FIRRICOWT Fcor—Ahltry bV — 2 NBEOEFHZXK 3.7 ISR, Ny 7
A= %y bV — 7 Wi CH RIS EN W R TE -, /2. X

3.7 C Normal Operating Mode %° Online {278 o T\ % DIE Web R — I ERKIRE
DIEFTH D, v bV =27 DEHZT> T2 DT TIERW,
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3:15 ol T

) © hitps://192.168.30.2 +

Local Web Server Node ID: WEB-

01

Online

System Status

192.168.30.2

Local IP Address

Normal
Operating Mode

Nginx

Open Source

Local Services

COY—NiFO—A)WebH—/NE LT
BELTVET,

e Access Only
e Read Only

© Made by Nakamura Kazuki

X 3.7: HERy DFW L= a —h L3y b7 — 7 N5EEDEEE)

CDWEREBRDIER PO, Ny I R—V 3y b= aanTLE S &4
EAND 7 72 ADRNEEICR D, T —RXDOEISRA R — L RADERZT LI eH
RATREIC2 2 Z e DL DI o7z, L L, HEREBROERI» O —h Ly
P =2 Ny ZR—V 2y T —27 2 DT RIZEWT S H AT RE 72 E &R
ERBIEERBLTVWS, ZOMREICIC, REMETIER—H L2y T —
Y WHBERETEHAT AL EBIRE LEROT -,
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F48 EHKRICET 5=

4.1 FT—RCHY—EXDESH

AKEITIE, RFRICBIIATF—R e —L RADERICOVWTAHRRS, T, &
ERNICTARBY THWTWAREADODHELIART 3,

—

T—&
P—EREBELTCLI—IDHETIBERETODODZ 25T, A
THVWTW2ary7 Y e 05 HEED 22— 2FHIT 2 EHDO e TH S 7
B, T—REWVWIERICEENS, BEEAINCIX, XFT—XPHIGET — X 7%
EnEFoN G,

Y-
TBIREEZEL, 200 DERE NS 2 720 DRERERIHAD Z & 245
T AR TERL TS, BENIAKFEY - REP - RIEELTED,
HHEEEZITS ETcoyu rarzydEshTtnsd, BRI, -
REET 7Yy b7+ —2D7 TV r—aryRENRFIFLNS,
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4.2

T—H D55

A BT BIEERDF — X DODFEIZOWT, K411 F & 5 kR c
X o THHZEITS,

1.

Start

Mo

¥

BOnT—%

Type E

EEBICRE? No

¥
‘ HERICHEEOENT -5 ‘

Type D

¥

¥
1-HRtE

E%ﬁ%—&ﬁ&%‘
Type A Type B Type C
X 4.1: T—XDHHE
F—XDIEA
FT—RBIEDTF—RBEADT— XD DIIKHIT 2 EBARETH 3,

EOF—&id, REBOZ—FI2L > TEMCHIHRER 7 — X L ©F
T 5, oy I L TEZEZ X T A[REEDERWT =X b IED T —
235, FIZIE, —HFOL—HLFHL TWEHEIERT— 21350 12—3
RO WE LTH, DO —F I L TED T — RIFELE I 51]
HEMEDMR W, ZDESRT—XEEDT—&RE L THHHAICED TV,

FMCEDTF—RZ2—FIC o CTHER T — X EHET, T —HBDOmEE
RREDBER 2 2 [REMEDH 2 b D, EEER > ABIC X 2WE XN
F—RAPEADT —XIZFEET 5, HlzIE, FRERD 7 <L0Mm SN -E1E
W EnBIFonsd, MEINTRERICOVWT, 2T—FDOERICE> TR
WT2ehd s, EIFRICOWTL, BERFENEET & 288> &
FHEZINTVEINY I EHIWEMEY 32, OF b, KERERLZ Y DIEE
FRZBWT, —XEWRFIEEHBRRSCRRITICR 52720, SHErOHERIN
7B B U RL 2 HRS DAV LTS,
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T—XDIEAIZOWT, FHIMET 2 8556 THRV ] Hife WO
HAREZREMHIZOWTHHE Lz, 22TO TEE5ThHRV] IHHE
. T X OBUFPRFENCE W, BRI 2 oKL b 0%
T, BOF—RDOHFIZIE, YD —YDZE BELRIFWIESE
PEIEFED SR WATREEDE W T — A BFHEL TV, EBE5THRVLEW
IMHAZRRT B Z L THDT —XDBR LB T 3R D 3 L& %,
SENI AR L Lz,

2. IEEIRIC BT 2 DB DA
EDF—=20HIzd, REREDIFERIZBVWTHEEGSWT—& %
I TRVWT—RIZ_HnEh3,
EFRICBVWTRERDOEWT — & 21X, BEEER FIE X TV BB
<y TN — Rvy 7 BHEROERDO Z e 25T, i~y e —
RF=w 35 6 HHERIGEH SN TVWED, NP — Ko FIEREF
XBWEDERE D~y THICEENTWS 12D, SEERDBHE TN E R X
NBGERFAY— R~ TOHNR LD ERE 72 2 [ HEEREW,

R DIFERFTBENE DN T — ZIE AamICER LRWERO Z & 215
To EHRICBW TSN REERE . EAMICERT2EMTDH 2,
FIEHR DL BRI DIHHIC O W TREM R D T Tld7Zz < RN
EMEDREL 2B VWS e THD, ZDLIRT—XE2IHHIKDT 5,

3. EETT 5

JEFERICBWTRELR T —RIZOWT, F—XDOEETT L 5. HiR
K Y OEEE,, 2—FDX I BR—EHITRMICE > TREL =ZDWIHHEET
x5,

HIERE TR T — &2 &1k, RERLEEROYEFRMEICE VT, —#K
T ROBHHETEICEMOLRRMERICER T2 T — XD e 253, KT
E. 2D LS RIEFERIC Z 2RI R & B TENCARI R T — X %
AKX LTERT %,

FVRIRRIHAE 7 — & 2k, BEERTAOBERN R DY 7L X 4 2D E
WTF—=ZDZ e ®IET, 2D XS T—&IE, EBEOBEEERT 2 E N O BT
DR DOIEF R, BIGERDI TR T 2 REMNEARTAOHHRILEZH E LT
W5,

I—PRHHE T -2 X, ZEWRDESIRT—Z2DOZ%2iET, 20X
IRT—=RIE, BT T L—RTRETOAFIHENLEZ D LTW5,

INHDNFHRICE D, AR TOTFT—RIE 5D EIN S,
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1. Type A
Type A 7—& i3, BIgREIRTRET —2DZ e TH 2, KEHRE
ERIATON S BHETENCIER T 2 BEEOEHWT — X2 Z 2Ky L,

2. Type B
Type B 7—&Xix. BIAKEIE 7 — X TH %, ko BEERTE Lo 580t
FARTOERIEG e Wolz, EEEICL > TEELRF— X2 22X L2,

3. Type C
Type C 7—&13, 2—FHHEHET—&TH 5, BHETHZET L—K
TRETITONS & PHEINSLEMRICET 27 —2%2 2 2Ky L,

4. Type D
Type D 77— &%, FERICHHIN S T —XBOZTH 5,

5. Type E
Type E 77— &%, =90 L CTEFZEZ RIS H 28D 7 —
REDZETH 5,

DHELUET— X R X 2BFRMEER L =2RELITIORT,
F41: 72— BFE2T7—XEA TOEINE 2 FH]EH

T—R2AT TEE VEEME RRERRE EIHERRE
Type A (Higlk — MR) O © O A
Type B (HIGAHRLAR) X O © O
Type C (TRMZA) X AN @) O
Type D (‘FHEKT7— &) © X A O
Type E (HD 7 — X&) X X X X X

LT DER: O=mMEc/0H, O=AMR, A="EHR /T, X=FMZ L, X X=/F#72
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-
—

1.

I TORBXTZ 4217 on 3,

FHEIRE

FHEEFCIZZOHOMED, KEREDIFERTIERVIKEBOZ 2 TH 5,
FHEEFEFTICBWT, FHENE 7 —&1E Type D OEDZ K KT Type
AREERT S, Type DORDBZL R AHHEE LT, HEAEFEZXS LT
HHATEID Z & ZME L TITEIT 2 —MRIEZ SRV TH S, RET
Type A 7 —XDF|H XN 2 DIF, BEFEEFIIRRZ: & DR - JKE 2 Bk L 716
R EBRRICL > TITONTWE 72D TH %, Type BBIU Type C T —
RIIRERERICOAFEON ST, Z ZTEAIH W,

. WIEN BB

WIFNELFE ¥ 13, SEREERD S 2REMUNORID Z 2 TH 5, #E)
BFIZBWT, Type A 7T —X DD Z AN, Type BORHINS,
Type A DD Z K FHINZHHIX, KEREBERIC T RIHHETE)
ZIT57DTH5, ZAUTEKD, WEHITENCRERT 2N —F~y FRED
THRPLER L) 7OEREAFTE e NBL L5, REREEER»SH
BRI ENRAT Z R EZE 570, Z—IKNOEEREELLE L 25
728, Type B b AN,

I el B R

JOEBERE &1k, RERAEROREREE T3 H S 1 HEBEMAORND Z &
THb, ZOKRNFTIEZL O—BITRIBEHETEZET L TWVWD & PHEX
N3, ZOl-, BHITENCERS 2 Type A 7 — X OFHENRD. Type
B7F—XIZ X3 EEEDIERILENFICHR D, 2. —RTRBEOZEHER
HITHONRD 570, Type CT—XbFHEINZ & FHTX 3,

18 IH RS

BIHERE & 13, KREFRED S 1EBM S LR TH2, 2D
I T TR, #SIRH OB b Bl E, — MRS HEEEAD
BIREED 5, ZD7D, Type BT —&% Type C 7 —XDFHIED % 53,
AP ICHERTHIHEDNE R B, 7. HEEBEANDEFE TOI S 7
», Type D 7 —XDOFHNHEZ 5,

Type E 7—&IZDOWTIE, YOk « BRFEICBOWTH 2—FHHFTE R0 &K

ST BIEHEETH D, [T, PIENERFEICHT 5 7~ ORI EIC RS

B

LREDD %, KEFALERIISHFLHMZ N 2 R R RIEZ <&
BWe ZOEIRMTITBVWT, TvDEIRFEEELREROEEINS L
BiELzfEE, EWICHETEIZ1T5 SO AAREICH 5, ZORR, B sz
e TERLBRLARENEDSEL KD, ZOREZMBRT 572012, FHIH)
BIEXFE X SNS 72 ¥ D IFIRIE SR 72 Y — B X DOHHZHIR T XETH 2,
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4.3 H—EXDONEE
Y — LRI 2DITFET X B,

1. Push ¥ —v' 2
Push B — b 21k, 2—¥PZEINCT — X 2BIS T2 - XD Z
ETH5, Push@HI & MIN 2 K S K@HI177 15 push B9 — B X DFRH

2. Pull Bl — ¥ 2
Pull By —v 2 d, 2 —UEFIIC T — X 2BUS 3T 29— L ADZ &
TH3, ZLDODY—LARZOPullBICEL TV,

CD2DHELIY— L RICOWT, FERLIEERICBEWT YD 5038,
SINBADPERDEDICERT 5,

1. ‘FHEIR
FERFICBWT, pushB XD pull B — RO BB XN S, LAl
push BB EZZNDIFTIE R L, FIAZNEZHENMENE WS 28 TH 5,
T/, METIEKEREETNCY 79— MR D, D7 F7— M
LT pull Y — L R LD S REBILTHRONIREZTH %,

2. WIENE RS
WIEERFEIC B W T, push B —EC2ADELEIND, RET 77— P BRE
REERNATONE ZeBH 20, ETHZESITHS EIEFRLHW, HART
Z. NS DR OEEZTE I TH L0, TD X5 7%%ET push
RIPEREEN S, push I TOBHNTET LRI, 22— DT =X 2RSS
B2 WVWHOMNERELTWED, pull BUZEHAR push BB XL TV B,

3. ISR B X MEIHBRE
IR B & MEIHE R I B W T, FER 2 BRI pull B — B 2D
PDEIEEINS, L, HHETEIREDHEEDLH LD, KE7I7—-—FD X
57 push Y — U AR REBHLTH 5,
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4.4 FREBHERICHITIEESIE

Bic & BEIE DREN PR ERITO LT, FEITREFEMOIKEL I T3 OEEL
TW3EERT %,

4.4.1 FT—HRrHY—EXDEEAHH

FERFEIEHERED 7 2 — 2D, KD o b3 —E AERE (Push 2 /Pull
&) L7 — 2O HMEEET 5,

1. FERELURARZ VY NTRE
EEEFHIZBWT, 2—HIRESPHEEB DD Type D 77— & (FHEI
T —&) RHEEHINCEIS T 5720, BEFREIX Pull By — L 2R EK e i
%, LU, REEFERINCHRET -0, BEHEERRPLI 77— 11D X
I 7 THREBED Push BV — 2| 1%, FEFTH-> THHIPEIIHEBEBTE 3
AR Y NA IR MERF L2 1T U B 0,

2. IEEE (BKR) OFEZL
REFEBEHROBEH (Push ) 235787 Lctk, T —P IR TEI oL AT
RBD7=DIZHLIHRERDUD B, Lizh->T, EEROE-ZEE 70—
. HUPul® (Type A 7 —XDHEUSSE) Ne#fT3 5, 72720, HIERK
2B EZRESR. KRKERCBI 2 RNEBEDORRENEDN D 572D, HESL
D Push B9 — P 2R L TEIEXBTE RS T, Pull By - 22 AfTL
THICEI D IAATREIRIREEZ HERF 3 2 M ED D B

3. FRFEavHIE
FEKZ T2 RERENE. W B Ry b= MR R TH - TH ., BEEICERS
T2 Type A T —XA\DT7 7L ZABMEFEI N ITE RS RV, ZD7®D,
BLEHIRICB VW TIE, Ny 7 R=YVEIHZRHFODTIIR L, v = VEREN
TING % BRI LT 2RcEr Rk 5h 5,

4.4.2 AAMNT VR

Ty Y —NOREIE, &k Bl AMews 3o00a X M ERMBFEEL,
COIIMEEE R FL— F A 7 DBERICH B,

o £EMIX
EMERER Y —NZEBATIUR, 2L DREERCKED 7 — X ZELE AT RE/S A3,
B - HMERFa X MIERT 5, KEMNRIIHFIZREZ AT WAL 22 fIE A
W), INSHDaR MEBBENSEET 200, BEFEEEVAET S
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DLWV FROBEDFAET 2, Lo T, HEREROIEEEICK > 7=
AV LR RD 5N D,

o IO+
VIR 2 7 T 7o e — Vs GEHR BT 1IC ) — N2 R E
T556. RBEAR—-ZADMRIFEL 1225, BEFEORMRIZHT 2D
HEVNIEHDONY D VT EHEET2D0ITL - T, BRI R b EHT
%o FHCHEBTTEIC BV TR 2 2R — AR B IR NEE RIS EDH D
BAR=AMENEREI NS,

o AMBIOZX b
Ty I — NOEH « REFIIZEMR LR Z RO E PR E L 725, B
I CEINE Z BN - RS 2 DH, IINEZFLT 2D Lo Ta R ME
18 CEMARFIAZNT 5, RIS, BERREPDEL S X T 5 TIIREDE
MEWCHKEFET 2 BANMUL) DVRIZEE 270, AlREZZIR D HEHIE 21T
W, AR AZIRS TRGTDEE LW,

4.4.3 ZBAERE 7 = —XEHB

AL E IS DAL R BT, BAfAE & A > 7 ZBRIRBUIS T 7 3 D DR
X DFAET %o

1. FSHARVERRE
BEE DL Y — S RARAELHAT, 3B X OBAE O @S HRAE o #i A PN © LB AT RE
RIS TH B, KEBIRA V7 FhlET (F—NOFE) 273, V7 b
v = 7 HIE DA TR ZITS 72, BIRhtED E W,

2. HRHARYEEE
BEFHAT & RN OEIE L & R 2 TH 5, 2D 7 = —XTld, YR
BRIy Y —NOHERP. HIBK - FEERTOEAL—LVDRER L, &
B L HIERG D IThb D, FiRD a2 FEEOBIRBNEL 22120,
3ODHIBOF TR ELM L., 2oBEET 3 YA ZRENT 2 —XThH 2
L PRIND, ZOHMEREDBZ ZTIUR, el E I O SZHR IR A]
BETH 5,

3. REARVELES
KMAGBEEHIE (6G F) DEMELLHMEH * RIE X - Th 5, KFH
o BEESEGIE 71 b a L L~V TR NS 2 2T, AR R
REe 222D 5, L L, BELLORGIEFHEETHD, Thz R
WU CTRITIRE 2T HBA N TR IR TH 2, D7 =2 —
X CHM IR XU, BAKREY — B 2 DORTEISARTRIN R
XNBA[REED D 5,
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4.5 BEREH

HiETF CoO#mB K CEERIKICB T 2 ZRBFHELE T 2. BhkKFEYr—t
R PR L. KEFEROBEAHAEZERT 572002 X7 LAEREMHFZERT %,
AWFETIER, b TR1: BESEMM) TR2: VIPERNLEME ) TR3: BIRE IR
by TR4: TGN - Z2M) 04250 A7aA VL. Zh2hIDOW Tl
oS NEFMEMFZR42ICF D D,

7 4.2: ALEEIE 2 EZHT 27200 27 A EREH

ID | XIEH FHEM

R1 | BEERY | ¢ R1-1 KFOHHR: LI NW 27 79 FhuRHE L T
b, Y=L R T —XPEMTHIERRETHZ Z &,
e R1-2 KkEMDIBR: —F72 % vy > 2 (TTL K
) TlER, VXV r—2a v ickh 7 —XEKEE
R 3zr,

e R1-3 FRODHS DA DNS FDBEFEA > 7
FZIKIFE S, v — BN THEIRIRED TS T2 2
o

R2 | ¥2RVAIEM | ¢ R2-1 Ny U7R—2VIEMRTE: WHEIOHRUIKIRE T D,
BEFIGAR (A< R%E) 205 L1 L UL TR T & 5
BINCHLE ST 5 Z &,

e R2-2 O—AIJLECE: - matia . 12—
Y OETEBNICELE S 2 Z &,

R3 | BINERBIE | ¢ R3-1 7 x— Xl FHEF (Pull ) & IEHE
(Push 8%%) T, ¥ —EROBREEZEINCEETE
3z,

o R3-2 HIHIRFE: Type D &3l L. HRAHEHE
Type A/B D7=DIZHERT 2 Z &,

R4 | [BEREFEY | ¢« R4-1 BOT—XDHR: Type E(7~ - W) Ot
AZAOTHIETZ2Z &,

e R4-2 {SFEMEALEIL: 7 7t A ea (Gl TE 20—
IV Y —ZADAIREL, HEORMZHRST 2 Z
o
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BREM CIREFEOXGER

RETRRBTE2IRAT L. OS50 EGEEZDTFOEMB 7 7o —F12k > T
RS 2HDTH 5,

R1 BEERMANDOXIG
Ty IV —NIEET 57 —XER%Z, BMHARDH 2 * vy > 2 TIERL,
AV —NZHET—2DEEBEH T2, Ziuck b, s Dl
HADHEN IR WIINDIREETH o T, TTLYIUC X 27— R EEREHE, H—
|2 5 e A

R2 YIEREEEA DTS
Ty Y —NOREGNE. L — VIR ERE R & 185 (5 AT RE 72 H5r P Al
HEHifs (eNodeB/gNodeB) D 2 \WIGEEHEFTD Wi-Fi 7 7 2 AR A ¥
FERE T2, ZAUTE D, Ny ZR— Y ERRSPIRINCHENT L Td, iR
X DA THEE DAL T ZIRFEE MR T 5,

R3 BHNERZELADXTIG
7= U2 A—RIZBIT D DNSFEZTEH T 5 KREFRERITIZINEAND
RNEIR YT 7 492 (Type D 77— &%) 2 v bV —27 O A TYHENZ
Wrs 2 Z & T, BRARERR LAN fi% Type A/Type B/Type C(HFEEIFHR)
DEUED AT HE X8 2 BEFEHIHZ1T 5,

R4 BHREFEEANDXIIG
DNSNA Y vy 7 Z2HWS Z & T, =D 77X % OS L UL Thgdil
e —hnrDL V) r—ya P —n"ALFEET L, ZHUTEDh, F<n
EIE 3 2 AN SNS FEA D 2 YN ER L, ST % 2 BIRREHRD
A7 iRt s 2 P 2 T 5,
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B8 IwoaAYBEa—FTaVT%
yEF L 7o ERBg

51 7—FTIVFvOEE

AMBECTIRR T2y Vara—T4 VIR ERALEY—FT727F v 2K 5.1

W,
Internet
A <> TLEHO7O-

FREET— R 1 EBALT » _
ADRY RT—5~ T FERoO7O

local 1
Gateway - ! Edge server
Router \ '},

JEEHFILT— b7 1 4 TEdge server\FiEE
A—RhIAY K T—2ATERE

A

i

Clients

5.1: BT —F 77 F v O E

D7 —=F77F v ORERL IR ZRGEHEREIR, TRARKICB T2y ¥ — D
HARMNRHERAS Thd, FEROA VX =%y MBI 5. L OERY—
NRF Y DY = AR EDEEMERRENAKFT - 22, KERICBVWTE
BIFNC ISR « ERT TR EF L WS EZITEDOVTW S, BRI, RDX 54T
Tu—F%=HRHT %,

1. KEFREFRDEE : v NV —2 DN X 29— Rk E2HEL 5 220
7 IFEY — B A (A48 DNS % PKIIC X BEFERGER YY) ZHVWEWE D
12, SKERIZ e Fa L z2HEIR - PERT 3,

2. BB HREANDEHENEN | FERICBLW Ty VY —NEFyry o
YN TaF e LTIREHES . oIV TIEEHRIICL 7)) 7 —
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avEANET—RERICA) DU — N L TR HEW, 22— P imRicxt
LCaEflfica — Ay — v 22488t 5 2,

3. A—HaBOR/IME | KEFRABEROEIL NCBWT, — A HE ICE#ER
REZE (IP7 FLRADFFRERS R F VRERY) V5 Z L I3HE
ITIERW, 207D, WAMOBRELE 2 —YIHEr &3, ERINCY —
AN FEEEIT,

5.2 TRIER

4.1 i CHAREHEFEEEZEHR T 372012, KA T LA TIELL FORMEZZHH
AEDE S,

e DNSN\A vy UIl& 2 EBIVEFEE | [P Anycast REDE IR MR —T 4
YIEMTIE R, Ty Y F = v Ob—&) IZBI}S DNS A S —7 4
> 7" (Destination NAT) ZHH L., 2—ViiRo» o607 ) Ziffiliic e —
ANTYy INILET B, ZRUTED, 75472 FORELEEZNEITT b,

o BEEEERX V)T~ (Watchdog) : 7 — bV A FTEHETARERZY
TR, Ny I R— U ERROREN R U, R & A U 72 B
Wy 7 —27#%E (NAT L— L5 ZEIICE X2 3,

o ¥Fv T4 TR—FILEMDIGH : OS 7 7 v ko e RRAE IC
XY 2 I0E 2B H5WIEDNSFHEZFM S 2 Z T, Web 77 v 3%
HTOERIEM S > & =7 2 —XZHIPEICRREE 5,

o BRIV T UVYDERIEE (Type A T—43) [ HHHEFTHIKISR K~ =27
LY. BHHEEIMEOWASEIEYEOSWT — & &2, EEEFICZ y DY — A
FHAX B TEL,
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5.3 BE>FUAF

AREITIX, IBEBFECBI28HENRE— FUBOEE T n—%2HHT %, X
5.2 ICVEHRF & RERAER (W) DRXT— b~ U E2RT,

( PingfxE iz L )
IO 4 =i R ] o

FRE KEH
Mormal Mode Disaster Mode
- EREE - DST - NAT H#f
- Ping %518 - DNSEEE
N BEEORT
( PingiGEH 0 )

NATJL— L&k

X 5.2: A7 —bhvx> v

5.3.1 FHEE (Normal Mode)

o =Yz AN—&REDOEHT BN, SRy P —F (Ny T R-Y)
NODOFIEGR AT D Bt 5 #) 2 & @ ICMP Echo Request (Ping) %
MAnw3,

o WiIfTLTC, 1 HI1MEDHEET Type A 7—& (GE#FT~ART—X%) OHF
HF v 72TV, Ty IV —NHNDOT—X RIS 5,

e N— Ut —1 (Ping) XL, #if U TATERE R TiZ3E) XU EoD
INEDRZNGE, Fy b=l L. KEFE— FABATT %,

5.3.2 KERLEHK (Disaster Mode)

1. Disaster Mode OB : Bt 7 1t 2 253 EWria 2 /51 L. Disaster Mode
EIMET 5,

2. RREE N —XDNAT 77—V %2HFEZ#Z, DNSZ Y (UDP/53, TCP/53)
DFESE% T v P — N ANGlEEE (DNAT) 5 5,
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3. BB A —VIHARPEED F XA > (fil: google.com) N7 Z7EAL LS L
T2, Ty —A"HREHDIP 7 FLRAZILET %,

4. BHRIBME . 2 —YFOHTTP Y ZZ XA MK L. Ty P —"HND Web H—
NISFEER R — Z LI R 2 L AR A L TR,

5. BIAMEH] © Ny 7R — A D Ping J&EMEIE GEfE 2 [M DL BRI U5
&, BIHEHW L, NAT L— L Z2HIBR L TEEE— FAEIRT 5,

5.4 ECEHBRDFTE (PoC)

RET 2Ty YO R T LORIEEMRGELS 5720, TR XA TD
F4 B X U Proof of Concept (PoC) %% L 7z,

5.4.1 SRERIZIE

VM TYER L7 bR P2 X 5.312, ERMBREOMAEEZESLITRT, 7¥—
Y2 AN—=RELTVyOS, T IH—N"EBEIXUSI7747> & LTUbuntu %
Huwiz,

150.65.117.102/25

shinoda-cloud

192.168.10.0/24 192.168.30.0/24

Client1

—_—

Edge server

X 5.3: PoCSEFRIRIED bRy
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® 5.1 EEREEEOMER

Role

Specification

Gateway Router
Edge Server

Client

Backbone (Pseudo)

VyOS 1.5-circinus (Watchdog Script 5£%)

Ubuntu 22.04 LTS, Nginx, DNSmasq

Ubuntu 22.04 LTS, curl

AR IP (1.1.1.1) D Blackhole Routing 12 & % L U)K

5.4.2 ERER

AEEBRTIE. UFRD3 72 —X2BIF 23 AT LDZEH L a] M2 MG L 7=,

1. FEEOE

X543 D, 7747 bpo5DY 7T X MIIEHDA > &Z—+v + (Google
B—N 142.250.x.x) NEIL—T 4 YN, HED Web FIEDARETH D Z &

%Ef%ﬁ%%%%g szjE:o

[ ] guts — shinoda-lab@localhost: ~ — ssh vyos@150.65.117.102 — 91x32

:~$ curl -v http://google.com

* Host google.com:80 was resolved.

* IPvé: 2404:6800:4004:809::200e

* IPv4: 142.250.194.110

* Trying 142.250.194.110:80...

* Connected to google.com (142.250.194.110) port 8@

> GET / HTTP/1.1

> Host: google.com

> User-Agent: curl/8.5.0

> Accept: */*

>

< HTTP/1.1 301 Moved Permanently

< Location: http://www.google.com/

< Content-Type: text/html; charset=UTF-8

< Content-Security-Policy—Report-Only: object-src 'none';base-uri 'self';script-src 'nonce-
b-70xsTBYRadaP3FFNrMHw' 'strict-dynamic' 'report-sample' 'unsafe-eval' 'unsafe-inline' http
s: http:;report-uri https://csp.withgoogle.com/csp/gws/other—hp
< Date: Fri, 3@ Jan 2026 11:38:48 GMT

< Expires: Sun, @1 Mar 2026 11:38:48 GMT

< Cache-Control: public, max—age=2592000

< Server: gws

< Content-Length: 219

< X-XSS-Protection: @

< X-Frame—-Options: SAMEORIGIN

3

<HTML><HEAD><meta http-equiv="content-—type" content="text/html;charset=utf-8">
<TITLE>301 Moved</TITLE></HEAD><BODY>

<H1>301 Moved</H1>

The document has moved

<A HREF="http://www.google.com/">here</A>.

</BODY></HTML>

* Connection #@ to host google.com left intact

5.4: SEEERED curl a2~ > K OZEH)
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2. XEREFOBEYE

VyOS B2 TR 22 Bl YIKT (Blackhole route DiH) Z1T-o721EK, Bt X
207 rEEMEPBRAIL. BRI Disaster Mode NEBEIT Lz (K5.5), A
AT LT BIT B IBEWHE D MEIZRI X 5 BEIFE D Ping JHEH3HHHE 3 BIRIBES 5 Z
CTH D7D, MANCET 2RI 15 73, £/, BHIED Disaster Mode
AT (NAT L— L OFRGEASE) 120 2R % 3 [EIEHAIL 72455, 8.909 7,
9.056 #), 8.738F b, FHLTHRIOMTH o7z, Lizd-> T, BERED
FEDPOT Y IV = NANDOIEBEFENTE T § 5 £ TORPTERRNIIR 23.98 & 72
D, KREROFEANEERBE L LT HoREEEEZE L TWS Z e DERTE /2,

FO%, 7947 b oHER—O URLAT 7R AZ2{To-fER, IP7 FL
ATy IH—oN (192.168.30.2) NEFRRIN, T v IH— NPIRFEEI K
EHR—ZOVEE L GE#HIX 7 — % (map.png) DIEFICXY Y u—RIhi
T REERELE (K56 BXUKS.7), ZAUTED, 22—V HKDKELE ]
752844, 2y P =27 0M FIZBWTHHEIZ Type A 7— X OIEHRIEALHA]
BETH D Z & WFEIEX LTz,

[ ] guts — vyos@vyos: ~ — ssh vyos@150.65.117.102 — 105x24

Welcome to VyO0S!

= 1
. VyOS 1.5-stream-2025-Q2
—1  circinus

* Documentation: https://docs.vyos.io/en/latest
* Project news: https://blog.vyos.io
* Bug reports: https://vyos.dev

You can change this banner using "set system login banner post-login" command.

Vy0S is a free software distribution that includes multiple components,
you can check individual component licenses under /usr/share/doc/*/copyright

WARNING: This is a technology preview for future LTS release and may contain
unaddressed issues. Consider carefully before using it in production.

Last login: Fri Jan 30 11:36:21 2026 from 150.65.52.251

[vyos@vyos:~$ sudo /config/scripts/watchdog.sh

Starting Disaster Watchdog...

[Alert] Connection LOST! Enabling Disaster Mode...

—> Disaster Mode Activated (Redirecting to Edge).

5.5: Disaster Mode 24T L 72FE+
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[ N ] guts — shinoda-lab®@localhost: ~ — ssh vyos@150.65.117.102 — 91x23

I - ] t:~$ curl -v http://google.com
Host google com:80 was resolved.
IPv6: (none)
IPv4: 192.168.30.2
Trying 192.168.30.2:80...
Connected to google.com (192.168.30.2) port 80
GET / HTTP/1.1
Host: google.com
User—Agent: curl/8.5.0
Accept: */%

HTTP/1.1 200 OK

Server: nginx/1.24.0 (Ubuntu)

Date: Fri, 30 Jan 2026 11:40:33 GMT
Content-Type: text/html

Content-Length: 88

Last-Modified: Fri, 3@ Jan 2026 @7:44:36 GMT
Connection: keep-alive

ETag: "697c6164-50"

Accept-Ranges: bytes

*
*
*
*
*
>
>
>
bd
>
<
3
3
<
<
<
3
<
<

<
WK ERR—FIL</h><p>BEAN VY —RY NEREBETT </p>
*x Connection #0 to host google.com left intact

5.6: SERFD curl #55R

o0 guts — shinoda-lab®@localhost: ~ — ssh vyos@150.65.117.102 — 91x27

1inoda-lat :~$ curl —-v http://google.com/map.png ——output map_check.png
% Total / Recelved % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

(] (] (] (2] %] ] 0 ——: —_— e lemleem el 0% Host google
com:80@ was resolved.
IPv6: (none)
IPv4: 192.168.30.2

Trying 192.168.30.2:80...
Connected to google.com (192.168.30.2) port 80
GET /map.png HTTP/1.1
Host: google.com
User—Agent: curl/8.5.0
Accept: */%

HTTP/1.1 200 OK

Server: nginx/1.24.0 (Ubuntu)

Date: Fri, 30 Jan 2026 11:41:

Content-Type: image/png

Content-Length: 13504

Last-Modified: Tue, 22 Oct 2019 18:30:00 GMT
Connection: keep-alive

ETag: "b5daf4aa8-34c@"

Accept-Ranges: bytes

*
*
*
*
>
>
>
bd
>
<
3
3
<
<
<
3
<
<
<
{

[12630@ bytes datal
100 13504 100 13504 0 @ 2185k @ ——i=—i== —=i=—i=— ——i-=i—= 2637k
* Connection #08 to host google.com left intact

5.7: KRERFOHIK 7 — KX BT
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3. ERROEH TS —DEHHA

AIRMEIHERIE 1T o 7208, BEf A 27 ) 7 MGEFE DR (Ping JHE DsEfE 2 [A15L
. $HOBER 10 TORED) ZIEFICEER L. EIHWEZE L7 (K5.8), L
L. b—& D NAT L— )L 7% FHEIFOREANBHNCHIBPR S 28I B VT, L—& 0S
(VyOS) @a > 74 Z7EH 7 at ANEFT C++DHIA L F — (std: :out_of range
F) BREEL. av Y IR T Iy a T 3ERPBIHIEINL (M5.9), ZONERT
=& D, —XMNIZIEKEE— NHDO NAT L— L2358 Lktlr, v v —
JEMEIHLRD Ty DV —"NFEINDIRE L Ko7z, fikE LT, APoC
BREBEICBOTRIEERFZEDT — ANy ZPETHT, IEHEFD S FHERFADE
2%E— NI BEZREOEMRREXN#ETH 2 WO FRITE S 720

( X guts — vyos@vyos: ~ — ssh vyos@150.65.117.102 — 109x49

[vyos@vyos:~$ sudo /config/scripts/watchdog.sh

Starting Disaster Watchdog...

[Alert] Connection LOST! Enabling Disaster Mode...

—-> Disaster Mode Activated (Redirecting to Edge).

[Recovered] Connection restored! Disabling Disaster Mode...

terminate called after throwing an instance of 'std::out_of_range'
what(): basic_string::erase: __pos (which is 18446744073709551615) > this->size() (which is @)

Deleting Disaster Rules...

DEBUG vexit_internal: calling getCompletionEnv() without config session

calling getCompletionEnv() without config session

DEBUG vexit_internal: calling getCompletionEnv() without config session

calling getCompletionEnv() without config session

DEBUG vexit_internal: calling getCompletionEnv() without config session

calling getCompletionEnv() without config session

DEBUG vexit_internal: calling getCompletionEnv() without config session

calling getCompletionEnv() without config session

calling deleteCfgPath() without config session

DEBUG vexit_internal: calling getCompletionEnv() without config session

calling getCompletionEnv() without config session

DEBUG vexit_internal: calling getCompletionEnv() without config session

calling getCompletionEnv() without config session

DEBUG vexit_internal: calling getCompletionEnv() without config session

calling getCompletionEnv() without config session

DEBUG vexit_internal: calling getCompletionEnv() without config session

calling getCompletionEnv() without config session

calling deleteCfgPath() without config session

DEBUG vexit_internal: calling getCompletionEnv() without config session

calling getCompletionEnv() without config session

DEBUG vexit_internal: calling getCompletionEnv() without config session

calling getCompletionEnv() without config session

DEBUG vexit_internal: calling getCompletionEnv() without config session

calling getCompletionEnv() without config session

DEBUG vexit_internal: calling getCompletionEnv() without config session

calling getCompletionEnv() without config session

calling deleteCfgPath() without config session

DEBUG vexit_internal: calling getCompletionEnv() without config session

calling getCompletionEnv() without config session

DEBUG vexit_internal: calling getCompletionEnv() without config session

calling getCompletionEnv() without config session

DEBUG vexit_internal: calling getCompletionEnv() without config session

calling getCompletionEnv() without config session

DEBUG vexit_internal: calling getCompletionEnv() without config session

calling getCompletionEnv() without config session

calling deleteCfgPath() without config session

No configuration changes to commit

DEBUG vexit_internal: calling getEditResetEnv() without config session

calling getEditResetEnv() without config session

—> Normal Mode Activated.

X 5.8: B R 27V 7 MBI 51EIH
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o0 guts — vyos@vyos: ~ — ssh vyos@150.65.117.102 — 91x40

[vyos@vyos:~$ ip route
default nhid 18 via 150.65.117.1 dev eth® proto static metric 20
blackhole 1.1.1.1 proto static metric 20
150.65.117.0/25 dev eth® proto kernel scope link src 150.65.117.102
192.168.10.0/24 dev ethl proto kernel scope link src 192.168.10.1
192.168.20.0/24 dev eth2 proto kernel scope link src 192.168.20.1
192.168.30.0/24 dev eth3 proto kernel scope link src 192.168.30.1
192.168.40.0/24 dev eth4 proto kernel scope link src 192.168.40.1
192.168.50.0/24 dev wg@ proto kernel scope link src 192.168.50.1
[vyos@vyos:~$ sudo vtysh -c "configure terminal" -c "no ip route 1.1.1.1/32 blackhole"
[vyos@vyos:~$ ip route
default nhid 10 via 150.65.117.1 dev eth® proto static metric 20
150.65.117.0/25 dev ethe proto kernel scope link src 150.65.117.102
192.168.10.0/24 dev ethl proto kernel scope link src 192.168.10.1
192.168.20.0/24 dev eth2 proto kernel scope link src 192.168.20.1
192.168.30.0/24 dev eth3 proto kernel scope link src 192.168.30.1
.168.40.0/24 dev eths4 proto kernel scope link src 192.168.40.1
.168.50.0/24 dev wg@ proto kernel scope link src 192.168.50.1
[vyos@vyos:~$ show nat destination rules
Source Destination In-Int Translation

0.0.0.0/0 0.90.0.0/0 192.168.30.2
sport any dport 53
0.0.0.0/0 0.0.0.0/0 192.168.30.2
sport any dport 53

[vyos@vyos:~$ config

[edit]

[vyos@vyos# delete nat destination rule 10

Failed to delete specified config path
Delete failed

[edit]
[vyos@vyos# delete nat destination rule 11

Failed to delete specified config path
Delete failed

[edit]
vyos@vyos# [I

X 5.9: NAT L— LHIRICHRBT 25

5.4.3 51

AKPoC ORI D, FHIBETRLERENMEFY - XOFED S B, FhHzH
REMEN 2 PRI T IR —F 77 F v DBENEREIEX /=,

HEDA &2 —3 vy MIEENZ KXo P 2HiEL LTED. oWiRIE A7
DR DNS H— N\t V) O H — AADFERREL T M 2 fmE L 725, AER
FETIE, Fiiczy oY —nnar 7oy (Type A7 —%) ZEE L LT,
Ty I — b+ A D Destination NATIZ XKD DNSNA T yvw ZH2HWNT, 75
A7 ¥ N DERZGRHIICE = INVANGFE L7, 24U, DNSSRNAT & W\Wo iz
BREZ LIy b= ADIKIFEHIBYUID, Ridowr—Ah iy b7 —2 A2
UTCHEEZZEMIEL7DDFEL LTHWE DTHS, Zuckb, kL
AX—DA V7 I DPEEARIMo TR PICBWTSH, ZOHELZIT5 L
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BRABEFED T 7V r— a Y EHWTEREMZHERTE 5 Z e 2R L 2.
F7. BEOREMISH S 2N - EREFHMIEZUA NICE D D,

o BHEM - MLEM . BEHEDON AL, WA (K 158)) 225 Disaster Mode
ADNAT V=AY D 2 CEEFR8.90 /) FT. JEE@RMAEELSEFHY
239 TCHREMNLBERETE 27T T Lz, BHFO7 7V 7 — a v EIEFERIR
BAY — AL R T 2 AV —N—X 25 UTHotud@ 2z T
W5,

e BBEM . V74TV MIEAD Sy bU—7FKE (DNS,IP) 2EHT LI ¥
B DNSNA Py F U EDAL—RIZLy I —N"AGFETX ),

o AN : Ny J R — VEFRDSERICHEW XN IRFEICBWT S, m— L
BLE L7z Type A 7—& (HIKIEREE) OEMEICHII L 7=,

DEOHREID, HRETIMEBKB LU 7 —F 727 F v, KERIIBIT 2
M2ty P =7 NOEREAEREBE L LT, B b RadAoKfFewi Rk
KEY—E X2 PR L, 77— FX2WEAREICT 2 L VWS HRZERTETWD &
w20

54.4 EE

ARPoCZBEUT, 8RR T LOEAFHE (MR, BEFHE, av TV
VEME) DIEEICHKREST 2 Z L 2R LT2e FO— T, FEHICMIT THRT
N EFMAFRES K OEH FOREDHO NI o2, URICF DR ME DR S,

HTTPS @S HSTS ICH T35

ARFEERTIE HTTP @E 2 WAL Z T o 7223, BUEDA Y X—F v b MT
7 4w Z DRFIFZHTTPS (SSL/TLS) W&k » THELEhTW3, IBERFIED X
IR DNSNA D vy XU T RHWIIGE. 7747 2 MRMIERT ZIEHD B
X4 > (fl: google.com) DT Y RNFHEYL, T v P — PR T BiEHE
L DA EENAET %, F#IZ. HSTS (HTTP Strict Transport Security) 23G %)
EEINTVBFEERZ R XL 2BV, 77990 Fa ) T4 EBER2RRT S
TR, EZE DD DR IRHIRNEN S 2 258 e L 5, ZHEFERRERE
DHERTIIHRL, FHEBHNBZNAAZITOART —F 77 F v LBERD WebtF 2V
T A ERRDB AT 5 2 2 K o THREI» DOBRINCFHKAET 26 TH L, 2D
FENDEEZ R e LT, OS »MEfE5 % Captive Network Assistant (CNA)
DORHAA URL (HTTP Tl SN2 KE D8 = > FARA >~ b)) T35
FHE BN T 2 O FEEN, SROBEE L TR o5,
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EXaVTs VR ETAEDNL—FF T

K AT LA L@ E 2@ E2 L. B LRV —AAGEET 5 &
WS 7 —F 77 F vk, FERINIEHEELRE (Man-in-the-Middle Attack) ¥ [A
—DEENTH 5, FRIZBOVWTZOFEZHVWS ZLIZEAREF 274V X
7 I8 BD KHEKRERICBWTIEROEENE - w2t X D 1RO n M
MDANMPEI DB R CTRIEINDE T — AP FET b, AKX TIE, ZOML—FA
TEHETHIUGEE 2D, BEHIF-HIIIP2BR—XVOXREEFZNI T
O, RERFOAEFHTE 2 [Root of Trust] ZHEN T 2R OMET DN T
5,

RERRICKEFI 2RECEBRHEOHKER

G IHALEERA I X 72 NAT L — VHIBR D RE, AR TIRE T S ECE L
WEPFREE 7 — %7 7 F v DRI TIE2 (. PoCEEICHWEZY 7 by 27 L—&
(VyOS 1.5 BIFER) D a7 4 Z#1E APLICBT 2 IERIHIE O RES, 7213
XAEVZRLS - Vo REERKFOMEICER T 2D TH 5, L—XDIK
EHERED IEH WCHIE ST 2ZE LR 2 HE LGE. HEIBLEIZ D) % b
ForRN. BERE OB (Ping 5 ORI x 20 = 10#) &, $FEE—F
AT FAIFEOREE M REE (JW8.90M) ZiMZ -, HISIOMEE IR L
fHIN S, FEARRICHAT TE. ERYR—1 (LTS) D OS#EES, CLI
WHKIF LRV APIREHTOMWRLZR T — MEH (F o 37> a VL) 20 E
ThdeEZIONS,

RIRF DL E ZE M

BEtRZA 7 ) 7 0FEEICBWT, BHED Ping INERBTTCIKEE— FAB
732D TIE7RL, #iE3EoKBE M) H—2 T 2EERIT -, EHRXED
W5 EPL—EREEEIC X 287y b R HERICHREL S 2729, @K
X BE— FOBHERYIDEZZFIC LT, Z2OXA LT 4 Y RUDREITY
AT LDEERBCARREBERTH % LR T2,

TIVTr—2a BICEITEF vy ad )T S5 ADRE

K7 —=FT7F ¥ ITBVWTYRT L 2RO EEEERT 258, *v b
v—2r (L3) OLv—T7 4 Y7EIBERRICIMZA T, 77V 5—=>avE (L7) 1
BT 2 DNS F vy > 2 DEFEHBE (TTL: Time To Live) OEZRE R 2 N
WH D EDBELITHE 52, RN —XEIT NAT 12 & 2 iz 5% 18.9 #)
TIEFIHEREINIZ2 LTD, 7747 Y MaARSPAE DNS —oN 2k, =o
H—NDIP 7 FL AP —EREF vy > a2l LTREINEIT 3, 20770, E
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BHNZZ 94 7 2 P BNERDIEI Web B A4 F A7 7 & RAJREIC IR 3 £ TIZIE, &
SIZERD SBAOBIEDS RAE N2, Lieh- T, SEEAIIMIT 725K OH
e LT, KET—- Ry IV —\DIEE TS DNS La— KD TTL 2 &KX
P/ ME (0~18) KERET2RE, 77V 75— a VB EiE L /218
IHEXGET O &EL2KRD S 5,

||
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FE6E MEHRICEHTSIER

ARETIE, EKREMF 2T LD 250 & 2N 2iEH L REBRIICOWTER
T

6.1 Mobile Ad-Hoc Network

FEATHHFETAHAAT L 72 & 512, Mobile Ad-Hoc Network(MANET) & i&, Eijm=
EEHICKFE T, BEWMARZBER T2 BRI O Ry VYV —27 LER
ENTWV3S [3], ARELRIIZZE W 3] THARLA TV B EAICEDWTIT S,

T RARy 72y FU=2F EHGEEIC K5I AVTF Ry S TOT — REED
MTHb, 7FEv 72y PV =7 2RI T 2 ERITOVWTSEXM (3] TIEXD
EIREFLNTV S,

1. HERkJERE
TERERYZ X2y V=T BRI TAEELX LT, UFND4O03H % &b
HNTW5B,
(a) WHEDENAL L) — RDOADHE
(b) / — FO—HDEERNCELE XN 5 TERE

(c) WEHDZHS - iflk - B - WA EFNATS / — F (23 2a=4—> 3
VoA b ) BT 2

(d) PEROBEEEA Y bV —27 LRI N S EHE
MANET IZBWTIX (a) DERBBERINR E 2o TW\Wd,

2. XF Ry T DEHTFE
TRTOMBERICHET 2D, B L7z@D, HWHhEEIc ks~

Ry TRITHOZLTH DS, THWERHET 22D TO2 0D 25 L E
BXNTWVW3B,

o 7y MEMTR
MANET TlZ. 7 v VERG XL LTWS, 7 kv 7 -
E— FT/—FEZ#EHR L., / — KDL —2KE 2R -z TeL
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FhRy FRERT S, BEHPENCERD ) — FH1H 355, 1HDR
o FEETEALETD /) — Fig7a— FF ¥ X MIIBERIE 1T
DT EMARETH %, Tz, SULEEIEET L TL=F ¥ X T
EHH[EETH %,
o MEIRIAIIREEE /7
Bz 2 — FREICEIFRHEL, HREE, RO 2175, 2hick-T
HERP 1Ry TBET S, ZOAHRTIE. 1By MEET—DOD
) — RIS EE XN T WS, —DOD /) — PR A R &
(B8 2 @B R S X, BB D/ — R OEENAIREIC R 5,

INHZEEZ T, RKERFORBEKRIE T —XDRHMEICOWTEERT 5,

MANET CTOIERIE X, BEHTEH L T0 3 KT EBTO@EEIIZEL W
%, LU, Y LT, B LTV ~RITESEEIE WAL TIERS
RWEBBRITON D, BT SBH L T\ TR Z W=, @ER
BER 7 — A2V PRI NS5, HHHUIS TIXEET 3 2 L BSARATHEIC /R 3 7]
BEMEDYE O,

F 7o, VIENERRE (RERED S T2 FFEDIAN) T, ERLIzE@D N —FK~vv 7
PHEHRE Vo7 Type A 77— (BIRHRFE —RTTRSED 7T — &) BEEITL 5,
T ERY IRy P TI—I T ATV YL —HRTEREZEEL TWE 20D, 1§
WRERDFIFICK S, 20720, FYDEBIEZ DT L F— X O(EHEED
BKTRT2, BLType AT —XEHIXTE LTdH, HIC Type A 7 — X EHL
{53 —REIVRITFIVUE, FTHENMETT 3,

X, BEDEAANL) —FDATT RKky 73y b —2 WL 5HA.
AR —h 7 3 VREDERHAIIBOWT, Ny 7V —IZKFELTWS 3], Ny T
) —DIEE RIS 25Ed H 20, FEEY Rk ZICX 3 BELZAHEICT 5 7%
HIE. Ny TV =X BHIBRBPKREZN, Ny TV —RFELIHE LA, o
J = FANDERIE VT TR Z20#Einm ROFFIEHR I T -2 2HET 2
ZEBATHEIZTR B

L7225 T, IEHBEHEE S K EREHBICKIE L TW B H. 7 — X DEHEN:
PERT 25, Ny T U —ICTEkB3FNL RDHIFDRD 2512k D, RFRE T
% DI RS v T L 7=,

L2L, SHWEASR—F 74V RBREDENAINL) —FDATT RERv 72w b
T — 7R LG EORETH 5, HIZIX, WBIERR TR L (b) & (c) 24
AEDE 2 L KEROERILEZITZ 2 AREMEDIE V. BHIRED KEER AT
BEEFNICEERBINTWAaIasr—Yay /) — F20BECE U, BRI
MIRTaAIa=rr—ray/—FOEBHBEAMNIZENS LS TNX. 7T—
R OEEEPr AL M LT 2R D 5, L L, BEEfTEHE L > T3 —
HRDOEANA N ) —FDONy TV =IHKFL TV B B3R e UCREICKR 5,
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6.2 DTN (Delay Tolerant Network)

FEATIZE T 72 & 512, DTN(Delay Tolerant Network) 134Xy b7 —2
RN TOERT 522y b7 —=28ITH % [5], DTN Tl store-carry-forward”
EMHEN B ST REANTWS e ARELFETH S, ZDRF, < IHA
A[RE7R ) — EDIR WG RICKRE T — 2 2 RIFE L, 51t bO 28 Tr—& %8
HUKAET 5,

DTN Tid, [FHEEOHEIEEICERZETTVL LD, HHREREDORIERI G
WeEZONS, L L, BITHENOBREL L TEITF o TWziE b, i
BT T 2 — R RO D VAR G <L 1Bl E DS N 2 B
MBI 5 [5lo FTz. "store-carry-forward” 12 & o T, RREWEBRIZEDTAIRER KD
HEe LTEIToN S,

PIEBFEIC BT % Type A 77— RDORZEZLRTHTTOWAARIMFTIE, 2D
R X BATHEDIER TR RERAR MV A Y 7 R o lcd, IRFERETHD
VRS & I L Tz

Lo L. FATHISE [5] D & 5 a2 RIS 2 FEA RSN TV S, HAREN
DT F ¥ VU 7 3%k (KDDI, SoftBank, NTT docomo) 23RA 3 % BH&A A5 %=
DIND/ =R LTHEIEE 2 2T 77— XDREHEDOM LR EHRAD %,
FHLF 5 7= DITIF K FFA MR £ C DFEREDSHI A AT BE 723556 D RIS 77 I HC E
Ji 78 ERETRIEDIZ N,

6.3 FER&EE

FATEGHYE L TR X v U 7 3D THR-oTW3E D LT, Starlink 72 ¥ O
BEEEMOIERANRD 2, Ny Z7R—Vy b7 — 27 0358@4 LT HEBERE
ZHWS Z e THEOHMFEEZRZ2DDTH 5,

AR TIE. N— R 27 R EDRIE L W o 72RO W THES 2 YT
TWhEWY, BEEEREMBORETFEE Vo YN ZEH D 2Ho TWE 7129,
AHFEDER XRS5, 2D, ELEKRIEZHES 2 FEDO—or LTOH
MmEfTORPolz, Tl —REREANDYE KA TV W SR BB Z X%
BI27 T FORBREDHEND 370, HERTIERERICBITIZ 4 b
T — 27 OFERIRARICIIR T ERVWEE X T2,
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7.1 MHEHRROFEH
AIFFETIZRD Z & BT o 7=,

1. B EY —  2OED
BENAKEY —E 2ROFEERRE T 272012, BEDBEREEOHHI*S
Bl LT Fh2, TR FINAE Y ZDOOTEITV. SRR EEOREN MK
BV —UERADH 5 e I Lz, DUNIZ, 33 HITERLRENIMKEF

P —E ROFEIZOWTRT,

(a) 7B baANR&y 72X 5 EEHET DEHMEME
DNS ZHUl e LBEREL D00 71 b a LBHEEER 2 ICE- 7=
BE. T—RREEELayTUVDOH IV —ADBEFEEL TV LT
bayT Y HUSHARREIC %,
(b) EfETTIE O
BEREENPEL Lz LT, BB 2EETROTHEICE->T
7 — ZBUS F TORTEREDHEMN, FREDOGEICT — XBUSNAR]EEIC
25,
(c) HREMNLR P RaY
FAEDA v &Z—2y MBI 29— N"DOEBIXEENTH S, LD
B NN CEHETERITIUITH LT — X 2HIE T2 Z L A AJRET
»H5,
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Router (VyOS) DE£{K&E

firewall {
ipvd {
forward {
filter {
default-action drop
rule 10 {
action accept
state established
state related
}
rule 20 {
action accept
description "Allow Client to Internet"
source {
address 192.168.10.0/24
}
}
rule 21 {
action accept
description "Allow DNSServer to Internet"
source {
address 192.168.20.0/24
}
}
rule 22 {
action accept
description "Allow WebServer to Internet"
source {
address 192.168.30.0/24
X
b
rule 30 {
action accept
source {
address 192.168.40.0/24
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}

}
rule 40 {
action accept
description "Allow Web server Access"
destination {
address 192.168.30.2
port 80,443
X
protocol tcp
}
}
}
input {
filter {
default-action drop
rule 10 {
action accept
state established
X
rule 11 {
action accept
icmp {
}
¥
rule 15 {
action accept
destination {
address 192.168.0.0/16
X
source {
address 192.168.0.0/16
}
}
}
}
output {
filter {
default-action drop
rule 10 {
action accept
icmp {
}
}
rule 15 {
action accept
state established
state related
}
rule 20 {

action accept
destination {
address 192.168.0.0/16
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}

X
rule 30 {
action accept
description "Allow Router to DNS and NTP"
destination {
port 53,123
X
protocol udp
by

}
X
interfaces {
ethernet ethO {
address dhcp
description "To external network"
hw-id 52:54:00:26:6f:45

offload {
gro
gso
sg
tso

}

}

ethernet ethl {
address 192.168.10.1/24
description "To VM client"
hw-id 52:54:00:2a:09:1f

offload {
gro
gso
sg
tso

}

}

ethernet eth2 {
address 192.168.20.1/24
description "To DNS server"
hw-id 52:54:00:50:ac:6a

offload {
gro
gso
sg
tso

}

}

ethernet eth3 {
address 192.168.30.1/24
description "To Web server"
hw-id 52:54:00:a0:a0:c4
offload {
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gro
gso
sg
tso
}
}
ethernet ethd4 {
address 192.168.40.1/24
description "Mobile clients network"
hw-id 52:54:00:84:b5:5a

}
loopback lo {
}
}
nat {
destination {
}
source {
rule 100 {
outbound-interface {
name ethO
}
source {
address 192.168.0.0/16
}
translation {
address masquerade
}
}
}
}
policy {
}
protocols {
static {
route 0.0.0.0/0 {
next-hop 150.65.117.1 {
}
}
}
}

service {
dhcp-server {
shared-network-name MOBILE {
authoritative
subnet 192.168.40.0/24 {
option {
default-router 192.168.40.1
domain-name local.net
name-server 192.168.20.2
}
range 0 {
start 192.168.40.10
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stop 192.168.40.100

}
subnet-id 1
}
}
}
ntp {
allow-client {
address 127.0.0.0/8
address 169.254.0.0/16
address 10.0.0.0/8
address 172.16.0.0/12
address 192.168.0.0/16
address ::1/128
address fe80::/10
address fc00::/7
}
server timel.vyos.net {
}
server time2.vyos.net {
}
server time3.vyos.net {
}
}
ssh {
}

system {

config-management {
commit-revisions 100
}
console {
device ttySO {
speed 115200

b
X
host-name vyos
login {
user vyos {
authentication {
encrypted-password  kkkskkkskskkkskkkokk
plaintext-password s kdkskskkokskskkokskkkk
}
}
b
option {
reboot-on-upgrade-failure 5
}
syslog {

local {
facility all {
level info

}
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facility local7 {
level debug

}

FEREERTOO—AIL WebR—S DY —XJ—R

<!DOCTYPE html>
<html lang="ja">
<head>
<meta charset="UTF-8">
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<title>Local Web Server - Status</title>
<style>
body { font-family: ’Segoe UI’, Tahoma, Geneva, Verdana, sans-serif; margin: O;
padding: 0; background-color: #f0f2f5; color: #333; }
header { background-color: #0056b3; color: white; padding: lrem 2rem; display: flex;
justify-content: space-between; align-items: center; }
h1l { margin: O; font-size: 1.5rem; }
.badge { background-color: #28a745; color: white; padding: 5px 10px;
border-radius: 15px; font-size: 0.8rem; vertical-align: middle; }
.container { padding: 40px; max-width: 800px; margin: O auto; }
.card { background-color: white; border-radius: 8px;
box-shadow: 0 2px 4px rgba(0,0,0,0.1); padding: 20px; margin-bottom: 20px; }
.card h2 { margin-top: 0; border-bottom: 2px solid #fO0f2f5; padding-bottom: 10px;
font-size: 1.2rem; color: #0056b3; }
.status-grid { display: grid; grid-template-columns: repeat(auto-fit, minmax(200px, 1fr))
gap: 20px; }
.status-item { text-align: center; padding: 10px;
background: #f8f9fa; border-radius: 5px; }
.status-value { font-size: 1.5rem; font-weight: bold; color: #333; }
.status-label { font-size: 0.9rem; color: #666; }
.footer { text-align: center; margin-top: 40px; color: #888; font-size: 0.9rem; }
</style>
</head>
<body>
<header>
<h1>Local Web Server <span class="badge">Online</span></h1>
<span>Node ID: WEB-01</span>
</header>

<div class="container">
<div class="card">
<h2>System Status</h2>
<div class="status-grid">
<div class="status-item">
<div class="status-value">192.168.30.2</div>
<div class="status-label">Local IP Address</div>
</div>
<div class="status-item">
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<div class="status-value">Normal</div>
<div class="status-label">0Operating Mode</div>

</div>

<div class="status-item">
<div class="status-value">Nginx</div>

<div class="status-label">0Open Source</div>
</div>
</div>
</div>

<div class="card">
<h2>Local Services</h2>
<p>Z DY —NFa—A L Web =N LTHELTVET, </p>
<ul>

<li>Access Only</1i>
<li>Read Only</1i>

</ul>

</div>

</div>

<div class="footer">
&copy; Made by Nakamura Kazuki
</div>

</body>
</html>

watchdog.sh®DY —XJ— K

#!/bin/vbash

# Vy0S Da~ Y R R 7Y T MATH S 7D OBRETAAH
source /opt/vyatta/etc/functions/script-template

#
# BERENRTA—X

#

TARGET="1.1.1.1" # BRSO VR =2y FIP (Ny T R—=)
EDGE_IP="192.168.30.2" # ihELOT v P — N1IP

INTERVAL=5 # Ping ZFT O (7))

FAIL_THRESHOLD=3 # [EEHETRR LS KEE—NICT 50
RECOVER_THRESHOLD=2 # MELEGE TR L2 6 EEE— FICRT»
#

# IRBEHZR R

#

fail_count=0
recover_count=0
current_mode="NORMAL"

echo "Starting Disaster Watchdog..."
echo "Target: $TARGET, Interval: ${INTERVAL}s"
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# MRV — T CHIFEA

while true; do
# Ping 2 1 721X D, XA L7 D b2 1 BICERE
ping -c 1 -W 1 $TARGET > /dev/null 2>&1
PING_RESULT=$7

recover_count=0
((fail_count++))

# BRAMEICE L, HOBIfELS NORMAL E— R HYID 2
if [ $fail_count -ge $FAIL_THRESHOLD ] && [ "$current_mode" = "NORMAL" ]; then
echo "[Alert] Connection LOST! Enabling Disaster Mode..."

# -—- FHHIBAAS —--
START_TIME=$(date +%s.%N)

# Vy0s &EE— NFEAT
configure

# 1. DNS Y 2T X } (UDP/TCP 53) %L v ¥ ¥ — NAGRHELX (DNAT)
set nat destination rule 10 description ’DNS Hijack UDP’
set nat destination rule 10 destination port ’53’

set nat destination rule 10 inbound-interface name ’ethl’
set nat destination rule 10 protocol ’udp’

set nat destination rule 10 translation address $EDGE_IP

set nat destination rule 11 description ’DNS Hijack TCP’
set nat destination rule 11 destination port ’53’

set nat destination rule 11 inbound-interface name ’ethl’
set nat destination rule 11 protocol ’tcp’

set nat destination rule 11 translation address $EDGE_IP

#2. TvIPOLDRDANT Yy PRIELK 7747 Y MTRILDDTAH L —
K (SNAT)

set nat source rule 105 description ’Masquerade for Edge UDP’

set nat source rule 105 destination address $EDGE_IP

set nat source rule 105 destination port ’53’

set nat source rule 105 outbound-interface name ’eth3’

set nat source rule 105 protocol ’udp’

set nat source rule 105 translation address ’masquerade’

set nat source rule 106 description ’Masquerade for Edge TCP’
set nat source rule 106 destination address $EDGE_IP

set nat source rule 106 destination port ’53’°

set nat source rule 106 outbound-interface name ’eth3’

set nat source rule 106 protocol ’tcp’

set nat source rule 106 translation address ’masquerade’
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# BEDHH & R1F
commit

save

exit

# -—— FHART --—-
END_TIME=$(date +}s.%N)
ELAPSED_TIME=$(awk "BEGIN {printf \"%.3f\", $END_TIME - $START_TIME}")

current_mode="DISASTER"
echo "-> Disaster Mode Activated (Redirecting to Edge)."
echo "[Metrics] Disaster Mode FE{TALHENFR: ${ELAPSED_TIME} #)"

# 077 7 4 EER
echo "$(date ’+%Y-Ym-%d %H:%M:%S’) -Disaster Mode Activated- Time: ${ELAPSED_TIME}s"
>> /var/log/watchdog_metrics.log

fail_count=0
((recover_count++))

# BMEICEL. 2 DOBIfEAHS DISASTER E— N/ H1EIH
if [ $recover_count -ge $RECOVER_THRESHOLD ] && [ "$current_mode" = "DISASTER" ]; then
echo "[Recovered] Connection restored! Disabling Disaster Mode..."

# -—- EFHIBALS —--
START_TIME=$(date +%s.%N)

# Vy0s &EE— NFAT
configure

# FHOar 7 4 7%a—F
echo "Loading Normal Configuration Snapshot..."
load /config/mnormal.boot

# REOHH & RIF
commit

save

exit

# - FHET ---

END_TIME=$(date +%s.%N)
ELAPSED_TIME=$(awk "BEGIN {printf \"%.3f\", $END_TIME - $START_TIME}")

current_mode="NORMAL"
echo "-> Normal Mode Activated."

echo "[Metrics] Normal Mode fH[HALPHRFRY: ${ELAPSED_TIME} #»

#t 077 7 A IVIZEEER
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echo "$(date ’+%4Y-Ym-%d Y%H:%M:%S’) - Normal Mode Activated - Time: ${ELAPSED_TIME}s"
>> /var/log/watchdog_metrics.log
fi
fi

# XD Ping F TORHKR

sleep $INTERVAL
done

62



