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Abstract

For metacognition to be independent of the learned scene, it is necessary to recog-
nize the commonality of the underlying structures. Based on this, this study designed a
metacognitive educational method utilizing Cialdini’s six principles, which are psycho-
logical principles frequently applied across various scenes. In the education, learners
used Cialdini’s six principles as metacognitive knowledge about human cognitive charac-
teristics in phishing emails deception scenario, tackling a task to estimate the deception
in the phishing emails. Through this task, learners were encouraged to pay attention to
their sensitivity of Cialdini’s six principles. By monitoring themselves while considering
their usual behavior and incorporating their daily lives, they grasped their own cognitive
characteristics and were encouraged to exercise control over their daily lives. Through
this experience, this study aimed for learners to gain insights into metacognition in three
points: (1) the belief that metacognition in various situations beyond phishing email de-
ception leads to better behavior; (2) recognizing the importance of developing their own
metacognitive knowledge beyond Cialdini’s six principles; and (3) expressing a desire to
consciously practice metacognition. The purpose of this study was to analyze these three
points as educational outcomes through practical implementation in the education.

After recruiting eight learners and implementing the education, seven learners reported
insights into metacognition. They acknowledged that metacognition is useful beyond
deception scenarios and that the ability to develop one’s own metacognitive knowledge is
important. They also expressed motivation to consciously apply metacognition. Although
four of these learners were already familiar with metacognition before the training, it was
inferred that the training contributed to their insights, similar to those who were previously
unaware of metacognition. Based on the above, the educational method used in this study
suggests that it can promote insights into metacognition regardless of whether learners are
already familiar with metacognition. Additionally, positive feedback was received, such
as the ability to learn metacognition by focusing on everyday life situations.

In contrast, based on the responses of learners who failed to gain certain insights into
metacognition, issues were identified with the current educational method. These include
a tendency to rely heavily on Cialdini’s six principles, making it difficult for learners to
experience metacognition firsthand. Looking ahead, the goal is to improve these issues

and design the educational method that provide better learning experience for learners.
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