JAIST Repository

https://dspace.jaist.ac.jp/

Title

PushbackOOODODODODODODOODOODOODOO

Author(s)

oo, oo, auo, oo, oo, HEN

Citation

oooobogoooono, 45(8) ¢ 1948-19

b 3

Issue Date

2004-08

Type

Jour nal Article

Text version

publ i sher

URL

http:// hdl handle.net/ 101

19/ 4379

Rights

ooobooooooo, Oo0bOOooooooog
oo, Oooooboooo, 45(8), 200
1953. 0000000O0ODOODOOOOODODOO
O00DOOooDooDOoooooooooooooog
O00DOO0DoO0o0DbOooOoooOoboOooDoobooog
00000000 DbODOO0O0OoOO0ObOOoDoOobOoog
00000000 DbO0O0OO0O0O0OO0obOOoDoobOoog
00000000 Notice for the wu
materi al The copyright o
retained by the I nformat.i
Japan (I PSJ). This materi
web site with the agreeme
the I'PSJ. Please be compl
of Japan and the Code of
any users wish to reprodu
work, distribute or make
any part or whole thereof
Copyright (C) I nformati on
Japa

5

A, 1948-
U

se of this
f this mat ¢
bn Processi
publ i
ht of the
ed with Ci
Ft hics of
c e, make de
pvailabl e
Al Ri ght
Processi ng

A | i s

Description

AIST

JAPAN
ADVANCED INSTITUTE OF
. SCIENCE AND TECHNOLOGY

Japan Advanced Institute of Science and Technology



Vol. 45 No. 8

goooooooo

Pushback U 000000000 OOOODOOO

O o o of oo o of oo o of

0000o00000oo00O00000000000000000 Denial of Servicell DoSO O O
gooooooooOO0O0O0O000000000000000000000000000000000OO0
pushback 000000000000 0O0OO0O0OOOOCOOO0OCOOOOOOOOOOOCOOOOO
DoSOODOOOOOODOOOOOOO0ODDODO0ODOOODOOOO0O0OOO0O0O0O00OO0O0OD pushback
goooooooooboooooooOOoOOOOO0OO0OOCOOOO0O0O00O0ODO0OOoOoOoooooooo
0000000 beSOOOOO0OOO0OOOOOOOOOOOOOOODOOOOOpushback 00O
goooooooooooooOOoDOOOOOO0OOOODO0O0O000000000000000O00O0
200000000000000000000O0O0O0OOOOCOOOOO0OOOO0OOOOOOOO0
000000000 00000000 DoSOOOOODO pushback 0O0O0OO0O0O0O0O0OOOO

Toward Modeling of a Pushback Mechanism

TAKEAKI TERADA,t MASAKAZU SOSHI' and ATSUKO MivaJrt

Denial of Service (DoS) attacks that disturb on-line services by sending large quantities of
packets to a target host. Pushback is a technology that propagates rate-limiting information
to adjacent child routers and prevents a network from being wasted on the packets by DoS
attacks. In existing study, an efficiency test of a pushback mechanism has been performed
under the condition that the number of attack hosts and the amount of the packets sent by
each host have been fixed. Therefore, its result has not been useful for verifying the efficiencies
of its mechanism against other DoS attacks. In this paper, toward theoretical modeling of
Pushback mechanism, we propose a scheme that can generally evaluate its behavior against
verious patterns of DoS attacks. In the proposed scheme, on the assumption of a network
topology of a perfect binary tree, each router on the routes of the packets destined for a target
host performs rate-limiting for its adjacent child routers. As a result, it becomes possible to
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evaluate pushback mechanism against verious DoS attacks.
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Fig.1 Supposed network topology.
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