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Abstract

We propose the n-state quantum coin flipping protocol
by generalizing the three states protocol proposed by Am-
bainis [2]. Furthermore, we conduct security analysis on
our protocol and show that in our protocol we can reduce
the bias of one player arbitrarily, but at the cost of increase
of the bias of the other.

1 Introduction

Quantum cryptography, which is based on the principles
of quantum physics, has been investigated extensively. In
connection with this, many studies have so far been made
on a quantum coin flipping protocol. This is because it is
one of the most important cryptographic primitives to con-
struct more general secure protocols. As sated above, most
cryptographic primitives of modern cryptography could be
invalidated in a future with the advent of computer systems
with vast computational powers. Therefore it is of critical
importance to develop their quantum versions.

When two players execute a quantum coin flipping pro-
tocol to reach an agreement on a value c, if one of them
is dishonest, then Prob(c = 0) < 1 + € and Prob(c =
1) < % + €. The value € is called a bias. Lo and Chau
show that it is impossible to construct quantum protocols
with € = 0 [5]. An example of the quantum coin flipping
is a protocol proposed by Ambainis [2]. The bias of the
protocol of Ambainis is € = 0.25.

Therefore, we propose the n-state quantum coin flipping
protocol by generalizing the three states protocol proposed
by Ambainis [2]. Furthermore, we conduct security analy-
sis on our protocol and show that our protocol can reduce
the bias of one player arbitrarily, but at the cost of increase
of the bias of the other. Thus, our protocol makes it possible
to provide security suitable for various situations.

Now we describe the organization of this paper. In sec-
tion 2, we define how to assign n states and propose the

n-state quantum coin flipping protocol. In section 3, we
evaluate the bias of dishonest Alice or Bob. In section 4, we
discuss several aspects of our proposed protocol. Finally we
conclude this paper in section 5.

2  Our Proposal

We propose the n-state quantum coin flipping protocol.
First, we start by constructing a binary tree, which describes
how quantum states in our protocol are constituted. Next we
present our proposed coin flipping protocol.

2.1 Construction of quantum states

Now we propose a general method to construct quantum
states in n-state qubits for quantum coin flipping protocols.

1. t € {0,...,n} is chosen at random under the condi-
tionn—t=0 (mod 2).

2. Form a binary tree whose height is s = ¢ + "T_t Each
leaf of the binary tree represents a distinct sequence of
bits b, x1,...,Ts 1.

3. One of n states |0), |1), ..., |[n — 1), or its negative is
assigned as a label to each vertex (except for the root)
of the tree, depending on the level (i.e., distance from
the root) of the vertex.

(a) Level 1.
i. Ift = 0, |0) is assigned to the vertex and |1)
to the other.
ii. Otherwise, |0) is assigned to both.
(b) Level 2 < ¢ <. |¢—1)is assigned to the vertex,

and —|¢ — 1) to its sibling (the other vertex of the
same parent of the vertex.).

(c) Levelt < ¢ < s. If the vertex resides in the right
half of the tree, [t+2(£—t—1)) is assigned to the
vertex, and —|t+2(£ —t — 1)) to its sibling. And
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in the left half of the tree, [t +2({ —t—1) 4 1) is
assigned to the vertex, and — [t +2({ —¢t—1)+1)
to its sibling.

4. Let |y;) be labels of vertices on the path from the
root to leaf b,zq,.. The quantum state
|Pb.21 ..., ) 1S expressed as

ey Lg—1.

1 S
|¢b7"v17-~~,$571> = r |y1> (D

2.2 The protocol

Now, our n state quantum coin flipping protocol is given
as follows.

1. Alice selects b, z1,...,25s—1 € {0,1} in a uniformly
random manner and sends |¢p 5, ...z, ,) to Bob.

2. Bob picks a uniformly random b’ € {0, 1} and sends
b to Alice.

3. Alice sends b, z1,...,2x5_1 to Bob.

4. Bob verifies if the state that he received from Alice
in the first step is |®p,z,,...z._,). 1f the result of the
measurement is not |¢p z, ... ,), he considers that
Alice has cheated and aborts the protocol.

5. Otherwise, the outcome of the flippingisc =b @ ¥'.

3 Security Analysis

We evaluate the probability of dishonest player obtaining
c = 0. The attack model is the same as that of [2].

If Alice chooses b = 0, she sends a mixed state pO that
is equal to every state |z, ....s,_,) With probability L+
Otherwise (Alice choose b = 1), she sends p1 that is equal
to every state |¢1 4,.... x._,) With probability 2%1 We de-
fine X = %, and analyze our protocol using X. X means
the measure of nonorthogonal between pg and p;.

First, we estimate the probability of dishonest Bob

achieving b® b’ = 0.
Lemma 1 The bias for Bob is egop, = i — (% - HLX)

Furthermore, since either of p° or p! is transmitted for
the coin of Alice, the accessible information m should not
be greater than 1 [4]. But by Lemma 2, the value of m
obtained in the equation above satisfies this requirement.

Lemma 2 The accessible information m of p which is

. . . 1—-X
transmitted by Alice is bounded by m < 175 < 1.

Secondly, we bound the probability of dishonest Alice
achieving b g b’ = 0.

Lemma 3 The bias for Alice is € atice = + + (

[N

1
e

4 Discussion

In our protocol, we can choose n and ¢ arbitrarily and
give any values of biases to Alice or Bob. In particular, we
can reduce the bias of one player arbitrarily, but at the cost
of increase of the bias of the other. Typical cases of X,
€ Alice and € g,y are summarized in Table 1.

Table 1. Biases in typical cases

1
X 0311
1] 1
€Alice 0 1 2
1|1
€Bob 5| 2 0
For example, if X = %, then €4jice and e,y become

the same, i.e., %. This is exactly the case Ambainis consid-

ers. Needless to say, our generalized n-state protocol can
express it as a special case.

5 Conclusion

We propose the n-state quantum coin flipping protocol.
The biases of Alice and Bob are € qjcc = 7 + (2 — HLX)
and egop, = 3 — (3 — HLX), respectively. This means that
our protocol can reduce the bias of one player arbitrarily,
but at the cost of increase of the bias of the other. Thus, our
generalized n-state quantum protocol makes it possible to

provide security suitable for various situations.
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