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Consideration for mobile agent security

Masayuki MORI', Masakazu SOSHI', and Atsuko MIYAJI'

1 School of Information Science,
Japan Advanced Institute of Science and Technology(JAIST)
1-1, Asahidai, Nomi, Ishikawa 923-1292 Japan
a
Abstract We can utilize secure function evaluation with encrypted circuits and oblivious transfer in order to
ensure security of mobile agents. However, most of previous works using secure function evaluation for mobile agent
security do not explicitly specify the details of communication between mobile agents and their underlying execu-
tion hosts. Futhermore, if an adversary can put arbitrary data into the encrypted circuit of a mobile agent, then
the adversary could obtain some secret information stord in the agent. Therefore, in our work first we introduce a
trusted host between mobile agents and their execution hosts. Moreover, we use oblivious transfer in communication
via the trusted host. Unfortunately, existing 1-out-of-2 oblivious transfer protocols are inefficient for that perpose,
so we propose a new oblivious transfer protocol based on a k-out-of-n scheme too realize secure communication for
mobile agents. Finally, we show that our oblivious transfer protocol is more efficient than previous ones.

Key words mobile agent, security, oblivious transfer, encrypted circuit, secure function evaluation
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o,0o0o0o0000000,00000000T,00000 0
g3boooooobooooa.

Stepl OO0 OO0OO0OOOO0OOOOO«OOO,
construct(C) D00 0OO.

o construct(C)0D0 (C, £, K, 4)00000.

e 0000000000000 Kiyp= Er(id||il|Kip) O
00000000.(Gi=1,2, .., ny), be{0,1}

e 0000000 = (21, %2, ..., 7»,) 10000000
000 Lip, 0 L,000.(i=1,2, ..., na)

e id C,L\,..,L,,K,U. 000000 HOOO.

Step2 00000 HOOOOOOOOO.

e 0000000 y=(y1,¥ ., ¥n,) 00000000
000 K, 0 K,ODODO.(i=1,2, ..., ny)

e WO K/ OTOOD.(i=1,2, ..., ny)

Step3 00O0D0O0OOOTO d0000:00000,0
000 K,000000 HOOO.(i=1,2, ..., ny)

000 Step2 0000 HO Ky, (i=1,2,..,n,) 000
0000000000,000000000000,00000
oooooo.

4.2 J0O0OO0OO

Step2 000000000000 TOOOO0OO HOnO,
l-out-of-2000000000O.

4.2.1 00O0OO0OO0OOO

gooooooooobooooooooooobboooono

q . goooo g

p : p=2+100000000000 ;
Kip + GeZ, 00 (i=1,2, ..., ny), be{0,1} ;
6@ . GO0 (i=1,2, .., ny);

o :oz,00 (i=1,2, .., ny), be{0,1} ;
r 0 Z,00 (i=1,2, .., ny), be{0,1} ;

0ooo,pd ¢g0O000000.

Stepl OO0 O0OO0O0OOO0OOOOO«WODOO,
construct(C) 00000,

e construct(C)0O (C, £, K, 4)00000.

e D0O0DOOOOTOODOO K = Er(id|[1]|(K1.o,
K112l |Inyl|(Kny 0, Kny1)) 000000000,

e 000O0OOD 2= (21, %2, ..., zn,) 00000000
000 Lip, 0 L,000.(G=1,2, ..., na)

e id,C LY, .., L, ,K,U. 000000 HOOO.

Step2 00000 HOOODOOOOOOO.
o id0 K;p, (i=1,2,..,ny),b€{0,1}0T000.

Step3 O0OO0OODO0OO0OO0TO KOODOO,id0OODO i
00000.00000 HO,00000000
(i=1,2, .., ny)

010 00000000 7000000 6% 000,000
00 HOOO.

020 00000 HO,O0OOOOOO y=uyi, 42, ...,
y,, 0000000000000 Y000, 8% =
g, 80, =@/ onooo g, P 000D
0oO0o0o TOO0O0.

030 ooooooooTo Y8 =s®oooo, o

ooooooooo P, PP ooo (€, £P) =

(08 K0B), (0, 1) = (0, KinB)
ooooo (€, (2,9, f9yoooooo HO
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040 00000 HO £9/9*” 0oooo K..000
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00000000oooO lout-of-200000000 CDH
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2,.,n,)0000,000001000000000000,
O00od0oobOO0000. 0oooooooooooooo
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goo0o0ooooooooooooooobooooooooa
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0000000000000 4,10 Stepl DOOOOOO0O
goooooog, Sstep20 00000000000 TODOO
000 HO kout-of-n 00 0O000O0OO. OOO,000
k-out-ofn 00000 Stepl 10000 Q;, 00D00DOD,
poobobooobbooobbooobbooobboooboo
0000. 00,0000 A;0000000000000 k
goooOo0oO0. Doooooooooooooog, plo
secure function evaluation 00 0000000000000
pgoooboooooo.oboo,0oooobooo,ooobo
pgooooooooooag.

01 000oooo
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4.4 00OO0OOOOCOOO
goooo,0o0oooboooboboooooooobooon.

q 0o00ooo;

D : p=2¢+100000000000;

l Ibit;

G = (g) gO000000000;

g : 00 ¢O0O00g¢geZ,00000;

P : GO0,

H, : {0,1} -@L0000000000O000;
Ho : G—{0,1}) 00000000000 DOOn;
Kip Kipe{0,1}, (i=1,2, ..., ny), be{0,1};
s : Zy 00O,

ty : Zy 00 be{0,1};

aj © Zy;00 (j=1,2, ..., ny);

ooo, (P, H,, G)0000,0000000000000
oooo.

Stepl OO0 O0O0O0OOOOOO«[OOD,
construct(C) 00 0O0OO.
o construct(C)O0D0 (C, £, K, 4)00000.
e 0DDDOOO0DTODODOO K = Er(id||1]|(K1o,
Ka )12l 11y [ (Kny 0, Kny.2)) 0000

oooog.

e I0ODOOOO xz=21,2,..,2,, 00000000
000 L, 0 L;000O. (i=1,2, ..., ng)

e i C L, ..,L,,K,U. 000000 HOOO.

Step2 OOOOO HOOOOOOOOO.
e d0 KO TOODO.

Stepd O0OOOOOOOTO KOoOooo,«dDDooOo 0O
oUo0oD.000o00o FOUOODOOOOOO (=1,
2, .., ny)
010 00000000 TO 4, (i=1,2, .., n,) 000
Hi(1) = Q1, ..Hi(ny) = Qu, 000 DO,
JoooooooToDoOoOOoO0ODDOOO sooo,
sQ1 =Ry, ..., 5Qn, = R,, 0000, Ry, ..., Rpy O
goodoo HOOO.
00000 HOOOOO y=y1, 2, ..., ny 000
00, Io={ilyi=0}, L = {ijy; =1} 000. 0O
Oi=1,2, .., n,
00000 HO,jelb 0000 A; = R;j+a; P, jel
0000 By =R; +a;PO0D0. {A;|jel},
{B;lje,} 000000000 TOOO.000,O
0000 ¢; 000.00=1,2,..,n,000.
gooooooo0TO00O0OO00OO0O HOO jelp OO
00 A; = R; +a;P, je, 0000 B; = R + a; P
00000,n000000000,00000 toFty
000 Py=toP, P = 1P, D; = toA;, B; = t, B
goooo.
00 Hi(k)=Qk, (k=1,2,..,n)000
stoQk, st1Qr 0000, Cko = KkoDH2(stoQrk, k),
Cri1 = Ki1®H(st1Q, k) 00000.

020

30

040

gs0

Po, Pi, D;, E;, Cro, Con 000000 HOOO.
00000 HO D, —a;P, E; —a; P, 00000
Ko = Cro®H2(Dj—a;Po,j), Kj1 = Cra®H2(Dj—
a;P,7)000.000 (j=1,2, ..,n,)000.

geO

oooooOoOoooooO, kout-otnOD0O0O0OOOODO
CT-CDHOO 9)UoOooouoooo.

5. U o0oOand

0000,0000000 kout-ofnO0O0O0O00OOOODODO
000o000o louw-of-20000000000 (ODOO
oooo)ooooooooooo,o0oo0. Ooo,o
00000 Gooooooooobobooooog,ooooon
gob.10o0o000b010000o0c000o0o0,000000
ooOroooobo0o HFOOobOOobOoooooooooo, o
go,00o000o0o000.

go,000o0oo0o0oooooo,0oo0ooobooobooo
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02 000000

gooooo gooo
ooo 3 3
T—H n n
H-T 2n n
T—H an 24 3n
oo ™ 5n + 2

03 000000
gooooo

257 (log p)® 4 2n(log p)?

oooo
(9n + 3)(log p)®

ooo (Oo)

0000 (kout-ofn0000)000000 (1-out-of-2 O
goo0)booooooooUoooooooO,ooo00ooo
gooooooocoboooD 2n00000D00000O0O0O0
go.o0o0,00000000b0000b0oO00O0OO,0000
gooooobooooboobooon0OOoooOoon.

6. 0 0O O

0000 kout-of-n 000000000000 OODOOOO
goooooooooboooooooooooboooboobooo
0. 000000 @®o0,0000000000,00000
oo0o,000000000o0o000000. 00, 1-out-of-2
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0000, kout-of-n 0000000COO0ODODOOOOO
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