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Proposal of Efficient Signature Schemes Based on Factoring

TAKESHI OKAMOTO," MITSURU TADAt and ATSUKO MIYAJIt

In 1999, Poupard and Stern proposed on the fly signature schemes (PS schemes), which
aim at minimizing the on-line computational work for the signer. In this paper, we pro-
pose efficient on the fly signature schemes which are derived from three-pass identification
scheme. To construct our schemes, we improve PS schemes in the computational work (pre-
computation, on-line signature generation and verification) and the data size (secret key and
signature) by changing the structure of the secret key and by extending two primes of RSA
modulus to three or more primes. Compared with the previous scheme, the complexity of
pre-computation, on-line signature generation, and verification are reduced by at least 55%,
33% and 47% respectively, and the size of secret key and signature is also reduced by at least
33% and 23% respectively. Consequently, our proposed schemes are suitable for a smart card
application, whose CPU power or memory is rather limited.
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Fig.2 Proposed identification scheme.
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Table 1 Performances on signature schemes.
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