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signers’ intentions
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Abstract : In this paper, we propose multisignature schemes, in which each signer can express her
intention associating with the message to be signed, moreover, proposed scheme is efficiency and provable
security. Signers’ intentions mean a kind of information which can be newly attached to a signature in
signers’ generating it. However, we have never been introduced any multisignature scheme dealing with
signers’ intentions without loss of efficiency. First, we consider a multisignature scheme realizing the
concept of signers’ intentions by utilizing existing models, and name it Primitive model. After that, we
introduce our multisignature model with siners’ intentions which is more efficient in view of the compu-
tational cost for verification and in view of the signature size than primitive model. A multisignature
scheme with signers’ intentions derived from our model is shown to be provably secure if the multi-round

identification schemes with signers’ intentions is based, provides soundness and zero-knowledge property.

Key words : multi-signature, signer’s intention, ID reduction technique



1 Introduction

SEELFHRL IEROBLENSNT HBET, BAY A APREROHE =2 Mk T
BBV D Z LN TE B LN I BEERES. FORBUTOL I 2RI FIZEVT, FE
BLTRITEFRICEDNTHD LR D,

o KEDHENIZT, 75 TRY—IADRA L A—IZHL, 4 MNEBOHRE (L DRA
F—% L BRTHIEN, FORAZ—TIZA L A—ZH L A0 MIBMT 25613
AWEENTEBNTHR LY EOERPHIW D ELES.

B FABFDARY N ELOHITIBRFETHOLEMEL LS. TORAFZ—IZTA /3~
OLABITET LHEPATOARNDT, B, ZO4FEZEVZAOLR” BMOBR” 2L T
BH LTS, L, LEIEEVTORVA L S=R, A0 MIBMLEL RVDN? £h
L L ZORAZ —DEEICAB IO TORWAIZAFIBROOM? FHETHR T B8 TE
. FO LD RRBERRAELBNEDICD, BFERIOLICRRF —2ERTLHTHSD. 7
A3 2E, BH04RETE L %L:%bﬂ?é%@ﬁ%&%%ﬂ)\@‘é ko .

BRBELREDBL L, TOBLFOERERMT B L OTE AREMASEES FRIRIERES
NTHORY. FLTEAFEOERR»RTHDO 1 DBEORRE LTI, ThEhOBLEIIRL 2
SOABEEEEZTLE D LV RRERET bhvd. 1 >OABEN Yes LW O BRERL, b
5—FOABENE No L WHBREETOTHS. LnLEBAFICE > CUIBEOKT DL
PLEL R A DREEEEPHE L TAFFICESMBRELITVIRV. 20BDREL LT, #F
REANZ Yes & No #ET 200X ERAEL, FELAFKIIANOBEERTHOIXF R LTEE
BAPTOEERZEBRT L VI HELEIOND. TOHETHS LEBLAEOERIL Yes & No
OFBELHRN, —MULLTER DL, BAERIEST = {h,...,In} (N22) OF,bADL
DLV S BEEOTEERBAT DL LAY, RELEROLY 5 5EMiT o = L(¢ € [1,N)
LRTERTED. BT, BROLY S AFEN Yes & No DA, I, L EREDND. )
20X BB OBBOMERICT OXENER SN, TOME, BROSEEABELND &
5 7p i % Primitive TR EFESZ LI2T 5.

3OEDEEL LTE, SFBEN 1O THES, %%ﬁ%@%‘ B R L7 RIS LTS E
BRAEBERTD LD TELBEBLETNRRETS. EROLY S 2EHOKE NEETH
i1 ORRECBOTEELEIIN A @%‘““}EWA% J: 72, %2 OffRE, Primitive 7
MIBOTHE, BAYARXLRIEIA S NEPPEZ L ERB. —F, BxOREETNII,
BLAY A RENPLMNL L, FOFEEMIET X b Primitive 7 /MZHASTIEL 25, €2
T, Bx DREEFANSI X HEN 3 BRMSERAFRNT LRO & 5 RARRBC AT
MEMTHDEEZD.

BREFVNOLREMZTEHTH-OOET L, 2 > OBBMERS v FEEIREZ 2 5.
B OIS RE 4 % IDA, IDB LIRS, BEMNEEBELOREMEOTENA IDA & IDBITFE
+TBHILNRTES. BEMISER<ZE, &L IDAXRESIELZFED, IDBRE i@tz iFo T
5751, LD IDREOT I =y 7ick-T, BEMNSHEESFRITESHBFSTEN
NERBIIH L THELETHH LN T ERFEHTES.

BEET AR E LTI, [4], [6] CBW T RO S EBL FRERD LW TED. &
LHOBELIEFORIEEREBTE 2 HRE LTI 55 Y, ITHEEFFHICRY T, »OEAIR
FEOMREE L T B FRE LTI B B3B8 TF b 5.



2 Preliminaries

FPEANCT A T ORI THEAT 2 ELL DOV TOEEEITS. n#lD (a1,...,an)
B REOTESFER L Ta L ET. n#Da(= (a1,...,0,)) EBH i € [L,n] ZBAVT, M
@ (a1, ..., 0) 72(1[.5] EERT. EREMOD (ay,...,a,) & (D (by, ..., be) EANT (a1,...,0k) @
(b,...,be) BELTOBHbOEEND 2 2DE/ETHY, (k+0) MO (a1,...,ak,b,. -, b) TH
H5. ‘

EEBLEFI FEBLLIE, A—OLEMITHLT, B (n N) OBLERBL T EL
FHERTHD., LnLENL, HED (1 ADELEIC L D) BMEL FRE nm@EMT 52 L THE
BCXB0T, —RICBLYA XN L &30 HMEL e 2 EB4HRRT 256, £
DEEBLFRICBOTHEn AOBLAF LBBELYA KT nl L o/hs{ 2T ben.
SEBELFACBNTn ADBLE Py,..., P, BNBML, £ L TEELE P13 pk, 24
U, REE sk, R RETHLE L BICART LA LA T 7B fi: {01} - £ EFO. PIX
#£5{P,... . B} ERL, UTC—#EL% generic REEBEALFROETNVEFRT.

Model.1 ($EELETI)
BER : FELE P, BRERTATY XA GIC1F #AH LT, ARG LREROT (pk;, ski)
BERTS. T2 Tpkid{pky,...,pk.} BFT.
BLER : BAFOES PHTEm K LTEEBL T LIET S, &ic [l,n] HKROF
BeEEETTD.
e B Py 2B (®p_1),9i-1) & m BRTWY, 2= Cmt(rs, ski), e = fi(xp,m),
yi = Sig(sks,7s, €, Yi-1) PHETH. FLT (:c[zv],yi) L m#& Py ili%(%. 2T
Cmt & Sig IFZIEAMH CHETRLBEE THD. bLDA P BREEV THS.
BRI : RIEEV I, SURsEm & (@,y.) 25 i € [1,n] KOWT e = filwy,m) ZFHHEL,
Z LT := Ver(pk,m,x, e,y I L VIRFEEATD. Ver IR O R AR BE T
BRI {0,1} THBH LTS, bLRIVASEEAEZZT AN LS EFv=1 ThHY, v=0
ORI LT & X ERT

3  Primitive ET/V

1 Eir CE RS EEL FRANKRD SIS L 5 RO Fil%mR Ui, AT generic REH
B HRICEASNT, BEMSESAL % ERT 5 Primitive EF VI OWTHIT S, BT DH
ELLTH, AEOERE L - BLAHIC Lo C—oTO0LEELMELN, HRELTEE
ORI T EEELMTbRE Z LB, LT RILLEEFVERT.

Model.2 (Primitive EF/V) £B4% B 3 X&Em LT, ThEhOEE o &0 LOER

LLTHELEWERETS. ZhENOEROE Y 5 HHEAES T = {N,...,IN} DFPHT

b5, Lel,NJTBWT, m XBE L ZEARTEMIIIEL TN,

PR« Model.l & RBRICAERT 5.

B . BAEOES P RERMICE (m IO LCEERL BT L REL, oi, e
OUEEEE 2 BTV LT 5. %ic(l,n] TKOFREE ZETT 5.



o Pz Py 5 (o yl, oy, {me} & gy 2FUES. BIEASOEEE
e IMNMBERS I Cuyu=LThbd. B HEE s 2T g = Cmt(n,ski), fi
RO e = filalfd,m), TLT Y'Y = siglski, i, 00 p]) HHFETH. 22T

ch]‘) E Bjcioy <t (1) LERT B, £2TO Ip € I\{I} ITOWVT ygl") = ylfl_‘y 17 5.

P (g, v, ™), () & o & Pt B, bHAA Py IHRIER V T
b5,

BEE: REEEV 13, BT (@), ), (med i € [Ln]leo T e = fil@le, me)
FHEL, £LTHL e [1,N] 1o T ol = Ver(pk!e), mg, 2o, 0 yi0) 12 X 0 #
HERITH. 2T € T, 88 pkld) 13X ©nor, (k) L EHENS. gl L eld b
pkle) LEBRICERTED. VRSEELEZHANLL XTI =1 (¢ e [L,N]) THY,
v=UD QDB LI L ETHB.

Primitive £7 A T3, #ROLEEL ZEEBIERT 20T, RELAVA XX NFHLRY,

SEBL ORI N BEYLEE 725,

4 REERGZERBELETIL

B T L7z Primitive T 7V EEME 7L HEL HNT, BEOEEOK N ML
T BEPER/BDTEL AR TLED. LOLBEABRETIBEAMNSEELAETT VLT
PEMLBRMSEBELHRESEHT IR TES. ZOETATE, BATA XN ML
L5, '

Model.3 (RENSEBLEFN) FELE LB A vE—VmIZH L THLOBRE o ZERL

TOBLEEL, ZLTHBOERDL Y 5 5EAE = {L,...,In} £T5.

RER : Model.1 & FHRICAERTS.

BLER: Fic[l,n)BROFHREEFRITTS. ZZTy=00HEE2EINTNLHD
L35,

o B IX P b (x[i—llayi—l): m & Q1) ERIIBOTZObELDER o € I %
B, ZULTHE r 2RV T ;= Cmt(r, ski, i), € = filxp,m,ay) & yi =
Sig(sks, Ti, €, o) vic1) EFHET D, ELT (2p,9:), m & o & Py D, bH
B b Py IIRIEE V TH 5.

BEE : BEEE VIZ, ZHEoZ (z,90), m & a®bic [1L,n]iloW0Te = filey,m apy) &
HEL, v:=Ver(pk,m, &, e,yn, @) L VRIETH. bLo=1%,RNIRETIBLE
OEBEZI AN, ENLSMNIERT 5. :

IOEFANLEEHENDLEEAFNL, Primitive T 7NV E EBEL T2 EEL AU

NRCRBLYA A% /NELTBHZENTED., TNHICEBEAORAMDOHARD T X FH/hE

RFTBLENRTED.

5 BREEFANSIEHINZBEFRIORLM

BETFADLBEHENIEEMNSEBLFROREE2#ERT 27010, BEBNKEE A,
FRETD. WliZT o FRFATIAE S, .. fu T 7 EATH I LR TEDHEENRELE



RF 2=V FvV TR, (i€ [Ln]) ERCESREBAE LR LT e L,QIHEBIZ PR, I
(m, T(i;1), €fi;—1)» Yis=15 a[i],_”) Lo kB ETD R, DIEY 2 BIRAFES (m, T[] €y yij,a[ij])
EROIENTED. WRETAVERTELDIL, A 1T A OBATEERBCHLTE, IZE4
EFHLTHLXDLICHO I ENTEBLRETS. ZITQEITEFa VT A RTA—F—
E EOBERICHERENTWERT A—F—Thd. —JF, SHHKEE A XT - F2ET 70
K fry . fa T VR AT B ERTEBRERNF 2 — ) I ThHY, 2HIRTW S
WMOLEHERATEDL LTS, '

51 EBEMEESYY FREAETIL

Mtk TEZONESEELFROREML, FEELFAMOIEHINDIEHI VN
DRAFROBZEEIFET B LB TEHLRENTVAS. TOERT DL Z A1, bLERT
7y REREEH AN EARSERRHOKEE X L THRETHD LW Z e rghid, IDJR
EREIC - T, PARERHERIENRER 2T SRR OKBEN L LTS, &
ZOTFERBET L TERVEW), FEELFROZEMERTI LN TES. HeDRET
FADPLI EHENTERNLERL HFROLTEMEE, EEEOEEKT v FGE R0z ek
KRBT HZENTES. ZRERTHEIC, £9 2BEOEET v FEEETAERNT5. 2
NSEBEVWDOTMNIER S THWAFITT, e OREETANLEHENIBERMNEEEA
FROGEWZAEHT DB LERETATHS.

Model.4 (BRRERABEERS V2 FEEETI : IDA)
RER : TEAE P IIn MONRGE L WEBRE (pk,, sk (1 € [L,n])) BEHRTSH. ZZTpk & sk
XENEN {pkq,...,pk,} & {sk1,...,sk,} BET.
L : FEE P LRRGEE VIZLATORY LV & e [1,n] FE(TT5.
o PIZESDE K o € TR, L TEEr VT2 Iy FAY b, = Cmt(ry, ski, )
EHAEL, ;L a2 VIRES. VETFUVFAIRVHELETFY LUV egeE R PIT
%5.
P3iRE y := Ms(sk,r,e,a) ZHEL VIiCkD. ZIZTans &) B Sig & FH—®
BEEd5.
BEE : 2o (x,y) & pk,e,a Db, Vidv:=Ver(pk,z,e,y,a) #HHEL, TOFv=1
2 BITREE IR T AN, ERLSMIIERT 5.
Model.5 (BB ERABMEERT Y FREEETIL : IDB)
BERL: Modeld & FBRIZART 5.
BEXE : GIAZE PRXIDD a,...,0 ZROCHL (2O HETRITHRV) LT a
EARE®RE UTART 5.
FREE : GERIE P ERREEE VI FORY LV &€ [1,n] ETT5.
o H¥ir, LEMICAH LEBROERZES a0, e IZRAVWTPIE=Iy PR
Ti = Cmt(n,sk,',ai) BEEL, oV &S, VIRZ U F AR HLEF ¥
VoYe, €& PILED.
PIXiRE y = Ans(sk,r,e,a) ZFHE L VIZE5.
REL : Model.4 & FFRICHREET 5.



5.2 ID BE#HE

H L, IDABMERSHZEH-THT, 2L T IDB A naEttonEs o Tt &, #F
EFANLB XM SN AEEMNEESLFRITLED LS RESHHNKBECF L THRETHL L
RTTENRTED.

W 5.1 IDB AE R HMRMER Ko TV A LIRET 5. b LEBNSEESFUCRVTIFENR
EETH L OTE DEBNIEY A, BHEELE2GIE, AULEMISERLFRCBNTT
B EEZTH 2 L OTE ZZHHREE A, BFET 5.

§E8R (HE) IDB A 1 M2 5o TV B LITELTOB Z L nh, Rl sk 2m5 2 L 72<
BEMNEESLHRE L Iab— 52 LOTE BHERNRSERY I 2 L —F — 8 BEET
B. ZLTCSIE, SREH sk ¥R-%x DIELRELE P OBBMHEL L EHOTE RVEL
MBLAZEY T - LRTED. DED SIE, EURBLEPOBEEZOEETIaL— T
XBLVHZLicRD. TROLEBNERE A, LY Ial—4— 80200 bZHNKRE
A BHERT 5 LB TEBOTHB.

B 5.2 b LEAMNSEBL RSB THFENBEL T2 2 LOTE ZXBNKEE A, 117
HET5%251E, IDADEFANLBEHINAERS 7 FOBBRKRARBIL RN T #
4t sk R R E ORITEV 2T 2 LN TE HLERNKRE Ajgr WHFETD

EEOA (M) BAFICRED T Ap 2T B Z & T Asan BT DI LN TED. Asan 120G p
BACEL, Fic[LnBEFTE. ATV FIATIN HIZEOTNRE 2D TAiga i
B Q; = (z5,m, a5) 5%, Aiaald (zi,00) & V~ED. VHILELNTEREFYL IV &,
Asga 12 Qi DNy V=il LT A kD, ZLTnEIORY LT LR, A ICksTH
BNy & A RV ~L%D. 2Oy RERE a CELTORENSEES HRORIEAEH
L, ¥ER o CHLTOEET v FERBRAMAGGES XOBRIEALMEZ LTV 2.

ZOWMESL 525U TOID REMESELNS.

#EE 5.3 IDANMESMES, IDBRPoMEELF-o T E, BREFAPLIIEHENDE
B EEBL HRUTVODR BRENEEEICS L THRETHDI L VAD.

6 Conclusion

Hoall, BAEOBRLVOEBAEREL, ZLTERMNSEBEAFIROET VEERT. &
REFADLBEHINAERMEEEL FROREN LTI 2O, 2 DORFEET /A IDA &
IDB Z#f L. Z LT, &L IDA MEetts, DB XY uimtsFoTna0kbiE, Hx
DEREFAD L OB EASEBEL FRITO N2 B BN ERB R OB REI L TZETH
BLWHZERHBETA. LT, b LHEx DEREET IV sensitive 2R E R TV D LIRE
T35, 5] TR S TOSRAERERE b &AL EBINRERE I L TRERERIEZE
BAEFREEDZ ENTEDLHICRD.
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