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Linkable Anonymous Off-line E-cash

ATsusHI KOIDEt MITSURU TADAt and ATSUKO MIYAJIt

School of Information Science,
Japan Advenced Institute of Science and Technology'

The more widely open-networks such as the Internet get spread, the more remarkable E-cash
becomes. In the realization of E-cash, a lot of problems have been unsolved.

In most E-cash schemes ever proposed, it has been assumed that a bank as an issuer never
behave maliciously. However, in the real world, this assumption seems to be fairly artifical.
Since we have frequently seen banker’s illegal behaviors. '

In this paper, we focus on the problem that an illegal banker may leak the secret key of the
bank to forge coins.' Proposed Scheme is an off-line E-cash scheme with a trustee in which a
bank can link a coin in the withdrawal step to that in the deposit step, and which can keep
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user’s anonymity.
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