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Management of Server Log Information
Based on Dependencies among Components of Large-scale Servers

MikiruMI SHIKIDAT! and HirosHT GoTo 2!

In some large organizations such as a large enterprise or a university, large-scale servers are
designed to organize large information systems. Reliability of the large-scale servers is key
factor of managing those systems. In general, several administrators are needed to manage
those systems instead of one expert. To get needed information for an analysis of system
fault, administrators have to refer many kinds of log files of servers. It often involves some
servers that are managed by the others. In current software for log management, many kinds
of log information of several servers are unified. Administrators will be able to get system
error information by such software if they give some parameters to the software in advance.
However, it will be not so easy to find real needed information because of a huge number of
log information in large-scale systems. In this paper, we focus on dependencies among com-
ponents of large-scale servers and services. We propose an extracting method for getting the
real needed log information based on these dependencies. Our proposed method can extract
specific log information in connection about details of each system failure. We illustrate our
proposed method with an experimental system and discuss its usefulness.
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Fig.1 The outline of configuration management system

based on dependencies.

ASM2:search>>> depend -v %DIR%isl4el%/home/i2008 ¥DISK%*’x*
CLASS:DIR HOST:isl4el PATH:/home/i2008
100:3 CLASS:DISK HOST:fs90 DISKname:/dev/dsk/c3t0d1s2
66:7  CLASS:DISK HOST:fs8-dctl0 DISKname:RG-01
76:8  CLASS:DISK HOST:fs8-dctl0 DISKname:/dev/dsk/c1t0d1s2
70:14 CLASS:DISK HOST:fs8-dctl0 DISKname:/dev/dsk/c1t0d7s2
ASM2:search>>> depend -vod 76:8
CLASS:DIR HOST:isl4el PATH:/home/i2008
<-- CLASS:DIR HOST:fs90 PATH:/home/fs5001 (nfs_mount)
<-- CLASS:DISK HOST:fs90 DISKname:/dev/dsk/c3t0d1s2 (ufs_mount)

<-- CLASS:DISK HOST:fs8-dct10 DISKname:RG-01 (SAN FibreChannel)

<-- CLASS:DISK HOST:fs8-dctl0 DISKname:/dev/dsk/c1t0d1s2 (RAID5)
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Fig.2 The example of output of dependencies.
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Fig.3 An example of dependencies among objects in

servers.
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Fig.4 Links between object and log information.
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Fig.5 Overview structure of management system based

on log links.
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Table 1 An example of table of correspondence between
object groups and log groups.
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Fig.7 Dependencies of objects in web service system.
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Table 2 Log links for network trouble on web service system.
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ooo ID oooooo ID oooo goooooo gooooo ooooooo ooo (%)

1 6 | hostA /var/adm/mesasges 356 | hostAO eri0 100

2 4 | hostA /var/nfs/nfslog 42 | hostAD nfslogd 100

3 11 | hostB /var/adm/messages 224 | hostBO nfs 100
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