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by Michael Jackson: Software Requirements & Specifications

The Application Domain The Machine

<Society/Environment> <Law Execution/Practice>
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Dines Bjr nes

Software
Engineering 3

Domains, Requirements, and Software Design

Dines Bjr ner

Software

Engineering 2

Specification of Systems and Languages

Dines Bjr ner

Software
Engineering 1

Abstraction and Modelling
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Bjorner DAFEIEDHE (2006)
www2. imm. dtu. dk/"db/Software_Engineering/

Contents of Three Volumes
[1] Abstraction and Modelling
- XXXIX + 711 Pages
[2] Specification of Systems and Languages
- XXIlv + 779 Pages
[3] Domains, Requirements, and Software Design
- XXX + 766 Pages

Prof. Dines Bjorner has stayed at JAIST from 2006.2
to 2007.1, and did the research on “Formal Methods
and Domain Engineering”
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CafeOBJIZH [T 5 IR EE (actionD R F) DEEuh;

— RFNDOTS (Observational Transition System) 2L BETILIE —

Isible Sorts
(Data)

Action
(transition,
methog

Action
(transitiorn\

Hidden Sort
(System'’s
State Space)

Isible Sorts
(Data)

Observation
Visible Sort \ (attribute)

Observation

. Visibl t
(attribute) Isible Sor

(Data)
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CafeOBJ

http://www. Idl. jaist. ac. jp/cafeob ]

¢ ZABREZDDICEBRFTF—LICEYH
THAFRIN-REMOEIAEHREZ X
T 1.(1995--+)
N =E7"°)l_z€—§ L%G)'Ti‘ﬁ’éﬁ’q’:ﬁ - REET
65"&?T_Iﬁb:ET)MI:.=.n AT L
o ETARERRALAHRESE AT L

(executable formal specification
language system)

¥ EEBUFREE S X T L(interactive
verification system)

o KBUELFHREFET AT Li(algebraic

specification Language system)

CafeOBJ1i’|‘§l:J:CafeOBJ EEBVATLODETES T

BEThY, TDORTIXMEHRDERZHET HF IR
L,‘&%T%é > RO EHRE
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NSLPK (Needham-Schroeder—-Lowe Public—Key)
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NSLPK Authentication Protocol

Msgl: p --> q Eyy(ny.P)
Msg2: q -=> p  Eypy(Np.ng. )
Msg3: p --> q Ein(Ng)

e Each principal is given a pair of keys: public & private keys.
k(p) Is the public key given to p.
e N, Isa fresh nonce (random number) generated by p.

e The (Nonce) Secrecy property: Nobady except for p & g Is not
able to obtain N, & N, even If there are malicious principals.

COE Sympo 070907 19



Assumption

® The cryptosystem used is perfect; anyone cannot break It.

® There exists the general intruder a la Dolev-Yao.

e All principals except for the intruder exactly obey the protocol.

e \What the intruder can do Is
1. to send and receive messages according to the protocol,
2. to eavesdrop on every message that has been sent, and
3. to fake messages based on wiretapped messages

to cheat another principal into believing the intruder is yet
another principle/intruder.

COE Sympo 070907
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Formal izing Nonces

® A nonce made by a principal p to send it to a principal q IS
expressed as

n(p.q,r)
where r Is a random number making the nonce unique.

e Operators p1, p2 and r return the 1%t, 2nd & 3 args of n(p,q,r).

e |f the intruder obtains n(p,q, r) such that neither p nor q is the
Intruder somehow, the protocol does not satisfy the secrecy

property.

COE Sympo 070907 21



Formalizing Giphers

® E p(n,.p) isexpressed as
encl(q,n,,p)
® E.»n(n,.n,,q) Isexpressed as
encz2(p,n,,Ny,q)
® E.(ny Isexpressed as
enc3(d,n,)

e Given aterm denoting a cipher, operator k returns the principle
ID for the public key, operator ni returns the 15t nonce, operator
n2 returns the 2" nonce if any, and operator p returns the
principal ID if any.

e Ciphers are treated as messages.

COE Sympo 070907 22



Formal izing Networks

® Networks are expressed as bags (multisets) of messages.
e Const empty & operator _ _ are the data constructors of bags.
® Predicate ¥in_ checks if a given message is in a given bag.

e® The assumption that the intruder can eavesdrop on each
message that has been sent is expressed as that the intruder can
use the network used in the protocol as his/her storage.

® Since the intruder can replay any messages, each message that
has been sent can keep staying in the network. So, each
message that has been sent is never deleted from the network.

COE Sympo 070907
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Model ing NSLPK as an OTS (1)

® 2 observations rand, nw & nonces:
1. rand(s) returns a fresh random number that has never been

generated up to a given state s.

2. nw(s) returns the bag (the network) of messages sent up to a
given state s.

3. nonces(s) returns the bag of nonces generated for the
sessions participated by the intruder up to a given state s.

e [or an arbitrary initial state init,
1. rand(s) returns seed, which is the first rand number.

2. nw(init) returns empty.

3. nonces(init) returns empty.

COE Sympo 070907 24



Model ing NSLPK as an OTS (2)

® O actions send1l, send2, send3, fakel, fake2 & fake3

send1, send2 & send3 model sending Msgl, Msg2 & Msg3
messages exactly obeying the protocol.

1. sendl(s,p,q) denotes the next state after p has sent
encl(q,n,,p) to qins, where n, Is a fresh nonce.

2. send2(s,p,q,nl) denotes the next state after p has sent

enc2(q,nl,n,,p) toqinsifenci(p,nl,q) is in the network.

3. send3(s,p,q,nl,n2) denotes the next state after p has sent

enc3(qg,n2) toginsifencl(qg,nl,p) & enc2(p,nl,n2,q9)
are in the network.

COE Sympo 070907 25



Model ing NSLPK as an OTS (3)

fakel, fake2 & fake3 model the intruder’s faking Msgl, Msg2
& Msg3 messages based on the gleaned nonces.

1. fakel(s,p,q,nl) denotes the next state after the intruder has
faked enc1(qg,n1,p) & sentitto gin s if nl IS In nonces(s).

2. Take2(s,p,q,nl,n2) denotes the next state after the intruder
has faked enc2(g,n1,n2,p) &sentittoqinsifnl & n2 are
INn nonces(s).

3. Take3(s,p,q,nl) denotes the next state after the intruder has
faked enc3(qg,n1) & sentitto g in s if nlis In nonces(s).

COE Sympo 070907
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Specifying NSLPJ in CafeOBJ (1)

® The signature is as follows:

*[Sys]™

-— an arbitrary initial state

op Init : -> Sys

—-— observers

bop rand - Sys -> Rand

bop nw > Sys -> Network

bop nonces : Sys -> NonceBag

-— actions

bop sendl : Sys Prin Prin -> Sys

bop send2 : Sys Prin Prin Nonce -> Sys

bop send3 : Sys Prin Prin Nonce Nonce -> Sys
bop fakel : Sys Prin Prin Nonce -> Sys

bop fake2 : Sys Prin Prin Nonce Nonce -> Sys
bop fake3 : Sys Prin Nonce -> Sys

COE Sympo 070907
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Specifying NSLPK in CafeOBJ (2)

e The equations defining send2 are as follows:

-- send2
op c-send2 : Sys Prin Prin Nonce -> Bool
eq c-send2(S,P1,P2,N1) = encl(P1,N1,P2) ¥in nw(S) .
ceq rand(send2(S,P1,P2,N1)) = next(rand(S))
1T c-send2(S,P1,P2,N1) .
ceqg nw(send2(S,P1,P2,N1))
= (enc2(P2,N1,n(P1,P2,rand(S)),P1) nw(S))
1T c-send2(S,P1,P2,N1) .
ceq nonces(send2(S,P1,P2,N1)) = (if P2 = intr then
(N1 n(P1,P2,rand(S)) nonces(S)) else nonces(S) fi)
it c-send2(S,P1,P2,N1) .
ceq send2(S,P1,P2,N1) = S 1f not c-send2(S,P1,P2,N1) .
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Specifying NSLPK in CafeOBJ (3)

e® The equations defining fake2 are as follows:

-- Take2
op c-fake2 : Sys Prin Prin Nonce Nonce -> Bool
eq c-fake2(S,P1,P2,N1,N2)
= N1 ¥i1n nonces(S) and N2 ¥in nonces(S) .

rand(S) .

eq rand(fake2(S,P1,P2,N1,N2)) =
= (enc2(P1,N1,N2,P2) nw(S))

ceq nw(fake2(S,P1,P2,N1,N2))

eq nonces(fake2(S,P1,P2,N1,N2)) = nonces(S) .
ceq fake2(S,P1,P2,N1,N2) = S

if c-fake2(S,P1,P2,N1,N2) .

iIf not c-fake2(S,P1,P2,N1,N2) .

COE Sympo 070907
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Verifying the Secrecy Prop with CafeOBJ (1)

e The two modules (INv and ISTEP) are declared:

mod INV { pr(NSLPK)
op n1 - -> Nonce
op invl : Sys Nonce -> Bool
var S - Sys var N1 : Nonce
eqg INnv1(S,N1) = ((N1 ¥in nonces(S)) implies
(pP1(N1) = 1ntr or p2(N1) = Intr)) .
}

mod ISTEP { pr(INV)

ops s s* - -> Jys

op istepl : Nonce -> Bool

var N1 : Nonce

eq 1stepl(N1l) = invl(s,N1) implies invli(s",N1) .
}

COE Sympo 070907
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Verifying the Secrecy Prop with CafeOBJ (2)

e Write the initial proof score for inv1(S,N1), which consists of 12 proof passages.

e CafeOBJ does not return true for the 2nd, 3rd & 5t proof passages.
e The 3" proof passage is split into 7 sub-cases:

v 1. not(intr = p2)

v 2. Intr = p2, n1 = n(pl,p2,rand(s))

v 3. 1Intr = p2, not(nhl = n(pl,p2,rand(s))), not(nl = m)

s 4. Intr = p2, not(nl = n(pl,p2,rand(s))), nl = m,
pl(m) = p2

v' 5. iIntr = p2, not(nl = n(pl,p2,rand(s))), nl = m,
not(pl(m) = p2), p2(m) = p2

s 6. Intr = p2, not(nl = n(pl,p2,rand(s))), nl = m,
not(pl(m) = p2), not(P2(m) = p2), m ¥iIn nonces(s)

? 7. Intr = p2, not(nl = n(pl,p2,rand(s))), nl = m,
not(pl(m) = p2), not(P2(m) = p2), not(m ¥i1In nonces(s))

COE Sympo 070907



Verifying the Secrecy Prop with CafeOBJ (3)

open ISTEP
-— arbitrary values

ops pl p2 : -> Prin . op m - -> Nonce .
—— assumptions

-- eq c-send2(s,pl,p2,m) = true .

eq encl(pl,m,p2) ¥in nw(s) = true .

eq Intr = p2 . eq (nl
eg nl =m . eq (p1(m)

= n(pl,p2,rand(s))) = false .
= p2) = false .
—— successor state
eq s" = send2(s,pl,p2,m) .
—-- check
red istepl(nl) .
close

eq (p2(m) = p2) = false . eq m ¥i1In nonces(s) = false .

COE Sympo 070907
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Verifying the Secrecy Prop with CafeOBJ (4)

e Conjecture the lemma:

eq 1nv2(5,N1,01)
= ((encl(Q1,N1,1ntr) ¥in nw(S))
implies (P1(N1) = intr or p2(N1) = iIntr
or N1 ¥in nonces(S))) .

e The 2" proof passage does not need any lemmas.

e The 5% proof passage needs the lemma:

eq 1nv3(S,N1,N2,Q1)
= ((enc2(Q1,N1,N2,1ntr) ¥in nw(S))
implies (p1(N2) = intr or p2(N2) = iIntr
or N2 ¥in nonces(S))) .

® The proofs of inv2(s,N1,Q1) & inv3(S,N1,N2,Q1) do not need
any lemmas.

COE Sympo 070907 33
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¢ AR AL VZEHIE L= LR DEEFESH
o BAEEBICKAMEFACDEEE (FEREKERR)
vDines BjornerMDEBLTL\SAEICAIS
v {LZxEHL Tadik 95
o JABER AL DOTS (Observational
Transition System)ETILDYER
o OTSETILZ IS ECafeOBITER IR

o kTR A1 MDCafeOBILHRIZE D B XIRAL
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e F A 1 2 DEEF

Citizen Hospital
Op. . Medical Admin
Boaf Patient Staff Ward Staff Pharmacy
: ] Medical "
Medu-:al Medical Staff Hadisoi Consul. Medicine
Machine Tool . Room Box
Station
Hatients e . .
Medical Medicine Bed Medlgal Medical Medicine
Box Machine Tool
Record
Medicine
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Bk, 73> (0TSOactiont [ZR%4B)

¢ BH% -
o EAEVEMADEEICHLTEMATSH_LICEST

v REDEZZILSELL0.
v GALHD DR EHERZRT 0.
HORADEZEHRTHL0.

¢ FICEFRDEZELELSELILDETI a2V EMRES.
¢ FREAADTRRDESGTIVaVvREAGNS:

COE Sympo 070907

admit - Citizen X WardID XHospital — Hospital
interview : PatientlD X Hospital — Hospital

plan analysis : PatientlD X Hospital — Hospital
analyse : PatientlD X Hospital — Hospital
diagnose : PatientlD X Hospital — Hospital

plan : PatientlD X Hospital — Hospital

treat : PatientlD X Hospital — Hospital

transfer :

PatientlD XWardID X WardID X Hospital — Hospital
release : PatientlD X Hospital — Hospital

37



SR, RE

¢ BR: o #Eﬁ FOLavEBRRDIIDC

o EBIHTLICK-TRHMMEH
iﬂhé?pléﬁ, ﬁﬁ@%%ﬁﬁ: ¢ FBREXAL 2 ETORELD 1D
BE|ZRELYSBED, %L k(DJ:of LONEZ DN

o F-IZEMMABEAINI-CLED -
BOEZHGIERIG>TRS T Poghhiay, o 2
Y55+10. 2. adnit, ’

’)7&%0_)75}%2_!91’!,% : 4_plan analysis,

e A citizen comes to a 5. analyse,
hOSp'FaI 6. diagnose,

e A patient gets cured. 7_plan,

e A patient dies 8. treat,

e A patient gets a new 9. analyse,

symptom 10.a patient gets cured,
11 .release.
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SFAER AT L
(OTS:Observational Transition System)

¢ OTS : VRATLDIRBEFZETIET HREER X T A
¢ OTS S <0, I, T>D3TREINSB

e 0 : £RAIEE#(observation)DERES

e 1 : YIHIKREDES

e T : B EH (transition)DERES

¢ FWRFEAAL VDIREEZOTSTETIVIET S

COE Sympo 070907
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OTSETIL : &Rl

— R Y N —_
¢ ﬁlzﬁg)_;_k%b‘éid_ / Fé -- attributes are th ID of the hospital and the location.
) bop h-id : Hos -> HID
o BRAEMEUTOMEESRIT | bop hloc : Hos - Loc
é_ -- subentitis
bop wset : Hos -> WSet
o FmEDEME bop orset : Hos -> ORSet
v &BED 1D bop phset : Hos -> PhSet
v JFEROER bop asset : Hos -> ASSet
= L =i P bop paset : Hos -> PaSet
y Jﬁﬂ;ﬁ@%?‘fi%%o)%n bop msset : Hos -> MSSet
v ’ﬁ*i:a)i':' -- observer for a location of a citizen.
v FMEDES bop cit-loc : CID Hos -> Loc
v ZEROES -- gbserver for a condition of a patient.
v BEIAYTINDES bop p-cond : PID Hos -> Cond
v BADEKSE
v ERRFVIDESE
. TROBEH

o BADIKR
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OTSETIL : ¥EAIREE

¢ ALFAOT—: HEAEHEFRNTUERICEDLSICERSL
TLWAIRTHE.

o BRKEBOKSE
o EEDMBREZINILLETS.

o MHIRRETIIRREDALAOD—([EFHm-ThTLEHEDET S.

-- initial states

op init : -> Hos

eq (card(wset(init)) > 0) = true .
eq (card(orset(init)) > 0) = true .
eq (card(phset(init)) = 1) = true .
eq (card(asset(init)) > 0) = true .
eq (card(paset(init)) >= 0) = true .
eq (card(msset(init)) > 0) = true .
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OTSETI : BBER = 7/>aY or ER

¢+ BREEODES
o 7HULAVEER

-- transitions

bop admit : Cit Wid Hos -> Hos
bop interview : PMRid Wid Hos -> Hos
bop planAnal : PMRid Wid Hos -> Hos

bop doAnal : PMRid Wid Hos -> Hos

bop cch : Cit Hos -> Hos -- a citizen comes to a hospital.
bop pgc : Pid Hos -> Hos -- a patient gets cured.
bop pgw : Pid Hos -> Hos -- a patient gets worse.

bop pd : Pid Hos -> Hos -- a patient dies.
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OTSETIL : EREEDHladmit

admit (C:Cit, W:WID, H:Hos) DEHIFH
e MERCIEHEBEDHIZIND.
o IDAWNTHSHEENEBEHDPIZHS.
e TRCOIXFERLEF L LTZITAN OGN TULVELY.
o FREWZIZIZEERY FAH 5.
admit(C:Cit, W:WID, H:Hos)IZ& > T

e MRHDRBNDEMETHASABEIDD) X MZHFHLLVE
EZEOIDAMA SN, hILTHERKSNS.

e AEEDHDBEDESICHLWLVEFENNDHS.
o HAEAEERAYINHLVLWEETZZITEFEOCLIZHS.
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0TS3

COE Sympo 070907

=)L EREE adnitd)Cafe0BJED it

op c-admit : Cit Wid Hos -> Bool
var C : Cit var W : W var H : Hos

eq c-admit(C, W, H) = HHisHMHEF EC

eq h-id(admit(C, W, H)) = h-id(H)

eq h-loc(admit(C, W, H)) = h-loc(H)

ceq wset(admit(C, W, H)) = admit ZEDOFHBOES
if c-admit(C, W, H)

eq orset(admit(C, W, H)) = orset(H)

eq phset(admit(C, W, H)) = phset(H)

eq asset(admit(C, W, H)) = asset(H)

ceq paset(admit(C, W, H)) = admit ZDORBFDES

if c-admit(C, W, H)
admit HDOERAZ v 7 DESE
if c-admit(C, W, H)

ceq msset(admit(C, W, H))

eq cit-local(C, admit(C, W, H)) = cit-local(C, H)
eq p-cond(P:Pid, admit(C, W, H)) = p-cond(P, H)
ceq admit(C, W, H) = H if not(c-admit(C, W, H))

441



OTSETIL : B EEcch(citizen comes to a hospital)

¢ BREEOEZDHI2(cch: a citizen comes to a hospital.)
¢ cch(C:Cit, H:hos)DHEAIFEHFTTHERCHAREHDIHICNSC &.
¢ COEZRDE, MECIEHEBEDOHIZAS.

-- a citizen cames to a hospital.

|eq c-cch(C, H1) = (c-loc(C) = outH) .|
eq h-id(cch(C, H1)) = h-id(H1) .

eq h-loc(cch(C, H1)) = h-loc(H1) .

eq wset(cch(C, H1)) = wset(H1) .

eq orset(cch(C, H1)) = orset(H1) .

eq phset(cch(C, H1)) = phset(H1) .
eq asset(cch(C, H1)) = asset(H1) .
eq paset(cch(C, H1)) = paset(H1) .
eq msset(cch(C, H1)) = msset(H1)

ceq cit-loc(Cid, cch(C, H1)) = (if (Cid = c-id(C)) then c-loc(in-h(C))
else cit-loc(Cid, H1) fi)
if c-cch(C, H1) .

eq p-cond(Pid, cch(C, H1)) = p-cond(Pid, H1) .

ceq cch(C, H1) = H1 if not(c-cch(C, H1)) .

COE Sympo 070907
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RFEL DA

o REL

e a citizen comes to
= planAnal (pmrid,
a hospital, nid
e admit, interview(pmrid,
wid,
e Interview, admit (c,

wid,

e plan analysis cch(e, init))))))))0))

¢ LRROEREVFEDLSIC
CafeOBIDIEL LTRI C &
MTE5.

¢ pmrid, wid, cl¥FhFh
EEDHILTDID, FRED
ID, TRZRIT EH.
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72 ARG D B

¢+ CafeOBIfE#kl&CafeOBIMNIERMD ETEITRIGETHY, TD
E1TIER Kk (Formal specification) DEKRERET
AHERMRBICRETHS
¢ CafeOBJEBRZRAINT, =& AIX, RD &S HEEDGIA
TE5
o FARDEZERRERREIZHINT
v (EE1)BRROALAOD—ITEIZRILD
v (EE2)HA5FEDRNYFOHITIEICEFEOHLIYELZ

(BIEFRERELFHPREBNEEDEREFZORB LI L#E
FLTEETESNRE)

COE Sympo 070907 47



FEHESERDEE




NGRS E vs. B B9RIEE R

general formal description vs. specific formal description

documentation vs. analysis/verification

for human beings vs. for machines

formal methods vs. light-weight formal methods

— AR EE R TR R F LY
$

RALDT=DOICH—RIGEHDRONELNDEIZES
- EQOBHIREEIZERLTUOSAIEBAS M TIEHZELY
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AL DDRRMITE TSR &R

fEeZ (validation) &lE, FXA A DAL FIERERE (stake
holder) DER & —F L TLNAMFEI O BEE, FEERI UFE
LULVRFAA EEiR] (the right domain descrlpt|on) ’&

f2EE (verification) &l&, FAA UEABNEREDOERTHEHD
E—BILTWAILZEIBAT AL, BEEITKY TIELL FAA

P Al

>Etuk | (the domain description right) #47>5.

BEIRCBEBASELETEHRIN-FERX FAS VEREZFT
BREICIRTT S EIZE > TITHN, RIEIFIEATRBNA FAA
U OREHEERB-LTWAZ EEZBAMICEIRAT S &I
K2TIThns.

ﬁnn‘. &*ﬁnfb'i*ﬁ?ﬂmuto)f& l’) EEI!I l’) ﬁﬁ'tnﬂaib‘ﬂfiﬁ'é
NIRFENMEE SN, BREEITK Y QF%TnELb\E&EéhFE DHVEHE
cshb.
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FA A DR

sk DEERY

Entities
Functions
Events
Behaviours

description
(informal)

S

| am a stakeholder.

L (iii)
O
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Domain
description

\\—/—'__\

validation

IR

capture,
analysis

description
(formal),
verification

Iam
a domain
engineer.
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A REEDEZRF EEDAIEENH

- M4V ARIE, FAVDRELNENE (B ZRITLEDE
HZBAREICT HC LT, FAMVDIRBEZTHET S

- FAEVRAEEL, AT HIRENIERZITET HE
EIZZDERDITEE(SMEVR) ZREET ST
EX

- FAEVRESAEVREER, ER, BB, TolaigE
TRESNOF A VICEITHIRFO R EZTDHEHEDE
MICEWNWT, BITHLHEFEIND

SA 2 REEARDHI :
License | : licensor a grants licence b on work w
with permitted actions {al, a2, a3, ---, am}
and obligated actions {b1, b2, b3, ---, bn}
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