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Automated reasoning

— problems with social needs
— decidable fragments of problems (in theory)

— heterogeneous data structures in simple framework

Linear bounded automata

Problems in real-world
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I. Equational tree automata



Automata for strings

Given |aolai| --- Jailag] -+ Jaull] and finite automaton A

(q0) qi

ao a’l o o o (l,@ a2_|_1 o o o a/n- a,o al e o o a/L a”L"‘l o o o an ‘-

q1 .. qdi+1

aol| ai Q; (Qigq| <o an- aol| al Q; Q| - - an‘-

1st step: qo 90, q1 1-th step: g¢; %, qit1
dn+1
Input tape is accepted if A results in |aolai| - [ailasga| -+ | a0

such that g¢,41 is a final state



Tree automata vs. automata

input

flaq,...

transition rules

closure properties

decidability

flaq,...

tree automata
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Definition

A: tree automaton (F, Q, Qyin, A)

F signature, that is set of function symbols with fixed arity
Q set of state symbols (special constant symbols) such that
FNOQ=9

Qrin set of final state symbols such that Q¢;, € Q

A set of transition rules with the following forms:
f(p1,-...pn) — ¢ (Type 1)
f(plv"'apn) — f(qlaaqn) (TypeQ)

p — g (Type3)



Transition move

e — 4 . Move relation of tree automaton is defined below

o L(A)

s —4 t if s=CJ[l] and t = C|[r]

for some | — r in A and context C

E.g. Consider A with transition rules A

a—q1 b—qg flq,92) — g3

then tree language accepted by A is {f(a,b)}

. set of trees t reaching by A some final state, i.e.

t —a t1 —a--—a tn (=q) for some q in Quyy,

e regular tree languages



Basic properties (tree automata)

e Union

e Intersection

e Complementation:

— Deterministic and complete tree automata

e Downsizing technique

— Epsilon-free tree automata

e Emptiness problem:

— Pumping lemma



Associativity and commutativity axioms in tree automata

Given a signature F with Fac some of the binary function symbols

AC-tree automaton A/AC:

a pair of A and the following AC-axioms for all symbols in Fac

VANNRA f f
AN VANENVAN

associativity commutativity

Likewise

A-tree automaton: tree automaton with associativity axioms of Fa

C-tree automaton: tree automaton with commutativity axioms of Fc



Transition move with associativity and commutativity

e — /ac - Move relation for AC-tree automaton defined as below
s —a/ac t if s=ac C[l] and t =ac C|r]

for some | — r in A

E.g. Consider A/AC with Fac = {f} and transition rules A
a—q1 b—qgx f(q1,92)—q3

then f(b,a) —4/ac f(a2,2) —4/ac Fla2,01) —4/ac @3

e L(A/AC) : set of trees t reaching by A/AC some final state, i.e.

t —a/ac t1 —a/ac - —a/ac tn (=¢q) for some g in Qrin

e AC-regular tree languages

10



Basic properties (AC-tree automata)

e Union

e Intersection

e Complementation:

— Translation by Parikh theorem

e regular AC-tree automata vs. non-regular AC-tree automata
([6], Ohsaki et al. LPAR 2005)

e Emptiness problem:

— Commutation lemma ([8], Ohsaki CSL 2001)

11



Example

Consider regular AC-tree automaton with the transition rules

a—qa b—ag flga,a) —q flg,9) —4q
where Fac = {f} and ¢ is final state

Then the accepted tree language L satisfies

f f
itla = |tlp /N >
_ f b f f
for all t in L VAN /. VAN
a f b a a b
/" N\
b a

Observations

e T he above language L is not accepted by any tree automaton if Fac =9

e In general, tree languages L represented by linear (in)equational constraints
are accepted by regular AC-tree automata: e.g.

tla > [t[o
2ltla = [tfo
ta+1 = [t[o

12



Closure under Boolean operations

[Ohsaki CSL'01, Ohsaki & Takai RTA'02
Ohsaki et al. RTA'03, Ohsaki et al. LPAR'05]

regular TA | regular AC-TA AC-TA
closed under U v v v
closed under N v v v
closed under ()€ v v X

regular TA <

regular AC-TA < AC-TA

regular TA regular A-TA A-TA
closed under U v v v
closed under N v X v
closed under ()€ v X v
regular TA < regular A-TA < A-TA

13



Proof of not closed under complement of AC-TA (outline)

Given a signature F = {f} U {ay,...,an}

P: arithmetic constraint over the natural numbers s.t.

P = C
| PV P
| P AP
| =(P)
C = fa,>c (ceN)

| fa; +fa; > tax

| fai X fa; > fag
Lp: tree language over F s.t. each tree in Lp satisfies P, meaning that
e.d. Lya—pp IS the tree language whose element t satisfies |t|a = |¢|p

Suppose tree languages recognizable with AC-tree automata are closed under ( )C

e Given P = a;’{l 4+ - —I—Cnxfi;n — c, Lp is recognizable with AC-tree automata
e Lp#~Ao iff 3(x1,...,2,) in N*—0: clxllﬁ—l—---—l—cn:cﬁn:c

It contradicts to the fact that (weak variant of) Hilbert's 10th problem is undecidable

14



Decidability results

regular TA | regular AC-TA | AC-TA
te L(A/AC)? v v v
L(A/AC) = @7 v v v
L(A/AC) C L(B/AC)? v v X
L(A/AC) =T (F)? v v ?

regular TA | regular A-TA A-TA
te L(A/A)? v v v
L(A/A) = @7 v v X
L(A/A) C L(B/A)? v X X
L(A/A) =T (F)? ve X X

Note 1: One question remains open since CSL 2001

Note 2: The question is registered in the list of RTA Open Questions
(http://www.lsv.ens-cachan.fr/rtaloop/problems/101.html)

15



Yet further tree language hierarchy

monotone A-TA = monotone A-PTA

)

regular A-PTA

)

regular A-TA

U

. tree language inclusion

LV

representability relation

AN KL AN

monotone AC-PTA

)

monotone AC-TA

)

regular AC-TA

regular AC-PTA

16



II. Towards system verification



Model checking based on term rewriting and tree automata

Observationl Undecidable fragments exist in the fixpoint computation

Observation2 Intersection-emptiness problem is EXPTIME-complete
for regular TA

rewritirlg steps

AN
7

N N
7 4

— (verified property ) ]

(property automaton)

set of initial states ] [ reachable state space ]

(system automaton)

18



One step of the procedure

L(A;/AC) L(Ai1/AC)

4L — R in R such that

Lo _>jk42-/AC q but

Ro 77 /N

then

add new transition rules

to A;/AC to satisfy
*
Ro T Aipq/AC 9

19



Specs on ACTAS & user-interface

— Platform OS:

Linux, Solaris

— Software requirement:

Java

ant (for rebuild)

— Memory:

~ 512M byte
(standard model)

~ 2G byte

(advanced model)

— \Version:

0.8.20050912

Mode Input 1| Output
| AddTab H DelTab | ‘ Load " Save ” Save as| ‘ AddTab " DelTab ” DelTabAll ‘ | Save as ‘
equentt ElLog protocol-example.mod r otway-rees_protocol.mod 1-0 1-1 1-2 1-3 1-4 |
[] Downsize [ Epsilon-free =~ =~
[Comment] =1 [Sighature] il
R-Module <Protacol> constza,c,b
¥ -» 5 pairfpairix,yd, Esk(x), nonce(oyi)) [T-Rule {p_client, pr: 20050916111401]
|TRS |" S == 30 pairty, Eskiy),nonce( a-=iqa
Iﬂl ¥ o= pair(Esikid.nonce(yl), Esinonces, v, mixsi ::::a}b
T-Modulel [Signature] f:: ;mc
|TA |v‘ canst: ab,c,s Com it
Var vz p -= (Dsfkialph =
reload pclient -= {Ds{ldalpi}
[R-rule: TES] pclient -=p
T-Module2 Ds0Es(y =2 v qEs_ka_nab -=p
| [~] i [ P
L3 -
RLGpainte, ) -> x o i
reload p2ipairi i) -y q_b —= (Ds{kiarplt
9b-=p
Data 2 exchange (1) q_b -= p_client A |
[ [ ] | | 51-stmairpairtus, 2 - > pairty Estees, Dstkix, 230 a0t - p_client
# -- awailable actions (under cansidaration) -- 9.€-= st
reload S1_spairpair(a,b), 2)) - » pair(h, Es(k(b), Ds(k(a), 211 g—;a’h’f}“ Gakpit
51 _s{pairipair(a, o), z)) -= pairtr, Estk(c), Ds(kiz), 210 a_nab - {Dsik{a).q_Es_ka_nabl)
# 51_s(pair(pair(b,a),z)) -> pair(a,Es(k(a), Ds(k(h),.2)) q_nab -> {Dsik{al pit
Parameterl W 51 _sipairipairib,cl, 2 -> paire, Eskicy, Dsfkin), 230 q_pait_ab = p
10 —_—{ 51 _s(pairtpair(c,a), z)) - > pair(a, Esikia), Dstkic), z | q_pa\r_ag_gs_::a_na:: - = {Dafkial pi
51 _s{pair{pair(c, ), z)) -> pairih, Es(kity, Dsikic), 2; A-pair_ab_ts_ka_nab -=p
o o oo s(pair(pair(c, b, 2)) -> pairth, Es(k(b), Ds(kic), 2))) et ol om
D3ikiab_Es_Ka_habl —= {Ds{kiahpi
Parameter? # messsage exchange (2) :Dzék::}} ?._si_kiﬁinii,i n e
o g # 52l Z) - = pair(z, Esfnoncely, mix, i)l {Estkiby. Dslkahpil -= p
4 # -- awailahle actions (under consideration) -- {Esikib} Ds{k{al.q_Es_ka_nabih -= p
o 10 100 52_atpair(, z)) -> pairtz,Es(noncela, b), miz, b)) AEsiich.Dsibial. piy -= p
52 _alpair(c,z)) -> pair(z, Esinonce(a, ), m@, o)y {Estnoncefa bhm{a bl -> p
[ EeLE) # 52 _hipair(c,z)) -> pair(z, Estnoncedl, o, mis, o) bo=p
[T00 _—) # 52 _bipairta,z)) -> pair(z, Esfnoncets, ), mi, a)) nia b - {Dslkfahplt
b 52 _c(pair(a,z)) - = pair(z, Esinonce(c,a), mic, a))) imia bl -= p
0 10 100 4 52 _ripairin,z)) - > pair(z, Esthoncedr, k), mic, by {pairtb.Estidb. Dlidak gl - p
{pairib.Estidib}. Ds{l(ak.pii} - {Dsikdal pht
# wiretapping § interruption {pairib.Esildb} Ds{ldakq_Es_ka_nabil -= p
Sls() -> & {painib.Esildb} Ds{l{ak.q_Es_ka_nab}il} -= {Dstkdalpit
5273(,{) - tpainic Es{i{c). Ds{i{at.pil} -= {Dsikdak.pl
527}3 {pairic Esfi(ch Ds{k{al.pli -= p
_bi{ - w {pairp Estnoncefa by mia b -= p L
S2_o0) -> u {pairip_client Esnance(a.bl.m@ bl -= p -
| run | ‘ abort | | exit ‘ - " i - o« I Trl
Finished _"'
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Security flaw in a network protocol (1)

server

@D E(K(alice),r),alice,bob

@ E(K(bob),r)

alice >
K (alice) @ E(K(bob),r), E(r,m)

bob
K(bob)

21



Security flaw in a network protocol (2)

server

@D E(K(alice),r),alice,bob

@ E(K(bob),r)

alice >
K (alice) @ E(K(bob),r), E(r,m)

bob
K(bob)

chris
K(chris)

22



Security flaw in a network protocol (3)

_ — -

e server

O E(K(alice),r),alice,bob

@ E(K(bob),r)

alice >
K (alice) @ E(K(bob),r), E(r,m)

\\*

E(K(alice),r), alice, chris

E(K(chris),r)

bob
K(bob)

chris
K(chris)

23



Security flaw in a network protocol (4)

server

E(K(alice),r), alice, chris

@D E(K(alice),r),alice,bob

@ E(K(bob),r)

alice > bob chri
K (alice) S E(K(bob),r), E(r,m) K (bob)
Axiom D( K(chris) , E(K(chris),r) — r
P?(a:, E(z,y)) — vy

24



Security flaw in a network protocol (5)

server

E(K((alice),r), alice, chris

@D E(K(alice),r),alice,bob

@ E(K(bob),r)
E(K(chris),r)

alice > bob chris
K (alice) @ E(K(bob), r K(bob) K(chris)
Axiom D( K(chris) , E(K(chris),r) — @
P?(:v, E(z,y)) — vy
D( r , E(r,m) ) ——> m (secret message)

25



ACTAS specification (Lines 1—25)

: [Signature]
const: a,b,c,s
var: x,y,z

[R-rule: TRS]

Ds(x,Es(x,y)) ->y
T, Y, =z > server

00 ~NO Ok WN -

pl(pair(x,y)) -> x

9: p2(pair(x,y)) ->y

11: # S1_s(pair(pair(x,y),z)) -> pair(y,Es(k(y),Ds(k(x),z)))
12: S1_s(pair(pair(a,b),z)) -> pair(b,Es(k(b),Ds(k(a),z)))
13: S1_s(pair(pair(a,c),z)) -> pair(c,Es(k(c),Ds(k(a),z)))

15: # S2_x(y,z) -> pair(z,Es(nonce(x,y),m(x,y)))
16: S2_a(pair(b,z)) -> pair(z,Es(nonce(a,b),m(a,b)))

18: S1_s(x) -> x

—> y, E(K(y), D(K(%),2)))

19: S2_a(x) -> x

20: » 2 —>| client(xz)
21: [T-rule( p, p_client ): TA]

—> z, BE(r(z,y),m(z,vy))

22: Es(p,p) > p
23: Ds(p,p) > p
24: pl(p) ->p
25: p2(p) > p

26



ACTAS specification (Lines 26— )

26:
27 :
28:
29:
30:
31:
32:
33:
34:
35:
36:
37:
38:
39:
40:

41

42:
43:
44
45:
46:
47 :
48:
49:
50:

pair(p,p) -> p
pair(p_client,p_client) -> p
g_a —-> p_client
g_b -> p_client
g_c -> p_client

Si_s(p) > p
S2_a(p) ->p

# C’s initial knowledge
k(g_c) -> p

# initial messsage transfer:
# S1_s(pair(pair(a,b),Es(k(a),nonce(a,b)))) -> p

# —--- subterm decomposition ---
S1_s(q_p_ab_Es_ka_nab) -> p
pair(q_p_ab,q_Es_ka_nab) -> g_p_ab_Es_ka_nab
pair(gq_a,q_b) -> g_p_ab
Es(q_ka,q_nab) -> q_Es_ka_nab
k(g_a) -> g_ka
nonce(q_a,q_b) -> g_nab
a -> qg.a
b -> q_b
c —-> q_c

If chris knows = and E(z,y), then
chris also knows y

If chris knows = and y, chris can
construct E(xz,y) and D(xz,y)

chris knows its own secret key
K (chris) and all principals names:
alice, bob, chris

chris knows message going through
the network (wiretapping)

chris decomposes sequences of
data (modification)

chris pretends to be other principals
(impersonation)

27



Descendant computation for reachability analysis

Log Frane EEarS]|
Status [
Mode Descendant
R-Module: TRS e
T-Module: TA =
Parameter 15 7
Parameter2; 100 E
Pararmeter, 3100 b
“Date
Start: 21:20:51 Sep 17 2004 b
Finish: 21:33:50 Sep 17 2004 b
rLog
o T-Rule State Time
1 49 (26) 28 (18) 2(1) 7
z 73(24) 37 (9) 19 (17) b
3 80 (7) 38 (1) 83 (64) P
4 82 (2) 38 (0) 163 (80} 7
5 82 (0} 38 (0) 241 (78} -|| &
~Graphs E
s T-Rule per Time &
I i
[ 7
44/ |
22 |
0 49 EE] 147 196 (ze0) b
x[z45 ¥[8 P
40 State per Time
30,4 e
20 P
10 e
0 49 38 147 196 Geo | ||
X [245 v [40 b
(sec Time per Loop numkber
55@
120
55 b
S :
i 1 z H 4 5 G b
X |6 ¥ |260 b
[_I beziercurve | rej paint
- F:
I

Loop number

#(T-rules) f(states) time (sec)

S W NN R

23
56
102
109
109

13
34
46
46
46

3
4
6
18
23

Note 1. V i: L(A;/AC)

Note 2. 3 i: L(A;/AC)
= 3 i: L(A;/AC)
(= Ji: L(A;/AC)

C L(Ai+1/AC)

= L(Ai+1/AC)
= L(Aj41/AC) forall j =1
L(Ax/AC))

Note 3. 3 m(a,b) € L(A;/AC)

= secret message m is retrieved by chris

28



Tool support for state space analysis

ACTAS logfile: protocol_example.html- Mozilla

Staius N
IMode: Descendant
RE-MModule: E_crypt2

Parameterl:4
Parameter2: 100
Farameter3: 100

J
Date \

Start: 0854:06 Apr 27 2004
Finigh: 08 54:28 Apr 27 2004

=
=}
=]

T-Module: A_initialz =~ = | == = = = = = — —4 5

[No. [T-Rule [State | Time
o s R A
1 [Beiz) [1en )32
2 [ e 1209
2 a4z |[1eth]2210)
l4 A4 |18ty ]32(10) /
Graphs
4 T-Fule per Time
35 ‘aasll
24 /’/
12
0 5 10 15 20 25 20 (zeq)
20 State per Time
]_R
1
c
0 5 10 15 20 25 30 (ser)
(sec Time per Loop number
27 /
1
4 1
__;_#_4/
4] 1 2 3 4 5

-- Computation mode

Module names (i.e. selected R-rule and T-rule names)

Parameters1-3 (0 < < 100)

Execution time
Number of transition rules

Number of state symbols for each loop computation

Graphl: number of transition rules x time(sec)

Graph2: number of state symbols x time(sec)

Graph3: time(sec) x loop number

(in HTML file format)

29



AC-axioms in encryption scheme

(1) r, K(a)or

Y

(2) K(b)or
alice < bob
(3) E(K(a)oK(b)or, m)

Y

K@) r m K(b)

K(a) K(b) : secret keys
r . random number
secret message

encryption function
AC symbol (infix operator)

om 3

Claim: secret message m is not retrieved by wiretapping only

(Cf. “Easy Intruder Deductions” by Comon-Lundh & Treinen 2003)

30



AC-function symbols in ACTAS specification

1: [Signature] 29: # C’s initial knowledge
2: AC: f 30: a ->p

3 const: a,b,c,m,r 31; b ->p

4: var: X,y 32: ¢ ->p

5: 33: k(gq_c) > p

6: [R-rule: TRS2] 34: c -> g_c

7: Ds(x,Es(x,y)) >y

8

9: [T-rule( p ): TA2]
10: Ds(p,p) -> p
11: Es(p,p) > p
12: f(p,p) > p

14: f(gq_ka,q_r) -> p
16: r -> q_r

Dolev-Yao's axioms + &
_/A\

-~

initial knowledge

N\

&

17: r > p

messages on

19: f(gq_kb,q_r) ->p the network

20: k(q_b) -> g_kb
21: b -> q_b

secret data
23: e(q_f_kba_r,q.m) -> p

24: f(q_kab,q_r) -> q_f_kba_r
25: f(q_kb,q_ka) -> g_k_ba
26: k(g_a) -> q_ka base knowledge ] obtainable knowledge
27: a -> q_a
28: m -> q_m

31



Intruder deduction problem (general version)

Given two sets L, M (of messages) and equational rewrite system R/E:

Is the intersection of [_>72/5](L) and M the empty or not?

Note 1. In the previous setting
L : initial knowledge + messages on the network
M . secret data

R/E: Dolev-Yao's axioms and AC({f})

Note 2. Tree languages recognized by AC-TA, called AC-recognizable tree languages

are closed under N and

AC-regular tree languages are also closed under N

Note 3. The emptiness problems for AC-TA and regular AC-TA are decidable

32



Non-left-linear case

3L — R in R such that L=C[x,z] e.qg. D(z, E(z,y)) —y
e Check L(A;/AC,q1) N L(A;/AC,qp) #* O

If the above condition holds for q1 # g2, we take the following assignment:

e In fully automated verification, under- or over-approximation is
needed to be applied

The intersection-emptiness for AC-TA is decidable but the complexity is extremely high!

e In fact, we use in ACTAS under- (or over-)approximation
algorithms when solving emptiness problems in AC-case

33



Bounded computation for emptiness test

L R N
\
\
\
\
\
r x T |
P P P \
L R
|
)
!
/;
r x ) T
/
\J S Y \J
P Q y P

search depth for emptiness test is controlled by
Parameters 2,3

f(state symbols) = 16

#(T-rule) = 21

P2 =10
P3 | state space for | time (sec)
emptiness test

1 0 1

2 256 2

3 4096 2

4 65536 3

5 1048576 9

6 16777216 —

34
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Library for Equational Tree Automata

Joe Hendrix
http://texas.cs.uiuc.edu/ceta/

11] ACTAS

Hitoshi Ohsaki
(to be announced)

A Library for Equational Tree Automata - M

e
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Ceta: A Library for Equational Tree Automata

Sunmary

Ceta is a library for ressoning about tree langusges, specifically tree langusges definsble by a regular tree automston over an equational theory containing operators that
are associative and/or comnutative with identity symbols. Ceta is based on propositional tree autonata, and offers algorithns and datastructures for representing tree
Stonata, combining tres astonata using boolsan perations, and testing SAoLInGss:

Ceta is being developed at the University of 111inois at Urbana-Chanpaign in the United States as part of a joint project with National Institute of Advanced Industria
Science and Technology in Japan. The primary software developer is Joe Hendnix with significant support fron Jose Meseguer of UILC and Hitoshi Dhsaki of AIST.

The project is currently in active development, and a nusber of key planned features have not vet been implenented. An alpha version is now available which supports
conbining eouational tree autonata and testing emptiness of automaton that are associative and commutative, commutative, o free, which may have identities. lie do not yet

ave any support for purely associative sysbols as the problen is undecidable. lle also do not yet support Support rules with constraints, but that is planned for a futire
release. Ceta is available under the GPL |icense.

Download

The source code for Ceta Alpha 1 is now available as a gzipped tar file. Building Ceta recuires the followig be installed:

A C++ conpiler (goc 3.3 or later recomnended)
« The Boost Ci+ Libraries (version 1.32 or later reconnended!
 Dowygen (version 1.4 o later reconnended).

The following files are available for download:

Nane Format Date
ceta-alphal.tar.gz | Source gzipped tar | 200

12

Due ta the alpha nature of Ceta and the current world of C++ ABI compatibilities, ve do not offer a preconpiled version of Ceta at this tine

Documentation

Ceta’s docunentation is autonatically generated using Doxygen. A copy of the docunentation is included in the source, but may also be broused online
« View dopunentation online

Announcement Mailing list

In order to be informed of new releases, users are strongly encouraged to subscribe to the ceta-announce mailing list. This is an announce only list used to notify
subscribed sbout news related to Ceta’s developnent. The traffic will be at most a few nessages per month. Subscribe or unsubscribe at the ceta-announce honepage.

Development

If you are interested in tracking the developnent using the latest source, the development version is available as a darcs repository. fou can download a copy of repository
by ‘installing darcs, and then rumning the comnand:

darcs get http://texas.cs.uiuc. edu/ceta/darcs/cata/

If you are interested in duvng developnent on the library, please contact Joe Hendrix via email at jhendrix@uiuc.edu to discuss ideas for improving Ceta and how to add your
o

code to the main reposi
xHTML
W3C TS j W3C ess,

CETA homepage
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