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Abstract This paper proposes a composite architecture by reason-
ably incorporating parallel and cascade architectures to fur-

We investigated embedding limitations with our proposeRer improve embedding limitations with our proposed ap-

method of audio watermarking. This method was based givach. We used objective evaluations to systematically in-

the concept of embedding inaudible watermarks into an origestigate and confirm the advantages of the proposed ap-
nal sound by controlling its phase characteristics in relationggach.

cochlear delay. We improved the original method by design-
ing a composite architecture for cochlear-delay filters.
evaluated the methods to investigate the embedding limi

tions by carrying out four objective experiments, i.e., with A cochlear-delay filter is designed as the following 1st-
PEAQ, LSD, bit-detection, and robustness tests. The resylger (IR all-pass filter to model cochlear delay characteris-
indicated the embedding limitation with the composite archjzg [6]:

tecture in the best case was6 bps, while the embedding
limitations with the parallel and cascade architectures were —b+z271
192 and128 bps, respectively. (2) =17 O0<b<L (1)

g_Composite architecture

. An lIR all-pass filter is usually used to control delays in which
1. Introduction amplitude spectra are passed equally without any loss. Here,

- . . th del , be obtained as:
Digital-audio watermarking has recently been focused one group delayr(w), can be obtained as

as a state-of-the-art technique enabling copyright to be pro- darg(H (e7*))
tected. This has aimed to embed codes to protect the insep- T(w) = R
arable and inaudible copyright codes separable by users, and v
to detect embedded codes from watermarked signald.[  where H(e/*) = H(z)|,—.». The 7(w) is fitted to the

Watermarking methods must satisfy three requirementsctichlear delay (scaled by 1/10 as indicated by the dashed line
provide a useful and reliable form of copyright protectiorig. 2). Here, this architecture is referred to as a base archi-
(a) inaudibility , (b) confidentiality, and (c)robustness Al- tecture.
though several methods (such as LSB DSS [3], ECHO Imabeppuet al. improved the previous approach to im-
[4], and PPM p]) have been proposed, these methods hgweve embedding limitations with the method by using a par-
suffered from serious drawbacks in either of the three requiedtel architecture J]. Based on the expression &f-bits, it
ments, especially in (a) inaudibility and (c) robustness dueitoalso possible to contral/(= 2V)-th cochlear delays us-
embedding or reduced securi] [ ing the parallel architecture. Howevéi-th cochlear delays

As the first step toward solving the problems with regardust not be beyond the cochlear delay, which was scaled by
to requirements (a) and (c), a method of audio watermad{10. We have improved our previous approach to improve
ing based on cochlear delay has been proposed by Unolkeé®@bedding limitations with the method by using a cascade
Hamada §] (a base architecture). Imabepptial. investi- architecture §]. Based on the expression bfbits, it is also
gated embedding limitations with their proposed approachmsssible to controR(= 2%)-th cochlear delays using the cas-
by carrying out four objective experimentg[ We then im- cade architecture. However, inaudibility is affected increas-
proved the proposed method by designing parallel and cagrthe number oR-th cochlear delays. In addition, the value
cade architectures for cochlear-delay filteig [As a result, of parameteb must be fron0 to 1. Thus, we propose a com-
our proposed architectures made it possible to increase @usite architecture by reasonably incorporating parallel and
bedding limitations from those with the base architecture. cascade architectures. Based on the expressidh-at-bits,

()
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Figure 1:Block diagram of composite architecture.

Frequency (kHz)

it is also possible to contrdl (= 2V1)-th cochlear delays Figure 2: Cochlear-delay and group-delay characteristics of
using the composite architecture. composite architecturd(= 2 andN = 2).

2.1. Data embedding process data. §) The embedded data(k), are detected using the

Figurel(a) has a block diagram of the data-embedding preth cochlear filter.
cess. We designed the composite architecture for the cochlear
delay filter Hopmp (2) as follows: dlwg) = argY(w,) —arg X (wq) (6)

A, > l(wq) — arg(Hy(e™0))|  (7)

L L 4
Homp() = [[ Hom(z) = [[ “2nt2 )
=1

where/ = 1,2,---,Landm = 0,1,---,M — 1. Here, the 3. Evaluations

group delayscump (w), can be obtained as: We evaluated the improved methods (the paralél £
Z 1,2,3, and4), the cascaded( = 1,2,3, and4), and the
Temp(w) = Z Tm(w) 4) ;:ompo_site_architect_ureﬂ(: _2 and_N = 2)) by carrying out
=t our objective experiments, i.e., with perceptual evaluation of
darg(Hy (i) sound quality (PEAQ) (], Log spectrum distortion (LSD),
Tom(w) = — bm (5) bit-detection, and robustness tests to investigate the extent of
' dw embedding limitations with the improved methods.

For example, the group delays in the composite architecture

with N = 2 and L = 2 are represented asi-types of 3.1, Objective evaluations

Temp(w) N EQ. 5. Therefore, the composite architecture can

embedi-bits per frame into the original signal. Figutglots ~ All 102 tracks in the RWC music-genre databasg [

the group-delay characteristics of the cochlear delay filterw@re used in these evaluations. The original tracks had
the composite architecture. a 44.1-kHz sampling frequency]l6-bit quantization, and

two-channels (stereo). Here, the unit of fps represents
frames per sec. The same watermarks with eight letters
(“AlS-Lab.”) were embedded into both channels by us-
Figure 1(b) shows the flow for the data-detection processg the proposed methods. The frame-rates in these exper-
we used. Watermarks were detected as follovt3:We as- iments wered, 8, 16, 32, 64, 128, 256, 512, 1024, 2048, 4096,
sume that bothe(n) and y(n) are available with this wa- and8192 fps.
termarking method. 2) The original,z(n), and the water- We carried out the first objective experiment (PEAQ)
marked signaly(n), are decomposed to become overlapping evaluate the sound quality of the watermarked signals.
segments using the same window function used in embeddREAQs were used to output the objective difference grades
the data. §) The phase differenceyw), is calculated in each (ODGs). The ODGs were graded on a five-point scale as
segment, using Eq6). (4) The summed phase differences di (imperceptible),—1 (perceptible but not annoying);-2
¢(w) to the respective phase spectrum of the filtefs®f), (slightly annoying)—3 (annoying), and-4 (very annoying).
are calculated as in Eq7)to estimate the group delay charAn evaluation threshold of 1 was chosen to evaluate inaudi-
acteristics of Hemp(z) = Hp(2)) used for embedding thebility in this experiment. Figure3(a), 4(a), and5(a) plot the

2.2. Data detection process
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Figure 4: Evaluations of cascade architecturés=€ 1,2, 3,
and4): (a) PEAQ, (b) LSD, and (c) bit-detection rate.

Figure 3:Evaluations of parallel architecture®d’ (= 1,2, 3,
and4): (a) PEAQ, (b) LSD, and (c) bit-detection rate.

averaged ODGs of the PEAQs. Figurgs) and4(a) show The detection rates in the composite architectiire=(2 and
that the ODGs of the PEAQs have decreased with an incredse= 2) were over the evaluation threshold {5%) in which
in the number of cochlear-delay filters. The PEAQs in a coiifie frame rates ranged frotrto 256 fps.
posite architecturel{ = 2 and N = 2) were under the evalu- The results revealed that the most optimal parallel, cascade,
ation threshold$ —1) in which the frame rates ranged fronand composite architectures correspondedNoI{)=(2, 1),
4 t0 64 fps. (1,2), and @, 2), where the maximum detection rate for the
We carried out the second objective experiment (LSD mégmposite architecture wad fps when it representettbits
sures) to evaluate the sound quality of the watermarked d¥§f frame. Therefore, the embedding limitation with the com-
nals. Figures3(b), 4(b), and5(b) plot the averaged LSD forPOsite architecture wasi6 (= 64 fps x4) bps.
the watermarked signals. The LSDs in the cascade architec-
tures = 1, 2,'3, and4) were under the evaluation threshol%_z_ Evaluation of robustness
(< 1.dB) in which the frame rates ranged frohto 2048 fps,
while the LSDs in the parallel architecture$ < 1,2,3,and  We carried out three types of robustness tests in the
4) were under the threshold in which the frame rates randgedrth experiment to evaluate how well the methods could
from 4 to 4096 fps. The LSDs in a composite architecturaccurately and robustly detect embedded data from the
(L =2andN = 2) were under the evaluation threshold { watermarked-audio signals. The manipulation conditions we
dB) in which the frame rates ranged frahto 1024 fps. used were: (i) down samplingi4.1 kHz — 20, 16, and8
We carried out a bit-detection test in the third objectivkHz), (ii) amplitude manipulationl bits — 24-bit extension
experiment to evaluate how much embedded data couldalmel8-bit compression), and (jii) data compression gmp28
detected from the watermarked audio signals. An evalldps,96 kbps, ands4 kbps-mono).
tion threshold of75% was chosen as the embedding limita- Table 1 lists the results of evaluations for the base, paral-
tion to evaluate the bit-detection rate in this experiment. Figl, cascade, and composite architectures. It summarizes the
ures3(c), 4(c), and5(c) plot the averaged bit-detection ratenaximum fps over the evaluation threshotd {5%) of bit
for the watermarked signals. The detection rates in the paetection. The maximum detection rate with all architectures
allel architectures¥ = 1,2,3, and4) were over the eval- decreased when the signals were compressed Bywitlp 96
uation threshold ¥ 75%) in which the frame rates rangedbps. Here, the maximum detection rates wrend64 fps
from 4 to 256 fps. The detection rates in the cascade architeuith the parallel (V = 4) and composite architecturé & 2
tures € = 1,2, 3, and4) were over the evaluation threshold&nd N = 2), respectively. The bit detection rate with the
(> 75%) in which the frame rates ranged frofrto 128 fps. cascade architecturd.(= 4) did not exceed the evaluation
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Table 1:Results of robustness tests on embedding limitations (frame per sec (fps)).

Base Parallel Architecture Cascade Architecture Composite Arc.
Modification | L=1,N=1|L=1,N=2 | L=1,N=3|L=1,N=4|L=2N=1|L=3N=1|L=4N=1| L=2,N=2
Non-process 512 512 512 256 256 256 128 256
DS 20 kHz 256 256 256 128 128 128 64 128
DS 16 kHz 256 256 256 128 128 128 64 128
DS 8 kHz 128 128 128 64 128 64 64 64
BC 24 bits 256 256 256 128 128 128 128 128
BC 8 bits 256 256 256 128 128 128 64 64
mp3128 kbps 128 128 128 64 128 64 32 64
mp396 kbps 64 64 64 32 64 32 — 64
mp364 kbps 128 128 64 64 64 64 32 64

i

ol

4 8 16 32 64 128 256 512 1024 2048 4096 8192

Bit-detection rate (%)

Figure 5: Evaluations of composite architecturéd (N) =

16 32 64 128 256 512 1024 2048 4096 8192
Frame rate (fps)

chitecture { = 2 and N = 2) was256 (= 64 fps x4) bps.
Both results revealed that the composite architectiire-(2
and/N = 2) was the optimal architecture for the proposed ap-
proach.Therefore, the embedding limitations were improved
to architecture of the cochlear delay filtdr &nd V) by opti-

mal choice.
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(1,4), (4,1), and(2,2)): (a) PEAQ, (b) LSD, and (c) bit-
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threshold at any frame-rate.

4. Conclusions
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